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Request for Conmments: 991 J. Postel
I Sl
bsol etes: RFCs 961, 943, 924, 901, 880, 840 Novenber 1986

CFFI C AL ARPA- | NTERNET PROTOCCLS

STATUS OF TH'S MEMO

This meno is an official status report on the protocols used in the
ARPA-I nternet community. Distribution of this meno is unlimnted.

| NTRODUCTI ON

This RFC identifies the docunents specifying the official protocols
used in the Internet. Conmments indicate any revisions or changes
pl anned.

To first order, the official protocols are those specified in the
"DDN Protocol Handbook" (DPH), dated Decenber 1985 (this is a three
volume set with a total thickness of about 5 inches).

A der collections that include many of these specifications are the
"Internet Protocol Transition Wrkbook" (IPTW, dated March 1982; the
"Internet Mail Protocols", dated Novenber 1982; and the "Internet

Tel net Protocols and Options", dated June 1983. There is also a

vol ume of protocol related information called the "Internet Protoco

| mpl enenters CGuide" (IPIG dated August 1982. An even ol der
collection is the "ARPANET Protocol Handbook" (APH) dated

January 1978. Nearly all the relevant material fromthese

col l ections has been reproduced in the current DPH

Thi s docunent is organized as a sketchy outline. The entries are
protocols (e.g., Transm ssion Control Protocol). |In each entry there
are notes on status, specification, conments, other references,
dependenci es, and contact.

The STATUS is one of: required, recommended, elective,
experinental, or none.

The SPECI FI CATION identifies the protocol defining docunents.

The COWMENTS describe any differences fromthe specification or
problems with the protocol

The OTHER REFERENCES identify docunents that coment on or expand
on the protocol
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The DEPENDENCI ES i ndi cate what other protocols are called upon by
this protocol

The CONTACT i ndicates a person who can answer questions about the
pr ot ocol

In particular, the status nmay be
required
- all hosts nust inplenent the required protocol

reconmended

- all hosts are encouraged to inplenent the recomended
pr ot ocol

el ective
- hosts may inplenent or not the elective protocol,
experi nent al

- hosts should not inplenment the experinental protoco
unl ess they are participating in the experinment and have
coordi nated their use of this protocol with the contact
person, and

none
- this is not a protocol

For further infornmation about protocols in general, please
contact:

Joyce K. Reynol ds

USC - Information Sciences Institute
4676 Admiralty Wy

Marina del Rey, California 90292-6695
Phone: (213) 822-1511

ARPA mai | : JKREYNOLDS@ Sl . EDU
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OVERVI EW
Catenet Model  --------mmmm i
STATUS: None
SPECI FI CATION: | EN 48 (in DPH)
COMMVENTS:

G ves an overview of the organization and principles of the
I nternet.

Coul d be revised and expanded.
OTHER REFERENCES:
Leiner, B., Cole R, Postel, J., and D. MIls, "The DARPA
Protocol Suite", |EEE | NFOCOM 85, Washington, D.C., Mrch 1985.
Also in | EEE Communi cati ons Magazi ne, and as | Sl/RS-85-153,
March 1985.
Postel, J., "Internetwork Applications Using the DARPA Prot ocol
Suite", | EEE | NFOCOM 85, Washington, D.C., March 1985. Also in
| EEE Communi cati ons Magazi ne, and as |SI/RS-85-151, April 1985.
Padl i psky, M A., "The El ements of Networking Style and ot her
Essays and Ani nadversions on the Art of |nterconputer
Net wor ki ng", Prentice-Hall, New Jersey, 1985.
RFC 871 - A Perspective on the ARPANET Ref erence Mbdel
DEPENDENCI ES:

CONTACT: Postel @ Sl . EDU

Reynol ds & Post el [ Page 3]



RFC 991 Novenber 1986
Oficial ARPA-Internet Protocols
NETWORK LEVEL
Internet ProtoCcol -------cmmmm - (1P
STATUS: Required
SPECI FI CATION:  RFC 791 (i n DPH)
COMMENTS:
This is the universal protocol of the Internet. This datagram
protocol provides the universal addressing of hosts in the
I nternet.
A few nminor problens have been noted in this docunent.
The nost serious is a bit of confusion in the route options.
The route options have a pointer that indicates which octet of
the route is the next to be used. The confusion is between the
phrases "the pointer is relative to this option"” and "the
smal | est | egal value for the pointer is 4". |If you are
confused, forget about the relative part, the pointer begins
at 4. The ML-STD description of source routing is wong in
sone of the details.

Anot her inportant point is the alternate reassenbly procedure
suggested in RFC 815.

Sone changes are in the works for the security option
Note that ICMP is defined to be an integral part of IP. You
have not conpleted an inplenentation of IPif it does not
i ncl ude |1 CWP
OTHER REFERENCES:
RFC 815 (in DPH) - | P Datagram Reassenbly Al gorithns
RFC 814 (in DPH) - Nanes, Addresses, Ports, and Routes

RFC 816 (in DPH)

Fault |sol ation and Recovery

RFC 817 (in DPH)
| mpl enent ati on

Modul arity and Efficiency in Protoco

M L-STD- 1777 (in DPH) - Mlitary Standard Internet Protoco
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RFC 963 -
St andard |

DEPENDENCI ES:

Some Problems with the Specification of the Mlitary
nt er net Protocol

CONTACT: Postel @ Sl . EDU

I nt ernet Control

Message Protocol ----------------"----------- (1 CvP)

STATUS: Required

SPECI FI CATION:  RFC 792 (in DPH)

COMMVENTS:

The control nessages and error reports that go with the
I nternet Protocol.

A few minor errors in the docunent have been noted.
Suggesti ons have been made for additional types of redirect
message and additional destination unreachabl e nessages.

Two additional | CVP nessage types are defined in RFC 950
"Internet Subnets", Address Mask Request (Al=17), and Address
Mask Reply (A2=18).

Not e t hat

ICVMP is defined to be an integral part of IP. You

have not conpleted an inplenentation of IPif it does not
i ncl ude | CVP.

OTHER REFERENCES: RFC 950

DEPENDENCI ES:

I nt ernet Prot ocol

CONTACT: Postel @ Sl . EDU
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Internet Group Multicast Protocol -------------“------------- (1aw)
STATUS: Recommended
SPECI FI CATI ON:  RFC 988

COMMVENTS:

This protocol specifies the extensions required of a host

i mpl enentation of the Internet Protocol (IP) to support
internetwork multicasting. This specification supersedes that
given in RFC 966, and constitutes a proposed protocol standard
for IP multicasting in the ARPA-Internet. Reference RFC 966
for a discussion of the notivation and rational e behind the
mul ticasting extension specified here.

OTHER REFERENCES: RFC 966
DEPENDENCI ES: | nternet Protoco

CONTACT: Deer i ng@ESCADERO. STANFORD. EDU
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HOST LEVEL
User Datagram Protocol -----------mmmmmm o (UDP)
STATUS: Recommended
SPECI FI CATION:  RFC 768 (i n DPH)
COMMVENTS:

Provi des a datagram service to applications. Adds port
addressing to the I P services.

The only change noted for the UDP specification is a m nor
clarification that if in conputing the checksum a paddi ng octet
is used for the conputation it is not transmitted or counted in
t he | ength.

OTHER REFERENCES:

DEPENDENCI ES: | nternet Protocol

CONTACT: Postel @ Sl . EDU

Transm ssion Control Protocol ----------c-mmmmmm i (TCP)

STATUS: Recommended

SPECI FI CATION:  RFC 793 (in DPH)

COMMENTS:
Provides reliable end-to-end data stream service.
Many comments and corrections have been received for the TCP
speci fication docunment. These are prinmarily docunent bugs

rat her than protocol bugs.

Event Processing Section: There are nany mnor corrections and
clarifications needed in this section.

Push: There are still some phrases in the docunent that give a

"record mark" flavor to the push. These should be further
clarified. The push is not a record mark.
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Urgent: Page 17 is wong. The urgent pointer points to the
| ast octet of urgent data (not to the first octet of non-urgent
data).

Li stening Servers: Several comments have been received on
difficulties with contacting listening servers. There should
be sone di scussion of inplenentation issues for servers, and
some notes on alternative nodels of system and process

organi zation for servers

Maxi mum Segnent Size: The maxi num segnent size option should
be generalized and clarified. It can be used to either

i ncrease or decrease the maxi mum segnent size fromthe default.
The TCP Maxi mum Segnent Size is the | P Maxi num Dat agram Si ze

m nus forty. The default |IP Maxi num Datagram Size is 576. The
default TCP Maxi mum Segnment Size is 536. For further

di scussi on, see RFC 879.

I dl e Connections: There have been questions about
automatically closing idle connections. 1dle connections are
ok, and should not be closed. There are several cases where
idle connections arise, for exanple, in Telnet when a user is
thinking for a long tinme followi ng a nessage fromthe server
conmput er before his next input. There is no TCP "probe"
mechani sm and none i s needed.

Queued Receive Data on Closing: There are several points where
it is not clear fromthe description what to do about data
received by the TCP but not yet passed to the user

particularly when the connection is being closed. In general
the data is to be kept to give to the user if he does a RECV
call.

Qut of Order Segnments: The description says that segnents that
arrive out of order, that is, are not exactly the next segnent
to be processed, may be kept on hand. It should al so point out
that there is a very large performance penalty for not doing
so.

User Time Qut: This is the tinme out started on an open or send
call. If this user tine out occurs the user should be
notified, but the connection should not be closed or the TCB
del eted. The user should explicitly ABORT the connection if he
wants to give up.

OTHER REFERENCES:
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RFC 813 (in DPH) - Wndow and Acknow edgenment Strategy in TCP
RFC 814 (in DPH) - Nanes, Addresses, Ports, and Routes
RFC 816 (in DPH) - Fault Isolation and Recovery

RFC 817 (in DPH) - Modularity and Efficiency in Protocol
| mpl enent ati on

RFC 879 - TCP Maxi mum Segnent Size
RFC 889 - Internet Delay Experinents
RFC 896 - TCP/ 1P Congestion Control

M L-STD- 1778 (in DPH) - Mlitary Standard Transni ssion Control
Pr ot ocol

RFC 964 - Sone Problens with the Specification of the Mlitary
St andard Transmni ssi on Control Protocol

Zhang, Lixia, "Wy TCP Tiners Don't Work Well", Comunications
Archi tectures and Protocols, ACM SI GCOW Proceedi ngs, Conputer
Conmuni cati ons Review, V.16, N. 3, August 1986.

DEPENDENCI ES: | nternet Protocol

CONTACT: Postel @Sl . EDU
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Host Mbnitoring Protocol @ ---------cmommmm e (HVP)
STATUS: El ective
SPECI FI CATION:  RFC 869 (in DPH)
COMMVENTS:

This is a good tool for debuggi ng protocol inplenentations in
renotely | ocated conputers.

This protocol is used to nonitor |Internet gateways and the
TACs.

OTHER REFERENCES:
DEPENDENCI ES: | nternet Protocol
CONTACT: H nden@BBN. COM
Cross Net Debugger --------mmmmmmm e ( XNET)
STATUS: El ective
SPECI FI CATION: | EN 158 (in DPH)
COMMVENTS:

A debuggi ng protocol, allows debugger |ike access to renote
systens.

This specification should be updated and rei ssued as an RFC
OTHER REFERENCES: RFC 643
DEPENDENCI ES: | nternet Protocol

CONTACT: Postel @ SI . EDU
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Exterior Gateway Protocol -----------mmmm (EGP)
STATUS: Recommended for Gateways
SPECI FI CATION:  RFC 888, RFC 904 (in DPH), RFC 975
COMMVENTS:

The protocol used between gateways of different adm nistrations
to exchange routing i nformation.

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES: RFC 827, RFC 890
DEPENDENCI ES: | nternet Protocol
CONTACT: MIls@Sl.EDU
Gateway Gateway Protocol --------mmmm e (GGEP)
STATUS: Experi nental
SPECI FI CATI ON: RFC 823 (in DPH)
COMMVENTS:
The gateway protocol now used in the core gateways.

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES:
DEPENDENCI ES: | nter net Protocol

CONTACT: Bresci a@BN. COM
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Multiplexing Protocol ------mmmmm e ( MUX)
STATUS: Experi nent al
SPECI FI CATION: | EN 90 (in DPH)
COMMVENTS:

Defines a capability to conbine several segnents fromdifferent
hi gher | evel protocols in one |IP datagram

No current experinment in progress. There is sone question as
to the extent to which the sharing this protocol envisions can
actually take place. Al so, there are sone issues about the
informati on captured in the nultiplexing header being (a)
insufficient, or (b) over specific.

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES:
DEPENDENCI ES: | nternet Protoco
CONTACT: Postel @ Sl . EDU
Stream Prot 0COl - - - - - - m i m e (ST)
STATUS: Experi nental
SPECI FI CATION: | EN 119 (in DPH)
COMMVENTS:

A gateway resource allocation protocol designed for use in
mul ti host real time applications.

The inplementation of this protocol has evolved and may no
| onger be consistent with this specification. The docunent
shoul d be updated and i ssued as an RFC.

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES:

DEPENDENCI ES: | nt er net Protocol
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CONTACT: jwf @Q.L-EN. ARPA

Network Voice Protocol --------omommmm e (NVP-11)

STATUS: Experi nental

SPECI FI CATION: ISl Internal Meno

COMMVENTS:

Defines the procedures for real time voice conferencing.

The specification is an ISl Internal Meno which should be
updat ed and i ssued as an RFC.

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES: RFC 741 (in DPH)

DEPENDENCI ES: I nternet Protocol, Stream Protocol

CONTACT: Casner @ S| . EDU

Reliable Data Protocol -----------mmmmm oo ( RDP)

STATUS: Experi nent al

SPECI FI CATION:  RFC 908 (in DPH)

COMMENTS:
This protocol is designed to efficiently support the bul k
transfer of data for such host nonitoring and control
applications as |oading/ dunpi ng and renote debuggi ng. The
protocol is intended to be sinple to inplenment but still be
efficient in environnments where there may be | ong transm ssion

del ays and | oss or non-sequential delivery of nessage segments.

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES:
DEPENDENCI ES: I nternet Protocol

CONTACT: Cwel | es@BN. COM

Reynol ds & Post el [ Page 13]



RFC 991 Novenber 1986
Oficial ARPA-Internet Protocols
Internet Reliable Transaction Protocol ---------------------- (I RTP)
STATUS: Experi nent al
SPECI FI CATI ON: RFC 938
COMMENTS:
This protocol is a transport |evel host to host protoco
designed for an internet environnent. Wile the issues
di scussed may not be directly relevant to the research probl ens
of the DARPA community, they may be interesting to a nunber of
researchers and i npl enentors
OTHER REFERENCES:
DEPENDENCI ES: I nternet Protoco

CONTACT:  Trudy @A\CC. ARPA
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APPLI CATI ON LEVEL
Telnet Protocol ------mmmmmm e ( TELNET)
STATUS: Recommended
SPECI FI CATI ON: RFC 854 (in DPH)
COMMVENTS:
The protocol for renote terninal access.

Thi s has been revised since the IPTW RFC 764 in | PTWis now
obsol et e.

OTHER REFERENCES:
M L-STD- 1782 (in DPH) - Tel net Protocol
DEPENDENCI ES: Transm ssi on Control Protocol

CONTACT: Postel @ Sl . EDU
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734

STATUS: El ective
SPECI FI CATI O\ General description of options:
Nunber Nare
0 Bi nary Transm ssion
1 Echo
2 Reconnecti on
3 Suppress Go Ahead
4 Approx Message Size Negotiation
5 St at us
6 Ti m ng Mark
7 Renote Controlled Trans and Echo
8 Qut put Line Wdth
9 Qut put Page Size
10 Qut put Carriage-Return Disposition
11 Qut put Hori zontal Tabstops
12 Qut put Hori zontal Tab Di sposition
13 Qut put Fornfeed Di sposition
14 Qut put Vertical Tabstops
15 Qut put Vertical Tab Disposition
16 Qut put Li nef eed Di sposition
17 Ext ended ASCI
18 Logout
19 Byte Macro
20 Data Entry Termi na
21 SUPDUP
22 SUPDUP Qut put
23 Send Location
24 Term nal Type
25 End of Record
26 TACACS User ldentification
27 Qut put Mar ki ng
28 Term nal Location Numnber
255 Ext ended- Opti ons- Li st

Novenber 1986

( TELNET- OPTI ONS)

RFC

RFC
856
857

858
859
860
726

652
653
654

855 (in DPH)
NI C DPH USE
----- yes yes
----- yes yes
15391 yes no
----- yes yes
15393 yes no
----- yes yes
----- yes yes
39237 yes no
20196 yes no
20197 yes no
31155 yes no
31156 yes no
31157 yes no
31158 yes no
31159 yes no
31160 yes no
31161 yes no
32964 yes no
40025 yes no
42083 yes no
41762 yes no
42213 yes no
45449 yes no
----- yes no
----- yes no
----- yes no
----- yes no
----- yes no
----- no no
----- yes yes

The DHP columm indicates if the specification is included in the

DDN Pr ot oco

COMMVENTS:

The Bi

Handbook.

nary Transm ssion, Echo,

Reynol ds & Post el

use.

The USE col um of the table above
i ndi cates which options are in genera

Suppress Go Ahead, Status,
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Ti m ng Mark, and Extended Options List options have been
recently updated and reissued. These are the nost frequently
i mpl enment ed opti ons.

The remai ni ng options should be reviewed and the useful ones
shoul d be revised and rei ssued. The ot hers should be
el i m nat ed.

The follow ng are recommended: Binary Transm ssion, Echo,
Suppress Go Ahead, Status, Timng Mark, and Extended Options
Li st.

OTHER REFERENCES:

DEPENDENCI ES: Tel net

CONTACT: Postel @ Sl . EDU

File Transfer Protocol -----------cmmmmmm o (FTP)

STATUS: Recommended

SPECI FI CATION:  RFC 959 (in DPH)

COMMVENTS:

The protocol for noving files between Internet hosts. Provides
for access control and negotiation of file paraneters.

The foll owi ng new optional conmands are included in this
edition of the specification: Change to Parent Directory
(CDUP), Structure Muunt (SWNT), Store Unique (STQU), Renopve
Directory (RVD), Make Directory (MKD), Print Directory (PWD),
and System (SYST). Note that this specification is conpatible
with the previous edition (RFC 765).

A di screpancy has been found in the specification in the
exanpl es of Appendix Il. On page 63, a response code of 200 is
shown as the response to a CAD conmand. Under the |ist of
Command- Repl y Sequences cited on page 50, CAD is shown to only
accept a 250 response code. Therefore, if one would interpret
a OAD comrand as being excluded fromthe File System functiona
category, one may assune that the response code of 200 is
correct, since CDUP as a special case of CWD does use 200.
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OTHER REFERENCES:
RFC 678 (in DPH) - Docunent File Format Standards
M L-STD- 1780 (in DPH) - File Transfer Protoco
DEPENDENCI ES: Transmi ssion Control Protoco
CONTACT: Postel @ Sl . EDU
Trivial File Transfer Protocol ---------c-mmmmmmmm i (TFTP)
STATUS: El ective
SPECI FI CATION:  RFC 783 (in | PTW
COMMVENTS:

A very sinple file noving protocol, no access control is
provi ded.

This is in use in several |ocal networks.

Anbiguities in the interpretation of several of the transfer
nodes should be <clarified, and additional transfer nobdes could
be defined. Additional error codes could be defined to nore
clearly identify problens.

Note: The DPH contains | EN-133, which is an obsol ete version of
this protocol

OTHER REFERENCES:
DEPENDENCI ES: User Dat agram Protoco

CONTACT: Postel @ Sl . EDU
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Simple File Transfer Protocol -------------mmommmm (SFTP)
STATUS: Experi nent al
SPECI FI CATION:  RFC 913 (in DPH)
COMMENTS:
SFTP is a sinple file transfer protocol. It fills the need of
peopl e wanting a protocol that is nore useful than TFTP but
easier to inplement (and | ess powerful) than FTP. SFTP
supports user access control, file transfers, directory
listing, directory changing, file renam ng and del eti ng.
SFTP can be inplenented with any reliable 8-bit byte stream
oriented protocol, this docunent describes its TCP
specification. SFTP uses only one TCP connection; whereas TFTP
i mpl ements a connection over UDP, and FTP uses two TCP
connections (one using the TELNET protocol).

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES:

DEPENDENCI ES: Transmi ssion Control Protoco

CONTACT: MKL@BRI - NI C. ARPA

Sinmple Mail Transfer Protocol --------mmmmmmm i ( SMIP)

STATUS: Recommended

SPECI FI CATION:  RFC 821 (in DPH)

COMMVENTS:
The procedure for transmtting computer mail between hosts.
This has been revised since the IPTW it is in the "Internet
Mai | Protocols" volunme of Novenber 1982. RFC 788 (in IPTW is
obsol et e.
There have been nmany m sunderstandings and errors in the early

i npl enentations. Sone docunentation of these problens can be
found in the file [ISIB] <SMIP>MAI L. ERRORS
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Sone minor differences between RFC 821 and RFC 822 shoul d be
resol ved.
OTHER REFERENCES:

RFC 822 - Muil Header Format Standards
Thi s has been revised since the IPTW it is in the "Internet
Mai | Protocols" volune of Novenber 1982. RFC 733 (in | PTW
is obsolete. Further revision of RFC 822 is needed to
correct sone minor errors in the details of the

speci fication.

Note: RFC 822 is not included in the DPH (an accident, it
shoul d have been).

ML-STD-1781 (in DPH) - Sinple Mail Transfer Protocol (SMIP)

DEPENDENCI ES: Transm ssion Control Protoco

CONTACT: Postel @ Sl . EDU

Net wor k News Transfer Protocol -------------------~----------- (NNTP)

STATUS: Experi nment al

SPECI FI CATION: RFC 977

COMMENTS:
NNTP specifies a protocol for the distribution, inquiry,
retrieval, and posting of news articles using a reliable
stream based transni ssion of news anong the ARPA-Internet
community. NNTP is designed so that news articles are stored
in a central database allowi ng a subscriber to select only
those itens he wishes to read. Indexing, cross-referencing,

and expiration of aged nmessages are al so provided.

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES:
DEPENDENCI ES: | nternet Protoco

CONTACT: Bri an@DCSVAX. UCSD. EDU
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Bul k Data Transfer Protocol --------------“-““-------------- ( NETBLT)
STATUS: Experi nent al
SPECI FI CATI ON: RFC 969

COMMVENTS:

This is a prelimnary discussion of the Network Bl ock Transfer
(NETBLT) protocol. NETBLT is intended for the rapid transfer
of a large quantity of data between conputers. It provides a
transfer that is reliable and flow controlled, and is
structured to provide nmaxi mum t hroughput over a w de variety of

net wor ks.
Note: A new RFC on the revised NETBLT is coning soon.
OTHER REFERENCES:

DEPENDENCI ES: Transm ssion Control Protocol, User Datagram
Pr ot ocol

CONTACT: Dd ar k@ T- MULTI CS. ARPA
Resource Location Protocol ----------mmmmmm (RLP)

STATUS: El ective

SPECI FI CATI ON: RFC 887 (in DPH)

COMMENTS:
A resource location protocol for use in the ARPA-Internet.
This protocol utilizes the User Datagram Protocol (UDP) which
inturn calls on the Internet Protocol to deliver its
dat agr ans.

OTHER REFERENCES:

DEPENDENCI ES: User Dat agram Prot ocol

CONTACT: Accet t a@\. CS. CMU. EDU
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Loader Debugger Protocol ------------mmmm (LDP)
STATUS: Experi nent al

SPECI FI CATI O\ RFC 909

COWENTS:
Specifies a protocol for |oading, dunping and debuggi ng target
machi nes fromhosts in a network environnent. It is also
designed to accommpdate a variety of target CPU types. It

provi des a powerful set of debugging services, while at the
same time, it is structured so that a sinple subset may be

i npl emented in applications |ike boot |oading where efficiency
and space are at a prenium

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES:
DEPENDENCI ES: Rel i abl e Data Prot ocol
CONTACT:  Hi nden@BN. COM
Remote Job Entry -------mmmmm oo e (RJE)
STATUS: El ective
SPECI FI CATI ON: RFC 407 (in DPH)
COMMVENTS:

The general protocol for subnmitting batch jobs and retrieving
the results.

Some changes needed for use with TCP.
No known active inpl enentations.
OTHER REFERENCES:

DEPENDENCI ES: Fil e Transfer Protocol, Transm ssion Control
Pr ot ocol

CONTACT: Postel @Sl . EDU
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Remote Job Service ----------mmmm i (NETRJS)
STATUS: El ective
SPECI FI CATION:  RFC 740 (in DPH)
COMMVENTS:

A special protocol for submitting batch jobs and retrieving the
results used with the UCLA | BM OS system

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

Revi sion in progress.
OTHER REFERENCES:
DEPENDENCI ES: Transmi ssion Control Protocol
CONTACT: Braden@ Sl . EDU
Remote Telnet Service ---------mmmmmmm oo ( RTELNET)
STATUS: El ective
SPECI FI CATION: RFC 818 (in DPH)
COMMVENTS:
Provi des special access to user Telnet on a renpte system
OTHER REFERENCES:
DEPENDENCI ES: Tel net, Transm ssion Control Protocol

CONTACT: Postel @ Sl . EDU
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Graphics Protocol  --------mmm e ( GRAPHI CS)
STATUS: El ective

SPECI FI CATION: NI C 24308 (in DPH)

COMMVENTS:
The protocol for vector graphics.
Very m nor changes needed for use with TCP.
No known active inpl enentations.

Note: The DPH clainms that this is RFC 493, but RFC 493 is
actually a different earlier specification.

OTHER REFERENCES:
DEPENDENCI ES: Tel net, Transm ssion Control Protocol
CONTACT: Postel @ Sl . EDU
Echo Protocol  -----mmmm e e ( ECHO)
STATUS: Recommended
SPECI FI CATION:  RFC 862 (in DPH)
COMMVENTS:
Debuggi ng protocol, sends back whatever you send it.
OTHER REFERENCES:

DEPENDENCI ES: Transmi ssion Control Protocol
or User Datagram Prot ocol

CONTACT: Postel @ Sl . EDU
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Discard Protocol ---------mmmmmi e ( DI SCARD)

STATUS: El ective

SPECI FI CATION:  RFC 863 (in DPH)

COMMVENTS:

Debuggi ng protocol, throws away whatever you send it.
OTHER REFERENCES:

DEPENDENCI ES: Transm ssi on Control Protocol
or User Datagram Prot ocol

CONTACT: Postel @ Sl . EDU
Character Generator Protocol -----------ommmmm o ( CHARGEN)
STATUS: El ective
SPECI FI CATION:  RFC 864 (in DPH)
COMMVENTS:
Debuggi ng protocol, sends you ASCI| dat a.
OTHER REFERENCES:

DEPENDENCI ES:  Transmi ssion Control Protocol
or User Datagram Prot ocol

CONTACT: Postel @ Sl . EDU
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Quote of the Day Protocol ------------mmmmmmmi e ( QUOTE)
STATUS: El ective
SPECI FI CATION:  RFC 865 (in DPH)
COMMVENTS:
Debuggi ng protocol, sends you a short ASCI| nessage.
OTHER REFERENCES:

DEPENDENCI ES: Transm ssi on Control Protocol
or User Datagram Prot ocol

CONTACT: Postel @ Sl . EDU
Active Users Protocol --------mmmmm ( USERS)
STATUS: El ective
SPECI FI CATION:  RFC 866 (in DPH)
COMMVENTS:
Lists the currently active users.
OTHER REFERENCES:

DEPENDENCI ES:  Transmi ssion Control Protocol
or User Datagram Prot ocol

CONTACT: Postel @ Sl . EDU
Finger Protocol ------mommm i ( FI NGER)
STATUS: El ective
SPECI FI CATION:  RFC 742 (in DPH)
COMMVENTS:

Provides information on the current or nost recent activity of
a user.

Some ext ensi ons have been suggest ed.
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Some changes are are needed for TCP.
OTHER REFERENCES:
DEPENDENCI ES: Transmi ssion Control Protocol
CONTACT: Postel @ Sl . EDU
Whol's Protocol  -----mmmmmm e ( NI CNAMVE)
STATUS: El ective
SPECI FI CATION: RFC 954 (in DPH)
COMMVENTS:
Accesses the ARPANET Directory database. Provides a way to
find out about people, their addresses, phone nunbers,
organi zati ons, and nmail boxes.
OTHER REFERENCES:
DEPENDENCI ES: Transmi ssion Control Protocol
CONTACT: Fei nl er @RI - NI C. ARPA
Domain Nanme Protocol --------mmmmm e ( DOVAI N)
STATUS: Recommended
SPECI FI CATI ON:  RFC 881, RFC 882, RFC 883 (in DPH)
COMMVENTS:

OTHER REFERENCES:

RFC 920 - Domai n Requi rements
RFC 921 - Donmin Nanme | nplenmentation Schedul e - Revised
RFC 973 - Donmi n System Changes and Cbservations

RFC 974 - Mail Routing and the Domain System

DEPENDENCI ES: Transm ssi on Control Protocol
or User Datagram Prot ocol
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CONTACT: Mbckapetris@ Sl . EDU
HOSTNAME Protocol  ---------mmmmmmmi e ( HOSTNAME)
STATUS: El ective
SPECI FI CATI ON: RFC 953 (in DPH)
COMMVENTS:
Accesses the Registered Internet Hosts database (HOSTS. TXT).
Provides a way to find out about a host in the Internet, its
Internet Address, and the protocols it inplenments.
OTHER REFERENCES:
RFC 952 - Host Tabl e Specification
DEPENDENCI ES: Transmi ssion Control Protoco
CONTACT: Fei nl er @RI - NI C. ARPA
Host Name Server Protocol -----------mmmmmmma oo ( NAMESERVER)
STATUS: Experi nment al
SPECI FI CATION: | EN 116 (in DPH)
COMMVENTS:

Provi des machine oriented procedure for translating a host name
to an Internet Address.

This specification has significant problens: 1) The nane
syntax is out of date. 2) The protocol details are anbi guous,
in particular, the length octet either does or doesn’t include
itself and the op code. 3) The extensions are not supported by
any known i npl enent ati on.

This protocol is now abandoned in favor of the DOVAIN protocol
Further inplenentations of this protocol are not advised.

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES:

Reynol ds & Post el [ Page 28]



RFC 991 Novenber 1986
Oficial ARPA-Internet Protocols
DEPENDENCI ES: User Dat agram Pr ot ocol
CONTACT: Postel @ Sl . EDU
CSNET Mai | box Name Server Protocol ----------------mo--- ( CSNET- NS)
STATUS: Experi nment al
SPECI FI CATION:  CS-DN-2 (in DPH)
COMMVENTS:

Provi des access to the CSNET data base of users to give
i nformation about users nanes, affiliations, and mail boxes.

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES:
DEPENDENCI ES: Transmi ssion Control Protocol
CONTACT: Sol omon@\ SC. EDU
Daytine Protocol ---------mmmmm e ( DAYTI ME)
STATUS: El ective
SPECI FI CATION:  RFC 867 (in DPH)
COMMVENTS:
Provides the day and tine in ASCI|I character string.
OTHER REFERENCES:

DEPENDENCI ES: Transm ssi on Control Protocol
or User Datagram Prot ocol

CONTACT: Postel @Sl . EDU
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Network Time Protocol ----------mmmm e (NTP)
STATUS: Experi nent al
SPECI FI CATI ON: RFC 958

COMMVENTS:

A proposed protocol for synchronizing a set of network cl ocks
using a set of distributed clients and servers.

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES: RFC 778, RFC 891, RFC 956, and RFC 957.
DEPENDENCI ES: User Dat agram Prot ocol
CONTACT: MIls@Sl.EDU

Tinme Server Protocol --------mmmm i (TI ME)
STATUS: El ective
SPECI FI CATI ON: RFC 868 (in DPH)
COMMVENTS:

Provides the tinme as the nunber of seconds froma specified
reference tine.

OTHER REFERENCES:

DEPENDENCI ES: Transm ssi on Control Protocol
or User Datagram Prot ocol

CONTACT: Postel @ Sl . EDU
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DCNET Tine Server Protocol ----------mmmmmm i oo ( CLOCK)
STATUS: Experi nent al
SPECI FI CATION:  RFC 778
COMMVENTS:
Provi des a nmechani sm for keepi ng synchroni zed cl ocks.

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES:
DEPENDENCI ES: | nternet Control Message Protocol
CONTACT: MIls@sSl.EDU
SUPDUP Protocol ---------mmmmm e e e ( SUPDUP)
STATUS: El ective
SPECI FI CATION:  RFC 734 (in DPH)
COMMVENTS:
A special Telnet |like protocol for display term nals.
OTHER REFERENCES:
DEPENDENCI ES: Transmi ssion Control Protocol

CONTACT: Cri spi n@U- SCORE. STANFORD. EDU
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Internet Message Protocol -----------mmmmmmm i (MPM
STATUS: Experi nent al
SPECI FI CATION:  RFC 759 (in DPH)

COMMVENTS:

This is an experinental nultinedia nmail transfer protocol. The
i mpl enentation is called a Message Processi ng Mbdul e or MPM

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES:
RFC 767 - Structured Docurment Formats

DEPENDENCI ES: Transmi ssion Control Protocol

CONTACT: Postel @ Sl . EDU

Post OFfice Protocol - Version 2 -------mmmmmmmm oo (POP2)

STATUS: Experi nment al

SPECI FI CATION: RFC 937 (in DPH)

COMMENTS:
The intent of the Post Ofice Protocol - Version 2 (POP2) is to
all ow a user’s workstation to access mail from a mail box
server. It is expected that mail will be posted fromthe
workstation to the nail box server via the Sinple Mail Transfer

Prot ocol (SMIP).

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES: (bsol etes RFC 918
DEPENDENCI ES: Transm ssi on Control Protocol

CONTACT: JKReynol ds@ SI . EDU
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Network Standard Text Editor -------------m-ommmmaaa oo ( NETED)
STATUS: El ective
SPECI FI CATION:  RFC 569 (in DPH)
COMMVENTS:

Describes a sinple Iine editor which could be provided by every
I nt ernet host.

OTHER REFERENCES:

DEPENDENCI ES:

CONTACT: Postel @ SI . EDU

Authentication Service ---------mmmm o (AUTH)

STATUS: Experi nment al

SPECI FI CATI ON: RFC 931

COMMVENTS:
This server provides a neans to determne the identity of a
user of a particular TCP connection. Gven a TCP port nunber
pair, it returns a character string which identifies the owner

of that connection on the server’'s system

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES: Supercedes RFC 912
DEPENDENCI ES: Transm ssion Control Protocol

CONTACT: St Johns@RI - NI C. ARPA
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Bootstrap Protocol ---------mmmi oo ( BOOTP)
STATUS: Experi nent al
SPECI FI CATI ON:.  RFC 951

COMMVENTS:

Thi s proposed protocol provides an | P/ UDP bootstrap protocol
which allows a diskless client machine to di scover its own IP
address, the address of a server host, and the nane of a file
to be loaded into menory and executed.

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES:
DEPENDENCI ES: | nternet Protocol, User Datagram Protocol

CONTACT: Cr of t @UVMEX- Al M STANFORD. EDU
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APPENDI CES
Assigned NUMDEr S - - - - -m oo m oo oo
STATUS: None
SPECI FI CATI ON: RFC 990
COMMVENTS:
Descri bes the fields of various protocols that are assigned
specific values for actual use, and lists the currently

assi gned val ues.

| ssued Novenber 1986, replaces RFC 960, RFC 790 in | PTW and
RFC 943.

OTHER REFERENCES:
CONTACT: JKReynol ds@ SI . EDU
Pre-enmption -------mmmm oo
STATUS: El ective
SPECI FI CATION:  RFC 794 (in DPH)
COMMVENTS:
Descri bes how to do pre-enption of TCP connecti ons.
OTHER REFERENCES:

CONTACT: Postel @Sl . EDU
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Service MAPPIi NQS - - - - - - - m oo m oo oo
STATUS:  None
SPECI FI CATION:  RFC 795 (in DPH)
COMMVENTS:

Descri bes the mapping of the IP type of service field onto the
paraneters of some specific networks.

Qut of date, needs revision.
OTHER REFERENCES:
CONTACT: Postel @ Sl . EDU
Address MAPPI NQS == - === - - = m oo m e e e e
STATUS:  None
SPECI FI CATION:  RFC 796 (in DPH)
COMMVENTS:

Descri bes the mappi ng between I nternet Addresses and the
addresses of sone specific networks.

Qut of date, needs revision.
OTHER REFERENCES:
CONTACT: Postel @Sl . EDU
Docunment FOrmatsS ---------mmommom oo e e oo e oo e
STATUS: None
SPECI FI CATION:  RFC 678 (i n DPH)
COMMVENTS:
Descri bes standard format rules for several types of docunents.
OTHER REFERENCES:

CONTACT: Postel @Sl . EDU
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Bitmap FOrmats ------- oo m oo oo
STATUS:  None
SPECI FI CATION:  RFC 797 (in DPH)
COMMVENTS:

Descri bes a standard format for bitnmap data.

OTHER REFERENCES:
CONTACT: Postel @S| . EDU

Facsimle Formats ---------mmmmmmm oo
STATUS: None
SPECI FI CATI ON:  RFC 804
COMMVENTS:

Describes a standard format for facsinmle data.

OTHER REFERENCES: RFC 769 (in DPH)
CONTACT: Postel @ Sl . EDU

Host-Front End Protocol --------mmmmmm oo ( HFEP)
STATUS: Experi nment al
SPECI FI CATI ON: RFC 929
COMMENTS:

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES: RFC 928
DEPENDENCI ES:

CONTACT: Padl i psky@ Sl . EDU
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Internet Protocol on ARPANET -----------mommmmmmmam oo (1 P- ARPA)
STATUS: Recommended
SPECI FI CATI ON: BBN Report 1822
COMMVENTS:

Descri bes a standard for the transnission of |IP Datagrans over
t he ARPANET.

OTHER REFERENCES: RFC 851, RFC 852, RFC 878 (in DPH), RFC 979
CONTACT:  Mal i s@BN. COM

Internet Protocol on WBNET ----------mmmmmm oo oo (1 P-WB)
STATUS: Recommended
SPECI FI CATI ON: RFC 907 (in DPH)
COMMVENTS:

Descri bes a standard for the transmi ssion of |P Datagrans over
the W deband Net.

This protocol specifies the network-access | evel conmunication
between an arbitrary conputer, called a host, and a
packet-switched satellite network, e.g., SATNET or WBNET.
Note: Inplenentations of HAP should be performed in
coordination with satellite network devel opnent and operations
per sonnel

OTHER REFERENCES:

CONTACT: Bl unent hal @BN. COM
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Host Access Protocol ---------mmmmmmi (1 P- SAT)
STATUS: Recommended
SPECI FI CATION:  RFC 907 (in DPH)
COMMVENTS:

Descri bes a standard for the transnission of |IP Datagrans over
t he SATNET.

Thi s protocol specifies the network-access |evel conmmunication
between an arbitrary conputer, called a host, and a
packet-switched satellite network, e.g., SATNET or WBNET.

Note: | nplenentations of HAP should be perfornmed in
coordination with satellite network devel opnent and operations
per sonnel .

OTHER REFERENCES:
DEPENDENCI ES:
CONTACT: Schoen@sBN. COM
Internet Protocol on X 25 Networks ------------------------ (1 P-X25)
STATUS: Recommended
SPECI FI CATION:  RFC 877 (in DPH)
COMMVENTS:

Descri bes a standard for the transnission of |P Datagrans over
Publ i c Data NetworKks.

OTHER REFERENCES:

CONTACT: ] t K@URDUE. EDU
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Internet Protocol on DC Networks ------------mmmmommmoon (1 P-DC)
STATUS: El ective
SPECI FI CATI ON: RFC 891 (i n DPH)
COMMVENTS:
OTHER REFERENCES:

RFC 778 - DCNET Internet C ock Service

CONTACT: MIls@Sl.EDU

Internet Protocol on Ethernet Networks ----------------oon-- (IP-E)
STATUS: Recommended
SPECI FI CATI ON: RFC 894 (in DPH)
COMMVENTS:
OTHER REFERENCES: RFC 893
CONTACT: Postel @S| . EDU

Internet Protocol on Experinmental Ethernet Networks -------- (1 P-EE)
STATUS: Recommended
SPECI FI CATI ON:  RFC 895 (in DPH)
COMMVENTS:
OTHER REFERENCES:

CONTACT: Postel @S| . EDU
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Internet Protocol on IEEE 802 ---------------------------- (1 P-1EEE)
STATUS: Recommended
SPECI FI CATI ON:  RFC 948 (in DPH)
COMMVENTS:

A proposed protocol of two nethods of encapsul ating |nternet
Protocol (IP) datagrans on an | EEE 802.3 network. Currently
being revised to be generalized for all 802 networks.

At an ad hoc special session on "I EEE 802 Networks and ARP"
hel d during the TCP Vendors Wrkshop (August 1986), an approach
to a consistent way to sent DOD-1P datagrans and other |IP

rel ated protocols on 802 networks was devel oped.

Due to sone evolution of the | EEE 802.2 standards and the need
to provide for a standard way to do additional DOD- 1P rel ated
protocol s (such as Address Resolution Protocol (ARP)) on |EEE
802 networks, the follow ng new policy is established, which
will replace the current policy (see RFC-990 section on | EEE
802 Nunbers of Interest, and RFC-948).

The policy is for DDN and ARPA-Internet community to use | EEE
802. 2 encapsul ation on 802.3, 802.4, and 802.5 networks by
using the SNAP with an organi zati on code indicating that the
following 16 bits specify the Ethertype code (where |P = 2048
(0800 hex), see RFC-990 section on Ethernet Nunbers of

Interest).
Header

R e e +

MAC Header | Length 802. {3/ 4/ 5} MAC
R R oo +
Fom e e e - Fom e e e - Fom e e e - +

| Dsap=Kl| Ssap=Kl| control | 802. 2 SAP
. . . +
oo oo I oo oo +
| protocol id or org code =K2| Et her Type | 802. 2 SNAP
Fom e e e - Fom e e e - Fomm e e o Fom e e e - Fom e e e - +

The val ues of K1 and K2 nust be assigned by the IEEE. There is
al ready assigned a value of K1 that indicates that the 5-octet
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SNAP header follows. W can use this value. There nmay be a
value of K2 that is already assigned that indicates that the

| ast two octets of the SNAP header holds the EtherType. If so
we may be able to use this val ue.

The total length of the SAP Header and the SNAP header is

8-octets, making the 802.2 protocol overhead cone out on a nice
octet boundary.

Kl is 170. The IEEE like to talk about things in bit

transm ssion order and specifies this value as 01010101. In
bi g-endi an order, as used in Internet specifications, this
becones 10101010 bi nary, or AA hex, or 170 deci nal .

We believe that K2 is 0 (zero). This nust be further
i nvestigated, but as an interimneasure use K2 = 0.

OTHER REFERENCES:
CONTACT:  Postel @ S| . EDU
I nternet Subnet Protocol ----------------“--“"--------------- (1 P- SUB)
STATUS: Reconmended
SPECI FI CATI ON: RFC 950
COWMENTS:

This is a very inportant feature and should be included in all
| P inpl enent ati ons.

Specifies procedures for the use of subnets, which are |ogica
sub-sections of a single Internet network.

OTHER REFERENCES: RFC 940, RFC 917, RFC 925, RFC 932, RFC 936,
RFC 922

DEPENDENCI ES:

CONTACT:  Mogul @U- SCORE. STANFORD. EDU
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Address Resolution Protocol --------mcmmmmmm e (ARP)
STATUS: Recommended
SPECI FI CATION: RFC 826 (I N DPH)
COMMVENTS:

This is a procedure for finding the network hardware address
corresponding to an Internet Address.

OTHER REFERENCES:
CONTACT: Postel @ SI. EDU
A Reverse Address Resolution Protocol ---------------oo-- ( RARP)
STATUS: El ective
SPECI FI CATI ON: RFC 903 (I N DPH)
COMMVENTS:
This is a procedure for workstations to dynamically find their
protocol address (e.g., their Internet Address), when they only
only know their hardware address (e.g., their attached physica
net wor k addr ess).
OTHER REFERENCES:
CONTACT:  Mogul @U- SCORE. STANFORD. EDU
Mul ti-LAN Address Resolution Protocol ----------------------- ( MARP)
STATUS: Experi nental
SPECI FI CATI ON: RFC 925
COMMVENTS:

Di scussion of the various problens and potential solutions of
"transparent subnets" in a nulti-LAN environment.

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES: RFC 917, RFC 826
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DEPENDENCI ES:
CONTACT: Postel @ Sl . EDU
Broadcasting Internet Datagrans ------------------------- (I P- BROAD)

STATUS: Recommended

SPECI FI CATI ON: RFC 919

COMMVENTS:
A proposed protocol of sinple rules for broadcasting Internet
dat agrans on | ocal networks that support broadcast, for

addr essi ng broadcasts, and for how gateways shoul d handl e t hem

Recommended in the sense of "if you do broadcasting at all then
do it this way".

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES: RFC 922

DEPENDENCI ES:

CONTACT: Mogul @U- SCORE. STANFORD. EDU

Broadcasting Internet Datagrans with Subnets --------- (1 P- SUB- BROAD)

STATUS: Recommended

SPECI FI CATION: RFC 922

COMMVENTS:
A proposed protocol of sinple rules for broadcasting Internet
dat agrans on | ocal networks that support broadcast, for

addr essi ng broadcasts, and for how gateways shoul d handl e t hem

Recommended in the sense of "if you do broadcasting with
subnets at all then do it this way".

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES: RFC 919
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DEPENDENCI ES:
CONTACT: Mogul @U- SCORE. STANFORD. EDU
Rel i abl e Asynchronous Transfer Protocol ------------cmommono- (RATP)
STATUS: Experi nment al
SPECI FI CATI ON: RFC 916
COWENTS:
Thi s paper specifies a protocol which allows two prograns to
reliably comunicate over a comrunication link. 1t ensures
that the data entering one end of the link if received arrives
at the other end intact and unaltered. This proposed protocol
is designed to operate over a full duplex point-to-point
connection. It contains sone features which tailor it to the

RS-232 links nowin current use.

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES:

DEPENDENCI ES: Transm ssi on Control Protocol

CONTACT: Finn@ Sl . EDU

Thinwire Protocol -------mommmm e ( THI NW RE)

STATUS: Experi nment al

SPECI FI CATI ON: RFC 914

COWENTS:
Thi s paper discusses a Thinwire Protocol for connecting
personal conputers to the ARPA-Internet. It prinmarily focuses
on the particular problens in the ARPA-Internet of |ow speed
networ k i nterconnection with personal conputers, and possible

net hods of sol ution.

Pl ease discuss any plans for inplenentation or use of this
protocol with the contact.

OTHER REFERENCES:
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DEPENDENCI ES:

CONTACT: Far ber @HUEY. UDEL. EDU
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