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Internet Standard Subnetting Procedure

Status O This Meno

This RFC specifies a protocol for the ARPA-Internet comunity. |If
subnetting is inplenented it is strongly recomended that these
procedures be followed. Distribution of this nmeno is unlinted.

Overvi ew

This meno discusses the utility of "subnets" of Internet networks,
which are logically visible sub-sections of a single Internet

network. For administrative or technical reasons, many organizations
have chosen to divide one Internet network into several subnets,
instead of acquiring a set of Internet network nunbers. This neno
specifies procedures for the use of subnets. These procedures are
for hosts (e.g., workstations). The procedures used in and between
subnet gateways are not fully described. Inportant notivation and
background i nformation for a subnetting standard is provided in
RFC-940 [7].
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1. Moti vati on

The original view of the Internet universe was a two-Ilevel hierarchy:
the top level the Internet as a whole, and the level below it

i ndi vi dual networks, each with its own network nunber. The Internet
does not have a hierarchical topology, rather the interpretation of
addresses is hierarchical. 1In this two-1evel nodel, each host sees
its network as a single entity; that is, the network may be treated
as a "black box" to which a set of hosts is connected.

While this view has proved sinple and powerful, a nunber of

organi zations have found it inadequate, and have added a third | eve
to the interpretation of Internet addresses. 1In this view, a given
Internet network is divided into a collection of subnets.

The three-level nodel is useful in networks bel onging to noderately
| arge organizations (e.g., Universities or conpanies with nore than
one building), where it is often necessary to use nore than one LAN
cable to cover a "local area". Each LAN may then be treated as a
subnet .

There are several reasons why an organi zation m ght use nore than one
cable to cover a canpus

- Different technol ogies: Especially in a research environnent,
there may be nore than one kind of LAN in use; e.g., an
organi zati on nay have sone equi pnent that supports Ethernet, and
some that supports a ring network.

- Linmts of technol ogies: Mst LAN technol ogies inpose limts,
based on electrical paraneters, on the nunber of hosts
connected, and on the total length of the cable. It is easy to
exceed these limts, especially those on cable |ength.

- Network congestion: It is possible for a small subset of the
hosts on a LAN to nonopolize nost of the bandwi dth. A conmon
solution to this problemis to divide the hosts into cliques of
hi gh nutual communication, and put these cliques on separate
cabl es.

- Point-to-Point links: Sonmetimes a "local area", such as a
uni versity canpus, is split into two locations too far apart to
connect using the preferred LAN technology. |In this case,
hi gh- speed point-to-point |inks mght connect several LANSs.

An organi zati on that has been forced to use nore than one LAN has
three choices for assigning |Internet addresses:
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1. Acquire a distinct Internet network nunber for each cable;
subnets are not used at all

2. Use a single network nunber for the entire organization, but
assign host nunbers without regard to which LAN a host is on
("transparent subnets").

3. Use a single network nunber, and partition the host address
space by assigni ng subnet nunbers to the LANs ("explicit
subnets").

Each of these approaches has di sadvantages. The first, although not
requiring any new or nodified protocols, results in an explosion in
the size of Internet routing tables. Information about the interna
details of local connectivity is propagated everywhere, although it
is of little or no use outside the local organization. Especially as
some current gateway inplenentations do not have nuch space for
routing tables, it would be good to avoid this problem

The second approach requires sonme convention or protocol that makes
the collection of LANs appear to be a single Internet network. For
exanpl e, this can be done on LANs where each Internet address is
translated to a hardware address using an Address Resol ution Protoco
(ARP), by having the bridges between the LANs intercept ARP requests
for non-local targets, see RFC-925 [2]. However, it is not possible
to do this for all LAN technol ogies, especially those where ARP
protocols are not currently used, or if the LAN does not support
broadcasts. A nore fundanental problemis that bridges nust discover
whi ch LAN a host is on, perhaps by using a broadcast algorithm As
the nunber of LANs grows, the cost of broadcasting grows as well

al so, the size of translation caches required in the bridges grows
with the total nunber of hosts in the network.

The third approach is to explicitly support subnets. This does have
a disadvantage, in that it is a nodification of the Internet
Protocol, and thus requires changes to I P inplenentations already in
use (if these inplenentations are to be used on a subnetted network).
However, these changes are relatively mnor, and once nade, yield a
sinmple and efficient solution to the problem Al so, the approach
avoi ds any changes that woul d be inconpatible with existing hosts on
non- subnetted networks.

Furt her, when appropriate design choices are made, it is possible for
hosts which believe they are on a non-subnetted network to be used on
a subnetted one, as explained in RFC-917 [1]. This is useful when it
is not possible to nodify sone of the hosts to support subnets
explicitly, or when a gradual transition is preferred.
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2. Standards for Subnet Addressing

This section first describes a proposal for interpretation of

I nternet addresses to support subnets. Next it discusses changes to
host software to support subnets. Finally, it presents a procedures
for discovering what address interpretation is in use on a given
network (i.e., what address nmask is in use).

2.1. Interpretation of Internet Addresses

Suppose that an organi zati on has been assigned an | nternet network
nunmber, has further divided that network into a set of subnets,
and wants to assign host addresses: how should this be done?

Since there are minimal restrictions on the assignnment of the

"l ocal address" part of the Internet address, several approaches
have been proposed for representing the subnet nunber:

1. Variable-width field: Any nunber of the bits of the |oca
address part are used for the subnet nunber; the size of
this field, although constant for a given network, varies
fromnetwork to network. |If the field width is zero, then
subnets are not in use.

2. Fixed-width field: A specific nunber of bits (e.g., eight)
is used for the subnet nunber, if subnets are in use.

3. Self-encoding variable-width field: Just as the width
(i.e., class) of the network nunber field is encoded by its
hi gh-order bits, the width of the subnet field is simlarly
encoded.

4. Self-encoding fixed-width field: A specific nunber of bits
is used for the subnet nunber.

5. Masked bits: Use a bit mask ("address nask") to identify
which bits of the local address field indicate the subnet
nunber .

What criteria can be used to choose one of these five schemes?
First, should we use a self-encoding scheme? And, should it be
possible to tell fromexamning an Internet address if it refers
to a subnetted network, without reference to any other

i nformation?

An interesting feature of self-encoding is that it allows the
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address space of a network to be divided into subnets of
different sizes, typically one subnet of half the address space
and a set of small subnets.

For exanpl e, consider a class C network that uses a

sel f-encodi ng schenme with one bit to indicate if it is the

| arge subnet or not and an additional three bits to identify
the small subnet. |If the first bit is zero then this is the
| arge subnet, if the first bit is one then the follow ng
bits (3 in this exanple) give the subnet nunber. There is
one subnet with 128 host addresses, and eight subnets with
16 hosts each.

To establish a subnetting standard the paraneters and
interpretation of the self-encoding schenme nust be fixed and
consi stent throughout the Internet.

It could be assuned that all networks are subnetted. This
woul d al l ow addresses to be interpreted without reference to
any ot her information.

This is a significant advantage, that given the Internet
address no additional information is needed for an

i mpl erentation to deternmine if two addresses are on the sane
subnet. However, this can also be viewed as a di sadvant age:
it may cause problens for networks which have existing host
nunbers that use arbitrary bits in the |ocal address part.
In other words, it is useful to be able to control whether a
network i s subnetted independently fromthe assignment of
host addresses.

The alternative is to have the fact that a network i s subnetted
kept separate fromthe address. |If one finds, sonehow, that
the network is subnetted then the standard sel f-encoded
subnetted network address rules are followed, otherw se the
non- subnetted network addressing rules are foll owed.

If a self-encoding schene is not used, there is no reason to use a
fixed-width field schene: since there nust in any case be sone
per-network "flag" to indicate if subnets are in use, the
addi ti onal cost of using an integer (a subnet field width or
address mask) instead of a boolean is negligible. The advantage
of using the address mask schene is that it allows each

organi zation to choose the best way to allocate relatively scarce
bits of local address to subnet and host nunbers. Therefore, we
choose the address-nmask schenme: it is the nost flexible schene,

yet costs no nore to inplenent than any other
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For exanple, the Internet address night be interpreted as:

<net wor k- nunber ><subnet - nunber ><host - nunber >
where the <network-nunber> field is as defined by IP [3], the
<host - nunber> field is at least 1-bit wide, and the width of the

<subnet - nunber> field is constant for a given network. No further
structure is required for the <subnet-nunber> or <host-nunber>

fields. If the width of the <subnet-nunber> field is zero, then
the network is not subnetted (i.e., the interpretation of [3] is
used).

For exanple, on a Cass B network with a 6-bit wi de subnet field,
an address woul d be broken down |ike this:

1 2 3
01234567890123456789012345678901
T i i S i i S S e b s

|1 O] NETWORK | SUBNET | Host Number
T S T it S S T it S S S S s i S s

Since the bits that identify the subnet are specified by a

bi t mask, they need not be adjacent in the address. However, we
recomend that the subnet bits be contiguous and | ocated as the
nmost significant bits of the | ocal address.

Speci al Addresses:
From t he Assigned Nunbers nmeno [9]:

"In certain contexts, it is useful to have fixed addresses
with functional significance rather than as identifiers of
specific hosts. Wen such usage is called for, the address
zero is to be interpreted as neaning "this", as in "this
network". The address of all ones are to be interpreted as
meaning "all", as in "all hosts". For exanple, the address
128. 9. 255. 255 could be interpreted as meaning all hosts on
the network 128.9. O, the address 0.0.0.37 could be
interpreted as neani ng host 37 on this network."

It is useful to preserve and extend the interpretation of these
speci al addresses in subnetted networks. This neans the val ues
of all zeros and all ones in the subnet field should not be
assigned to actual (physical) subnets.

In the exanpl e above, the 6-bit w de subnet field nay have
any val ue except 0 and 63.
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Pl ease note that there is no effect or newrestriction on the
addr esses of hosts on non-subnetted networKks.

2.2. Changes to Host Software to Support Subnets

Mogul

In nmost inplenmentations of IP, there is code in the nodul e that
handl es out goi ng datagrans to decide if a datagram can be sent
directly to the destination on the |local network or if it nmust be
sent to a gateway.

Generally the code is sonmething |ike this:

| F i p_net_nunber(dg.ip_dest) = ip_net_nunber(ny_ip_addr)
THEN
send_dg |l ocal l y(dg, dg.ip_dest)
ELSE
send_dg_| ocal | y(dg,
gateway_to(i p_net_nunber(dg.ip_dest)))

(I'f the code supports multiply-connected networks, it will be nore
conplicated, but this is irrelevant to the current discussion.)

To support subnets, it is necessary to store one nore 32-bit
quantity, called ny_ip_mask. This is a bit-mask with bits set in
the fields corresponding to the I P network nunber, and additiona
bits set corresponding to the subnet nunber field.

The code then becones:

| F bitwi se_and(dg.ip_dest, my_ip_mask)
= bitw se_and(ny_ip_addr, my_ip_mask)
THEN
send_dg |l ocal l y(dg, dg.ip_dest)
ELSE
send_dg_| ocal | y(dg,
gateway_to(bitw se_and(dg.ip_dest, ny_ip_mask)))

O course, part of the expression in the conditional can be
pr e- conput ed.

It may or may not be necessary to nodify the "gateway to"
function, so that it too takes the subnet field bits into account
when performni ng conparisons.

To support nultiply-connected hosts, the code can be changed to
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keep the "ny_ip_addr" and "ny_ip_mask" quantities on a
per-interface basis; the expression in the conditional nust then
be eval uated for each interface.

2.3. Finding the Address Mask

How can a host determ ne what address nmask is in use on a subnet
to which it is connected? The problemis anal ogous to severa

ot her "bootstrapping"” problens for Internet hosts: how a host
deternmines its own address, and how it |ocates a gateway on its

| ocal network. In all three cases, there are two basic sol utions:
"hardw red" information, and broadcast-based protocols.

Hardwired information is that available to a host in isolation
froma network. It nmay be conpiled-in, or (preferably) stored in
a disk file. However, for the increasingly common case of a

di skl ess workstation that is bootl oaded over a LAN, neither

hardwi red solution is satisfactory.

I nstead, since nost LAN technol ogy supports broadcasting, a better
met hod is for the new y-booted host to broadcast a request for the
necessary information. For exanple, for the purpose of
determining its Internet address, a host nay use the "Reverse
Address Resol ution Protocol" (RARP) [4].

However, since a new y-booted host usually needs to gather severa
facts (e.g., its I P address, the hardware address of a gateway,
the I P address of a donmain nane server, the subnet address nask),
it would be better to acquire all this information in one request

i f possible, rather than doi ng nunerous broadcasts on the network.
The mechani sms designed to boot diskless workstations can al so

| oad per-host specific configuration files that contain the
required information (e.g., see RFC-951 [8]). It is possible, and
desirable, to obtain all the facts necessary to operate a host
froma boot server using only one broadcast nessage.

In the case where it is necessary for a host to find the address
mask as a separate operation the follow ng mechani smis provided:

To provide the address nmask information the | CMP protocol [5]
i s extended by adding a new pair of | CWMP nessage types,
"Address Mask Request" and "Address Mask Reply", anal ogous to
the "Informati on Request” and "Information Reply" |ICW
messages. These are described in detail in Appendix |

The intended use of these new | CMP nessages is that a host,
when booting, broadcast an "Address Mask Request" nessage. A
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gateway (or a host acting in lieu of a gateway) that receives
this message responds with an "Address Mask Reply”. |If there
is no indication in the request which host sent it (i.e., the
| P Source Address is zero), the reply is broadcast as well.
The requesting host will hear the response, and fromit
determi ne the address nask

Since there is only one possible value that can be sent in an
"Address Mask Reply" on any given LAN, there is no need for the
requesting host to match the responses it hears agai nst the
request it sent; simlarly, there is no problemif nore than
one gateway responds. W assune that hosts reboot

i nfrequently, so the broadcast |oad on a network from use of
this protocol should be small

If a host is connected to nore than one LAN, it might have to find
t he address mask for each

One potential problemis what a host should do if it can not find
out the address mask, even after a reasonable nunber of tries.
Three interpretations can be placed on the situation

1. The local net exists in (pernmanent) isolation fromall other
nets.

2. Subnets are not in use, and no host can supply the address
mask.

3. All gateways on the local net are (tenporarily) down.

The first and second situations inply that the address nmask is
identical with the Internet network nunber mask. 1In the third
situation, there is no way to determ ne what the proper value is;
the safest choice is thus a mask identical with the Internet
networ k nunber nmask. Although this night later turn out to be
wong, it will not prevent transm ssions that woul d otherw se
succeed. It is possible for a host to recover froma w ong

choi ce: when a gateway cones up, it should broadcast an "Address
Mask Reply"; when a host receives such a nessage that disagrees
with its guess, it should change its nask to conformto the
recei ved value. No host or gateway should send an "Address Mask
Repl y" based on a "guessed" val ue.

Finally, note that no host is required to use this | CVMP protoco
to discover the address nask; it is perfectly reasonable for a
host with non-volatile storage to use stored information
(including a configuration file froma boot server).
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Appendi x |I. Address Mask | CWP

Addr ess Mask Request or Address Mask Reply

Mogul

0 1 2 3
01234567890123456789012345678901
T S i o S S e i < S S S S S S S S S S

| Type | Code | Checksum
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Identifier | Sequence Numnber |

B Lt r s i i i o o T s ks S R S
| Addr ess Mask |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
I P Fields:

Addr esses

The address of the source in an address nask request nessage
will be the destination of the address nask reply nessage.
To form an address nask reply nessage, the source address of
the request becones the destination address of the reply,
the source address of the reply is set to the replier’s
address, the type code changed to AM2, the address nask
val ue inserted into the Address Mask field, and the checksum
reconputed. However, if the source address in the request
message i s zero, then the destination address for the reply
message shoul d denote a broadcast.
| CVP Fi el ds:

Type
AML for address nmask request nessage
AVP for address mask reply nessage

Code
0 for address nmask request nessage
0 for address mask reply nessage

Checksum

The checksumis the 16-bit one’s conpl enment of the one's
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conpl enent sum of the | CMP nessage starting with the | CW
Type. For conputing the checksum the checksumfield should
be zero. This checksum nay be replaced in the future.

ldentifier

An identifier to aid in matching requests and replies, may
be zero.

Sequence Numnber

A sequence nunber to aid in matching requests and replies,
may be zero

Addr ess Mask
A 32-bit nmask.
Description

A gateway receiving an address nmask request should return it
with the address nmask field set to the 32-bit mask of the bits
identifying the subnet and network, for the subnet on which the
request was received.

If the requesting host does not knowits own IP address, it may
| eave the source field zero; the reply should then be
broadcast. However, this approach should be avoided if at al
possi ble, since it increases the superfluous broadcast | oad on
the network. Even when the replies are broadcast, since there
is only one possible address mask for a subnet, there is no
need to match requests with replies. The "ldentifier" and
"Sequence Nunber" fields can be ignored.

Type AML nmay be received froma gateway or a host.

Type AM2 may be received froma gateway, or a host acting in
lieu of a gateway.
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Appendi x Il1. Exanples

These exanpl es show how a host can find out the address nmask using
the | COvP Address Mask Request and Address Mask Reply nessages. For
the foll owi ng exanpl es, assunme that address 255.255. 255. 255 denot es
"broadcast to this physical nedium [6]

1

Mogul

A C ass A Network Case

For this case, assune that the requesting host is on class A
network 36.0.0.0, has address 36.40.0.123, that there is a gateway
at 36.40.0.62, and that a 8-bit wi de subnet field is in use, that
is, the address mask is 255.255.0.0.

The nost efficient nethod, and the one we recommend, is for a host
to first discover its own address (perhaps using "RARP" [4]), and
then to send the | CWP request to 255.255. 255. 255:

Sour ce addr ess: 36.40.0. 123

Desti nati on address: 255. 255, 255, 255

Pr ot ocol : ICVWP =1

Type: Address Mask Request = AML
Code: 0

Mask: 0

The gateway can then respond directly to the requesting host.

Sour ce address: 36.40.0. 62

Desti nation address: 36.40. 0. 123

Prot ocol : ICW =1

Type: Address Mask Reply = AWR

Code: 0

Mask: 255.255.0.0
Suppose that 36.40.0.123 is a diskless workstation, and does not
know even its own host nunmber. It could send the follow ng
dat agr am

Sour ce address: 0.0.0.0

Desti nati on address: 255, 255, 255. 255

Pr ot ocol : ICWwW =1

Type: Address Mask Request = AML

Code: 0

Mask: 0

36.40.0.62 will hear the datagram and should respond with this
dat agram
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Sour ce addr ess: 36.40. 0. 62

Desti nati on address: 255. 255, 255, 255

Pr ot ocol : ICVWP =1

Type: Address Mask Reply = AMR
Code: 0

Mask: 255.255.0.0

Not e that the gateway uses the narrowest possible broadcast to
reply. Even so, the over use of broadcasts presents an
unnecessary load to all hosts on the subnet, and so the use of the
"anonynous" (0.0.0.0) source address nust be kept to a m ni num

If broadcasting is not allowed, we assune that hosts have wired-in
i nformati on about nei ghbor gateways; thus, 36.40.0.123 night send
thi s datagram

Sour ce address: 36.40.0. 123

Desti nati on address: 36.40.0.62

Pr ot ocol : 1w =1

Type: Addr ess Mask Request = AML
Code: 0

Mask: 0

36.40. 0. 62 should respond exactly as in the previous case.

Sour ce addr ess: 36.40.0. 62

Desti nati on address: 36.40. 0. 123

Pr ot ocol : ICVWP =1

Type: Address Mask Reply = AMR
Code: 0

Mask: 255.255.0.0

2. A dass B Network Case

For this case, assume that the requesting host is on class B
network 128.99.0.0, has address 128.99.4.123, that there is a
gateway at 128.99.4.62, and that a 6-bit wi de subnet field is in
use, that is, the address mask is 255.255.252.0.

The host sends the | CMP request to 255.255. 255. 255;

Sour ce address: 128.99.4.123

Desti nati on address: 255. 255, 255. 255

Pr ot ocol : 1w =1

Type: Addr ess Mask Request = AML
Code: 0

Mask: 0
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The gateway can then respond directly to the requesting host.

Sour ce address: 128.99. 4. 62

Desti nati on address: 128.99. 4. 123

Pr ot ocol : ICVWP = 1

Type: Address Mask Reply = AWR
Code: 0

Mask: 255, 255. 252. 0

In the diskless workstation case the host sends:

Sour ce address: 0.0.0.0

Desti nati on address: 255. 255, 255. 255

Pr ot ocol : 1w =1

Type: Addr ess Mask Request = AML
Code: 0

Mask: 0

128.99.4.62 will hear the datagram and should respond with this
dat agr am

Sour ce address: 128.99. 4. 62

Desti nati on address: 255, 255, 255, 255

Pr ot ocol : Icw =1

Type: Address Mask Reply = AWR
Code: 0

Mask: 255, 255. 252.0

I f broadcasting is not allowed 128.99.4.123 sends:

Sour ce addr ess: 128.99.4.123

Desti nati on address: 128.99.4.62

Pr ot ocol : ICVWP =1

Type: Address Mask Request = AML
Code: 0

Mask: 0

128.99. 4. 62 shoul d respond exactly as in the previous case.

Sour ce address: 128.99. 4. 62

Desti nati on address: 128.99. 4. 123

Pr ot ocol : Icaw =1

Type: Address Mask Reply = AWR
Code: 0

Mask: 255, 255. 252.0
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3. A dass C Network Case (illustrating non-contiguous subnet bits)
For this case, assune that the requesting host is on class C
network 192.1.127.0, has address 192.1.127.19, that there is a
gateway at 192.1.127.50, and that on network an 3-bit subnet field
is in use (01011000), that is, the address mask is 255.255. 255. 88.

The host sends the | CMP request to 255.255. 255. 255:

Sour ce address: 192.1.127.19

Desti nati on address: 255, 255, 255, 255

Pr ot ocol : Icw =1

Type: Addr ess Mask Request = AML
Code: 0

Mask: 0

The gateway can then respond directly to the requesting host.

Sour ce addr ess: 192.1.127.50

Desti nati on address: 192.1.127.19

Pr ot ocol : ICVWP =1

Type: Address Mask Reply = AMR
Code: 0

Mask: 255. 255, 255. 88.

In the diskless workstation case the host sends:

Sour ce address: 0.0.0.0

Desti nati on address: 255, 255, 255, 255

Pr ot ocol : ICVWP = 1

Type: Addr ess Mask Request = AML

Code: 0

Mask: 0
192.1.127.50 will hear the datagram and should respond with this
dat agram

Sour ce addr ess: 192.1.127.50

Desti nati on address: 255, 255, 255. 255

Pr ot ocol : ICVWP =1

Type: Address Mask Reply = AMR

Code: 0

Mask: 255. 255, 255. 88.

I f broadcasting is not allowed 192.1.127.19 sends:
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Sour ce addr ess: 192.1.127.19

Desti nati on address: 192.1.127.50

Pr ot ocol : ICVWP =1

Type: Address Mask Request = AML
Code: 0

Mask: 0

192.1.127.50 should respond exactly as in the previous case.

Sour ce address: 192.1.127.50
Desti nati on address: 192.1.127. 19
Pr ot ocol : ICVWP = 1
Type: Address Mask Reply = AWR
Code: 0
Mask: 255, 255. 255. 88

Appendix Il1l. d ossary

Bri dge

A node connected to two or nore administratively indistinguishable
but physically distinct subnets, that automatically forwards
dat agrans when necessary, but whose existence is not known to
ot her hosts. Also called a "software repeater”
Gat eway

A node connected to two or nore administratively distinct networks
and/ or subnets, to which hosts send datagrans to be forwarded.

Host Field

The bit field in an Internet address used for denoting a specific
host .

I nt er net
The coll ection of connected networks using the IP protocol
Local Address
The rest field of the Internet address (as defined in [3]).
Net wor k
A single Internet network (which may or nay not be divided into

subnet s).
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Net wor k Nunber
The network field of the Internet address.
Subnet
One or nore physical networks formng a subset of an Internet
network. A subnet is explicitly identified in the Internet

addr ess.

Subnet Field

1985

The bit field in an Internet address denoting the subnet numnber.
The bits making up this field are not necessarily contiguous in

t he address.
Subnet Number
A nunber identifying a subnet within a network.

Appendi x V. Assigned Nunbers

The follow ng assignments are nmade for protocol paranmeters used in

the support of subnets. The only assignnents needed are for the
Internet Control Message Protocol (I1CwW) [5].

| CMP Message Types
AML = 17

AV = 18
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