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A SPECI FI CATI ON OF THE | NTERNET PROTOCOL (I P) TI MESTAMP OPTI ON

. | NTRODUCTI ON

Packet switching is store-and-forward by nature. Network delay is a
therefore a critical performnce nmeasure for packet-sw tching comrunications.
A catenet is a system of packet-sw tched conmuni cati on networks interconnected
via gateways [Cerf 78]. The catenet "link" delays are thus variable. Their
measur enent, the neasurenent of del ays across nenber networks of a catenet,
becones inportant for catenet investigations.

An effective way to nmeasure catenet delays is by nmeans of packet header
ti nestanpi ng. Header tinestanping allows nonitoring of catenet delays for
user traffic, such as the case of Ft. Bragg users accessing |SID across the
catenet. Packet header tinestanping is also conpatible with the use of test
packets for catenet delay neasurenent. Another advantage of header
timestanping is that since it is an | P option, the gateway inposes little
difference in the treatnment of such a packet. |In this note, a specification
of the tinestanp option format for IP is presented.

Measur ement of one-way del ay, either end-to-end or across an individua
networ k, requires that device clocks be synchronized, using such facilities as
WAWB clocks [MIls 81]. This specification assunes this capability in the
gat eways and i nvol ved network hosts.

I'l. FORVAT SPECI FI CATI ON

As an I P option, the contents of the first two octets are dictated by the
| P header format to be option type and option length in octets [Postel 80].
The next two octets are used to control this option
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option type = 68 decinmal (i.e., option class = 2 and option nunber = 4);

option length = the nunber of octets with a maxi numof 40 (limted by
IHL = 15);

of fset = the nunber of octets fromthe beginning of this option to the
end of tinestanps (i.e., the beginning of space for next
timestanp). It is set to one, an odd nunber, when no nore
space remains in the header for tinestanps;

overflow = the nunber of |P nodules that cannot register tinmestanps due
to lack of space

flag =0 -- tine stanps only
1 -- each tinestanp is preceded with internet ID of the
registering entity
3 --theinternet IDfields are prespecified. An IP nodule only
registers its tinmestanp if it matches its own IDwith the
next specified internet |D,

internet ID=1D for the tinmestanpi ng device;

timestanp = a right-justified, 32-bit tinestanp in nmilliseconds nodul o
24 hours from m dni ght UT

The tinestanp option is not copied upon fragnentation. It is carried in
the first fragment.
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