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Abst r act

Experience has shown that it is difficult to deploy proper PKIX
certificates for Transport Layer Security (TLS) in nulti-tenanted
environnents. As a result, domains hosted in such environnents often
depl oy applications using certificates that identify the hosting
service, not the hosted donmamin. Such deploynents force end users and
peer services to accept a certificate with an inproper identifier
resulting in degraded security. This docunment defines nethods that
make it easier to deploy certificates for proper server identity
checking in non-HTTP application protocols. Although these nethods
wer e devel oped for use in the Extensible Messaging and Presence
Protocol (XMPP) as a Domain Nane Association (DNA) prooftype, they

m ght al so be usable in other non-HTTP application protocols.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://www. rfc-editor.org/info/rfc7711
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1. Introduction
We begin with a thought experinent.

| magi ne that you work on the operations team of a hosting conpany
that provides instances of the hypothetical "Secure Protocol for

I nternet Content Exchange" (SPICE) service for ten thousand different
customer organi zations. Each custoner wants their instance to be
identified by the custoner’s donmain nane (e.g., bar.exanple.con), not
the hosting conpany’s donmain name (e.g., hosting.exanple.net).

In order to properly secure each custonmer’s SPICE instance via
Transport Layer Security (TLS) [RFC5246], you need to obtain and
depl oy PKI X certificates [ RFC5280] containing identifiers such as
bar. exanpl e.com as explained in the "Certl D' specification

[ RFC6125]. Unfortunately, you can't obtain and depl oy such
certificates because:

0 Certification authorities won't issue such certificates to you
because you work for the hosting conpany, not the custoner
organi zati on.

0 Custoners won't obtain such certificates and then give them (plus
the associated private keys) to you because their |egal departnent
is worried about liability.

0 You don't want to install such certificates (plus the associated
private keys) on your servers because your |egal departnment is
worried about liability, too.

o Even if your legal departnment is happy, this still means managi ng
one certificate for each custoner across the infrastructure,
contributing to a large adninistrative | oad.

G ven your inability to obtain and deploy public keys / certificates
containing the right identifiers, your back-up approach has al ways
been to use a certificate containing hosting.exanple.net as the
identifier. However, nore and nore custoners and end users are
conpl ai ni ng about warni ng nmessages in user agents and the inherent
security issues involved with taking a "leap of faith" to accept the
identity msmatch between the source domain (bar.exanple.con) and the
del egat ed donmai n (hosting. exanpl e. net) [RFC6125].

This situation is both insecure and unsustainable. You have

i nvestigated the possibility of using DNS Security [ RFC4033] and
DNS- Based Aut hentication of Nanmed Entities (DANE) [ RFC6698] to sol ve
the problem However, your customers and your operations team have
told you that it will be several years before they will be able to
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depl oy DNSSEC and DANE for all of your custoners (because of tooling
updat es, slow depl oynent of DNSSEC at sone top-level domains, etc.).
The product managers in your conpany are pushing you to find a nethod
that can be depl oyed nore quickly to overcone the |ack of proper
server identity checking for your hosted custoners.

One possi bl e approach that your team has investigated is to ask each
custonmer to provide the public key / certificate for its SPICE
service at a special HTTPS URI on their website
("https://bar.exanpl e. com . wel | - known/ posh/ spi ce.json" is one
possibility). This could be a public key that you generate for the
custoner, but because the custoner hosts it via HITPS, any user agent
can find that public key and check it against the public key you
provide during TLS negotiation for the SPICE service (as one added
benefit, the customer never needs to hand you a private key).

Al ternatively, the custoner can redirect requests for that special
HTTPS URI to an HITPS URI at your own website, thus making it
explicit that they have del egated the SPICE service to you

The approach sketched out above, called POSH ("PKI X over Secure
HTTP"'), is explained in the remainder of this docunent. Although
this approach was devel oped for use in the Extensible Messagi ng and
Presence Protocol (XMPP) as a prooftype for Dormai n Name Associ ations
(DNA) [RFC7712], it mght be usable by any non-HTTP application

pr ot ocol

2. Terninol ogy

Thi s docunment inherits security term nology from][RFC5280]. The
terns "source domain", "del egated donmi n", "derived donmin", and
"reference identifier" are used as defined in the "Certl D'
specification [ RFC6125].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

Additionally, this docunment uses the follow ng terns:

POSH client: A client that uses the application service and that
uses PCSH to obtain material for verifying the service' s identity.

PCSH server: A server that hosts the application service and that
uses POSH to provide material for verifying its identity.
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3.

bt aining Verification Materi al

Server identity checking (see [ RFC6125]) involves three different
aspects:

1. A proof of the POSH server’s identity (in PKIX, this takes the
formof a PKIX end-entity certificate [RFC5280]).

2. Rules for checking the certificate (which vary by application
protocol, although [RFC6125] attenpts to harnonize those rules).

3. The material that a POSH client uses to verify the POSH server’s
identity or check the POSH server’s proof (in PKIX this takes
the formof chaining the end-entity certificate back to a trusted
root and performing all validity checks as described in
[ RFC5280], [RFC6125], and the relevant application protoco
speci fication).

When POSH is used, the first two aspects remain the sane: the PCSH
server proves its identity by presenting a PKIX certificate

[ RFC5280], and the certificate is checked according to the rules
defined in the appropriate application protocol specification (such
as [ RFC6120] for XMPP). However, the POSH client obtains the
material it will use to verify the server’s proof by retrieving a
JSON docunent [ RFC7159] containing hashes of the PKIX certificate
over HTTPS ([ RFC7230] and [ RFC2818]) froma well-known URI [RFC5785]
at the source domain. POSH servers MJST use HTTPS. This neans that
the POSH client MIST verify the certificate of the HITPS service at
the source domain in order to securely "bootstrap” into the use of
PCSH;, specifically, the rules of [RFC2818] apply to this

"boot strappi ng" step to provide a secure basis for all subsequent
PCSH oper ati ons

A PKI X certificate is retrieved over secure HITP in the
foll owi ng way:

1. The POSH client perforns an HTTPS GET request at the source
domain to the path "/.well-known/posh/{servicedesc}.json". The
val ue of "{servicedesc}" is application-specific; see Section 8
of this docunent for nore details. For exanple, if the
application protocol is the hypothetical SPICE service, then
"{servicedesc}" could be "spice"; thus, if an application client
were to use POSH to verify an application server for the source
domai n "bar.exanpl e.conf, the HTTPS GET request would be as
fol | ows:

CET /. wel | - known/ posh/ spice.json HITP/ 1.1
Host: bar. exanpl e. com
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2. The source donmain HTTPS server responds in one of three ways:

* |f it possesses PKIX certificate information for the requested
path, it responds as detailed in Section 3.1.

* |f it has a reference to where the PKIX certificate
i nformati on can be obtained, it responds as detailed in
Section 3. 2.

* |f it does not have any PKI X certificate information or a
reference to such information for the requested path, it
responds with an HTTP 404 Not Found status code [ RFC7231].

3.1. Source Donmin Possesses PKIX Certificate |Information

If the source domain HITPS server possesses the certificate
information, it responds to the HTTPS GET request with a success
status code and the nessage body set to a JSON docunent [RFC7159];
the docunent is a "fingerprints docunent", i.e., a JSON object with
the foll owi ng nenbers

o A "fingerprints" nmenber whose value is a JSON array of fingerprint
descriptors (the nenber MJIST include at | east one fingerprint
descriptor).

0 An "expires" menber whose value is a JSON nunber specifying the
nunber of seconds after which the POSH client ought to consider
the keying material to be stale (further explained under
Section 6).

The JSON docunent returned MJUST NOT contain a "url" nenber, as
descri bed in Section 3. 2.

Each included fingerprint descriptor is a JSON object, where each
menber nanme is the textual name of a hash function (as listed in

[ HASH-NAMES] ) and its associated value is the base64-encoded
fingerprint hash generated using the named hash function (where the
encodi ng adheres to the definition in Section 4 of [ RFC4648] and
where the padding bits are set to zero).

The fingerprint hash for a given hash algorithmis generated by
perform ng the nanmed hash function over the DER encodi ng of the PKIX
X. 509 certificate. (This inplies that if the certificate expires or
is revoked, the fingerprint value will be out of date.)
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As an exanple of the fingerprint fornmat, the "sha-256" and "sha-512"
fingerprints are generated by perform ng the SHA-256 and SHA-512 hash
functions, respectively, over the DER encodi ng of the PKIX
certificate, as illustrated below Note that for readability

whi t espace has been added to the content portion of the HTTP response
shown bel ow but is not reflected in the Content-Length.

Exanpl e Fi ngerprints Response
HTTP/ 1.1 200 OK

Cont ent - Type: application/json
Content-Lengt h: 195

"fingerprints": [
"sha-256": "4/ nggdl Vx8A3pvHAWNGs D+qJyM UHgi RuPj VCA8NOXQ=",

"sha-512": "25N+1hB2Vo42l 91 SGyw+n3BKFhDHsyor k8ou+DOB43TXel
1J81mdQEDgNB90R/ EHk PBDDGLY 5+AG94KecOx VgA=="

}
"éxpires": 604800
}
The "expires" value is a hint regarding the expiration of the keying
material. It MJST be a non-negative integer. |If the "expires"

menber has a value of 0 (zero), a POSH client MJST consider the
verification material to be invalid. See Section 6 for how to

reconcile this "expires" nenber with the reference’ s "expires”

nmenber .
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To indicate alternate PKI X certificates (such as when an existing
certificate will soon expire), the returned fingerprints menber MAY
contain multiple fingerprint descriptors. The fingerprints SHOULD be
ordered with the nost relevant certificate first as determnmi ned by the
application service operator (e.g., the renewed certificate),

foll owed by the next nost relevant certificate (e.g., the certificate
soonest to expire). Here is an exanple (note that whitespace is
added for readability):

"fingerprints": |

"sha-256": "4/ nggdl Vx8A3pvHAWNGsD+gqJyM UHgi RuPj VCA8NOXQ',
"sha-512": "25N+1hB2Vo42l 91 SGqw+n3BKFhDHsyor k8ou+D9B43TXe
J1J81ndQEDqnB90R/ EHKPBDDGLY 5+A®4KecOx VgA=="

%i
"sha-256": "ot yLADSKj RDj Vpj 8X7/ hnCAD5C7Qe+PedcnmyV7cUncE=",
"sha-512": "MBD+rausTQ&i sEXKSynROW M HP2xvBnm 79Pr / KXnDyLN
+13Jof 8/ Ug9f j SHZGBRk1E2f cl ci vpG&di j UsvHRg=="
}

] 3
"expires": 806400

}

Mat ching on any of these fingerprints is acceptable.

Rol I'ing over from one hosting provider to another is best handl ed by
updating the rel evant SRV records, not primarily by updating the POSH
docunents thensel ves.

3.2. Source Donmin References PKI X Certificate

If the source domain HITPS server has a reference to the certificate
information, it responds to the HTTPS GET request with a success
status code and nessage body set to a JSON docunent. The docunent is
a "reference docunent”, i.e., a JSON object with the follow ng
nenbers:

o A "url" menber whose value is a JSON string specifying the HITPS
URI where POSH clients can obtain the actual certificate
information. The URI can be a well-known POSH URI as described in
Section 8, but it need not be. (For historical reasons, the
menber name is "url", not "uri".)

0 An "expires" nmenmber whose value is a JSON nunber specifying the

nunber of seconds after which the POSH client ought to consider
the delegation to be stale (further explained under Section 6).
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Exanpl e Ref erence Response

HTTP/ 1.1 200 K
Cont ent - Type: application/json
Cont ent - Lengt h: 82

"url":"https://hosting. exanpl e. net/.well -known/ posh/ spi ce.json"
"expires": 86400
}

In order to process a reference response, the client perforns an
HTTPS GET request for the URI specified in the "url" nmenber val ue.
The HTTPS server for the URI to which the client has been referred
responds to the request with a JSON docunent containing fingerprints
as described in Section 3.1. The docunent retrieved fromthe

| ocation specified by the "url” menber MJUST NOT itself be a reference
docunent (i.e., containing a "url" nenber instead of a "fingerprints"
menber), in order to prevent circul ar del egati ons.

Note: See Section 10 for discussion about HTTPS redirects.

The "expires"” value is a hint regarding the expiration of the source
domai n’s del egation of service to the delegated domain. It MJST be a
non- negative integer. |If the "expires" nenber has a value of 0
(zero), a PCSH client MJUST consider the delegation invalid. See
Section 6 for guidelines about reconciling this "expires" nenber with
the "expires" nenber of the fingerprints docunent.

3.3. Perfornmng Verification

The POSH client conpares the PKIX informati on presented by the POSH
server agai nst each fingerprint descriptor object in the POSH
fingerprints docunment, until a match is found using the hash
functions that the client supports, or until the collection of POSH
verification material is exhausted. |If none of the fingerprint
descriptor objects match the POSH server PKI X infornation, the PCSH
client SHOULD reject the connection (however, the POSH client night
still accept the connection if other verification nmethods are
successful, such as DANE [ RFC6698]).

4. Secure Del egation
The del egation fromthe source donmain to the del egated donain can be
consi dered secure if the credentials offered by the POSH server match

the verification material obtained by the client, regardl ess of how
the material was obtained.
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5.

Order of Operations

In order for the POSH client to performverification of reference
identifiers without potentially conprom sing data, POSH operations
MUST be conpl ete before any application-layer data is exchanged for
the source domain. In cases where the POSH client initiates an
application-layer connection, the client SHOULD performall PCSH
retrievals before initiating a connection (naturally, this is not
possible in cases where the POSH client receives instead of initiates
an application-layer connection). For application protocols that use
DNS SRV (including queries for TLSA records in concert with SRV
records as described in [RFC7673]), the POSH operations ideally ought
to be done in parallel with resolving the SRV records and the
addresses of any targets, simlar to the "Happy Eyebal |l s" approach
for 1Pv4 and | Pv6 [ RFC6555].

The following diagramillustrates the possession flow

PCSH Sour ce PCSH
Cient Donai n Ser ver

|

|

I

| _

| Service TLS Handshake

| < >
|

| Service Data

| < >
|

Figure 1: Order of Events for Possession Flow
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While the following diagramillustrates the reference flow

PCSH Sour ce Del egat ed PCSH
Cient Donmai n Donmai n Ser ver

I

I

I

I

I

I

POSH Request |
T ] |
| Return PCOSH fingerprints |
oo | |
| Service TLS Handshake |
| < >|
| _ |
| Service Data |
| < >
I I

Figure 2: Oder of Events for Reference Flow
6. Caching Results

The POSH client MJUST NOT cache results (reference or fingerprints)
indefinitely. |If the source donmain returns a reference, the PCSH
client MUST use the Iower of the two "expires" val ues when

determ ning how long to cache results (i.e., if the reference
"expires" value is lower than the fingerprints "expires" value, honor
the reference "expires"” value). Once the POSH client considers the
results stale, it needs to performthe entire POSH operation again,
starting with the HTTPS GET request to the source donmain. The PCSH
client MAY use a |ower value than any provided in the "expires"
menber (s), or not cache results at all.

The foregoing considerations apply to the handling of the "expires”
val ues in POSH docunents; naturally, a POSH client MJST NOT consi der
an expired PKIX certificate to be valid, in accordance with

[ RFC5280] .
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The POSH client SHOULD NOT rely on HITP cachi ng nechani sns, instead
using the expiration hints provided in the PCSH reference docunment or
fingerprints docunent. To that end, the HTTPS servers for source
domai ns and derived domai ns SHOULD specify a ' Cache-Control’ header
indicating a very short duration (e.g., max-age=60) or "no-cache" to
i ndi cate that the response (redirect, reference, or fingerprints) is
not appropriate to cache at the HTTP | ayer

7. Cuidance for Server Operators

POSH i s intended to ease the operational burden of securing
application services, especially in nmulti-tenanted environnents. It
does so by obviating the need to obtain certificates for hosted
domai ns, so that an operator can obtain a certificate only for its
hosting service (naturally, this certificate needs to be valid
according to [ RFC5280] and contain the proper identifier(s) in
accordance with [ RFC6125] and the rel evant application protoco
specification).

However, in order to use POSH, an operator does need to coordi nate
with its custonmers so that the appropriate POSH docunents are

provi ded via HTITPS at a well-known URI at each custoner’s domain
(i.e., at the source domain), thus ensuring del egation to the
operator’s hosting service (i.e., the del egated domain). Because
correct hosting of the POSH docunent at the source domain is
essential for successful functioning of the POSH "chain", errors at
the source domain will result in authentication problens, certificate
war ni ngs, and ot her operational issues.

Furthernmore, if the POSH docunent is a reference docunent instead of
a fingerprints docunent, the operational burden is further decreased
because the operator does not need to provision its custoners wth
updat ed POSH docunents when the certificate for the del egated domain
expires or is replaced.

8. @uidance for Protocol Authors

Protocol s that use POSH are expected to register with the "PCSH
Service Names" registry defined under Section 9.2.

For POSH-using protocols that rely on DNS SRV records [ RFC2782], the
servi ce nane SHOULD be the sanme as the DNS SRV "Service". As an
exanpl e, the POSH service nanme for XMPP server-to-server connections
woul d be "xnpp-server" because [ RFC6120] registers a DNS SRV
"Service" of "xnmpp-server". One exanple of the resulting well-known
URI woul d be "https://exanple.coni.well-known/posh/xnpp-server.json".
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9.

9.1

9. 2.

M

For other POSH using protocols, the service name MAY be any uni que
string or identifier for the protocol; for exanple, it mght be a
service name registered with the 1ANA in accordance with [ RFC6335],
or it mght be an unregi stered nane. As an exanple, the well-known
URI for the hypothetical SPICE application m ght be "spice"

| ANA Consi der ati ons
Wel | - Known UR

| ANA has registered "posh” in the "Well-Known URIs" registry as
defined by [RFC5785]. The conpleted tenplate foll ows.

URI suffix: posh
Change controller: |ETF
Specification: RFC 7711 (this docunent)

Rel ated i nformation: The suffix "posh" is expected to be foll owed by
an additional path conmponent consisting of a service nane (say,
"spice") and a file extension of ".json", resulting in a full path
of, for instance, "/.well-known/posh/spice.json". Registration of
service nanmes shall be requested by devel opers of the rel evant
application protocols.

PCSH Servi ce Nanes

| ANA has established the "POSH Service Nanes" registry within the
"Uni form Resource ldentifier (URI) Schenes" group of registries.

The | ANA registration policy [ RFC5226] is Expert Review or |ETF

Revi ew (this was chosen instead of the nore liberal policy of First
Come First Served to help ensure that POSH services are defined in
ways that are consistent with this specification). One or nore

Desi gnated Experts are to be appointed by the | ESG or their del egate.

Regi stration requests are to be sent to the posh@etf.org mailing
list for review and comment, with an appropriate subject (e.g.
"Request for POSH service nanme: exanple").

Before a period of 14 days has passed, the Designated Expert(s) wll
ei ther approve or deny the registration request, conmunicating this
decision both to the review list and to | ANA. Denials should include
an explanation and, if applicable, suggestions as to how to make the
request successful. Registration requests that are undeterm ned for
a period |l onger than 21 days can be brought to the IESG s attention
(using the iesg@esg.org mailing list) for resolution.
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9. 2.

10.

1. Registration Tenplate

Service nanme: The nane requested, relative to "/.well-known/ posh/";
e.g., a service name of "exanple" would result in a well-known URI
such as "https://exanpl e. com . wel | - known/ posh/ exanpl e. j son"

Change controller: For Standards Track RFCs, state "IETF'. In all
ot her cases, provide the name and email address of the responsible
party. Oher details (e.g., postal address or website URI) may
al so be incl uded.

Definition and usage: A brief description that defines the service
nane and nmentions where and how it is used (e.g., in the context
of a particular application protocol).

Specification: Optionally, reference to a docunent that specifies
the service or application protocol that uses the service nane,
preferably including a URI that can be used to retrieve a copy of
the docunent. An indication of the relevant sections nmay al so be
i ncluded but is not required.

Security Considerations

Thi s docunent suppl enents but does not supersede the security

consi derations provided in specifications for application protocols
that decide to use POSH (e.g., [RFC6120] and [ RFC6125] for XMPP)
Specifically, the security of requests and responses sent via HITPS
depends on checking the identity of the HITP server in accordance
with [ RFC2818] as well as followi ng the nost nodern best practices
for TLS as specified in [ RFC7525]. Additionally, the security of
PCSH can benefit from other HTTP-hardening protocols, such as HITP
Strict Transport Security (HSTS) [RFC6797] and key pinning [ RFC7469],
especially if the POSH client shares sonme information with a comon
HTTPS i npl enmentation (e.g., a platformdefault web browser).

Note well that POSH is used by a POSH client to obtain the public key
of a POSH server to which it mght connect for a particular
application protocol such as | MAP or XMPP. POSH does not enable a
hosted domain to transfer private keys to a hosting service via
HTTPS. POSH al so does not enable a POSH server to engage in
certificate enrollment with a certification authority via HITPS, as
is done in Enrollnent over Secure Transport [RFC7030].

A web server at the source donmain mght redirect an HTTPS request to
anot her HTTPS URI. The location provided in the redirect response
MUST specify an HTTPS URI. Source domai ns SHOULD use only tenporary
redi rect mechani sns, such as HITP status codes 302 (Found) and 307
(Tenporary Redirect) [RFC7231]. dients MAY treat any redirect as

MIler & Saint-Andre St andards Track [ Page 14]



RFC 7711 POSH Novenber 2015

11.

11.

tenporary, ignoring the specific semantics for 301 (Mved

Per manent ly) [ RFC7231] and 308 (Pernmanent Redirect) [RFC7538]. To
protect against circular references, it is RECOMVENDED that POSH
clients follow no nore than 10 redirects, although applications or
i npl ementations can require that fewer redirects be foll owed.

Hash function agility is an inportant quality to ensure secure
operations in the face of attacks against the fingerprints obtained
within verification material. Because POSH verification material is
relatively short-lived conpared to long-lived credentials such as
PKI X end-entity certificates (at |least as typically depl oyed),
entities that deploy POSH are advised to swap out POSH docunents if
the hash functions are found to be subject to practical attacks

[ RFC4270] .
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