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Definition and Use of DNSSEC Negative Trust Anchors
Abstr act

DNS Security Extensions (DNSSEC) is now entering w despread

depl oynent. However, domain signing tools and processes are not yet
as mature and reliable as those for non- DNSSEC-rel at ed domnai n

adm nistration tools and processes. This docunent defines Negative
Trust Anchors (NTAs), which can be used to mtigate DNSSEC validation
failures by disabling DNSSEC validation at specified domains.

Status of This Meno

This docunment is not an Internet Standards Track specification; it is
published for infornational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the I ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc7646
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Copyright Notice

Copyright (c) 2015 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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I ntroduction and Mtivation

DNSSEC has now entered w despread depl oyment. However, the DNSSEC
signing tools and processes are less mature and reliable than those
for non-DNSSEC-rel ated adm nistration. As a result, operators of DNS
recursive resolvers, such as Internet Service Providers (ISPs),
occasi onal |y observe domains incorrectly nmanagi ng DNSSEC-r el at ed
resource records. This nisnanagenent triggers DNSSEC validation
failures and then causes | arge nunbers of end users to be unable to
reach a domain. Mny end users tend to interpret this as a failure
of their ISP or resolver operator, and they may switch to a non-

val idating resolver or contact their ISP to conplain, rather than
seeing this as a failure on the part of the donmain they wanted to
reach. Wthout the techniques in this docunent, this pressure may
cause the resolver operator to disable (or sinply not deploy) DNSSEC
val i dati on.

Thi s docunent defines Negative Trust Anchors (NTAs), which can be
used during the transition to ubiquitous DNSSEC depl oynent. NTAs are
configured locally on a validating DNS recursive resolver to shield
end users from DNSSEC-rel ated authoritative nane server operationa
errors. NTAs are intended to be tenporary and only inplenmented by
the organi zation requiring an NTA (and not distributed by any

organi zations outside of the administrative boundary). Finally, NTAs
pertain only to DNSSEC and not to Public Key Infrastructures (PKIs)
such as X 509.

Use of an NTA to tenporarily di sabl e DNSSEC val idation for a specific
m sconfi gured domai n nane i medi ately restores access for end users.
This allows the domain’s adninistrators to fix their msconfiguration
whil e al so allowi ng the organi zati on using the NTA to keep DNSSEC

val i dati on enabled and still reach the nisconfigured domain.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

1. Definition of a Negative Trust Anchor

Trust anchors are defined in [ RFC5914]. A trust anchor is used by a
val idating caching resolver as a starting point for building the

aut hentication chain for a signed DNS response. By way of anal ogy,
NTAs stop validation of the authentication chain. |Instead, the
validator treats any upstreamresponses as if the zone is unsigned
and does not set the Authentic Data (AD) bit in responses it sends to
clients. Note that this is a behavior and not a separate resource
record. This NTA can potentially be inplenented at any level within
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the chain of trust and would stop validation fromthat point in the
chain down. Validation starts again if there is a positive trust
anchor further down in the chain. For exanple, if there is an NTA at
exanpl e.com and a positive trust anchor at foo.bar.exanple.com then
val i dation resunes for foo.bar.exanple.comand anything belowit.

1.2. Modtivations for Negative Trust Anchors
1.2.1. Mtigating Domain Validation Failures

A domai n nane can fail validation for two general reasons: a
legitimate security failure (e.g., due to an attack or conprom se of
sonme sort) or as a result of misconfiguration on the part of a zone
admi nistrator. As domains transition to DNSSEC, the nost comon
reason for a validation failure has been m sconfiguration. Thus,
domai n adm nistrators should be sure to read [RFC6781] in full. They
shoul d pay special attention to Section 4.2 of [RFC6781], which
pertains to key rollovers, as these appear to be the cause of nany
recent validation failures.

It is also possible that some DNSSEC validation failures could arise
due to differences in how different software devel opers interpret
DNSSEC st andards and/ or how t hose devel opers choose to inpl enent
support for DNSSEC. For exanple, it is conceivable that a domain may
be DNSSEC-si gned properly, and one vendor’s DNS recursive resol vers
will validate the domain but other vendors’ software nmay fail to
val i date the domai n.

1.2.2. Inproving End-User Experience

End users generally do not know of, understand, or care about the
resol ution process that causes connections to happen. This is by
design: the point of the DNSis to insulate users fromhaving to
renenber | P addresses through a friendlier way of nanming systens. It
follows fromthis that end users do not, and should not, be expected
to know about DNSSEC, validation, or anything of the sort. As a
result, end users nmay misinterpret the failure to reach a domai n due
to DNSSEC-rel ated misconfiguration. They may (incorrectly) assume
that their ISP is purposely blocking access to the domain or that it
is a performance failure on the part of their ISP (especially of the
I SP"s DNS servers). They may contact their ISP to conplain, which
will incur cost for their ISP. 1In addition, they nay use online
tools and sites to conplain about this problem such as via a bl og,
web forum or social nedia site, which may | ead to dissatisfaction on
the part of other end users or general criticismof an ISP or
operator of a DNS recursive resol ver.
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As end users publicize these failures, others nmay recommend they
switch fromsecurity-aware DNS resol vers to resolvers not performnng
DNSSEC validation. This is a shane since the | SP or other DNS
recursive resolver operator is actually doing exactly what they are
supposed to do in failing to resolve a domain nane; this is the
expected result when a donain can no |longer be validated, and it
protects end users froma potential security threat. Use of an NTA
would allow the ISP to specifically renmedy the failure to reach that
domai n, w thout conprom sing security for other sites. This would
result in a satisfied end user, with mninmal inpact to the ISP, while
mai nt ai ni ng the security of DNSSEC for correctly maintai ned domains.

The following text from[RFC4033] is worth noting: "In the fina
anal ysi s, however, authenticating both DNS keys and data is a natter
of local policy, which may extend or even override the protoco

extensions defined in this docunment set.” A responsibility (one of
many) of a caching server operator is to protect the integrity of the
cache.

1.2.3. Avoiding Switching to a Non-validating Resol ver

As noted in Section 1.2.2, sone people may consider switching to an
alternative, non-validating resolver thenselves, or may recomend
that others do so. But if a domain fails DNSSEC validation and is

i naccessible, this could very well be due to a security-related
issue. In order to be as safe and secure as possible, end users
shoul d not change to DNS servers that do not perform DNSSEC
val i dati on as a workaround, and people should not recomend t hat
others do so either. Domains that fail DNSSEC for |egitimte reasons
(versus msconfiguration) may be in control of hackers, or there
could be other significant security issues with the donain.

Thus, switching to a non-validating resolver to restore access to a
domain that fails DNSSEC validation is not a recomended practice, is
bad advice to others, and is potentially harnful to end-user
security.

2. Use of a Negative Trust Anchor

Techni cal personnel trained in the operation of DNS servers nust
confirmthat a DNSSEC validation failure is due to msconfiguration
as a simlar breakage could have occurred if an attacker gained
access to a donmmin’'s authoritative servers and nodified those records
or had the donmain pointed to their own rogue authoritative servers.
They shoul d al so confirmthat the domain is not intentionally broken
such as for testing purposes as noted in Section 6. Finally, they
shoul d make a reasonabl e attenpt to contact the domain owner of the
m sconfigured zone, preferably prior to inplenenting the NTA
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I nvol ving trained technical personnel is costly, but operationa
experience suggests that this is a very rare event, usually on the
order of once per quarter (or even |ess).

It is inmportant for the resolver operator to confirmthat the domain
is still under the ownership/control of the legitinmte owner of the
domain in order to ensure that disabling validation for a specific
donmai n does not direct users to an address under an attacker’s
control. Contacting the domain owner and telling themthe DNSSEC
records that the resolver operator is seeing allows the resolver
operator to deternmine if the issue is a DNSSEC m sconfiguration or an
at t ack.

In the case of a validation failure due to misconfiguration of a Top-
Level Domain (TLD) or popul ar donmain name (such as a top 100
website), content or services in the affected TLD or domain could be
i naccessible for a large nunmber of users. In such cases, it may be
appropriate to use an NTA as soon as the m sconfiguration is
confirnmed. An exanple of a list of "top N' websites is the Al exa
"Top 500 Sites on the Wb" [Alexa] or a list of the of the nost-
accessed nanes in the resolver’s cache.

Once a donmin has been confirmed to fail DNSSEC validation due to a
DNSSEC-rel at ed mi sconfiguration, an | SP or other DNS recursive

resol ver operator nmay elect to use an NTA for that domain or sub-
domain. This instructs their DNS recursive resolver to tenporarily
NOT perform DNSSEC validation at or in the misconfigured domain.

This inmedi ately restores access to the domain for end users while
the domain’s adm nistrator corrects the msconfiguration(s). It does
not and should not involve turning off validation nore broadly.

2.1. Applicability of Negative Trust Anchors

An NTA MJST only be used for a limted duration. |Inplenentors SHOULD
all ow the operator using the NTAto set an end tinme and date
associated with any NTA. Optinally, this tine and date is set in a
DNS recursive resolver’s configuration, though in the short term

this may al so be achi eved via other systens or supporting processes.
Use of an NTA MUST NOT be automati c.

Finally, an NTA SHOULD be used only in a specific domain or sub-
domai n and MUST NOT affect validation of other names up the

aut hentication chain. For exanple, an NTA for zonel. exanpl e.com
woul d affect only names at or bel ow zonel. exanpl e.com and validation
woul d still be performed on exanple.com .com and the root (".").
This NTA al so SHOULD NOT af fect nanmes in another branch of the tree
(such as exanple.net). |In another exanple, an NTA for exanpl e.com
woul d affect only nanmes within exanple.com and validation would
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still be performed on .comand the root ("."). In this scenario, if
there is a (probably manually configured) trust anchor for

zonel. exanpl e. com validation would be performed for

zonel. exanpl e. com and subdomai ns of zonel. exanpl e.com

3. Managi ng Negative Trust Anchors

Whi |l e NTAs have proven useful during the early stages of DNSSEC
adoption, domain owners are ultimately responsible for managi ng and
ensuring that their DNS records are configured correctly.

Most current inplenentations of DNS validating resolvers currently
foll ow [ RFC4033] on configuring a trust anchor using either a public
key as in a DNSKEY resource record (RR) or a hash of a public key as
ina DS RR

Different DNS validators may have different configuration nanes for
an NTA. For exanples, see Appendix A

An NTA placed at a node where there is a configured positive trust
anchor MUST take precedence over that trust anchor, effectively
disabling it. Inplenmentations MAY i ssue a warning or informationa
message when this occurs, so that operators are not surprised when
thi s happens.

3.1. Alerting Users to Negative Trust Anchor Use

End users of a DNS recursive resolver or other people may wonder why
a domain that fails DNSSEC validation resolves with a supposedly
validating resolver. Therefore, inplenmentors should consider
transparently disclosing NTAs that are currently in place or were in
pl ace in the past, such as on a website [Di scl osure-Exanpl e].

This is particularly inportant since there is currently no special
DNS query response code that could indicate to end users or
applications that an NTAis in place. Such disclosures should
optinmally include both the data and tine that the NTA was put in
pl ace and when it was renoved

4. Renoval of a Negative Trust Anchor

As explored in Section 8, using an NTA once the zone correctly
val i dates can have security considerations. It is therefore
RECOMVENDED t hat NTA i npl enentors should periodically attenpt to

val idate the domain in question, for the period of tine that the NTA
is in place, until such validation is again successful. NTAs MJST
expire automatically when their configured lifetime ends. The
lifetinme SHOULD NOT exceed a week. There is limted experience with
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what this value should be, but at |east one |arge vendor has
docunent ed custoner feedback suggesting that a week is reasonable
based on expectations of how long failures take to fix or to be
forgotten. QOperational experience may further refine these
expect ati ons.

Before renoving the NTA, all authoritative resolvers listed in the
zone shoul d be checked (due to anycast and | oad bal ancers, it may not
be possible to check all instances).

Once all testing succeeds, an NTA should be renbved as soon as is
reasonably possible. One possible nethod to autonmatically determ ne
when the NTA can be renpbved is to send a periodic query for type
Start of Authority (SQA) at the NTA node; if it gets a response that
it can validate (whether the response was an actual SQA answer or a
NOERROR/ NODATA wi th appropri ate NSEC/ NSEC3 records), the NTA is
presuned no | onger to be necessary and is renoved. |Inplenentations
SHOULD, by default, performthis operation. Note that under sone
circunstances, this is undesirable behavior (for exanple, if

www. exanpl e. com has a bad signature, but exanple.coniSOA is fine), so
i mpl erentations may wish to allow the operator to override this spot-
check/ behavi or.

When renoving the NTA, the inplenentati on SHOULD renove all cached
entries at and bel ow the NTA node.

5. Conparison to Gther DNS M sconfigurations

Domain administrators are ultimately responsi ble for managi ng and
ensuring their DNS records are configured correctly. 1SPs or other
DNS recursive resol ver operators cannot and shoul d not correct

m sconfigured A, CNAME, MX, or other resource records of donains for
which they are not authoritative. Expecting non-authoritative
entities to protect donmain adm nistrators fromany ni sconfiguration
of resource records is therefore unrealistic and unreasonable and, in
the long term is harnful to the del egated design of the DNS and
could lead to extensive operational instability and/or variation

Wth DNSSEC breakage, it is often possible to tell that there is a
m sconfiguration by |ooking at the data and not needing to guess what
it should have been.

6. Intentionally Broken Donai ns
Sone domai ns, such as dnssec-failed.org, have been intentionally
broken for testing purposes [Website-Visitors] [Netalyzr]. For

exanpl e, dnssec-failed.org is a DNSSEC si gned donmain that is broken
If an end user is querying a validating DNS recursive resolver, then
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this or other simlarly intentionally broken domains should fail to
resol ve and should result in a "Server Failure" error (RCODE 2, also
known as 'SERVFAIL'). If such a donain resolved successfully, then
it is a sign that the DNS recursive resolver is not fully validating.

Organi zations that utilize NTAs should not add an NTA for any
intentionally broken donmain. Such additions are prevented by the
requi renent that the operator attenpt to contact the administrators
for the zone that has broken DNSSEC

Organi zations operating an intentionally broken domain may wish to
consi der adding a TXT record for the donmain to the effect of "This
domai n i s purposely DNSSEC broken for testing purposes”

7. Discovering Broken Domains

Di scovering that a domain is DNSSEC broken as a result of an operator
error instead of an attack is not trivial, and the exanples here
shoul d be vetted by an experienced professional before nmaking the
decision to inplenent an NTA.

One of the key things to | ook for when | ooking at a DNSSEC br oken
domain is consistency and history. Therefore, it is good if you have
the ability to look at the server’s DNS traffic over a |ong period of
time or have a database that stores DNS names and associ ated answers
(this is often referred to as a "passi ve DNS dat abase"). Anot her

i nval uable tool is DNSViz (http://dnsviz.net), which also stores
DNSSEC-rel ated data historically. The drawback here is that you need
for it to have tested the domain before the incident occurs.

The first and easiest thing to check is if the failure of the donain

is consistent across different software inplenentations. |f not, you
want to informthe vendor where it fails so that the vendor can | ook

nmore deeply into the issue.

The next thing is to figure out what the actual failure node is. At

the tine of this witing, several tools that do this are avail abl e,

i ncl udi ng:

o0 DNSViz (http://dnsviz.net)

0 Verisign DNSSEC debugger (http://dnssec-debugger.verisignlabs.con

0 Zonemaster (http://ww. zonemaster.fr, https://github.com dotse/
zonenast er)
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Most of these tools are open source and can be installed |ocally.
However, using the tools over the Internet has the advantage of
providing visibility froma different point. This is an inconplete
list, and it is expected that additional tools will be devel oped over
time to aid in troubl eshooti ng DNSSEC i ssues.

Once you figure out what the error is, you need to check if it shows
consistently around the world and fromall authoritative servers.
Use DNS Tools (dig) or DNS | ooking glasses to verify this. An error
that is consistently the sane is nore likely to be caused by an
operator rather than by an attack. Also, if the output fromthe
authoritative server is consistently different fromthe resol vers
output, this hints to an attack rather then an error, unless EDNSO
client subnet [CLIENT-SUBNET] is applied to the donain.

A last check is to look at the actual DNS data. |Is the result of the
query still the same or has it changed? Wiile a | ot of DNSSEC errors
occur on events that change DNSSEC data, the actual record soneone
wants to go to often stays the sane. |If the data is the sane, this
is an indication (not a guarantee) that the error is operator caused.
Keep in nind that with DNS being used to globally bal ance traffic,
the data associated to a nane might be different in different parts
of the Internet.

Here are sone exanpl es of commobn DNSSEC failures that have been seen
as operator signing errors on the Internet:

0o RRSIGtimng issue. Each signature has an inception time and
expiry tine between which it is valid. Letting this tinme expire
wi thout creating a new signature is one of the nbst commobn DNSSEC
errors. To a |lesser extent, this also occurs if signatures were
made active before the inception tinme. For all of these errors,
your primary check is to check on the data. Signature expiration
is also about the only error we see on actual data (like
www, exanpl e.com). All other errors are nore or less related to
dealing with the chain of trust established by DS records in the
parent zone and DNSKEYs in the child zones. These nostly occur
during key rollovers but are not limted to that.

0 DNSKEYs in a child zone don’t match the DS record in the parent
zone. There is a big variation of this that can happen at any
point in the key lifecycle. DNSViz is the best tool to show
problens in the chain. |f you debug it yourself, use dig
+nmultiline so that you can see the key id of a DNSKEY. Common
variations of this can be:
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9.

9.

1

* DS pointing to a non-existent key in the child zone. Questions
for consideration here include the following. Has there ever
been a key (and, if so, was it used)? Has there been a recent
change in the DNSKEY RRSet (indicating a key rollover)? Has
the actual data in the zone changed? 1|s the zone DNSSEC si gned
at all and has it been in the past?

* DS pointing to an existent key, but no signatures are nade with
the key. The checks above shoul d be done, with the addition of
checking if another key in the DNSKEY RRSet is now used to sign
t he records.

* Data in DS or DNSKEY doesn’'t match the other. This is nore
common in initial setup when there was a copy-and-paste error
Agai n, checking history on data is the best you can do there.

Al'l of the above is just a starting point for consideration when
deci di ng whet her or not to deploy a trust anchor. It is not possible
to provide a sinple checklist to run through to deternine whether a
domain is broken because of an attack or an operator error

Security Considerations

End-t o-end DNSSEC validation will be disabled during the tine that an
NTA is used. In addition, the NTA may be in place after the tine
when the DNS mi sconfiguration that caused validation to break has
been fixed. Thus, there may be a gap between when a domai n has been
re-secured and when an NTA is renoved. |n addition, an NTA may be
put in place by DNS recursive resolver operators w thout the

know edge of the authoritative domain administrator for a given
domai n nane. However, attenpts SHOULD be made to contact and inform
the domain administrator prior to putting the NTA in place.

One side effect of inplementing an NTA is that it may break client
applications that assune that a domain is signed and expect an AD bit
in the response. It is expected that many applications that require
DNSSEC for a domain will performtheir own validation, so this should
not be a major issue.
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Appendi x A.  Configuration Exanpl es

The section contains exanpl e configurations to achi eve NTA
functionality for the zone foo.exanple.com

Not e: These are sinply exanples -- nane server operators are expected
to test and understand the inplications of these operations. Note

al so that some of available inplenmentations may not inplenment al
recomended functionality in this docunent. |In that case, it is

advi sabl e to request the devel oper or vendor of the inplenmentation to
support the missing feature rather than start using the inconplete

i mpl enent ati on.

A.1. Ntnet Labs Unbound
Unbound [ Unbound-Config] lets us sinply disable validation checking
for a specific zone by adding configuration statenments to
unbound. conf:

server:
donai n-i nsecure: "foo.exanpl e.conf

Usi ng the ’unbound-control’ command, one can add and renove NTAs
wi thout restarting the nane server.

Usi ng the "unbound-control" conmmand:

list_insecure i st donmmin-insecure zones
i nsecure_add zone add domai n-i nsecure zone
i nsecure_renobve zone renove donwmi n-i nsecure zone

Items added with the "unbound-control" conmand are added to the
runni ng server and are |ost when the server is restarted. Itens from
unbound. conf stay after restart.

For additional information, see [Unbound-Config].
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A. 2. Internet System Consortium (ISC) BI ND
Use the "rndc" command:

nta -dunp
List all negative trust anchors.
nta [-lifetine duration] [-force] domain [view

Set a negative trust anchor, disabling DNSSEC vali dation
for the given domain.

Using -lifetine specifies the duration of the NTA up
to one week. The default is one hour

Using -force prevents the NTA fromexpiring before its

full lifetine, even if the domain can validate sooner
nta -renove donain [view

Renove a negative trust anchor, re-enabling validation
for the given domain.

A. 3. Nom num Vantio

* %
*negati ve-trust-anchors*
_Format _: nane

_Conmmand Channel _: vi ew. update name=worl| d negative-trust-
anchor s=(f oo. exanpl e. com

_Command Channel _: resol ver. update nane=resl negative-trust-
anchor s=(f oo. exanpl e. con)

*Description*: Disables DNSSEC validation for a domain, even if the
domain is under an existing security root.
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