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| Pv6 Prefix Length Recommendation for Forwarding
Abst r act

I Pv6 prefix length, as in IPv4, is a paranmeter conveyed and used in

I Pv6 routing and forwardi ng processes in accordance with the

O assless Inter-domain Routing (CIDR) architecture. The length of an
| Pv6 prefix may be any nunber from zero to 128, although subnets

usi ng statel ess address autoconfiguration (SLAAC) for address

al |l ocation conventionally use a /64 prefix. Hardware and software

i mpl enent ati ons of routing and forwardi ng should therefore inpose no
rules on prefix length, but inplenent |ongest-match-first on prefixes
of any valid |ength.

Status of This Meno
This meno docunents an |Internet Best Current Practice.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
BCPs is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc7608
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Copyright Notice

Copyright (c) 2015 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

Di scussions on the 64-bit boundary in | Pv6 addressing ([ RFC7421])
reveal ed a need for a clear recommendation on which bits nust be used
by forwardi ng deci sion-naki ng processes. However, such a
recomendati on was out of scope for that docunent.

Al t hough Section 2.5 of [RFC4291] states "IPv6 uni cast addresses are
aggregatable with prefixes of arbitrary bit-length, sinlar to | Pv4
addresses under O assless Inter-Donain Routing" (CIDR [RFC4632]),
there is still a misinterpretation that |Pv6 prefixes can be either
/127 ([ RFC6164]) or any length up to /64. This nmisinterpretation is
mai nly i nduced by the 64-bit boundary in | Pv6 addressing.

As discussed in [ RFC7421], "the notion of a /64 boundary in the
address was introduced after the initial design of IPv6, following a
period when it was expected to be at /80". This evolution of the

| Pv6 addressing architecture, resulting in [RFC4291], and fol |l owed
with the addition of /127 prefixes for point-to-point links, clearly
denmonstrates the intent for future | Pv6 devel opnents to have the
flexibility to change this part of the architecture when justified.
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It is fundanental not to link routing and forwarding to the | Pv6
prefi x/address semantics [ RFC4291]. This docunent includes a
reconmendation in order to support that goal

Forwar di ng decisions rely on the longest-match-first algorithm which
stipulates that, given a choice between two prefixes in the
Forwardi ng I nfornmati on Base (FIB) of different |ength that match the
destination address in each bit up to their respective lengths, the
longer prefix is used. This docunent’s recommendation (Section 2) is
that 1 Pv6 forwarding nust follow the | ongest-match-first rule,

regardl ess of prefix Iength, unless sone overriding policy is

confi gured.

Thi s recommendati on does not conflict with the 64-bit boundary for
some schenes that based on | Pv6 statel ess address autoconfiguration
(SLAAC) [RFCA862], such as [RFC2464]. Indeed, [RFC7421] clarifies
this is only a paraneter in the SLAAC process, and other |onger
prefix lengths are in operational use (e.g., either manually
configured or based upon DHCPv6 [ RFC3315]).

A historical background of CIDR is docunented in [ RFC1380] and
Section 2 of [RFC4632].

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Recommendati on

| Pv6 i npl ement ati ons MUST conformto the rules specified in
Section 5.1 of [RFC4632].

Deci si on- maki ng processes for forwarding MJST NOT restrict the length
of I Pv6 prefixes by design. |In particular, forwarding processes MJST
be designed to process prefixes of any length up to /128, by
increnents of 1

Pol i cies can be enforced to restrict the length of I P prefixes
advertised within a given domain or in a given interconnection |ink.
These policies are deploynment specific and/or driven by

adm ni strative (interconnection) considerations.
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3. Security Considerations

Thi s docunent does not introduce security issues in addition to what
i s discussed in [RFC4291].

| Pv6 security issues, including operational ones, are discussed in
[ RFC4942] and [ OPSEC-v6].
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