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Thi s docunent defines the Extended Sequence Number TLV to protect
Internediate Systemto Internediate System (I1S-1S) PDUs fromreplay
attacks.
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OO NNNOOOOODUITURADMDMBIADMNWWN

Internediate Systemto Internediate System (I1S-1S) [I SOL0589] has

been adopted widely in various Layer
swi tchi ng depl oynments of data centers and for critica
Its flexibility and scalability make it well
the rapid devel opnment of new data center infrastructures.

operati ons.

2 / Layer 3 routing and

busi ness
suited for
Al so,

whi | e technol ogi es such as Sof t war e-Defi ned Networking (SDN) nay

i mprove network managenent and enabl e new applicati ons,

their use has

an effect on the security requirements of the routing infrastructure.

A replayed IS-1S PDU can potentially cause many problens in IS IS

net wor ks, includi ng bounci ng adj acenci es, bl ackhol i ng,

and even sone

form of Denial-of-Service (DoS) attacks as explained in Section 2.
This problemis al so discussed in the Security Considerations

secti on,

described in [RFC5304] and [ RFC5310].
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Currently, there is no nechanismto protect 1S-1S Hello (IIH) PDUs
and Sequence Number PDUs (SNPs) fromreplay attacks. However, Link
State PDUs (LSPs) have a sequence number in the LSP header as defined
in [1SOL0589], with which they can effectively mtigate intra-session
replay attacks. But, LSPs are still susceptible to inter-session
repl ay attacks.

Thi s docunent defines the Extended Sequence Number (ESN) TLV to
protect 1S-1S PDUs fromreplay attacks.

The new ESN TLV defined here thwarts these threats and can be
depl oyed with the authentication nechani sns specified in [ RFC5304]
and [ RFC5310] for a nore secure network.

Replay attacks can be effectively nitigated by deploying a group key
managenent protocol (being devel oped as defined in [ GROUP-1KEv2] and
[MRKMP]) with a frequent key change policy. Currently, there is no
such nmechani smdefined for 1S-1S. Even if such a nechanismis
defined, usage of this TLV can be hel pful to avoid replays before the
keys are changed.

Al'so, it is believed that, even when such a key managenent systemis
depl oyed, there always will be sone systens based on manual keying
that coexist with systens based on key managenent protocols. The ESN
TLV defined in this docunent is hel pful for such depl oynents.

1.1. Requirements Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

1.2. Acronyns

CSNP -  Compl ete Sequence Number PDU
ESN -  Extended Sequence Nunber

I1H - IS-ISHello

IS - Internedi ate System

LSP - IS 1S Link State PDU

PDU - Protocol Data Unit
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PSNP - Partial Sequence Nunber PDU
SNP - Sequence Nunber PDU
2. Replay Attacks and Inpact on IS 1S Networks

Repl ayi ng a captured protocol packet to cause danage is a conmon
threat for any protocol. Securing the packet with cryptographic
aut hentication information al one cannot mtigate this threat
completely. This section explains the replay attacks and their
applicability to each I'S-1S PDU

2.1. IlHs

When an adj acency is brought up, an IS sends an Il H packet with an
enpty nei ghbor list (TLV 6); it can be sent with or wthout

aut hentication informati on. Packets can be replayed |later on the
broadcast network, and this may cause all 1Ss to bounce the

adj acency, thus churning the network. Note that mitigating replay is
only possible when authentication information is present.

2.2. LSPs

Nor mal operation of the 1S 1S update process as specified in
[1S0L0589] provides tinmely recovery fromall LSP replay attacks.
Therefore, the use of the extensions defined in this docunent is
prohibited in LSPs. Further discussion of the vulnerability of LSPs
to replay attacks can be found in [ISIS-ANALYSI §].

2.3. SNPs
A replayed CSNP can result in the sending of unnecessary PSNPs on a
given link. A replayed CSNP or PSNP can result in unnecessary LSP
flooding on the |ink.

3. Extended Sequence Nunber TLV
The Extended Sequence Nunber (ESN) TLV is conposed of 1 octet for the
Type, 1 octet that specifies the nunber of bytes in the Value field,
and a 12-byte Value field. This TLV is defined only for Il H and SNP
PDUs.
Code - 11.

Length - total length of the value field, which is 12 bytes.
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Val ue - 64-bit Extended Session Sequence Nunber (ESSN), which is
followed by a 32-bit, nonotonically increasing, per-packet
sequence numnber.

0 1 2 3
01234567890123456789012345678901
T S e S

| Type |

i i S

| Length |

B T e o i S I i i S S N iy St S I S S
| Ext ended Sessi on Sequence Nunmber (H gh-Order 32 Bits)

I S s S T it S S S s oS SN S A S
| Ext ended Session Sequence Nunmber (Low Order 32 Bits)

I i T i T S i i S S
| Packet Sequence Nunber (32 Bits)

B T e o i S I i i S S N iy St S I S S

Fi gure 1: Extended Sequence Nunber (ESN) TLV

The ESN TLV defined here is optional. Though this is an optiona
TLV, it can be mandatory on a link when 'verify’ node is enabled as
specified in Section 5.1. The ESN TLV MAY be present only in IIH
PDUs and SNPs. A PDU with nmultiple ESN TLVs is invalid and MJUST be
di scarded on receipt.

The 64-bit ESSN MJUST be nonzero and MJST contain a nunber that is

i ncreased whenever it is changed due any situation, as specified in
Section 3.1. Encoding the 64-bit unsigned integer ESSN value is a

| ocal matter, and inpl enentati ons MAY use one of the alternatives
provided in Appendix A Effectively, for each PDU that contains the
ESN TLV, the 96-bit unsigned integer value consisting of the 64-bit
ESSN and 32-bit Packet Sequence Nunber (PSN) -- where the ESSN is the
hi gher-order 64 bits -- MJST be greater than the nost recently
received value in a PDU of the sane type originated by the sanme IS

3.1. Sequence Nunber Wap
If the 32-bit Packet Sequence Nunber in the ESN TLV waps or the
router performs a cold restart, the 64-bit ESSN val ue MIUST be set

hi gher than the previous value. IS IS inplenentations MAY use the
gui del i nes provided in Appendi x A for acconplishing this.

4. Mechani sm and Packet Encodi ng
The encoding of the ESN TLV in each applicable IS-1S PDU is detailed

bel ow. Please refer to Section 5 for appropriate operations on how
to interoperate with | egacy node(s) that do not support the
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extensions defined in this docunent. |If the received PDU with the
ESN TLV is accepted, then the stored value for the corresponding
originator and PDU type MJST be updated with the | atest val ue
received. Please note that level information is included in the PDU

type.
4.1, IlHs

ESN TLV i nformation is maintained for each type of |IIH PDU being sent
on a given circuit. The procedures for encoding, verification, and
sequence nunmber w apping are explained in Section 3.

4.2. SNPs

Separate CSNP/ PSNP ESN TLV information i s naintained per PDU type,
per originator, and per link. The procedures for encoding,
verification, and sequence nunber w apping are explained in Section
3.

5. Backward Conpatibility and Depl oynent

The i npl enent ati on and depl oynent of the ESN TLV can be done to
support backward conpatibility and gradual deployment in the network
without requiring a flag day. This feature can al so be depl oyed for
the links in a certain area of the network where the naxi mum security
mechani smis needed, or it can be deployed for the entire network.

The i npl ementati on SHOULD al l ow t he configuration of ESN TLV features
on each IS-1S link level. The inplementation SHOULD al so al | ow
operators to control the configuration of the 'send’ and/or ’'verify’
feature of 1S 1S PDUs for the links and for the node. In this
document, the 'send’ node is to include the ESN TLV in its own IS-IS
PDUs, and the 'verify’ node is to process the ESN TLV in the
receiving 1S-1S PDUs from nei ghbors.

When an adversary is actively attacking, it is possible to have

i nconsi stent data views in the network, if there is a considerable
delay in enabling the "verify’ node where nodes were configured to
the 'send’” node, e.g., fromthe first to the last node or all nodes
of a particular LAN segnment. This happens primarily because replay
PDUs can potentially be accepted by the nodes where the 'verify' node
is still not provisioned at the tinme of the attack. To minimze such
a window, it is reconmended that provisioning of 'verify' SHOULD be
done in a tinely fashion by the network operators.
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5.1. |1Hs and SNPs

On the link level, the ESN TLV involves the IIH PDUs and SNPs (both
CSNP and PSNP). The 'send’ and ’'verify’ nodes described above can be
set independently on each link and, in the case of a broadcast

net wor k, independently on each | evel

To introduce ESN support without disrupting operations, ISs on a
given interface are first configured to operate in 'send’ node. Once
all routers operating on an interface are operating in ’'send node,
"verify’ nmode can be enabled on each IS. Once 'verify’ node is set
for an interface, all the IIH PDUs and SNPs bei ng sent on that
interface MUST contain the ESN TLV. Any such PDU recei ved wi thout an
ESN TLV MJUST be discarded when 'verify' node is enabled. Sinilarly,
to safely disable ESN support on a link, 'verify' nopde is disabled on
all 1Ss on the Iink. Once 'verify node is disabled on all routers
operating on an interface, 'send” node can be disabled on each IS.

Pl ease refer to Section 5 for considerations on enabling or disabling
"verify’ nmode on all 1Ss on a link

6. | ANA Consi derations

A new TLV codepoint, as defined in this docunent, has been assigned
by 1ANA fromthe "IS- 1S TLV Codepoints" registry. It is referred to
as the Extended Sequence Nunber TLV and has the followi ng attributes:

Val ue Name IlH LSP SNP Purge

11 ESN TLV y n y n
7. Security Considerations

Thi s docunent describes a mechanismto mitigate the replay attack
threat as discussed in the Security Considerations sections of

[ RFC5304] and [RFC5310]. |If an adversary interferes either by not
forwardi ng packets or by del ayi ng nessages as described in Section
3.3 of [RFC6862], the nechanismspecified in this docunent cannot
mtigate those threats. Al so, sone of the threats described in
Section 2.3 of [ISIS-ANALYSIS] are not addressable with the ESN TLV
as specified in this docunent. This docunent does not introduce any
new security concerns to IS-1S or any other specifications

r ef er enced.
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Appendi x A, ESSN Encodi ng Mechani sns

I S-1S nodes inplenenting this specification SHOULD use avail abl e
mechani sms to preserve the 64-bit Extended Session Sequence Nunber’s
strictly increasing property, whenever it is changed for the depl oyed
life of the IS-1S node (including cold restarts).

Thi s appendi x provides guidelines for maintaining the strictly

i ncreasing property of the 64-bit ESSN in the ESN TLV, and

i npl ement ations can resort to any sinilar nmethod as long as this
property is maintained.

A.1. Using Tinestanps

One nmechani sm for acconplishing this is by encoding the 64-bit ESSN
as the systemtinme represented by a 64-bit unsigned integer val ue.
This MAY be sinmilar to the systemtinestanp encoding for the NTP | ong
format as defined in Appendix A 4 of [RFC5905]. The new current tinme
MAY be used when the IS-1S node | oses its sequence nunber state

i ncl udi ng when the Packet Sequence Nunber wraps.

| mpl enent ati ons MUST nake sure while encoding the 64-bit ESN val ue
with the current systemtine that it does not default to any previous
val ue or sone default node tine of the system especially after cold
restarts or any other sinilar events. 1In general, systemtine nust
be preserved across cold restarts in order for this mechanismto be
feasible. One exanple of such inplenmentation is to use a battery
backed real -tinme clock (RTC

A.2. Using Non-vol atile Storage

One ot her nechanismfor acconplishing this is simlar to the one
specified in [RFC7474] -- use the 64-bit ESSN as a w ap/boot count
stored in non-volatile storage. This value is incremented anytine
the 1S-1S node |loses its sequence nunber state, including when the
Packet Sequence Nunber w aps.

There is a drawback to this approach, which is described as foll ows
in Section 8 of [RFC7474]. It requires the IS 1S inplenentation to
be able to save its boot count in non-volatile storage. |f the non-
volatile storage is ever repaired or router hardware is upgraded such
that the contents are lost, keys MJST be changed to prevent replay
att acks.
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Appendi x B. Operational /I nplenmentation Considerations

Since the ESN is maintained per PDU type, per originator, and per
link, this schene can be useful for nonitoring the health of the

I S-1S adjacency. A Packet Sequence Number skip that occurs upon
receiving an Il H can be recorded by the neighbors and can be used
later to correlate adjacency state changes over the interface. For
instance, in multi-access nedia, conpletely different issues on the
network may be indicated when all neighbors record skips fromthe
same |l H sender versus when only one nei ghbor records skips. For
operational issues, effective usage of the TLV defined in this
docunent MAY al so need nore systeminformation before maki ng concrete
concl usions; defining all that information is beyond the scope of

t hi s docunent.
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