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Abst ract

The Networ k Configuration Protocol (NETCONF) provides mechanisns to
install, manipulate, and delete the configuration of network devices.
Thi s docunent describes how to use the Transport Layer Security (TLS)
protocol w th rmutual X 509 authentication to secure the exchange of
NETCONF nessages. This revision of RFC 5539 docunents the new
nmessage frami ng used by NETCONF 1.1 and it obsol etes RFC 5539.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww.rfc-editor.org/info/rfc7589

Badra, et al. St andards Track [ Page 1]



RFC 7589

Copyright Notice

NETCONF over TLS

June 2015

Copyright (c) 2015 I ETF Trust and the persons identified as the

docunent authors. Al rights reserved.

Thi s docunent

careful ly,
to this docunent.

is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info)
publication of this docunent.

in effect on the date of

Pl ease revi ew these docunents

as they describe your rights and restrictions with respect
Code Conponents extracted fromthis docunent nust

include Sinplified BSD License text as described in Section 4.e of

the Trust Legal

Tabl e of Contents

RROox~NoO~wNE

0.
1.

I ntroducti on .o
Connection Initiation .
Message Framing .
Connection Closure .
Certificate Validation
Server ldentity .

Cient ldentity .

Ci pher Suites . . . . . .
Security Considerations .
| ANA Consi derations .

Ref er ences

11. 1. Nor mati ve Réf érénée.s
11.2. Informative References .

Appendi x A, Changes from RFC 5539.

Acknowl edgenents . . . . .
Aut hors’ Addr esses

Badr a,

et al. St andards Track

Provi sions and are provided wi thout warranty as
described in the Sinplified BSD License.

O©COOOO~NOPRARR_ADMMDPWWW

e
kOO

[ Page 2]



RFC 7589 NETCONF over TLS June 2015

1. Introduction

The NETCONF protocol [RFC6241] defines a nechani smthrough which a
networ k devi ce can be managed. NETCONF i s connection-oriented,
requiring a persistent connection between peers. This connection
nmust provide integrity, confidentiality, peer authentication, and
reliable, sequenced data delivery.

Thi s docunent defines how NETCONF nmessages can be exchanged over
Transport Layer Security (TLS) [RFC5246]. |Inplenentations MJST
support rmnutual TLS certificate-based authentication [RFC5246]. This
assures the NETCONF server of the identity of the principal who

wi shes to mani pul ate the managenent information. It also assures the
NETCONF client of the identity of the server for which it w shes to
mani pul at e the nanagenent i nformation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Connection Initiation

The peer acting as the NETCONF client MJST act as the TLS client.
The TLS client actively opens the TLS connection and the TLS server
passively listens for the incom ng TLS connections. The well-known
TCP port nunber 6513 is used by NETCONF servers to listen for TCP
connections established by NETCONF over TLS clients. The TLS client
MUST send the TLS dientHell o nmessage to begin the TLS handshake.
The TLS server MJST send a CertificateRequest in order to request a
certificate fromthe TLS client. Once the TLS handshake has
finished, the client and the server MAY begin to exchange NETCONF
messages. Cient and server identity verification is done before the
NETCONF <hel | 0> nessage is sent. This neans that the identity
verification is conpleted before the NETCONF session is started.

3. Message Franing
Al'l NETCONF nessages MUST be sent as TLS "application data". It is
possible for nmultiple NETCONF nessages to be contained in one TLS

record, or for a NETCONF nessage to be transferred in nultiple TLS
records.
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The previous version of this specification [ RFC5539] used the fram ng
sequence defined in [RFC4742]. This version aligns with [ RFC6242]
and adopts the frami ng protocol defined in [ RFC6242] as foll ows:

The NETCONF <hel | o> message MJST be foll owed by the character
sequence ]]>]]>. Upon reception of the <hell o> nessage, the peers
i nspect the announced capabilities. |f the :base:1.1 capability is
advertised by both peers, the chunked frani ng nechani smdefined in
Section 4.2 of [RFC6242] is used for the renmai nder of the NETCONF
session. Oherw se, the old end-of - message-based nmechani sm (see
Section 4.3 of [RFC6242]) is used.

4, Connection Closure

A NETCONF server will process NETCONF nmessages from the NETCONF
client in the order in which they are received. A NETCONF session is
cl osed using the <cl ose-session> operation. Wen the NETCONF server
processes a <cl ose-session> operation, the NETCONF server SHALL
respond and cl ose the TLS session as described in Section 7.2.1 of

[ RFC5246] .

5. Certificate Validation

Bot h peers MJST use X. 509 certificate path validation [ RFC5280] to
verify the integrity of the certificate presented by the peer. The
presented X 509 certificate nay al so be considered valid if it

mat ches one obtai ned by another trusted mechani sm such as using a
locally configured certificate fingerprint. |If X 509 certificate
path validation fails and the presented X 509 certificate does not
match a certificate obtained by a trusted nechanism the connection
MUST be terninated as defined in [ RFC5246].

6. Server ldentity

The NETCONF client MJST check the identity of the server according to
Section 6 of [RFC6125].

7. dient ldentity

The NETCONF server MUST verify the identity of the NETCONF client to
ensure that the incom ng request to establish a NETCONF session is
legitimate before the NETCONF session is started.

The NETCONF protocol [RFC6241] requires that the transport protocol’s
aut hentication process results in an authenticated NETCONF client
identity whose pernissions are known to the server. The

aut henticated identity of a client is commonly referred to as the
NETCONF usernane. The following algorithmis used by the NETCONF
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server to derive a NETCONF usernanme froma certificate. (Note that
the algorithmbelowis the sane as the one described in the
SNWP-TLS-TM M B M B nodul e defined in [ RFC6353] and in the

i etf-x509-cert-to-nane YANG nodul e defined in [ RFC7407].)

(a) The server mmintains an ordered list of mappings of certificates
to NETCONF usernanmes. Each list entry contains

* a certificate fingerprint (used for matching the presented
certificate),

* a map type (indicates how the NETCONF usernane is derived
fromthe certificate), and

* optional auxiliary data (used to carry a NETCONF usernane if
the map type indicates the usernane is explicitly
confi gured).

(b) The NETCONF usernane is derived by considering each list entry
in order. The fingerprint nenber of the current list entry
determi nes whether the current list entry is a match

1. If the list entry’s fingerprint value matches the
fingerprint of the presented certificate, then consider the
list entry as a successful match.

2. If the list entry's fingerprint value nmatches that of a
locally held copy of a trusted certification authority (CA)
certificate, and that CA certificate was part of the CA
certificate chain to the presented certificate, then
consider the list entry as a successful match.

(c) Once a matching list entry has been found, the map type of the
current list entry is used to determ ne how the usernane
associated with the certificate should be determ ned. Possible
mappi ng options are:

A.  The usernane is taken fromthe auxiliary data of the current
list entry. This neans the usernane is explicitly
configured (map type 'specified ).

B. The subjectAltNane's rfc822Nane field is napped to the
usernane (nap type 'san-rfc822-nane’). The |ocal part of
the rfc822Nane is used unaltered, but the host-part of the
nane nust be converted to | owercase
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C. The subjectA tNanme’s dNSNane is nmapped to the usernane (map
type 'san-dns-nane’). The characters of the dNSNane are
converted to | owercase

D. The subjectAltNane's i PAddress is mapped to the username

(map type 'san-ip-address’). |Pv4 addresses are converted
into decinmal -dotted quad notation (e.g., '192.0.2.1'). |Pv6
addresses are converted into a 32-character all | owercase

hexadeci mal string wi thout any col on separators.

E. The rfc822Nane, dNSNane, or i PAddress of the subjectAltName
is mapped to the usernane (map type 'san-any’). The first
mat chi ng subj ect Al t Name val ue found in the certificate of
t he above types MUST be used when deriving the nane.

F. The certificate’s CommonNane is mapped to the username (nmap
type 'common-nane’). The CommonNane is converted to UTF-8
encodi ng. The usage of CommonNanes is deprecated and users
are encouraged to use subject Al't Name nmappi ng net hods
i nst ead.

(d) If it is inpossible to determ ne a usernane fromthe |i st
entry’'s data conbined with the data presented in the
certificate, then additional list entries MJST be searched to
| ook for another potential match. Sinmilarly, if the usernane
does not conply to the NETCONF requirenents on usernanes
[ RFC6241], then additional list entries MJUST be searched to | ook
for another potential match. |If there are no further |ist
entries, the TLS session MJST be term nated.

The usernane provided by the NETCONF over TLS inplenmentation will be
made avail able to the NETCONF nessage | ayer as the NETCONF username
wi t hout nodification.

The NETCONF server configuration data nodel [ NETCONF- RESTCONF] covers
NETCONF over TLS and provides further details such as certificate
fingerprint formats exposed to network configuration systens.

8. Cipher Suites

| mpl enent ati ons MUST support TLS 1.2 [RFC5246] and are REQU RED to
support the nandatory-to-inplenent cipher suite. |nplenentations MAY
i mpl enment addi ti onal TLS ci pher suites that provide nutua

aut hentication [ RFC5246] and confidentiality as required by NETCONF

[ RFC6241]. I nplenmentations SHOULD foll ow the recommendati ons given
in [ RFC7525].
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9.

Security Considerations

NETCONF is used to access configuration and state information and to
nmodi fy configuration information, so the ability to access this
protocol should be limted to users and systens that are authorized
to view the NETCONF server’s configuration and state or to nodify the
NETCONF server’'s configuration

Configuration or state data may include sensitive information, such
as usernanes or security keys. So, NETCONF requires comunications
channel s that provide strong encryption for data privacy. This
docunent defines a NETCONF over TLS mapping that provides for support
of strong encryption and authentication. The security considerations
for TLS [ RFC5246] and NETCONF [ RFC6241] apply here as well.

NETCONF over TLS requires nutual authentication. Neither side should
establish a NETCONF over TLS connection wi th an unknown, unexpected,
or incorrect identity on the opposite side. Note that the decision
whether a certificate presented by the client is accepted can depend
on whether a trusted CA certificate is white listed (see Section 7).

| f depl oynents make use of this option, it is recommended that the
white-listed CA certificate is used only to issue certificates that
are used for accessing NETCONF servers. Should the CA certificate be
used to issue certificates for other purposes, then all certificates
created for other purposes will be accepted by a NETCONF server as
well, which is likely not suitable.

Thi s docunent does not support third-party authentication (e.g.
backend Aut hentication, Authorization, and Accounting (AAA) servers)
due to the fact that TLS does not specify this way of authentication
and that NETCONF depends on the transport protocol for the

aut hentication service. |If third-party authentication is needed, the
Secure Shell (SSH) transport [RFC6242] can be used.

RFC 5539 assunes that the end-of-nmessage (EOM sequence, ]]>]]>,
cannot appear in any well-formed XML docunment, which turned out to be
m st aken. The EOM sequence can cause operational problens and open

space for attacks if sent deliberately in NETCONF nessages. It is
however believed that the associated threat is not very high. This
docunent still uses the EOM sequence for the initial <hell o> nessage

to avoid inconpatibility with existing inplenentations. Wen both
peers inplenent the :base:1.1 capability, a proper fram ng protoco
(chunked fram ng nechanism see Section 3) is used for the rest of
the NETCONF session, to avoid injection attacks.
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10.

11.

11.

| ANA Consi der ati ons

Per RFC 5539, | ANA assigned TCP port nunber (6513) in the "Registered
Port Numbers" range with the service nane "netconf-tls". This port
is the default port for NETCONF over TLS, as defined in Section 2.
Below is the registration tenplate following the rules in [ RFC6335].

Servi ce Nane: netconf-tls

Transport Protocol (s): TCP

Assi gnee: | ESG <i esg@etf.org>

Cont act : | ETF Chair <chair@etf.org>
Descri ption: NETCONF over TLS

Ref er ence: RFC 7589

Port Nunber: 6513
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Appendi x A, Changes from RFC 5539

This section summari zes nmaj or changes between this docurment and RFC
5539.

0 Docunented that NETCONF over TLS uses the new nessage framing if
bot h peers support the :base: 1.1 capability.

0 Renoved redundant text that can be found in the TLS and NETCONF
specifications and restructured the text. Alignnent with
[ RFC6125] .

0 Added a high-level description on how NETCONF usernanmes are
derived fromcertificates

0 Renoved the reference to BEEP
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