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1. Introduction

In order to help ensure interworking between instant messaging (I M
systens that conformto the instant nmessaging / presence requirenents
[RFC2779], it is inportant to clearly define protocol mappings

bet ween such systens. Wthin the | ETF, work has proceeded on two

i nstant messagi ng technol ogi es:

o Various extensions to the Session Initiation Protocol ([RFC3261])
for instant messaging, in particular the MESSAGE nethod extension
[ RFC3428]; collectively the capabilities of SIP with these
extensions are conmonly called SIP for Instant Messagi ng and
Presence Leveragi ng Extensions (S| MPLE)

0 The Extensible Messaging and Presence Protocol (XMPP), which
consists of a formalization of the core XML streami ng protocols
devel oped originally by the Jabber open-source conmunity; the
rel evant specifications are [ RFC6120] for the XM. stream ng | ayer
and [ RFC6121] for basic presence and instant messagi ng extensions.

One approach to hel pi ng ensure interworking between these protocols
is to map each protocol to the abstract semantics described in

[ RFC3860]; that is the approach taken by [SI MPLE-CPIM and [ RFC3922].
In contrast, the approach taken in this docunent is to directly map
semantics fromone protocol to another (i.e., fromSIP / SIMPLE to
XMPP and vice versa), since that is how existing systens solve the

i nt erwor ki ng probl em

Both XMPP systenms and | M capable SIP systens enable entities to

exchange "instant messages”. The term "instant nessage" usually
refers to a nessage sent between two entities for delivery in close
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toreal tinme (rather than a nessage that is stored and forwarded to
the intended recipient upon request). This docunent specifies

mappi ngs only for single nessages (sonetines called "pager-node"
messagi ng), since they formthe | owest conmon denom nator for IM
Separ at e docunents cover "session-node" instant nessaging in the form
of one-to-one chat sessions [RFC7573] and multi-party chat sessions
[ GROUPCHAT]. In particular, session-node instant nessagi ng supports
several features that are not part of pager-node instant nessagi ng,
such as a higher |evel of assurance regardi ng end-to-end nessage
delivery. As with all of these docunments, the architectura
assunptions underlying such direct mappings are provided in

[ RFC7247], including mappi ng of addresses and error conditions.

2. Intended Audi ence

The docunents in this series are intended for use by software

devel opers who have an existing system based on one of these
technol ogies (e.g., SIP) and who would like to enabl e conmuni cation
fromthat existing systemto systens based on the other technol ogy
(e.g., XWPP). We assune that readers are famliar with the core
specifications for both SIP [RFC3261] and XMPP [ RFC6120], with the
base docunment for this series [RFC7247], and with the follow ng

| Mrel ated specifications:

0 "Session Initiation Protocol (SIP) Extension for Instant
Messagi ng" [ RFC3428]

0 "Extensible Messaging and Presence Protocol (XMPP): |nstant
Messagi ng and Presence"” [RFC6121]

Note well that not all protocol-conpliant nessages are shown (such as
SIP 100 TRYI NG nessages), in order to focus the reader on the
essential aspects of the protocol flows.

3. Term nol ogy

A nunber of terns used here are explained in [ RFC3261], [RFC3428],
[ RFC6120], and [ RFC6121].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .
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4.

XMPP to SIP

As described in [ RFC6121], a single instant nmessage is an XM
<nessage/ > stanza of type "nornal" sent over an XM. stream (since
"normal " is the default for the "type attribute of the <message/>
stanza, the attribute is often omtted).

Wien the XMPP user Juliet with a Jabber Identifier (JID) of
<juliet@xanple.conr wants to send an instant nessage to Romeo, she
interacts with her XMPP client, which generates an XMPP <nessage/ >
stanza. The syntax of the <message/> stanza, including required and
optional elenents and attributes, is defined in [ RFC6121] (for single
i nstant nmessages, Section 5.1 of [RFC6121] recommends that the val ue
of the '"to’ address be a "bare JID' of the form

"l ocal part @omai npart"). The following is an exanple of such a
stanza:

Exanpl e 1: XMPP User Sends Message

| <nessage fron¥ juliet@xanple.confynOcl 4bnwOyr 3vyni
| t o="r oneo@xanpl e. net’ >

| <body>Art thou not Roneo, and a Mbontague?</body>
| </ nessage>

Upon receiving such a nessage stanza, the XMPP server needs to
determine the identity of the domainpart in the 'to’ address, which
it does by follow ng the procedures explained in Section 5 of
[RFC7247]. If the domain is a SIP domain, the XMPP server will hand
of f the nessage stanza to an XMPP-to-SIP gateway or connection
manager that natively communicates with | Maware SIP servers

The XMPP-to0-SIP gateway is then responsible for translating the XMPP
nmessage stanza into a SIP MESSAGE request fromthe XMPP user to the
SI P user:

Exanpl e 2: XMPP User Sends Message (SIP Transformation)

| MESSAGE sip:ronmeo@xanple.net SIP/2.0

| Via: SIP/ 2.0/ TCP x2s. exanpl e. com branch=z9hG4bK776sgdkse

| Max-Forwards: 70

| To: sip:roneo@xanpl e. net

| From <sip:juliet@xanple.com gr=yn0cl 4bnwlyr 3vymp; t ag=12345
| Call-ID DOAA9SFD- 2BD5- 46E2- AFOF- 6 CFAA96BDDFA
| CSeq: 1 MESSAGE
| Content-Type: text/plain
| Content-Length: 35
|

|

Art thou not Roneo, and a Montague?
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The destination SIP server is responsible for delivering the nessage
to the intended recipient, and the recipient is responsible for
generating a response (e.g., 200 OK)

Exanpl e 3: SIP User Agent Indicates Receipt of Message

| SIP/2.0 200 K

| Via: SIP/ 2.0/ TCP x2s. exanpl e. com branch=z9h&4bK776sgdkse
| From sip:juliet@xanple.comtag=12345

| To: sip:roneo@xanpl e. net;tag=vwxyz

| Call-ID: D9AAISFD- 2BD5- 46E2- AFOF- 6 CFAA96BDDFA

| CSeq: 1 MESSACE
| Content-Length: O

As described in [RFC3428], a downstream proxy could fork a MESSAGE
request, but it would return only one 200 OK to the gateway.

Not e: This docunent does not specify handling of the 200 OK by the
XMPP-to0-SI P gateway (e.g., to enable nessage acknow edgenents).
See [ RFC7573] for a mappi ng of nessage acknow edgenents in the
context of one-to-one chat sessions.

The mappi ng of XMPP syntax to SIP syntax MJUST be as shown in the
foll owi ng table.

Tabl e 1: Message Syntax Mapping from XMPP to SIP

e o +
| XMPP Elenment or Attribute | SIP Header or Contents
e oo e e e oo oo - +
| <body/> | body of MESSAGE |
| <subject/> | Subj ect

| <thread/> | Call-ID |
| from | From (1) |
| id | transaction identifier

| to | To or Request-UR |
| type | (no mapping) (2) |
| xm:lang | Content-Language |
o o m e e e e e e +

1. As shown in the foregoing exanpl e and described in [RFC7247], the
XMPP-t 0- SI P gateway MJST nap the bare JID
("l ocal part @omai npart") of the XMPP sender to the SIP From
header and include the resourcepart of the "full JID'
("1 ocal part @omai npart/resourcepart") as the G obally Routable
User Agent URI (GRUU) portion [RFC5627] of the SIP URI.

Sai nt-Andre, et al. St andards Track [ Page 5]



RFC 7572 SIP-XMPP Interworking: IM June 2015

5.

2. Because there is no SIP header field that nmatches the neani ng of

the XMPP nessage 'type’ values ("normal", "chat", "groupchat",
"headline", "error"), no general nmapping is possible here.
SIP to XMPP

As described in [ RFC3428], a single instant nessage is a SI P MESSAGE
request sent froma SIP user agent to an intended recipient who is
nost generally referenced by an Instant Messaging (IM URl [ RFC3861]
of the form <i muser @omai n> but who m ght be referenced by a SIP or
SIPS URI of the form <sip:user@omai n> or <sips:user @omai n>.

When a SIP user Ronmeo with a SIP URl of <sip:roneo@xanpl e. net> wants
to send an instant nessage to Juliet, he interacts with his SIP user
agent, which generates a SI P MESSACE request. The syntax of the
MESSAGE request is defined in [RFC3428]. The following is an exanple
of such a request:

Exanpl e 4: SIP User Sends Message

| MESSAGE sip:juliet@xanmple.comSIP/2.0

| Via: SIP/2.0/ TCP s2x. exanpl e. net; branch=z9h&4bKeskdgs677
| Max-Forwards: 70

| To: sip:juliet@xanple.com

| From sip:romeo@xanpl e. net;tag=vwxyz

| Call-1D 9E97FB43- 85F4- 4A00- 8751- 1124FDAC7B2E
| CSeq: 1 MESSAGE

| Content-Type: text/plain

| Content-Length: 44

|

|

Neither, fair saint, if either thee dislike.

Section 5 of [RFC3428] stipulates that a SIP user agent presented

with an im URI should resolve it to a sip: or sips: URI. Therefore,
we assune that the Request-URI of a request received by an | M capable
SIP-to- XMPP gateway will contain a sip: or sips: URI. Upon receiving

the MESSAGE, the SIP server needs to determine the identity of the
domai n portion of the Request-URlI or To header, which it does by
followi ng the procedures explained in Section 5 of [RFC7247]. |If the
domain is an XMPP domain, the SIP server will hand off the MESSAGE to
an associ ated SIP-to-XMPP gateway or connection nanager that natively
comuni cates with XWPP servers

The SIP-to-XMPP gateway is then responsible for translating the
request into an XMPP nessage stanza fromthe SIP user to the XMPP
user and returning a SIP 200 OK nessage to the sender:
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Exanpl e 5: SIP User Sends Message (XMPP Transformation)

| <message fronme' ronmeo@xanpl e. net/ dr4hcrOst 3l up4c

| to="juliet@xanpl e.com >

| <body>Nei ther, fair saint, if either thee dislike.</body>
| </ nmessage>

Note that the stanza-handling rules specified in [RFC6121] allow the
receiving XMPP server to deliver a nessage stanza whose ’'to’ address
is a bare JID ("l ocal part @onai npart") to multiple connected devices.
This is simlar to the "forking" of nmessages in SIP

The mapping of SIP syntax to XMPP syntax MJUST be as shown in the
foll owi ng table.

Tabl e 2: Message Syntax Mapping from SIP to XMPP

o e e e e e e e e e e oo o e e e e e e e e e e e e +
| SIP Header or Contents | XWMPP Elenent or Attribute
T e +
| Call-ID | <thread/> |
| Content-Language | xm:lang |
| CSeq | (no mapping) |
| From | from (1) |
| Subj ect | <subject/>

| Request-URI or To | to

| body of MESSAGE | <body/> |
| transaction identifier | id
T o e e e e e e e e e e - +

1. As shown in the foregoing exanple and described in [RFC7247], if
the | M capabl e SI P-to- XMPP gateway has information about the GRUU
[ RFC5627] of the particular endpoint that sent the SIP nessage,
then it MJUST map the sender’s address to a full JID
("l ocal part @onai npart/resourcepart”) in the "from attribute of
the XMPP stanza and i nclude the GRUU as t he resourcepart.

When transform ng SI P pager-node nessages, an | M capabl e SIP-to- XMPP
gat eway MJST specify no XMPP "type' attribute or, equivalently, a
"type’ attribute whose value is "nornmal" [RFC6121].

See Section 7 of this docunent about the handling of SIP nessage
bodi es that contain content types other than plain text.
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6.

Message Size

[ RFC3428] specifies that (outside of a nedia session) the size of a
MESSAGE request is not allowed to exceed 1300 bytes. Although, in
practice, XMPP instant nessages do not often exceed that size
neither [RFC6120] nor [RFC6121] sets an upper limt on the size of
XMPP stanzas. However, XMPP server deploynents usually do limt the
size of stanzas in order to hel p prevent denial -of-service attacks,
and [ RFC6120] states that if a server sets a maxi num stanza size
then the Iimt is not allowed to be less than 10,000 bytes. Because
of this m smatch, an XMPP-to-SI P gateway SHOULD return a <policy-
viol ation/> stanza error if an XMPP user attenpts to send an XMPP
nmessage stanza that would result in a SIP MESSAGE greater than 1300
bytes. Although such a gateway might decide to "upgrade" from page
node to session node using the Message Session Relay Protocol (MSRP)
-- thus treating the instant nessage as part of a chat session as
described in [RFC7573] -- such behavior is application-specific and
this docunent provides no guidelines for howto conplete such an
upgr ade.

Content Types

SIP requests of type "MESSAGE" are allowed to contain essentially any
content type. The recommended procedures for SIP-to-XMPP gateways to
use in handling these content types are as foll ows.

An | Maware S| P-to-XMPP gateway MJST process Sl P nessages that
contai n nessage bodi es of type "text/plain" and MJUST encapsul ate such
message bodies as the XML character data of the XMPP <body/> el enent.

An | Maware S| P-to-XMPP gateway SHOULD process SIP nmessages that
contai n nessage bodies of type "text/htm"; if so, a gateway MJIST
transformthe "text/htm " content into XHTM. content that conforns to
the XHTM.-I M I ntegration Set specified in [ XEP-0071].

Al t hough an | Maware SIP-to-XMPP gat eway MAY process S|P nessages
that contain nessage bodies of types other than "text/plain" and
"text/htm ", the handling of such content types is a matter of

i mpl enent ati on.
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8. Internationalization Considerations

Both XMPP and SIP support the UTF-8 encodi ng [ RFC3629] of Uni code
characters [UNI CODE] within nmessages, along with tagging of the

| anguage for a particular nmessage (in XMPP via the ’xml:|ang
attribute and in SIP via the Content-Language header). Gateways MJST
map these | anguage taggi ng nechanisnms if they are present in the
origi nal nessage. Several exanples follow, using the "XM. Notation"

[ RFC3987] for Unicode characters outside the ASCI| range.

Exanpl e 6: SIP User Sends Message

| MESSAGE sip:juliet@xanple.comSIP/2.0

| Via: SIP/ 2.0/ TCP s2x. exanpl e. net; branch=z9hG4bKeskdgs677
| Max-Forwards: 70

| To: sip:juliet@xanple.com

| From sip:romeo@xanpl e. net;tag=vwxyz

| Call-ID: 5A37A65D 304B- 470A- B718- 3F3E6770ACAF

| CSeq: 1 MESSAGE

| Content-Type: text/plain

| Content-Length: 45

| Content-LlLanguage: cs

|
|
|

Ni ¢ z ob&#xC3A9; ho, m&#xC3Al; d&#xCA4A9B; vo spani | &#xC3A1;
nenavi d&#xC3AD; &#xC5AL; -1i jedno nebo dr uh&#xC3A9;

Exanple 7: SIP User Sends Message (XMPP Transformation)
<nessage fron¥ roneo@xanpl e. net

to="juliet@xanpl e.coni
xm :lang="cs’ >

<body>
nenavi d&#xC3AD; &#xC5AL; -1i jedno nebo dr uh&#xC3A9;
</ body>

|
|
|
| N c z ob&xC3A9; ho, m&#xC3Al; d&#xC49B;vo spani |l &#xC3A1L;
|
|
|

</ message>
9. Security Considerations

Detail ed security considerations are given in the foll ow ng
docunent s:

o For instant nmessaging protocols in general, see [ RFC2779]
o For SlIP-based instant nmessagi ng, see [RFC3428] and al so [ RFC3261]

o For XMPP-based instant nessagi ng, see [RFC6121] and al so [ RFC6120]
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10.

10.

0 For SIP-XWPP interworking in general, see [RFC7247]

Thi s docunent specifies nethods for exchangi ng "pager-node" instant
nmessages through a gateway that translates between SIP and XMPP, and
[ RFC7573] specifies such nethods for "session-node" instant nmessagi ng
bet ween MSRP and XMPP. Such a gateway MJST be conpliant with the

m ni mum security requirenents of the textual chat protocols for which
it translates (i.e., SIP or MSRP and XMPP).

The addition of gateways to the security nodel of instant nessaging
specified in [RFC2779] introduces sonme new risks. In particular,
end-to-end security properties (especially confidentiality and
integrity) between instant nessaging clients that interface through a
gateway can be provided only if common formats are support ed.
Specification of those common formats is out of scope for this
docunent. For instant messages, it is possible to use the nethods
described in [RFC3862] and [ RFC3923], but those nethods are not
widely inplenented. A nore widely inplenented, albeit

nonst andardi zed, nethod for interoperable end-to-end encryption would
be O f-the-Record Messaging [ OTR].
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