I nt ernet Engi neering Task Force (I ETF) R Barnes

Request for Comments: 7568 M Thonson
Updat es: 5246 Mozill a
Cat egory: Standards Track A. Pironti
| SSN: 2070-1721 I NRI' A
A. Langl ey

Googl e

June 2015

Deprecating Secure Sockets Layer Version 3.0
Abst r act

The Secure Sockets Layer version 3.0 (SSLv3), as specified in RFC
6101, is not sufficiently secure. This docunent requires that SSLv3
not be used. The replacenent versions, in particular, Transport
Layer Security (TLS) 1.2 (RFC 5246), are considerably nore secure and
capabl e protocols.

Thi s docunent updates the backward conpatibility section of RFC 5246
and its predecessors to prohibit fallback to SSLv3.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc7568
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Copyright Notice

Copyright (c) 2015 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

Since it was released in 1996, the SSLv3 protocol [RFC6101] has been
subject to a long series of attacks, both on its key exchange
mechani sm and on the encryption schenes it supports. Despite being
replaced by TLS 1.0 [ RFC2246] in 1999, and subsequently TLS 1.1 in
2002 [RFC4346] and 1.2 in 2006 [ RFC5246], availability of these

repl acenent versions has not been universal. As a result, nany

i npl enent ati ons of TLS have pernitted the negotiation of SSLv3.

The predecessor of SSLv3, SSL version 2, is no |onger considered
sufficiently secure [ RFC6176]. SSLv3 now fol |l ows.
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2.

4.

4.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Do Not Use SSL Version 3.0

SSLv3 MUST NOT be used. Negotiation of SSLv3 from any version of TLS
MUST NOT be permitted.

Any version of TLS is nore secure than SSLv3, though the highest
version avail able is preferable.

Pragmatically, clients MJUST NOT send a ClientHello with
ClientHello.client_version set to {03,00}. Simlarly, servers MIST
NOT send a ServerHello with ServerHell o.server_version set to
{03,00}. Any party receiving a Hello nessage with the protoco
version set to {03,00} MJST respond with a "protocol version" alert
nmessage and cl ose the connection.

H storically, TLS specifications were not clear on what the record

| ayer version number (TLSPI ai ntext.version) could contain when
sending dientHello. Appendix E of [RFC5246] notes that

TLSPI ai nt ext.version could be selected to maxim ze interoperability,
t hough no definitive value is identified as ideal. That guidance is
still applicable; therefore, TLS servers MJST accept any val ue

{03, XX} (including {03,00}) as the record | ayer version nunber for
CientHello, but they MJUST NOT negotiate SSLv3.

SSLv3 |'s Conprehensively Broken
1. Record Layer

The non-determ ni stic padding used in the G pher Bl ock Chaining (CBC)
construction of SSLv3 trivially permits the recovery of plaintext

[ POODLE]. More generally, the CBC nodes of SSLv3 use a flawed MAC

t hen-encrypt construction that has subsequently been replaced in TLS
versions [ RFC7366]. Unfortunately, the mechanismto correct this
flaw relies on extensions: a feature added in TLS 1.0. SSLv3 cannot
be updated to correct this flaw in the sane way.

The flaws in the CBC nodes in SSLv3 are mirrored by the weakness of
the streamciphers it defines. O those defined, only RA is
currently in w despread use. RC4, however, exhibits serious biases
and is also no longer fit for use [RFC7465].

This |l eaves SSLv3 with no suitable record protecti on nechani sm
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4.2. Key Exchange

The SSLv3 key exchange is vulnerable to man-in-the-mniddle attacks
when renegotiati on [ RFC5746] or session resunption [TRIPLE-HS] are
used. Each flaw has been fixed in TLS by nmeans of extensions.
Agai n, SSLv3 cannot be updated to correct these flaws.

4.3. Custom Cryptographic Prinitives
SSLv3 defines custom constructions for Pseudorandom Function (PRF),
Hashed Message Aut hentication Code (HVAC), and digital signature
primtives. Such constructions |lack the deep cryptographic scrutiny
that standard constructions used by TLS have received. Furthernore,
all SSLv3 prinmitives rely on SHA-1 [ RFC3174] and MD5 [ RFC1321]: these
hash al gorithnms are considered weak and are being systenmatically
repl aced with stronger hash functions, such as SHA-256 [ FI PS180-4].

5. Limted Capabilities
SSLv3 is unable to take advantage of the many features that have been
added to recent TLS versions. This includes the features that are
enabled by dientHello extensions, which SSLv3 does not support.
Though SSLv3 can benefit from new ci pher suites, it cannot benefit
fromnew cryptographi c nodes and features. O these, the follow ng
are particularly prom nent:

0 Authenticated Encryption with Additional Data (AEAD) npdes are
added in [ RFC5246] .

o Elliptic Curve Diffie-Hellman (ECDH) and Digital Signature
Al gorithm (ECDSA) are added in [ RFC4492].

0 Stateless session tickets [RFC5077].

0 A datagram node of operation, DTLS [ RFC6347].

o Application-layer protocol negotiation [RFC7301].
6. Security Considerations

This entire docunent ains to inprove security by prohibiting the use
of a protocol that is not secure.
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