I nt ernet Engi neering Task Force (I ETF) S. Krishnan

Request for Comments: 7559 Eri csson
Updat es: 4861 D. Ani pko
Cat egory: Standards Track Unaffiliated
| SSN: 2070-1721 D. Thal er
M crosoft
May 2015

Packet - Loss Resiliency for Router Solicitations
Abst r act

Wien an interface on a host is initialized, the host transmts Router
Solicitations in order to mnimze the ambunt of tinme it needs to
wait until the next unsolicited nulticast Router Advertisenent is
received. In certain scenarios, these Router Solicitations
transmitted by the host mght be lost. This docunent specifies a
nmechani smfor hosts to cope with the loss of the initial Router
Solicitations.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww.rfc-editor.org/info/rfc7559
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Copyright Notice

Copyright (c) 2015 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

As specified in [ RFC4861], when an interface on a host is
initialized, in order to obtain Router Advertisenents quickly, a host
transmits up to MAX_ RTR SOLI CI TATIONS (3) Router Solicitation (RS)
messages, each separated by at |east RTR SOLI Cl TATI ON | NTERVAL (4)
seconds. In certain scenarios, these Router Solicitations
transmitted by the host might be lost. For exanple, the host is
connected to a bridged residential gateway over Ethernet or W-Fi.
LAN connectivity is achieved at interface initialization, but the
upstream WAN connectivity is not active yet. In this case, the host
just gives up after the initial RS retransnits.

Once the initial RSs are lost, the host gives up and assunes that
there are no routers on the link as specified in Section 6.3.7 of

[ RFC4861]. The host will not have any form of Internet connectivity
until the next unsolicited nulticast Router Advertisenent is
received. These Router Advertisenents are transmtted at nost

Kri shnan, et al. St andards Track [ Page 2]



RFC 7559 Resilient RS Retransm ssion May 2015

MaxRtr Advl nt erval seconds apart (rmaxi nrum val ue 1800 seconds). Thus,
in the worst-case scenario a host would be without any connectivity
for 30 minutes. This delay nmay be unacceptable in sone scenari os.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].

2. Proposed Algorithm

To achieve resiliency to packet |oss, the host needs to continue
retransmitting the Router Solicitations until it receives a Router
Advertisenent, or until it is willing to accept that no router
exists. If the host continues retransnitting the RSs at
RTR_SOLI Cl TATI ON_I NTERVAL second intervals, it may cause excessive
network traffic if a |l arge nunber of such hosts exists. To achieve
resiliency while keeping the aggregate network traffic | ow, the host
can use sone form of exponential backoff algorithmto retransnmit the
RSs.

Hosts conplying to this specification MIST use the exponenti al
backoff algorithmfor retransmts that is described in Section 14 of
[ RFC3315] in order to continuously retransnit the Router
Solicitations until a Router Advertisenent is received. The hosts
SHOULD use the followi ng variables as input to the retransm ssion

al gorithm

IRT (Initial Retransm ssion Tine): 4 seconds
MRT (Maxi mum Retransmi ssion Tine): 3600 seconds
MRC ( Maxi mum Retransm ssion Count): 0

MRD ( Maxi mum Retransmi ssion Duration): O

The initial value IRT was chosen to be in line with the current
retransm ssion interval (RTR_SOLICI TATION I NTERVAL) that is specified
by [ RFC4861], and the maxi mumretransmni ssion tinme MRT was chosen to
be in line with the new value of SO._MAX RT as specified by
[RFC7083]. This is to ensure that the short-term behavior of the RSs
is simlar to what is experienced in current networks, and that

| onger-term persistent retransm ssion behavior trends towards being
simlar to that of DHCPv6 [ RFC3315] [ RFC7083].

2.1. Stopping the Retransm ssions
On mul ticast-capable links, the hosts followi ng this specification

SHOULD stop retransmitting the RSs when Router Discovery is
successful (i.e., an RAwith a non-zero Router Lifetine that results
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in a default route is received). |If an RAis received froma router
and it does not result in a default route (i.e., Router Lifetime is
zero), the host MJST continue retransmitting the RSs.

On non-mul ticast links, the hosts followi ng this specification MIST
continue retransmitting the RSs even after an RA that results in a
default route is received. This is required because, in such |inks,
sending an RA can only be triggered by an RS. Pl ease note that such
i nks have special mechani snms for sending RSs as well. For exanple,
the mechani sm specified in Section 8.3.4 of the Intra-Site Autonmatic
Tunnel Addressing Protocol (ISATAP) [RFC5214] unicasts the RSs to
specific routers.

3. Configuring the Use of Retransmn ssions

I mpl enent ati ons of this specification are encouraged to provide a
configuration option to enable or disable potentially infinite RS
retransm ssions. |If a configuration option is provided, it MJST
enable RS retransnissions by default. Providing an option to enabl e/
di sabl e retransm ssions on a per-interface basis allows network
operators to configure RS behavior in the nost applicable way for
each connected |ink

4, Known Linmitations

When an | Pv6- capabl e host attaches to a network that does not have

| Pv6 enabled, it transmits 3 (MAX_RTR SOLI Cl TATI ONS) Rout er
Solicitations as specified in [ RFC4861]. |If it receives no Router
Advertisenments, it assunes that there are no routers present on the
link and it ceases to send further RSs. Wth the nechani sm specified
in this docunent, the host will continue to retransnmt RSs
indefinitely at the rate of approximately 1 RS per hour. It is

uncl ear how to differentiate between such a network with no I Pv6
routers and a link where an I Pv6 router is tenmporarily unreachable
but coul d becone reachable in the future.

5. Security Considerations

Thi s docunent does not present any additional security issues beyond
those di scussed in [ RFC4861] and those RFCs that update [ RFC4861].
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