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1. Introduction

"PKCS #11 v2.20: Cryptographic Token Interface Standard" [PKCS11]
specifies an APlI, called Cryptoki, for devices that hold
cryptographic i nformati on and perform cryptographi c functions.
Cryptoki (pronounced "crypto-key" and short for "cryptographic token
interface") follows a sinple object-based approach, addressing the
goal s of technol ogy independence (any kind of device may be used) and
resource sharing (nultiple applications nmay access nultiple devices),
presenting applications with a common, |ogical view of the device --
a cryptographi c token

It is desirable for applications or libraries that work with PKCS #11
tokens to accept a comon identifier that consuners could use to
identify an existing PKCS #11 storage object in a PKCS #11 token, an
existing token itself, a slot, or an existing Cryptoki library (also
called a producer, nodule, or provider). The set of storage object
types that can be stored in a PKCS #11 token includes a certificate;
a data object; and a public, private, or secret key. These objects
can be uniquely identifiable via the PKCS #11 URl schene defined in
this docunent. The set of attributes describing a storage object can

contain an object label, its type, and its ID. The set of attributes
that identifies a PKCS #11 token can contain a token | abel
manuf act urer nane, serial nunber, and token nodel. Attributes that

can identify a slot are a slot ID, description, and nmanufacturer
Attributes that can identify a Cryptoki library are a library
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manuf acturer, description, and version. Library attributes nay be
necessary to use if nore than one Cryptoki library provides a token
and/ or PKCS #11 objects of the sane nane. A set of query attributes
is provided as well.

A PKCS #11 URI cannot identify other objects defined in the
specification [ PKCS11] aside from storage objects. For exanpl e,
objects not identifiable by a PKCS #11 URI include a hardware feature
and nechanism Note that a Cryptoki library does not have to provide
for storage objects at all. The URI can still be used to identify a
speci fic PKCS #11 token, slot, or an APl producer in such a case.

A subset of existing PKCS #11 structure nenbers and object attributes
was chosen to uniquely identify a PKCS #11 storage object, token
slot, or library in a configuration file, on a command line, or in a
configuration property of sonmething else. Should there be a need for
a nore conpl ex information exchange on PKCS #11 entities, a different
means of data marshalling should be chosen accordingly.

A PKCS #11 URI is not intended to be used to create new PKCS #11
objects in tokens or to create PKCS #11 tokens. It is solely to be
used to identify and work with existing storage objects, tokens, and
slots through the PKCS #11 API, or to identify Cryptoki libraries

t hensel ves

The URI scheme defined in this document is designed specifically with
a mapping to the PKCS #11 APl in nind. The URl schenme definition
uses the schenme, path, and query conmponents defined in the "Uniform
Resource ldentifier (URI): Generic Syntax" [RFC3986] docunent. The
URI schene does not use the hierarchical elenent for a namng
authority in the path since the authority part could not be mapped to
PKCS #11 APl elenents. The URI schene does not use the fragnent
conmponent .

If an application has no access to a producer or producers of the
PKCS #11 API, the query conponent nodule attributes can be used.
However, the PKCS #11 URI consuner can always decide to provide its
own adequate user interface to | ocate and | oad PKCS #11 AP
producers.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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2. PKCS #11 URI Schene Definition

In accordance with [ RFC4395], this section provides the information
required to register the PKCS #11 URI schene.

2.1. PKCS #11 URI Scheme Nane
pkcsl1ll

2.2. PKCS #11 URI Scheme Status
Per manent

2.3. PKCS #11 URI Schene Syntax

A PKCS #11 URI is a sequence of attribute value pairs separated by a
sem col on that forma one-level path conponent, optionally followed
by a query. Except for the value of the "id" attribute defined |ater
in this section, these attribute value pairs and query conponents are
conmposed entirely of textual data and therefore SHOULD all first be
encoded as octets according to the UTF-8 character encodi ng

[ RFC3629], in accordance with Section 2.5 of [RFC3986]; then, only
those octets that do not correspond to characters in the unreserved
set or to pernitted characters fromthe reserved set SHOULD be
percent-encoded. Note that the value of the "id" attribute SHOULD
NOT be encoded as UTF-8 because it can contain non-textual data,
instead it SHOULD be entirely percent-encoded. See inportant caveats
in Sections 2.5 and 5 regarding working with UTF-8 strings containing
characters outside the US-ASCI|I character set.

Grammar rul es "unreserved" and "pct-encoded" in the PKCS #11 UR
schene definition below are inported from[RFC3986]. As a specia
case, note that according to Appendix A of [RFC3986], a space nust be
per cent - encoded.

The PKCS #11 specification inposes various limtations on the val ue
of attributes, be it a nore restrictive character set for the
"serial" attribute or fixed-size buffers for alnost all the others,
i ncluding "token", "manufacturer", and "nodel" attributes. The
syntax of the PKCS #11 URI schene does not inpose such linitations.
However, if the consuner of a PKCS #11 URI encounters val ues that
woul d not be accepted by the PKCS #11 specification, it MJST refuse
the URI as invalid.

A PKCS #11 URI takes the following form (for explanation of Augnented
BNF, see [RFC5234]):
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pk1l1l- URI = "pkcsll:" pkll-path [ "?" pkll-query ]
; Path conponent and its attributes. Path may be enpty.

pkl1l- path = [ pkll-pattr *(";" pkll-pattr) ]
pkll-pattr = pkll-token / pkll-manuf / pkll-serial /

pk1l1l- nodel / pk11-1ib-manuf /
pkl1l-1ib-ver / pkll-lib-desc /
pkll-object / pkll-type / pkll-id /
pk1ll-sl ot-desc / pkll-slot-nmanuf /
pkll-slot-id / pkll-v-pattr
Query conponent and its attributes. Query nay be enpty.
pkll-qattr = pkl1l-pin-source / pkll-pin-value /
pk1l1l- nodul e- nane / pkll-nodul e-path /
pkll-v-qattr
pkll- query = [ pkll-qgattr *("&" pkll-qgattr) ]
; Section 2.2 of [RFC3986] mandates all potentially reserved characters
that do not conflict with actual delimters of the URI do not have
to be percent-encoded.

bkll-res-avail R e Y A ¢ e e A S
R A (N A D A A S Y B
pkll-path-res-avail = pkll-res-avail / "&"

; "/" and "?" in the query conponent MAY be unencoded but "&"' MJIST
be encoded since it functions as a delimter within the conponent.
pkll-query-res-avail pkl1l-res-avail [/ "/ [ "?" [ "|"

pkl1l- pchar = unreserved / pkll-path-res-avail / pct-encoded

pkl1l- gchar = unreserved / pkll-query-res-avail / pct-encoded

pkl1l-token = "token" "=" *pkll-pchar

pk11- manuf = "manufacturer" "=" *pkll-pchar

pkl1l-seri al = "serial" "=" *pkll-pchar

pk11- nodel = "nmodel " "=" *pkll-pchar

pk1l1-1i b- manuf = "library-manufacturer"” "=" *pkll-pchar

pkl1l-1ib-desc = "library-description" "=" *pkll-pchar

pk1l-1i b-ver = "library-version" "=" 1*DIGT [ "." 1*DIAT ]

pk1l1- obj ect = "object" "=" *pkll-pchar

pkll-type = "type" "=" ( "public" / "private" / "cert" /
"secret-key" / "data" )

pkl1l-id = "id" "=" *pkll-pchar

pk1l1- sl ot - nanuf = "slot-manufacturer" "=" *pkll-pchar

pkl1l- sl ot - desc = "slot-description" "=" *pkll-pchar

pkll-slot-id = "slot-id" "=" 1*DIGAT

pkl1- pi n-source = "pin-source" "=" *pkll-qchar

pk11- pi n-val ue = "pin-value" "=" *pkll-qchar

pk1l1- nodul e- nane = "nmodul e- nane" "=" *pkll-qchar

pk1l1- nodul e- path = "nmodul e-pat h" "=" *pkll-qchar

pkll-v-attr-nmchar = ALPHA/ DT/ "-" [ "

; The pernmitted value of a vendor-specific attribute is based on
; whether the attribute is used in the path or in the query.
pkll-v-pattr 1*pkll-v-attr-nmchar "=" *pkll-pchar
pkll-v-qattr 1*pkll-v-attr-nmchar "=" *pkll-qchar
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The URI path conponent contains attributes that identify a resource
in a one-level hierarchy provided by Cryptoki producers. The query
conmponent can contain a few attributes that may be needed to retrieve
the resource identified by the URI path conponent. Attributes in the
pat h conponent are delimted by the ';’ character, attributes in the
query conponent use '& as a deliniter.

Bot h path and query conponents MAY contain vendor-specific
attributes. Such attribute nanes MJST NOT clash with existing
attribute nanes. Note that in accordance with [BCP178], the
previously used convention of starting vendor attributes with an
prefix is now deprecated

X_

The general '/' delinmter MJST be percent-encoded in the path
conponent so that generic URl parsers never split the path conponent
into nmultiple segnents. It MAY be unencoded in the query conponent.
The delimter '? MJST be percent-encoded in the path conponent
since the PKCS #11 URI schene uses a query conponent. The delimter
"# MJST be al ways percent-encoded so that generic URI parsers do not
treat a hash as a beginning of a fragnent identifier conponent. All
other generic delimters MAY be used unencoded (':', '[', ']’, and
@) in a PKCS #11 URI.

The followi ng table presents mappi ng between the PKCS #11 URI path
conmponent attributes and the PKCS #11 APl structure nenbers and
object attributes. Gven that PKCS #11 URI users may be quite

i gnorant about the PKCS #11 specification, the mapping is a product
of a necessary conpromni se between how precisely the URI attribute
nanes are mapped to the names in the specification and the ease of
use and understandi ng of the URI schene.

- e memeeeeeeaeeaaas - +
| URI conponent path | Attribute | PKCS #11

| attribute name | represents | specification |
| | | counterpart |
e e e e a - i e e e e a - +
| id | key identifier for | "CKA ID" object |
| | object | attribute |
T T T +

| character-string | "l'ibraryDescription"

| description of the | menber of CK_INFO

| library | structure. It is a |
| | UTF-8 string. |
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e e e e e e oo T e e e e e e oo +
| library-manufacturer | ID of the Cryptoki | "manufacturerl|D' |
| | library | menber of the |
| | manufact urer | CK_INFO structure. |
| | | It is a UTF-8 |
| | | string. |
e e e e e e oo T e e e e e e oo +
| library-version | Cryptoki library | "libraryVersion" |
| | version nunber | menber of the |
| | | CK_INFO structure. |
o e e e e e e e e e e e o o e e e +
| manufacturer | 1D of the token | "manufacturerl D' |
| | manufacturer | nmenber of |
| | | CK_TOKEN_I NFO |
| | | structure. It is a |
| | | UTF-8 string. |
o e e e e e e e e e e e o o e e e +
| nodel | token nodel | "rmodel" nenber of |
| | | CK_TOKEN_I NFO |
| | | structure. It is a |
| | | UTF-8 string. |
o e e e e e e oo o e e e e e e e ea oo o e e e e e e oo +
| object | description (nanme) | "CKA LABEL" object |
| | of the object | attribute. It is a |
| | | UTF-8 string. |
o e e e e e e oo Fom e e e ek o e e e e e e oo +
| serial | character-string | "serial Nunber" |
| | serial nunber of | nmenber of |
| | the token | CK_TOKEN_I NFO |
| | | structure. |
e e e e e e oo T e e e e e e oo +
| slot-description | slot description | "slotDescription" |
| | | nmenber of |
| | | CK_SLOT_I NFO |
| | | structure. It is a |
| | | UTF-8 string. |
e e e e e e oo T e e e e e e oo +
| slot-id | Cryptoki-assigned | deci mal nunber of |
| | val ue that | "CK_SLOT_ID" type. |
| | identifies a slot | |
o e e e e e e e e e e e o o e e e +
| slot-manufacturer | 1D of the slot | "manufacturerl D' |
| | manufacturer | nmenber of |
| | | CK_SLOT_I NFO |
| | | structure. It is a |
| | | |

UTF-8 string.
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e e e e e e oo T e e e e e e oo +
| token | application-defined | "label" nenber of
| | 1abel, assigned | the CK_TOKEN_I NFO |
| | during token | structure. It is a
| | initialization | UTF-8 string. |
e e e e a - i e e e e a - +
| type | object class (type) | "CKA CLASS"' object

| | attribute. |
Fmm e e e a oo Fmm e e e e Fmm e e e a oo +

Tabl e 1: Mappi ng between URI Path Conponent Attributes
and PKCS #11 Specification Nanes

The followi ng table presents nmappi ng between the "type" attribute
val ues and correspondi ng PKCS #11 object cl asses.

S o e e e e e e +
| Attribute value | PKCS #11 object class
. . +
| cert | CKO_CERTI FI CATE |
| data | CKO_DATA

| private | CKO_PRI VATE_KEY |
| public | CKO_PUBLI C_KEY

| | |

secret - key CKO _SECRET_KEY

Tabl e 2: Mappi ng between the "type" Attribute
and PKCS #11 (bject C asses

The query conponent attribute "pin-source" specifies where the
application or library should find the nornmal user’s token PIN, the
"pin-value" attribute provides the nornmal user’s PIN value directly,
i f needed, and the "nodul e-nanme" and "nodul e-path" attributes nodify
default settings for accessing PKCS #11 providers. For the
definition of a "normal user", see [PKCS11].

The ABNF rul es above are a best-effort definition, and this paragraph
specifies additional constraints. A PKCS #11 URI MJUST NOT contain
duplicate attributes of the sane nanme in the URI path conponent. It
means that each attribute may be present at nobst once in the PKCS #11
URI path conponent. Aside fromthe query attributes defined in this
docunent, duplicate (vendor) attributes MAY be present in the URI
query conponent and it is up to the URI consumer to decide on how to
deal with such duplicates

As stated earlier in this section, the value of the "id" attribute

can contain non-textual data. This is because the correspondi ng PKCS
#11 "CKA I D' object attribute can contain arbitrary binary data.
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Therefore, the whole value of the "id" attribute SHOULD be percent-

encoded.

The "library-version" attribute represents the major and m nor
versi on nunber of the library and its format is "M N'. Both nunbers
are one byte in size; see the "libraryVersion" nenber of the CK INFO

structure in [PKCS11l] for nore information. Value "M for the
attribute MIST be interpreted as "M for the major and "0" for the

m nor version of the library. |If the attribute is present, the ngjor
version nunber is REQU RED. Both "M and "N' MJST be deci nal
nunbers.

Slot IDis a Cryptoki-assigned nunber that is not guaranteed to be
stabl e across PKCS #11 nodule initializations. However, there are
certain libraries and nodul es that provide stable slot identifiers.
For these cases, when the slot description and manufacturer IDis not
sufficient to uniquely identify a specific reader, the slot I D MAY be
used to increase the precision of the token identification. |[In other
scenarios, using the slot IDs is likely to cause usability issues.

An enpty PKCS #11 URI path conponent attribute that does allow for an
enpty val ue matches a correspondi ng structure nenber or an object
attribute with an enpty value. Note that according to the PKCS #11
specification [ PKCS11], enpty character values in a PKCS #11 AP
producer nmust be padded with spaces and should not be NULL

term nat ed

2.4. PKCS #11 URI Scheme Query Attribute Semantics

An application can always ask for a PIN by any nmeans it decides to.
What is nore, in order not to linmt PKCS #11 URI portability, the
"pin-source" attribute value format and interpretation is left to be
i mpl erent ation specific. However, the follow ng rules SHOULD be
foll owed in descending order for the value of the "pin-source"

attribute:
o If the value represents a URI, it SHOULD be treated as an object
containing the PIN. Such a URI may be "file:", "https:", another

PKCS #11 URI, or sonething el se

o |If the value contains "|<absol ute-comuand- pat h>", the
i mpl enentati on SHOULD read the PIN fromthe output of an
application specified with absolute path "<absol ute-command-
path>". Note that character "|" representing a pipe does not have
to be percent-encoded in the query conponent of a PKCS #11 URI.

o0 Interpret the value as needed in an inplenmentation-dependent way.
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If a URl contains both "pin-source" and "pin-value" query attributes,
the URI SHOULD be refused as invalid.

Use of the "pin-value" attribute may have security-rel ated
consequences. Section 6 should be consulted before this attribute is
ever used. Standard percent-encoding rules SHOULD be foll owed for
the attribute val ue.

A consuner of PKCS #11 URIs MAY accept query conponent attributes
"nodul e- name"” and "nodul e-path" in order to nodify default settings
for accessing a PKCS #11 provider or providers.

Processing the URI query nodule attributes SHOULD fol |l ow t hese rul es:

0 The attribute "nodul e-name” SHOULD contain a case-insensitive PKCS
#11 nodul e nane (not path nor filenane) w thout systemspecific
affixes; said affix could be a ".so" or ".DLL" suffix, or a "lib"
prefix, for exanple. Not using systemspecific affixes is
expected to increase portability of PKCS #11 URI's anobng different
systenms. A URI consuner searching for PKCS #11 nodul es SHOULD use
a systemor application-specific locations to find nodul es based
on the nane provided in the attribute.

o The attribute "nodul e-path" SHOULD contain a systemspecific
absolute path to the PKCS #11 nodule or a systemspecific absolute
path to the directory of where PKCS #11 nodul es are located. For
security reasons, a URI with a relative path in this attribute
SHOULD be rej ect ed.

o0 The URI consuner MAY refuse to accept either of the attributes, or
both. |If use of the attribute present in the URl string is not
accepted, a warni ng nessage SHOULD be presented to the provider of
the URI and systemspecific nodul e | ocati ons SHOULD be used.

o If either of the nodule attributes is present, only those nodul es
found nmatching these query attributes SHOULD be used to search for
an entity represented by the URI

0 The use of the nodule attributes does not suppress natching of any
other URI path conponent attributes present in a URl.

0 The senmantics of using both attributes in the sane URI string is
i mpl enent ati on specific but such use SHOULD be avoi ded. Attribute
"nmodul e-name" is preferred to "nodul e-path" due to its system
i ndependent nature, but the latter nay be nore suitable for
devel opnent and debuggi ng.
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0o A URI MJUST NOT contain nmultiple nodule attributes of the same
namne.

Use of the nodule attributes nmay have security-rel ated consequences.
Section 6 should be consulted before these attributes are ever used.

A word "nodul e* was chosen over a word "library" in these query
attribute names to avoid confusion with semantically different
library attributes used in the URI path conponent.

2.5. PKCS #11 URI WMatching Guidelines

A PKCS #11 URI can identify PKCS #11 storage objects, tokens, slots,
or Cryptoki libraries. Note that since a URI may identify four
different types of entities, the context within which the UR is used
may be needed to determine the type. For exanple, a URl with only
library attributes nmay either represent all objects in all tokens in
all Cryptoki libraries identified by the URI, all tokens in those
libraries, or just the libraries.

The foll owi ng guidelines can help a PKCS #11 URl consuner (e.g., an
application accepting PKCS #11 URIs) to match the URI with the
desired resource.

0 The consuner needs to know whether the URI is to identify PKCS #11
storage object(s), token(s), slot(s), or Cryptoki producer(s).

o If the consunmer is willing to accept query conponent nodul e
attributes, only those PKCS #11 providers matching these
attri butes SHOULD be worked with. See Section 2.4 for nore
i nformation.

0 An unrecogni zed attribute in the URI path conponent, including a
vendor-specific attribute, SHOULD result in an enpty set of
mat ched resources. The consumer can consi der whether an error
message presented to the user is appropriate in such a case.

0 An unrecognized attribute in the URl query SHOULD be ignored. The
consumer can consi der whet her a warni ng nessage presented to the
user is appropriate in such a case.

0O An attribute not present in the URl path conponent but known to a

consuner nmatches everything. Each additional attribute present in
the URI path conponent further restricts the selection
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0o A logical extension of the above is that a URI with an enpty path
conmponent mat ches everything. For exanple, if used to identify
storage objects, it matches all accessible objects in all tokens
provided by all relevant PKCS #11 APl producers.

0 Note that use of PIN attributes may change the set of storage
objects visible to the consuner.

0o In addition to query conponent attributes defined in this
docunent, vendor-specific query attributes may contain further
i nformati on about how to performthe selection or other related
i nformation.

As noted in Section 5, the PKCS #11 specification is not clear about
how to normal i ze UTF-8-encoded Uni code characters [ RFC3629]. For
that reason, it is RECOMENDED not to use characters outside the US-
ASCI | character set for |abels and nanes. However, those who

di scover a need to use such characters should be cauti ous,
conservative, and expend extra effort to be sure they know what they
are doing and that failure to do so may create both operational and
security risks. It neans that when matching UTF-8 string-based
attributes (see Table 1) with characters outside the US-ASCl
repertoire, normalizing all UTF-8 strings before string conparison
may be the only safe approach. For exanple, for objects (keys), it
means that PKCS #11 attribute search tenplate would only contain
attributes that are not UTF-8 strings and anot her pass through
returned objects is then needed for UTF-8 string conparison after the
normal i zation is applied.

2.6. PKCS #11 URI Conparison

Comparison of two URIs is a way of determ ning whether the URIs are
equi val ent wi thout conparing the actual resource to which the URI's
point. The conparison of URIs ains to nminimze false negatives while
strictly avoiding fal se positives. Wen working with UTF-8 strings
with characters outside the US-ASCI| character sets, see inportant
caveats in Sections 2.5 and 5.

Two PKCS #11 URIs are said to be equal if URIs as character strings
are identical as specified in Section 6.2.1 of [RFC3986], or if both
of the following rules are fulfilled

0 The set of attributes present in the URI is equal. Note that the
ordering of attributes in the URl string is not significant for
t he mechani sm of conparison

o The values of respective attributes are equal based on rules
speci fi ed bel ow
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The rul es for conparing val ues of respective attributes are:

0 The values of path conponent attributes "library-description”
"library-manufacturer"”, "manufacturer", "nodel", "object",
"serial", "slot-description”, "slot-mnufacturer”, "token"

"type", and the query conponent attribute "nobdul e-nane" MJST be
conpared using a sinple string conparison, as specified in
Section 6.2.1 of [RFC3986], after the case and the percent-
encodi ng normalization were both applied as specified in
Section 6.2.2 of [RFC3986].

o0 The value of the attribute "id" MJST be conpared using the sinple
string conparison after all bytes are percent-encoded using
uppercase letters for digits A F.

0 The value of the attribute "library-version" MJIST be processed as
a specific scheme-based nornalization permtted by Section 6.2.3
of [RFC3986]. The value MUST be split into a najor and m nor
version with character '.’ (dot) serving as a delimter. A
library-version "M MJST be treated as "M for the nmajor version
and "0" for the minor version. Then, resulting nminor and najor
versi on nunmbers MUST be separately conpared nunerically.

o0 The value of the attribute "slot-id" MJST be processed as a
speci fic schene-based nornalization pernitted by Section 6.2.3 of
[ RFC3986] and conpared nunerically.

o The value of "pin-source", if containing a "file:" URl or
" | <absol ut e- conmand- pat h>", MJST be conpared using the sinple
string conparison after the full syntax-based nornalization, as
specified in Section 6.2.2 of [RFC3986], is applied. |If the value
of the "pin-source" attribute is believed to be overloaded, the
case and percent-encodi ng normalizati on SHOULD be applied before
the val ues are conpared, but the exact mechani smof conparison is
left to the application

o The value of the attribute "nodul e-path" MJST be conpared using
the sinple string conparison after the full syntax-based
normal i zation, as specified in Section 6.2.2 of [RFC3986], is
appl i ed.

0 \Wen conparing vendor-specific attributes, the case and percent-
encodi ng nornalization, as specified in Section 6.2.2 of
[ RFC3986], SHOULD be applied before the val ues are conpared, but
t he exact mechani sm of such a conparison is left to the
appl i cation.
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2.7. Cenerating PKCS #11 URIs

Wien generating URIs for PKCS #11 resources, the exact set of
attributes used in a URI is inherently context specific. A PKCS #11
URI tenplate [ RFC6570] support MAY be provided by a URI-generating
application to list URIs to access the sane resource(s) again if the
tenpl ate captured the necessary context.

3. Exanples of PKCS #11 URIs

This section contains sone exanples of how PKCS #11 token objects,
tokens, slots, and libraries can be identified using the PKCS #11 URI
schene. Note that in sone of the follow ng exanples, |ine breaks and
spaces were inserted for better readability. As specified in
Appendi x C of [RFC3986], whitespace SHOULD be ignored when extracting
the URI. Also note that all spaces that are part of the URIs are
percent - encoded, as specified in Appendix A of [RFC3986].

An enpty PKCS #11 URI might be useful to PKCS #11 consuners. See
Section 2.5 for nore informati on on semantics of such a URI

pkcs11:

One of the sinplest and nost useful forns nmight be a PKCS #11 UR
that specifies only an object label and its type. The default token
is used so the URI does not specify it. Note that when specifying
public objects, a token PIN nay not be required.

pkcsl1l: obj ect =ny- pubkey; t ype=public

When a private key is specified, either the "pin-source" attribute,
"pin-value", or an application-specific nmethod would be usually used.
Note that '/’ is not percent-encoded in the "pin-source" attribute
value since this attribute is part of the query conponent, not the
pat h conponent, and thus is separated by '?° fromthe rest of the
URI .

pkcsll: obj ect =ny- key; t ype=pri vat e?pi n-source=fil e:/etc/token

The following exanple identifies a certificate in the software token.
Note the use of an enpty value for the attribute "serial"”, which

mat ches only enpty "serial Nunber"” nenber of the "CK TOKEN | NFO'
structure. Also note that the "id" attribute value is entirely
percent - encoded, as reconmended. Wiile ',” is in the reserved set,

it does not have to be percent-encoded since it does not conflict
with any sub-delinmters used. The '# character, as in "The Software
PKCS #11 Softtoken", MJST be percent-encoded.
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pkcsll: t oken=The%20Sof t war e9%20PKCS¥2311%20Sof t t oken
manuf act ur er =Snake%200Q | , %201 nc.
nodel =1. 0;
obj ect=ny-certificate;
type=cert;
i d=%69%95%8EYS CY-49BDYECYO 1
serial =
?pi n-source=file:/etc/token_pin

The next exanple covers how to use the "nodul e-nane" query attribute
Considering that the nodule is located in the /usr/lib/

i bmypkcsll.so.1 file, the attribute value is "nypkcsll", neaning
only the nodul e nane without the full path and without the platform
specific "lib" prefix and ".so.1" suffix.

pkcsl1l: obj ect =ny- si gn- key;
type=private
?nmodul e- name=nypkcsil

The followi ng exanple covers how to use the "nodul e-path" query
attribute. The attribute may be useful if a user needs to provide
the key via a PKCS #11 nodul e stored on a renovable nedia, for
exanple. Getting the PINto access the private key here is left to
be application specific.

pkcsll: obj ect =ny- si gn- key;
type=private
?nodul e- pat h=/mt /i bnmypkcsll. so. 1

In the context of where a token is expected, the token can be
identified without specifying any PKCS #11 objects. A PIN m ght
still be needed in the context of listing all objects in the token
for exanple. Section 6 should be consulted before the "pin-val ue"
attribute is ever used.

pkcsll: t oken=Sof t war e%20PKCS%2311%20sof t t oken
manuf act ur er =Snake%200 | , %20l nc
?pi n-val ue=t he-pin
In the context where a slot is expected, the slot can be identified
wi t hout specifying any PKCS #11 objects in any token that may be
inserted in the slot.

pkcs11: sl ot -descri pti on=Sun%20Met asl ot
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The Cryptoki library alone can be also identified wi thout specifying
a PKCS #11 token or object.

pkcs11:1i brary-manuf act ur er =Snake%20G | , %201 nc.
i brary-descripti on=Sof t %20Token%20Li br ary;
I'ibrary-version=1.23

The followi ng exanple shows an attribute value with a senicolon. In
such a case, it MJST be percent-encoded. The token attribute val ue
MUST be read as "My token; created by Joe". Lowercase |letters MAY be
used in percent-encoding, as shown belowin the "id" attribute val ue,
but note that Sections 2.1 and 6.2.2.1 of [RFC3986] state that al
percent - encoded characters SHOULD use the uppercase hexadeci nal
digits. Mre specifically, if the URl string were to be conpared,
the algorithmdefined in Section 2.6 explicitly requires percent-
encodi ng to use the uppercase digits A-F in the "id" attribute

values. And as explained in Section 2.3, library version "3" MJST be
interpreted as "3" for the major and "0" for the ninor version of the
library.

pkcs1l: t oken=My%20t oken%25%20cr eat ed¥20by%20Joe;
library-version=3;
i d=%91%02%3%BaYdd¥Ca% e¥D4%05%06

If there is any need to include a literal "%" substring, for
exanpl e, both characters MJST be escaped. The token val ue MJUST be
read as "A nane with a substring %".

pkcsll: t oken=A%0nanme%20w t h%20a%20subst ri ng¥20%25%3B
obj ect=ny-certificate;
type=cert

The next exanple includes a snall A with acute in the token nanme. It
MUST be encoded in octets according to the UTF-8 character encodi ng
and then percent-encoded. Gven that a small Awith acute is U+225
Uni code code point, the UTF-8 encoding is 195 161 in decinmal, and
that is "%3%A1l" in percent-encoding. See also Section 5 on the use
of characters outside the US-ASCI| character set for |abels.

pkcs1l: t oken=Nane%0wi t h%20a%20smal | ¥20A%20wi t h920acut e: YR0YC3IYAL;

obj ect=ny-certificate;
type=cert
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Both the path and query conponents MAY contai n vendor-specific
attributes. Attributes in the query conponent MJST be delinmited by

T &

pkcsll: t oken=mny-t oken

obj ect=ny-certificate;
type=cert;

vendor - aaa=val ue-a

?pi n-source=file:/etc/token_pin
&vendor - bbb=val ue-b

4. | ANA Consi derations

4.1. UR

Schene Regi stration

Thi s docunent noves the "pkcsll" URI schenme fromthe "Provisional URI
Schenes" registry to the "Permanent URI Schenmes"” registry. The
regi stration request conplies with [ RFC4395].

UR|

UR|

UR|

UR|

scheme nane: pkcsll
schene status: permanent
schene syntax: Defined in Section 2.3 of [RFC7512].

scheme semantics: Defined in Section 1 of [RFC7512].

Encodi ng consi derations: See Sections 2.3 and 5 of [RFC7512].

Applications/protocols that use this URI schene nane: For genera
i nformati on, see Section 1 of [RFC7512]. A list of known
consuners of the PKCS #11 URI include GTLS, Ghone, pll-kit,
Oracle Solaris 11 and hi gher, OpenSC, OpenConnect, and Freel PA

Interoperability considerations: See Section 5 of [RFC7512].

Security considerations: See Section 6 of [RFC7512].

Cont act: Jan Pechanec <Jan. Pechanec@ acl e. con», Darren Mffat
<Darr en. Mof f at @r acl e. conp

Aut hor/ Change Controller: |ESG <iesg@etf.org>

Ref erences: [ RFC7512]
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5.

I nternationalization Considerations

The PKCS #11 specification does not specify a canonical formfor
strings of characters of the CK UTF8CHAR type. This presents the
usual fal se negative and fal se positive (aliasing) concerns that

ari se when dealing with unnornalized strings. Because all PKCS #11
itenms are local and |ocal security is assunmed, these concerns are
mai nly about usability and interoperability.

In order to inprove the user experience, it is RECOMVENDED t hat
applications that create PKCS #11 objects or |abel tokens not use
characters outside the US-ASCI| character set for the labels. |If
that is not possible, |abels SHOULD be nornalized to Nornalization
Form C (NFC) [UAX15]. For the sane reason, PKCS #11 libraries, slots
(token readers), and tokens SHOULD use US-ASCI| characters only for
their nanes, and if that is not possible, they SHOULD normalize their
nanes to NFC. Wen listing PKCS #11 libraries, slots, tokens, and/or
obj ects, an application SHOULD nornalize their names to NFC if
characters outside of the US-ASCI| character set are expected. Wen
mat chi ng PKCS #11 URIs to libraries, slots, tokens, and/or objects,
applications MAY convert nanes to a chosen nornalization form before
the string conparison for matching, as those night predate these
recomendati ons. See also Section 2.5.

Security Considerations

There are general security considerations for URI schemes di scussed
in Section 7 of [RFC3986].

From those security considerations, Section 7.1 of [RFC3986] applies
since there is no guarantee that the sane PKCS #11 URI will always
identify the sane object, token, slot, or alibrary in the future.

Section 7.2 of [RFC3986] applies since by accepting query conmponent
attributes "nodul e-nane” or "nodul e-path", the consunmer potentially
all ows | oading of arbitrary code into a process.

Section 7.5 of [RFC3986] applies since a PKCS #11 URI may be used in
wor | d-readabl e conmand-1ine argunents to run applications, stored in
public configuration files, or otherwi se used in clear text. For
that reason, the "pin-value" attribute should only be used if the UR
string itself is protected with the sane | evel of security as the
token PIN itself otherw se is.

The PKCS #11 specification does not provide nmeans to authenticate
devices to users; it only authenticates users to tokens. |nstead,
| ocal and physical security are demanded: the user nust be in
possession of their tokens, and the systeminto whose slots the
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7.

7.

7.

users’ tokens are inserted nmust be secure. As a result, the usua
security considerations regarding normalization do not arise. For
the sane reason, confusable script issues also do not arise.
Nonet hel ess, if use of characters outside the US-ASCI| character set
is required, it is best to normalize to NFC all strings appearing in
PKCS #11 APl el enents. See also Section 5.
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