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Abst r act

This docunent specifies a nmethod to find which Registration Data
Access Protocol (RDAP) server is authoritative to answer queries for
a requested scope, such as domai n names, |P addresses, or Autononobus
Syst em nunbers.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww.rfc-editor.org/info/rfc7484.

Copyright Notice

Copyright (c) 2015 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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1. Introduction

Querying and retrieving registration data fromregistries are defined
in Registration Data Access Protocol (RDAP) [RFC7480] [ RFC7482]

[ RFC7483]. These docunents do not specify where to send the queries.
Thi s docunent specifies a nmethod to find which server is
authoritative to answer queries for the requested scope.

Top- Level Domains (TLDs), Autononous System (AS) nunbers, and network
bl ocks are del egated by 1ANA to Internet registries such as TLD
registries and Regional Internet Registries (RIRs) that then issue
further delegations and maintain informati on about them Thus, the
bootstrap infornmati on needed by RDAP clients is best generated from
data and processes al ready nmaintained by | ANA, the rel evant
registries already exist at [ipv4dreg], [ipv6reg], [asreg], and

[ domai nreq] .
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Per this docunent, |ANA has created new registries based on a JSON
format specified in this docunent, herein naned RDAP Bootstrap
Service Registries. These new registries are based on the existing
entries of the above nentioned registries. An RDAP client fetches
the RDAP Bootstrap Service Registries, extracts the data, and then
perforns a match with the query data to find the authoritative

regi stration data server and appropriate query base URL.

2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Structure of the RDAP Bootstrap Service Registries

The RDAP Bootstrap Service Registries, as specified in Section 12

bel ow, have been nade avail abl e as JSON [ RFC7159] objects, which can
be retrieved via HTTP from |l ocations specified by | ANA. The JSON
object for each registry contains a series of nenbers containing

nmet adat a about the registry such as a version identifier, a tinestanp
of the publication date of the registry, and a description
Additionally, a "services" nenber contains the registry itens

t hensel ves, as an array. Each itemof the array contains a second-

| evel array, with two el enents, each of thembeing a third-Ieve
array.

Each el enent of the Services Array is a second-level array with two
el ements: in order, an Entry Array and a Service URL Array.

The Entry Array contains all entries that have the sane set of base
RDAP URLs. The Service URL Array contains the list of base RDAP URLs
usable for the entries found in the Entry Array. Elenments within
these two arrays are not sorted in any way.
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An exanpl e structure of the JSON out put of a RDAP Bootstrap Service

Registry is illustrated:

{ _
"version": "1.0",
"publication": "YYYY- MV DDTHH MVt SSZ",
"description": "Sone text",

"services": |

[
["entryl", "entry2", "entry3"],

"https://registry. exanpl e.coni nyrdap/",
"http://registry. exanpl e. com nyrdap/"
]
] il
[
["entry4d"],

"http://exanple.org/"
]
]
]
}

The formal syntax is described in Section 10.

The "version" corresponds to the format version of the registry.
This specification defines version "1.0".

The syntax of the "publication" value conforns to the Internet date/
time format [ RFC3339]. The value is the |latest update date of the
registry by | ANA

The optional "description" string can contain a coment regarding the
content of the bootstrap object.

Per [RFC7258], in each array of base RDAP URLs, the secure versions
of the transport protocol SHOULD be preferred and tried first. For
exanple, if the base RDAP URLs array contains both HTTPS and HTTP
URLs, the bootstrap client SHOULD try the HITPS version first.

Base RDAP URLs MJUST have a trailing "/" character because they are
concatenated to the various segnents defined in [ RFC7482].

JSON nanmes MJST follow the format reconmendati ons of [RFC7480]. Any

unr ecogni zed JSON obj ect properties or values MIST be ignored by
i npl enent ati ons.
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Internationalized Domain Name | abels used as entries or base RDAP
URLs in the registries defined in this document MJST be only
represented using their A-label formas defined in [ RFC5890].

Al'l Domain Name | abels used as entries or base RDAP URLs in the
registries defined in this docunent MJUST be only represented in
| oner case

4. Bootstrap Service Registry for Donain Name Space

The JSON output of this registry contains domain |abel entries
attached to the root, grouped by base RDAP URLs, as shown in this

exanpl e.
{ _
"version": "1.0",
"publication": "YYYY- M DDTHH MVt SSZ"
"description": "Sone text",
"services": |
[
[llnetll, ”COmI],

"https://registry. exanpl e. conf nyrdap/"
]
]1
[
["org", "mytld"],

"http://exanple.org/"
]
] il
[
["xn--zckzah"],

"https://exanpl e. net/ rdapxn--zckzah/",
"http://exanpl e. net/rdapxn--zckzah/"
]
]
]
}

The donain nane’s authoritative registration data service is found by
doi ng the | abel -wi se | ongest match of the target donain nane with the
domain values in the Entry Arrays in the | ANA Bootstrap Service

Regi stry for Domain Name Space. The match is done per |abel, from
right toleft. |If the longest match results in multiple entries,
then those entries are considered equivalent. The values contai ned
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in the Service URL Array of the matching second-level array are the
valid base RDAP URLs as described in [ RFC7482].

For exanple, a donmain RDAP query for a.b.exanple.commatches the com
entry in one of the arrays of the registry. The base RDAP URL for
this query is then taken fromthe second el enent of the array, which
is an array of base RDAP URLs valid for this entry. The client
chooses one of the base URLs fromthis array; in this exanple, it
chooses the only one available, "https://registry. exanpl e.com
myrdap/". The segnent specified in [ RFC7482] is then appended to the
base URL to conplete the query. The conplete query is then
"https://registry. exanpl e. conf nyrdap/ donai n/ a. b. exanpl e. cont'.

If a domain RDAP query for a.b.exanple.commatches both com and
exanpl e.comentries in the registry, then the I ongest match applies
and the exanple.comentry is used by the client.

If the registry contains entries such as com and goodexanpl e. com
then a donmain RDAP query for exanple.comonly matches the comentry
because matching is done on a per-|abel basis.

The entry for the root of the domain name space is specified as
5. Bootstrap Service Registries for Internet Nunbers

This section discusses | Pv4 and | Pv6 address space and Aut ononous
Syst em nunbers

For | P address space, the authoritative registration data service is
found by doing a | ongest match of the target address with the val ues
of the arrays in the correspondi ng RDAP Bootstrap Service Registry
for Address Space. The |ongest natch is done the sane way as for
routing: the addresses are converted in binary formand then the
binary strings are conpared to find the longest match up to the
specified prefix length. The values contained in the second el enent
of the array are the base RDAP URLs as described in [RFC7482]. The
| ongest match et hod enabl es covering prefixes of a | arger address
space pointing to one base RDAP URL whil e nore specific prefixes
within the covering prefix are being served by another base RDAP URL.

Bl anchet St andards Track [ Page 6]



RFC 7484 Fi nding Authoritative RDAP Service March 2015

5.1. Bootstrap Service Registry for | Pv4d Address Space

The JSON output of this registry contains IPv4 prefix entries,
specified in Cassless Inter-domain Routing (ClIDR) format [RFC4632]
and grouped by RDAP URLs, as shown in this exanple.

{
"version": "1.0",
"publication": "2024-01-07T10: 11: 122"
"description": "RDAP Bootstrap file for exanple registries.”
"services": [

[*1.0.0.0/8", "192.0.0.0/8"],
"https://rirl. exanpl e. com nmyrdap/"

]

:llt!

[*28.2.0.0/16", "192.0.2.0/24"],
"http://exanple.org/"

]

]!
[

[*28.3.0.0/16"],
"https://exanpl e. net/rdaprir2/",
"http://exanple.net/rdaprir2/"

]

]
]
}

For exanple, a query for "192.0.2.1/25" matches the "192.0.0.0/8"
entry and the "192.0.2.0/24" entry in the exanple registry above.

The latter is chosen by the client given the |ongest match. The base
RDAP URL for this query is then taken fromthe second el enent of the
array, which is an array of base RDAP URLs valid for this entry. The
client chooses one of the base URLs fromthis array; in this exanple,
it chooses the only one available, "http://exanple.org/". The
{resource} specified in [ RFC7482] is then appended to the base URL to
conplete the query. The conplete query is then "https://exanple.org/
i p/192.0.2.1/25".
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5.2. Bootstrap Service Registry for | Pv6 Address Space

The JSON output of this registry contains IPv6 prefix entries, using
[ RFC4291] text representation of the address prefixes format, grouped
by base RDAP URLs, as shown in this exanple.

{
"version": "1.0",
"publication": "2024-01-07T10: 11: 127"
"description": "RDAP Bootstrap file for exanple registries.”
"services": [

["2001: 0200::/23", "2001:db8::/32"],
"https://rir2. exanpl e. com nmyrdap/"

]

:llt!
["2600::/16", "2100:ffff::/32"],
[
"http://exanple.org/"
]
:llt!

["2001: 0200: 1000: :/36"],
"https://exanpl e. net/rdaprir2/",
"http://exanple.net/rdaprir2/"

]

]
]
}

For exanple, a query for "2001: 0200: 1000::/48" matches the

"2001: 0200:: /23" entry and the "2001: 0200: 1000: :/36" entry in the
exanpl e regi stry above. The latter is chosen by the client given the
| ongest match. The base RDAP URL for this query is then taken from
the second el enment of the array, which is an array of base RDAP URLs
valid for this entry. The client chooses one of the base URLs from
this array; in this exanple, it chooses "https://exanple.net/
rdaprir2/" because it’s the secure version of the protocol. The
segnment specified in [RFC7482] is then appended to the base URL to
conpl ete the query. The conplete query is, therefore
"https://exanple.net/rdaprir2/ip/2001: 0200: 1000::/48". |f the target
RDAP server does not answer, the client can then use another URL
prefix fromthe array.
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5.3. Bootstrap Service Registry for AS Nunber Space

The JSON output of this contains Autononous Systens nunber ranges
entries, grouped by base RDAP URLs, as shown in this exanple. The
Entry Array is an array containing the list of AS nunber ranges
served by the base RDAP URLs found in the second elenent. The array
al ways contains two AS nunbers represented in decinal format that
represents the range of AS nunbers between the two el ements of the
array. A single AS nunber is represented as a range of two identica
AS nunbers.

{
"version": "1.0",
"publication": "2024-01-07T10: 11: 122"
"description": "RDAP Bootstrap file for exanple registries."”
"services": |
["2045-2045"],
"https://rir3. exanpl e. com nmyrdap/"
]
:Il:i
["10000-12000", "300000-400000"],
"http://exanple.org/"
]
]i
[
["64512-65534"],
"http://exanple. net/rdaprir2/",
"https://exanpl e. net/rdaprir2/"
]
]
]
}

For exanple, a query for AS 65411 natches the 64512-65534 entry in
the exanple registry above. The base RDAP URL for this query is then
taken fromthe second el ement of the array, which is an array of base
RDAP URLs valid for this entry. The client chooses one of the base
URLs fromthis array; in this exanple, it chooses
"https://exanple.net/rdaprir2/". The segnent specified in [ RFC7482]
is then appended to the base URL to conplete the query. The conplete
query is, therefore, "https://exanpl e. net/rdaprir2/ aut nunm 65411". If
the server does not answer, the client can then use another URL
prefix fromthe array.
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6. Entity

Entities (such as contacts, registrants, or registrars) can be
queried by handl e as described in [RFC7482]. Since there is no

gl obal nanespace for entities, this docunent does not describe howto
find the authoritative RDAP server for entities. However, it is
possible that, if the entity identifier was received froma previous
query, the sanme RDAP server could be queried for that entity, or the
entity identifier itself is a fully referenced URL that can be

queri ed.

7. Non-existent Entries or RDAP URL Val ues

The registries may not contain the requested value. In these cases,
there is no known RDAP server for that requested value, and the
client SHOULD provi de an appropriate error nessage to the user.

8. Deploynent and | npl enentation Considerations

This method relies on the fact that RDAP clients are fetching the

| ANA registries to then find the servers locally. dients SHOULD NOT
fetch the registry on every RDAP request. Cients SHOULD cache the
regi stry, but use underlying protocol signaling, such as the HITP
Expi res header field [ RFC7234], to identify when it is tine to
refresh the cached registry.

If the query data does not match any entry in the client cached
registry, then the client may inplenment various methods, such as the
fol | owi ng:

0 In the case of a donain object, the client may first query the DNS
to see if the respective entry has been delegated or if it is
nm styped information by the user. The DNS query could be to fetch
the NS records for the TLD domain. |f the DNS answer is negative,
then there is no need to fetch the new version of the registry.
However, if the DNS answer is positive, this may nean that the
currently cached registry is no longer current. The client could
then fetch the registry, parse, and then do the normal matching as
specified above. This nethod may not work for all types of RDAP
obj ect s.

o If the client knows the exi stence of an RDAP aggregator or
redirector and its associ ated base URL, and trusts that service,
then it could send the query to the redirector, which would
redirect the client if it knows the authoritative server that
client has not found.
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10.

10.

Sonme authorities of registration data nay work together on sharing
their information for a comon service, including nutual redirection
[ REDI RECT- RDAP] .

When a new object is allocated, such as a new AS range, a new TLD, or
a new | P address range, there is no guarantee that this new object
will have an entry in the correspondi ng bootstrap RDAP registry,
since the setup of the RDAP server for this new entry nmay becone live
and registered later. Therefore, the clients should expect that even
if an object, such as TLD, |IP address range, or AS range is

al l ocated, the existence of the entry in the correspondi ng bootstrap
registry is not guaranteed.

Limi tations
This met hod does not provide a direct way to find authoritati ve RDAP
servers for any other objects than the ones described in this
docunent. In particular, the followi ng objects are not bootstrapped
with the nethod described in this docunent:
0 entities

0 queries using search patterns that do not contain a termnating
string that natches sone entries in the registries

0 nhaneservers
o help

Formal Definition
This section is the formal definition of the registries. The
structure of JSON objects and arrays using a set of prinitive
elements is defined in [RFC7159]. Those elenments are used to
describe the JSON structure of the registries.
1. Inported JSON Terns
0 OBJECT: a JSON object, defined in Section 4 of [RFC7159]

o MEMBER a nenber of a JSON object, defined in Section 4 of
[ RFC7159]

o MEMBER-NAME: the nane of a MEMBER, defined as a "string" in
Section 4 of [RFC7159]

o MEMBER-VALUE: the value of a MEMBER, defined as a "value" in
Section 4 of [RFC7159]
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(0]

10. 2.

ARRAY: an array, defined in Section 5 of [RFC7159]

ARRAY- VALUE: an el emrent of an ARRAY, defined in Section 5 of
[ RFC7159]

STRING a "string", as defined in Section 7 of [RFC7159]

Regi stry Synt ax

Usi ng the above terms for the JSON structures, the syntax of a
registry is defined as foll ows:

(o]

rdap- bootstrap-registry: an OBJECT contai ning a MEMBER version and
a MEMBER publication, an optional MEMBER description, and a MEMBER
services-1list

version: a MEMBER wi th NMEMBER- NAME "versi on" and MEMBER- VALUE a
STRI NG

publication: a MEMBER with MEMBER- NAME "publication" and MEMBER-
VALUE a STRI NG

description: a MEMBER wi th MEMBER- NAME "descri ption" and MEMBER-
VALUE a STRI NG

services-list: a MEMBER wi th NMEMBER- NAME "servi ces" and MEMBER-
VALUE a services-array

services-array: an ARRAY, where each ARRAY-VALUE is a service

service: an ARRAY of 2 elenents, where the first ARRAY-VALUE is a
an entry-list and the second ARRAY-VALUE is a service-uri-|ist

entry-list: an ARRAY, where each ARRAY-VALUE is an entry
entry: a STRI NG

service-uri-list: an ARRAY, where each ARRAY-VALUE is a service-
uri

service-uri: a STRI NG
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11.

12.

Security Considerations

By providing a bootstrap nmethod to find RDAP servers, this docunent
hel ps to ensure that the end users will get the RDAP data from an
aut horitative source, instead of fromrogue sources. The nethod has
the sane security properties as the RDAP protocols thenselves. The
transport used to access the registries can be nore secure by using
TLS [ RFC5246], which | ANA supports.

Addi tional considerations on using RDAP are described in [RFC7481].
| ANA Consi derati ons

| ANA has created the RDAP Bootstrap Services Registries, listed
bel ow, and nmade them avail abl e as JSON objects. The contents of
these registries are described in Section 3, Section 4, and
Section 5, with the formal syntax specified in Section 10.

The process for adding or updating entries in these registries
differs fromthe normal | ANA registry processes: these registries are
generated fromthe data, processes, and policies maintai ned by | ANA
intheir allocation registries ([ipv4reg], [ipv6reg], [asreg], and
[domainreg]), with the addition of new RDAP server information.

I ANA wi Il create and update RDAP Bootstrap Services Registries
entries fromthe allocation registries as those registries are
updat ed.

Thi s docunent does not change any policies related to the allocation
registries; | ANA has provided a nechanismfor collecting the RDAP
server infornmation. The RDAP Bootstrap Services Registries wll

start enpty and will be gradually popul ated as regi strants of donains
and address spaces provi de RDAP server information to | ANA

| ANA has created a new top-level category on the Protocol Registries
page, <http://ww.iana.org/protocols>  The group is called

"Regi stration Data Access Protocol (RDAP)". Each of the RDAP
Bootstrap Services Registries has been nade avail able for genera
public on-demand downl oad in the JSON format, and that registry's URI
is listed directly on the Protocol Registries page.

O her normal registries will be added to this group by other
docunents, but the reason the URIs for these registries are clearly
listed on the main page is to make those URI's obvious to inplenenters
-- these are registries that will be accessed by software, as well as
by humans using them for reference information
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12.

12.

12.

Because these registries will be accessed by software, the downl oad
demand for the RDAP Bootstrap Services Registries may be unusually
hi gh conpared to normal | ANA registries. The technica
infrastructure by which registries are published will need to be
revi ewed and m ght need to be augnented.

As discussed in Section 8, software that accesses these registries
will depend on the HTTP Expires header field to linit their query
rate. It is, therefore, inportant for that header field to be
properly set to provide tinely information as the registries change,
whil e mai ntaining a reasonable |oad on the | ANA servers. The HITP
Content-Type returned to clients accessing these JSON- formatted
regi stries MJST be "application/json", as defined in [ RFC7159].
Because of how information in the RDAP Bootstrap Services Registries
is grouped and formatted, the registry entries may not be sortable.
It is, therefore, not required or expected that the entries be sorted
in any way.

1. Bootstrap Service Registry for |Pv4d Address Space

Entries in this registry contain at |east the foll ow ng

0 a CIDR [RFC4632] specification of the network bl ock being
regi stered.

0 one or nore URLs that provide the RDAP service regarding this
regi stration.

2. Bootstrap Service Registry for |Pv6 Address Space
Entries in this registry contain at |least the follow ng:

o0 an IPv6 prefix [RFC4291] specification of the network bl ock being
regi stered.

0 one or nore URLs that provide the RDAP service regarding this
regi stration.

3. Bootstrap Service Registry for AS Nunber Space
Entries in this registry contain at |east the follow ng
0 a range of Autononous System nunbers being regi stered.

0 one or nmore URLs that provide the RDAP service regarding this
regi stration.
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4. Bootstrap Service Registry for Donmain Name Space

Entries in this registry contain at |least the follow ng:

o0 a domain nane attached to the root being registered.

0 one or nore URLs that provide the RDAP service regarding this
regi stration.
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