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Abst r act

There is a class of applications that benefit fromusing SIP to
exchange User-to-User Information (UU ) data during session
establishnent. This information, known as call control UU data, is
a small piece of data inserted by an application initiating the
session and utilized by an application accepting the session. The
syntax and semantics for the UU data used by a specific application
are defined by a UU package. This UU data is opaque to SIP and its
function is unrelated to any basic SIP function. This docunent
defines a new SIP header field, User-to-User, to transport UU data,
al ong with an extension nmechani sm

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc7433

Johnston & Rafferty St andards Track [ Page 1]



RFC 7433 SIP WUl for CC

Copyright Notice

January 2015

Copyright (c) 2015 I ETF Trust and the persons identified as the

docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Legal

Provisions Relating to | ETF Docunents

(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as

described in the Sinplified BSD License.

Tabl e of Contents

1. Overview 3
2. Terninol ogy . . 3
3. Requirenents Di scu55| on . 4
4. Normative Definition . . . . . . 5
4.1. Syntax for UU Header Field . 6
4.2. Hex Encoding Definition . . . 7
4.3. Source ldentity of UU Data . 7
5. Quidelines for UU Packages . 9
5.1. Extensibility . 10
6. | ANA Considerations . . . . . . . . . . . 11
6.1 Regi stration of User-to-User Header F| eI d . . S
6.2 Regi stration of User-to-User Header Field Par amat ers Lo 11
6.3 Regi stration of UU Packages 11
6.4 Regi stration of UU Content Paranet ers 12
6.5 Regi stration of UU Encoding Paraneters . 12
6.6. Registration of SIP Option Tag 13
7. Security Considerations . 13
8. References G 14
8.1. Normative References 14
8.2. Informative References . . . 15
Appendi x A, O her Possi bl e Mechani sm; 17
A.1. Wiy INFOis Not Used .o Ce e 17
A. 2. Wy Oher Protocol Encapsul atl on UUI I\/bchani sns Are Not
Used . . C e e e e 17
A. 3. M ME Body Approach 17
A 4. URl Paraneter 18
Acknowl edgnents . 19
Aut hors’ Addresses 19
Johnston & Rafferty St andards Track [ Page 2]



RFC 7433 SIP UU for CC January 2015

1

Overvi ew

Thi s docunent describes the transport of UU data using SIP
[RFC3261]. It defines a nechanismfor the transport of genera
application UU data and for the transport of the call contro
related | TU-T Reconmendati on Q 931 User-user information el enent
[@31] and I TU-T Recommendation Q 763 User-to-User information
paraneter [Qr63] data in SIP. UU data is widely used in the Public
Swi t ched Tel ephone Network (PSTN) today for contact centers and cal
centers. There is also a trend for the related applications to
transition fromISDN to SIP. The UU extension for SIP may al so be
used for native SIP User Agents (UAs) inplenenting simlar services
and to interwork with | SDN services. Note that in nbst cases, there
is an a priori understanding between the UAs in regard to what to do
with received UUI data. This docunment enables the definition of
packages and related attributes that can nake such under st andi ngs
nmore explicit.

The UUI nechanismis designed to neet the use cases, requirenents,
and call flows for SIP call control UU detailed in [ RFC6567]. Al
references to requirement nunbers (REQ N) and figure nunbers refer to
[ RFC6567] .

The nmechanismis a new SIP header field, along with a new SIP option
tag. The header field carries the UU data, along with paraneters

i ndi cating the encoding of the UU data, the UU package, and
optionally the content of the UU data. The package definition
contains details about how a particular application can utilize the
UUl nechani sm The header field can be included (sonetines called
"escaped") into URIs supporting referral and redirection scenari os.
In these scenarios, the History-Info header field is used to indicate
the inserter of the UU data. The SIP option tag can be used to

i ndi cate support for the header field. Support for the UU header
field indicates that a UAis able to extract the information in the
UUl data and pass it up the protocol stack. Individual packages
using the UUl nmechanismcan utilize SIP nedia feature tags to

i ndicate that a UA supports a particular UU package. Guidelines for
defining UU packages are provided.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119].
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Note that the <all OneLine> tag convention fromSIP Torture Test
Messages [RFC4475] is used to show that there are no line breaks in
the actual message syntax.

3. Requirenents Discussion

This section describes how the User-to-User header field neets the
requirenents in [ RFC6567]. The header field can be included in

I NVI TE requests and responses and BYE requests and responses, neeting
REQ 1 and REQ 2.

For redirection and referral use cases and REQ 3, the header field is
i ncluded (escaped) within the Contact or Refer-To URI. The details
of this mechanismas it applies for redirection and referral use
cases are covered in Section 4.1.

Since SIP proxy forwarding and retargeti ng does not affect header
fields, the header field neets REQ 4.

The UUI header field will carry the UU data and not a pointer to the
data, so REQ 5 is net.

Since the basic design of the UU header field is simlar to the | SDN
UUl service, interworking with PSTN protocols is straightforward and
is docunented in a separate specification [RFC7434], neeting REQ 6.

Requirements REQ 7, REQ 8, and REQ 10 relate to discovery of the
mechani sm and supported packages, and hence applications. REQ7
relates to support of the UUl header field, while REQ 8 relates to
routi ng based on support of the UU header field. REQ 7 is net by
defining a new SIP option tag "uui". The use of a Require:uui in a
request or Supported:uui in an OPTIONS response could be used to
requi re or discover support of the nechanism The presence of a
Supported: uui or Require:uui header field can be used by proxies to
route to an appropriate UA, neeting REQ 8. However, note that only
UAs are expected to understand the UUl data -- proxies and other
internmediaries do not. REQ 10 is nmet by utilizing SIP feature tags
[ RFC3840]. For exanple, the feature tag "sip.uui-isdn" could be used
to indicate support of the | SDN UU package, or "sip.uui-pkl" could
be used to indicate support for a particul ar package, pk1.

Proxi es comonly apply policy to the presence of certain SIP header
fields in requests by either passing themor renoving themfrom
requests. REQ 9 is net by allow ng proxies and other internediaries
to renove UUl header fields in a request or response based on policy.
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Carrying UU data elenents of at |east 129 octets is trivial in the
UU header field, nmeeting REQ 11. Note that avoiding having very
large UU data elenents is a good idea, as SIP header fields have
traditionally not been |arge.

To neet REQ 12 for the redirection and referral use cases, the

H story-Info header field [ RFC7044] can be used. In these
retargeting cases, the changed Request-URI will be recorded in the

Hi story-Info header field along with the identity of the elenent that
performed the retargeting.

The requirenent for integrity protection in REQ 13 could be net by
the use of an S/M ME signhature over a subset of header fields, as
defined in "SI P Header Privacy and Integrity using S/MME Tunneling
SIP*, Section 23.4 of RFC 3261. Note that the |ack of depl oyment of
SSMME with SIP nmeans that, in general, REQ 13 is not nmet. The
requi renent of REQ 14 for end-to-end privacy could be net using

S/'M ME or using encryption at the application layer. Note that the
use of SSMME to secure the UU data will result in an additiona
body being added to the request. Hop-wi se Transport Layer Security
(TLS) [RFC5246] allows the header field to neet REQ 15 for hop-by-hop
security.

4, Normative Definition

Thi s docunent defines a new SIP header field "User-to-User" to
transport call control UU data to neet the requirenments in
[ RFCB567] .

To help tag and identify the UU data used with this header field,
"purpose", "content", and "encodi ng" header field paraneters are
defined. The "purpose" header field paranmeter identifies the package
that defines the generation and usage of the UU data for a
particul ar application. The value of the "purpose" paraneter is the
package nane, as registered in the "UU Packages" subregistry defined
in Section 6.3. For the case of interworking with the | SDN UUI
service, the I SDN UUl service interworking package is used. The
default value for the "purpose" header field is "isdn-uui" as defined

in [RFC7434]. If the "purpose" header field paraneter is not
present, the ISDN UUI MJST be used. The "content" header field
paraneter identifies the actual content of the UU data. |If not

present, the default content defined for the package MJST be used.
Newl y defined UUI packages MJST define or reference at |east a
default "content" value. The "encodi ng" header field paraneter

i ndi cates the method of encoding the information in the UU data
associated with a particular "content"” value. This specification
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only defines "encodi ng=hex". If the "encoding" header field
paraneter is not present, the default encodi ng defined for the
package MJST be used

UUl data is considered an opaque series of octets. This nechanism
MUST NOT be used to convey a URL or URI, since the Call-Info header
field in [ RFC3261] already supports this use case.

4.1. Syntax for UU Header Field

The UUI header field can be present in INVITE requests and responses
and in BYE requests and responses. Note that when the UU header is
used in responses, it can only be utilized in end-to-end responses,
e.g., 1xx (excluding 100), 2xx, and 3xx responses.

The followi ng syntax specification uses the Augnented Backus- Naur
Form (ABNF) as described in RFC 5234 and extends RFC 3261 (where
t oken, quoted-string, and generic-param are defined).

uul = "User-to-User" HCOLON uui-val ue *( COWA uui - val ue)
uui - val ue = uui -data *(SEM uui - param

uui - dat a = token / quoted-string

uui - param = pkg-param/ cont-param/ enc-param/ generic-param
pkg- param = "purpose" EQUAL pkg-param val ue

pkg- param val ue = t oken

cont-param = "content" EQUAL cont-paramval ue

cont - param val ue = token

enc-param = "encodi ng" EQUAL enc-param val ue

enc- paramval ue = token / "hex"

Each package defines how many User-to-User header fields of each
package may be present in a request or a response. A sender MNAY
include nmultiple User-to-User header fields, and a receiver MJST be
prepared to receive nultiple User-to-User header fields. Consistent
with the rules of SIP syntax, the syntax defined in this docunent
al | ows any conbi nation of individual User-to-User header fields or
User-to-User header fields with nmultiple comma separated UU data
elenments. Any size linmtations on the UU data for a particular
purpose are to be defined by the related UU package.

UAs SHALL ignore UU data from packages or encoding that they do not
under st and.

For redirection use cases, the header field is included (escaped)
within the Contact URI. For referral use cases, the header field is
i ncluded (escaped) within the Refer-To URI. For exanple, if a UA
supports this specification, it SHOULD i ncl ude any UU data included
inaredirection URI (if the UU data and encoding is understood).
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Note that redirection can occur nultiple tines to a request.
Currently, UAs that support attended transfer support the ability to
i nclude a Repl aces header field [RFC3891] into a Refer-To URI, and
when acting upon this URI, UAs add the Replaces header field to the
triggered INVITE. This sort of logic and behavior is utilized for
the UUI header field (that is, the UU header field is included in
the triggered INVITE). The UA processing the REFER [ RFC3515] or the
3xx response to the INVITE SHOULD support the UU nechanism If the
REFER or redirect target does not support UU, the UU header will be
di scarded as per [RFC3261]. However, this may limt the utility of
use cases that depend upon the UU being supported by all el enents.

Here is an exanple of an included User-to-User header field fromthe
redirection response F2 of Figure 2 in [ RFC6567]:

<al | OneLi ne>

Cont act: <sip: +12125551212@at eway. exanpl e. conPUser -t o- User =
56a390f 3d2b7310023a2%8Bencodi ng¥8Dhex%3Bpur pose%3Df 00%3B
cont ent ¥8Dbar >

</ al | OneLi ne>

The resulting INVITE F4 woul d cont ai n:
User-to-User: 56a390f 3d2b7310023a2; encodi ng=hex; pur pose=f 00; cont ent =bar
4.2. Hex Encoding Definition

This specification defines hex encoding of UUl data. Wen the val ue
of "hex" is used in the "encoding" paranmeter of a header field, the
data i s encoded using basel6 encodi ng according to Section 8 of

[ RFC4648]. The hex-encoded value is normally represented using the
"t oken" construction from RFC 3261, although the "quoted-string"
construction is pernmitted, in which case the quotes MJST be ignored.

If a canonicalized version of a normally case-insensitive hex encoded
UUl data object is needed for a digital signature or integrity
checki ng, then the basel6 encoding with all upper case MJST be used.

4.3. Source ldentity of UU Data

It is inmportant for the recipient of UU data to know the identity of
the UA that inserted the UU data. In a request without a History-
Info header field, the identity of the entity that inserted the UU
data will be assuned to be the source of the SIP nessage. For a SIP
request, typically this is the UAidentified by the URI in the From
header field or a P-Asserted-ldentity [ RFC3325] header field. 1In a
request with a Hstory-Info header field, the recipient needs to
parse the Targeted-to-URlIs present (hi-targeted-to-uri defined in
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[ RFC7044]) to see if any included User-to-User header fields are
present. If an included User-to-User header field is present and
mat ches the UUl data in the request, this indicates that redirection
has taken place, resulting in the inclusion of UU data in the
request. The inserter of the UU data will be the UA identified by
the Targeted-to-URl of the History-Info elenment prior to the el enent
with the included UU data. In a response, the inserter of the UU
data will be the identity of the UA that generated the response.
Typically, this is the UAidentified in the To header field of the
response. Note that any updates to this identity by use of the SIP
connected identity extension [ RFC4916] or other identity nodifiers
will update this information.

For an exanple of History-Info and redirection, consider Figure 2
from [ RFC6567] where the Originating UAis Carol, the Redirector Bob,
and the Terminating UA Alice. The INVITE F4 containing UU data

coul d be:

I NVI TE si ps: alice@xanple.comSIP/2.0
Via: SIP/2.0/TLS | ab. exanpl e. com 5061
; branch=z9h&X4bKnashds9
To: Bob <sips: bob@xanpl e. con»
From Carol <sips:carol @xanpl e.conp;tag=323sf 33k2
Cal | -1 D: df aosi df oi we83i f kdf
Max- Forwar ds: 70
Cont act: <si ps: carol @ ab. exanpl e. con>
Supported: histinfo
User-to-User: 342342ef 34; encodi ng=hex
H story-Info: <sips:bob@xanpl e.conp;index=1
<al | OneLi ne>
H story-Info: <sips:alice@xanple.conPReason=S| P¥8Bcause¥3D302
&User -t 0- User =342342ef 34%38Bencodi ng¥8Dhex>; i ndex=1. 1;rc=1
</ al | OneLi ne>

Wthout the redirection captured in the Hi story-I1nfo header field,
Alice would conclude that the UUl data was inserted by Carol.
However, the History-Info containing UU data (index=1.1) indicates
that the inserter was Bob (index=1).

To enable maintaining a record of the inserter identity of UU data,
UAs supporting this mechani sm SHOULD support Hi story-1nfo [ RFC7044]
and include Supported: histinfo in all requests and responses.

If a border elenent such as a proxy or a Back-to-Back User Agent
(B2BUA) renoves a History-Info header field containing a User-to-User
paraneter, the UA consunming the UU data nay not be able at the SIP
level to identify the source of the UU data.
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5. CGuidelines for UU Packages

UUl packages defined using this SIP UU mnechani sm MUST fol | ow t he
"Standards Action" guideline as defined in [ RFC5226] and publish a
Standards Track RFC that describes the usage. The CUSS W5 chose to
adopt this conservative policy while it considers other potenti al
registration policies. Note that this nmechanismis not suitable for
the transport of arbitrary data between UAs. The foll ow ng

gui delines are provided to help determine if this mechanismis
appropriate or not. The SIP UU nechanismis applicable when all of
the followi ng conditions are net:

1. The information is generated and consunmed by an application
during session setup using SIP, but the application is not
necessarily SIP aware.

2. The behavior of SIP entities that support it is not significantly
changed (as discussed in Section 4 of [RFC5727]).

3. UAs are the generators and consunmers of the UUl data. Proxies
and other intermediaries nmay route based on the presence of a
User-to-User header field or a particul ar package tag but do not
ot herwi se consune or generate the UU data.

4, There are no privacy issues associated with the information being
transported (e.g., geolocation or energency-related information
are exanpl es of inappropriate UU data).

5. The UU data is not being utilized for User-to-User Renote
Procedure Calls (RPCs).

UUl packages define the semantics for a particular application usage
of UU data. The content defines the syntax of the UUl data, while
t he encodi ng defines the encoding of the UU data for the content.
Each content is defined as a stream of octets, which allows nultiple
encodi ngs of that content. For exanple, packages may defi ne:

1. The SIP nethods and responses in which the UU data may be
present.

2.  The maxi mum nunber of UU data elenents that may be inserted into
a request or response. The default is one per encoding. Note
that a UA may still receive a request with nore than this nmaxinmum
nunber due to redirection. The package needs to define howto
handl e this situation.
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3. The default values for content and encoding if they are not
present. |If the same UU data nay be inserted nultiple tines
with different encodi ngs, the package needs to state this. A
package may support and define nultiple contents and their
associ at ed encodi ngs and reuse contents defined by other
packages

4. Any size limtations on the UU data. Size needs to be specified
interms of the octet stream output of the content, since the
size of the resulting uui-data elenment will vary depending on the
encodi ng schene.

A package MJST define a "purpose" header field value to identify the
package in the coding. A package MJST describe the new application
that is utilizing the UU data and provi de sone use case exanpl es.
The default "content"” value MJST be defined or referenced in another
docunent for the package. Additional allowed contents MAY al so be
defined or referenced. Any restrictions on the size of the UU data
MUST be described. |n addition, a package MAY define a nedia feature
tag per [RFC3840] to indicate support for this UU package. For
exanpl e, the nmedia feature tag "sip.uui-pkl" could be defined to

i ndi cate support for a UU package nanmed pkl. The definition of a
new SIP option tag solely to identify support for a UU package is
NOT RECOMVENDED unl ess there are additional SIP behaviors needed to
i mpl enent this feature.

For an exanple UU package definition, see [RFC7434].
5.1. Extensibility

New "content" val ues MUST describe the semantics of the UU data and
valid encodings, and give sone exanple use cases. A previously
defined UUI content value can be used in a new package. In this
case, the semantics and usage of the content by the new package is
defined within the new package. New UU content types cannot be
added to existing packages -- instead, a new package would need to be
defined. New content values that are defined are added to the | ANA
registry with a Standards Track RFC, which needs to discuss the
issues in this section. |If no new encoding value is defined for a
content, the encoding defaults to "hex" as defined in this docunent.
In this case, the "hex" value will be explicitly stated via the
encodi ng paraneter as the encoding for the content.

New "encodi ng" val ues associated with a new content MJST reference a
speci fic encodi ng schene (such as "hex", which is defined in this
specification) or define the new encoding schene. A previously
defined UU encoding value can be used with a newy defined content.
In this case, the usage of the encoding is defined by the content
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definition. New UU encodings cannot be added to existing contents
-- instead, a new content would need to be defined. Newy defined
encodi ng val ues are added to the 1ANA registry with a Standards Track
RFC, which needs to discuss the issues in this section.

6. | ANA Consi derations

6.1. Registration of User-to-User Header Field

Thi s docunent defines a new SIP header field named "User-to-User".

The followi ng row has been added to the "Header Fields" section of
the SIP parameter registry:

T . I +
| Header Name | Conpact Form | Reference |
Fom e e e e e o B TS S +
| User-to-User | | [RFC7433] |
. e . +

6.2. Registration of User-to-User Header Field Paraneters

Thi s docunent defines the paraneters for the header field defined in
the preceding section. The header field "User-to-User" can contain
the paraneters "encodi ng", "content", and "purpose".

The followi ng rows have been added to the "Header Field Paraneters
and Paraneter Val ues" section of the SIP paraneter registry:

Fom e e e oo oo S e e e a - S +
| Header Field | Parameter Nanme | Predefined Values | Reference |
o e a oo o e oo e e e e ek R +
| User-to-User | encoding | Yes | [RFC7433] |
e e o m e e e e e e me o oo S +
| User-to-User | content | No | [RFC7433] |
Fom e e e oo oo S e e e a - S +
| User-to-User | purpose | No | [RFC7433] |
o e a oo o e oo e e e e ek R +

6.3. Registration of UU Packages

This specification establishes the "UU Packages" subregistry under
<http://ww. i ana. or g/ assi gnnent s/ si p- par anet er s>.

The descriptive text for this subregistry is:

UUl packages provide information about the usage of the UU data in a
User-to-User header field [ RFC7433].
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The registration policy for this registry is "Standards Action" as
defined in [ RFC5226] .

6.4. Registration of UU Content Paraneters

This specification establishes the "UU Content Paraneters”
subregi stry under <http://ww. iana. org/assi gnnents/sip-paraneters>

The descriptive text for this subregistry is:

UUl content provides information about the content of the UUl data in
a User-to-User header field [ RFC7433].

The registration policy for this registry is "Standards Action" as
defined in [ RFC5226] .

6.5. Registration of UU Encoding Paraneters
Thi s specification establishes the "UU Encodi ng Paraneters"”
subregi stry under <http://ww. iana. org/assi gnnments/sip-paraneters>
and initiates its population with the table bel ow
The descriptive text for this subregistry is:

UU encoding provides information about the encoding of the UU data
in a User-to-User header field [ RFC7433].

The registration policy for this registry is "Standards Action" as
defined in [ RFC5226] .

I I e I +
| Encoding | Description | Reference
S o m e e e e e e e e e e e e e e e e e e e e am o S +
| hex | The UUI data is encoded using hexadeci mal | [RFC7433]
. S . . +
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6.6. Registration of SIP Option Tag

This specification registers a new SIP option tag, as per the
guidelines in Section 27.1 of [RFC3261].

This docunent defines the SIP option tag "uui

The follow ng row has been added to the "Option Tags" section of the
SI P Paraneter Registry:

| uui | This option tag is used to indicate that | [ RFC7433]
| | a UA supports and understands the
| | User-to-User header field. | |

7. Security Considerations

UUl data can potentially carry sensitive information that night
require confidentiality protection for privacy or integrity
protection fromthird parties that may wish to read or nodify the UU
data. The three security nodels described in [ RFC6567] nay be
applicable for the UU mechani sm

One nodel treats the SIP |layer as untrusted and requires end-to-end
integrity protection and/or encryption. This nodel can be achieved
by providing these security services at a | ayer above SIP. 1In this
case, applications are encouraged to use their own integrity and/or
encryption nechani sns before passing it to the SIP | ayer

The second approach is for the application to pass the UU w thout
any protection to the SIP layer and require the SIP |l ayer to provide
this security. This approach is possible in theory, although its
practical use would be extrenely limted. To preserve nulti-hop or
end-to-end confidentiality and integrity of UU data, approaches
using S'MME or |Psec can be used, as discussed in the review of

REQ 13 and REQ 14 in Section 3 of this docunent. However, the lack
of depl oynent of these mechani snms neans that applications cannot in
general rely on them being present.

The third nodel utilizes a trust donain and relies on perineter
security at the SIP layer. This is the security nodel of the PSTN
and | SDN where UUl is comonly used today. This approach uses hop-
by-hop security mechani sms and relies on border elenments for
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filtering and application of policy. Standard deployed SIP security
mechani sms such as TLS transport offer privacy and integrity
protection properties on a hop-by-hop basis at the SIP | ayer

If the UU data was included by the UA originator of the SIP request
or response, normal S|P nechanisns can be used to determ ne the
identity of the inserter of the UU data. |f the UU data was

i ncluded by a UA that was not the originator of the request, a

Hi story-Info header field can be used to deternine the identity of
the inserter of the UU data. UAs can apply policy based on the
origin of the UJU data using this information. In short, the UU
data included in an | NVITE can be trusted as nuch as the INVITE
itself can be trusted.

Note that it is possible that this mechani smcould be used as a
covert conmuni cation channel between UAs, conveying information
unknown to the SIP network.

8. References
8.1. Normmtive References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Levels", BCP 14, RFC 2119, March 1997,
<http://ww.rfc-editor.org/info/rfc2119>

[ RFC3261] Rosenberg, J., Schulzrinne, H, Camarillo, G, Johnston
A., Peterson, J., Sparks, R, Handley, M, and E
School er, "SIP: Session Initiation Protocol"”, RFC 3261,
June 2002, <http://ww.rfc-editor.org/info/rfc3261>

[ RFC3515] Sparks, R, "The Session Initiation Protocol (SIP) Refer
Met hod", RFC 3515, April 2003
<http://ww.rfc-editor.org/info/rfc3515>

[ RFC3840] Rosenberg, J., Schul zrinne, H, and P. Kyzivat,
"Indicating User Agent Capabilities in the Session
Initiation Protocol (SIP)", RFC 3840, August 2004,
<http://ww.rfc-editor.org/info/rfc3840>

[ RFC3891] Mahy, R, Biggs, B., and R Dean, "The Session Initiation
Protocol (SIP) "Repl aces" Header", RFC 3891, Septenber
2004, <http://wwww. rfc-editor.org/info/rfc3891>

[ RFC4474] Peterson, J. and C. Jennings, "Enhancenents for
Aut henticated ldentity Managenent in the Session
Initiation Protocol (SIP)", RFC 4474, August 2006,
<http://ww.rfc-editor.org/infol/rfc4474>

Johnston & Rafferty St andards Track [ Page 14]



RFC 7433

[ RFC4648]

[ RFC4916]

[ RFC5226]

[ RFC5246]

[ RFC7044]

[ RFC7434]

SIP UU for CC January 2015

Josefsson, S., "The Basel6, Base32, and Base64 Data
Encodi ngs", RFC 4648, Cctober 2006,
<http://www. rfc-editor.org/info/rfc4648>.

Elwell, J., "Connected Identity in the Session Initiation
Protocol (SIP)", RFC 4916, June 2007,
<http://ww.rfc-editor.org/info/rfc4916>.

Narten, T. and H Alvestrand, "Cuidelines for Witing an
| ANA Considerations Section in RFCs", BCP 26, RFC 5226,
May 2008, <http://ww.rfc-editor.org/info/rfc5226>.

Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.2", RFC 5246, August 2008,
<http://www. rfc-editor.org/info/rfc5246>.

Barnes, M, Audet, F., Schubert, S., van Elburg, J., and
C. Hol nberg, "An Extension to the Session Initiation
Protocol (SIP) for Request History Information", RFC 7044,
February 2014, <http://www.rfc-editor.org/info/rfc7044>.

Drage, K and A. Johnston, "Interworking | SDN Call Control
User Information with SIP', RFC 7434, January 2015,
<http://ww.rfc-editor.org/infolrfc7434>,

8.2. Informative References

[ Q1980]

[ Qr63]

[ Q31]

[ RFC3325]

| TU-T, "The Narrowband Signalling Syntax (NSS) - Syntax
Definition", ITU T Reconmendation Q 1980. 1,
<http://ww.itu.int/itudoc/itu-t/aap/sgllaap/history/
g1980. 1/ g1980. 1. ht m >.

ITUT, "Signalling System No. 7 - |SDN User Part fornmats
and codes", |TU T Reconmendation Q 763,
<http://www. itu.int/rec/ T-REC- Q 763-199912-1/en>.

I TUT, "ISDN user-network interface |layer 3 specification
for basic call control"”, ITUT Recommendati on Q 931,
<http://ww.itu.int/rec/ T-REC Q 931-199805-1/en>.

Jennings, C., Peterson, J., and M Watson, "Private
Extensions to the Session Initiation Protocol (SIP) for
Asserted ldentity within Trusted Networks", RFC 3325,
Novenber 2002, <http://ww. rfc-editor.org/info/rfc3325>.

Johnston & Rafferty St andards Track [ Page 15]



RFC 7433

[ RFC3372]

[ RFC4475]

[ RFC5727]

[ RFC6086]

[ RFC6567]

SIP UU for CC January 2015

Venmuri, A and J. Peterson, "Session Initiation Protocol
for Tel ephones (SIP-T): Context and Architectures"”, BCP
63, RFC 3372, Septenber 2002,

<http://ww. rfc-editor.org/info/rfc3372>.

Sparks, R, Hawylyshen, A, Johnston, A., Rosenberg, J.,
and H Schul zrinne, "Session Initiation Protocol (SIP)
Torture Test Messages", RFC 4475, May 2006,

<http://ww. rfc-editor.org/info/rfcdd475>.

Peterson, J., Jennings, C., and R Sparks, "Change Process
for the Session Initiation Protocol (SIP) and the Real -
tinme Applications and Infrastructure Area", BCP 67, RFC
5727, March 2010,

<http://ww. rfc-editor.org/info/rfc5727>.

Hol mberg, C., Burger, E., and H Kapl an, "Session
Initiation Protocol (SIP) INFO Method and Package
Framewor k", RFC 6086, January 2011,
<http://ww.rfc-editor.org/info/rfc6086>.

Johnston, A and L. Liess, "Problem Statenent and
Requirements for Transporting User-to-User Call Control
Information in SIP", RFC 6567, April 2012,
<http://ww.rfc-editor.org/infol/rfc6567>.

Johnston & Rafferty St andards Track [ Page 16]



RFC 7433 SIP UU for CC January 2015

Appendi x A, O her Possi bl e Mechani sns

Two ot her possible nmechanisnms for transporting UUl data will be
descri bed: M M body and URI paraneter transport.

A.l. Wy INFOis Not Used

Since the I NFO net hod [ RFC6086] was devel oped for | SDN User Part
(1'SUP) interworking of User-to-User Information, it might seemto be
the | ogi cal choice here. For non-call control User-to-User
Information, INFO can be utilized for end-to-end transport. However,
for transport of call control User-to-User Information, |INFO can not
be used. As the call flows in [RFC6567] show, the information is
related to an attenpt to establish a session and needs to be passed
with the session setup request (INVITE), responses to that INVITE, or
session termnation requests. As a result, it is not possible to use
I NFO in these cases.

A. 2. Wiy O her Protocol Encapsul ation UU Mechani sns Are Not Used

O her protocols have the ability to transport UUl data. For exanpl e,
consider the I TUT Recomendati on Q 931 User-user information el ement
[@@31] and the I TU-T Reconmendation Q 763 User-to-User information
paraneter [Qr63]. |In addition, the Narrowband Signalling System
(NSS) [Q1980] is also able to transport UU data. Should one of
these protocols be in use, and present in both User Agents, then
utilizing these other protocols to transport UU data night be a

| ogi cal solution. Essentially, this is just adding an additi onal

| ayer in the protocol stack. |In these cases, SIP is not transporting
the UUl data; it is encapsul ating another protocol, and that protocol
is transporting the UU data. Once a nechanismto transport that
other protocol using SIP exists, the UU data transport function is
essentially obtained without any additional effort or work.

However, the CUSS working group believes, consistent with its
charter, that SIP needs to have its own native UU data transport
mechanism It is not reasonable for a SIP UA to have to inpl enent
anot her entire protocol (either ISDN or NSS, for exanple) just to get
the very sinple UU data transport service. O course, this work
does not preclude anyone from using other protocols with SIP to
transport UU dat a.

A. 3. M ME Body Approach
One nmethod of transport is to use a MM body. This is in keeping
with the Session Initiation Protocol for Tel ephones (SIP-T)

architecture [RFC3372] in which MM bodies are used to transport
I SUP information. Since the INVITE will normally have a Session
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Description Protocol (SDP) nessage body, the resulting INVITE with
SDP and UU data will be nultipart MME. This is not ideal as many
SIP UAs do not support multipart M ME | NVI TEs.

A bigger problemis the insertion of a UU mnessage body by a redirect
server or in a REFER  The body would need to be encoded in the
Contact URI of the 3xx response or the Refer-To URI of a REFER
Currently, the authors are not aware of any UAs that support this
capability today for any body type. As such, the conplete set of
semantics for this operation would need to be deternined and defi ned.
Some issues will need to be resolved, such as, do all the Content-*
header fields have to be included as well? And, what if the included
Content-Length does not agree with the included body?

Since proxies cannot renmove a body froma request or response, it is
not clear how this nmechani smcould neet REQ 9.

The requirenent for integrity protection could be net by the use of
an S/M ME signature over the body, as defined in "Securing M ME
bodi es", Section 23.3 of RFC 3261. Alternatively, this could be
achi eved using [ RFC4474]. The requirenent for end-to-end privacy
could be net using S/MME encryption or using encryption at the
application [ayer. However, note that neither S/IMME or RFC 4474
enj oys depl oynent in SIP today.

An exanpl e:

<al | OneLi ne>

Cont act: <sip:+12125551212@at eway. exanpl e. con?Cont ent - Type=

appl i cati on/ uui &ody=Zed 9i 2i cVgaNvai | T6F5i J90nB6m/uTS40OK05MvDkOQ4 Xs>
</ al | OneLi ne>

As such, the M ME body approach neets REQ 1, REQ 2, REQ 4, REQ 5,
REQ 7, REQ 11, REQ 13, and REQ 14. Meeting REQ 12 seens possible,
al t hough the aut hors do not have a specific nmechanismto propose.
Meeting REQ- 3 is problematic but not inpossible for this nechanism
However, this nechani sm does not seemto be able to neet REQ 9.

A 4. URI Par anet er

Anot her proposed approach is to encode the UUl data as a URI
paraneter. This UU paraneter could be included in a Request-URl or
in the Contact URI or Refer-To URI. It is not clear howit could be
transported in a response that does not have a Request-URI, or in BYE
requests or responses.
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<al | OneLi ne>

Contact: <sip:+12125551212@at eway. exanpl e. com uui =Zed 9i 2i cvVqaNvai | T
6F5i J90MBmvuTS4OKO5M)v DkOQ4 Xs >

</ al | OneLi ne>

An I NVITE sent to this Contact URI would contain UU data in the
Request-URI of the INVITE. The URl paranmeter has a drawback in that
a URI paraneter carried in a Request-URI will not survive retargeting
by a proxy as shown in Figure 2 of [RFC6567]. That is, if the URI is
i ncluded with an Address of Record instead of a Contact URI, the URI
paraneter in the Request-URI w |l not be copied over to the Contact
URI, resulting in the loss of the information. Note that if this
same URI was present in a Refer-To header field, the sane | oss of

i nformati on woul d occur.

The URI paraneter approach would neet REQ 3, REQ 5, REQ 7, REQ 9, and
REQ- 11. It is possible the approach could neet REQ 12 and REQ 13.
The mechani sm does not appear to neet REQ 1, REQ 2, REQ 4, and

REQ 14.
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