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1. Introduction

Thi s docunent defines a YANG [ RFC6020] data nmodel for the
configuration of SNVWP engi nes. The configuration nodel is consistent
with the M B nodul es defined in [RFC3411], [RFC3412], [RFC3413],

[ RFC3414], [RFC3415], [RFC3417], [RFC3418], [RFC3419], [RFC3584],

[ RFC3826], [RFC5591], [RFC5592], and [RFC6353] but takes advantage of
YANG s ability to define hierarchical configuration data nodels.

The configuration data nodel in particular has been designed for SNW
depl oynents where SNWP runs in read-only node and the Network
Configuration Protocol (NETCONF) is used to configure the SNWP agent.
Nevert hel ess, the data nodel allows inplenentations that support
wite access both via SNVWP and NETCONF in order to interwork with
SNMP managenent applications mani pul ati ng SNMP agent configuration
using SNMP. Further details can be found in Section 3.

The YANG data nodel focuses on configuration. Operational state
objects are not explicitly nodel ed. The operational state of an SNW
agent can be accessed either directly via SNMP or, alternatively, via
NETCONF using the read-only translation of the relevant SNVP M B
nmodul es i nto YANG nodul es [ RFC6643].

This docunent al so defines a YANG data nodel for mapping an X 509
certificate to a nane.

The keywords "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119].

2. Data Mbodel

In order to preserve the nodularity of SNMP, the YANG configuration

data nodel is organized in a set of YANG subnodul es, all sharing the
sanme nodul e nanespace. This all ows addi ng configuration support for
addi ti onal SNWP features while keeping the nunber of namespaces that
have to be dealt with down to a nininum
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2.1. Tree Diagrans

A sinmplified graphical representation of the data nodel is used in
this docunent. The meaning of the synbols in these diagrans is as
fol | ows:

o Brackets "[" and "]" enclose |ist keys.

0 Abbreviations before data node nanmes: "rw' neans configuration
(read-wite), and "ro" neans state data (read-only).

o Synbols after data node nanes: "?" neans an optional node, "!"

means a presence container, and "*" denotes a list and leaf-1Iist.

o0 Parentheses encl ose choi ce and case nodes, and case nodes are al so
marked with a colon (":").

o Elipsis ("...") stands for contents of subtrees that are not
shown.

2.2. Ceneral Considerations

Most YANG nodes are mapped 1-1 to the corresponding M B object. The
"reference" statenent is used to indicate which corresponding MB
obj ect the YANG node is mapped to. Wen there is not a sinple 1-1
mappi ng, the "description" statenment explains the mapping.

The persistency nodels in SNMP and NETCONF are quite different. In
NETCONF, the persistency is defined by the datastore, whereas in
SNWP, it is defined either explicitly in the data nodel or on a row
by-row basis using the Textual Convention "StorageType". Thus, in

t he YANG nodel defined here, the "StorageType" columms are not
present. For inplenentation guidelines, see Section 3.

In SNMP, row creation and deletion are controlled using the Textua
Convention "RowStatus". |In NETCONF, creation and deletion are
handl ed by the protocol, not in the data nodel. Thus, in the YANG
nodel defined here, the "RowStatus" columms are not present.

2.3. Comon Definitions
The subnodul e "ietf-snnp-conmmon" defines a set of comon typedefs and

the top-level container "snnp". Al configuration paraneters defined
in the other subnodul es are organi zed under this top-Ilevel container
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2.4. Engine Configuration

The subnodul e "ietf-snnp-engi ne", which defines configuration
paraneters that are specific to SNWP engi nes, has the follow ng
structure:

+--rw snnmp
+--rw engi ne

+--rw v1? enpty

+--rw v2c? enpty
|  +--rw v3? enpty
+--rw engi ne-i d? snnp: engi ne-i d
+--rw enabl e- aut hen-traps? bool ean

+--rw enabl ed? bool ean
+--rw |isten* [nane]

| +--rw name snnp: i dentifier

| +--rw (transport)

| +--: (udp)

| +--rw udp

| +--rwip i net:ip-address
| +--rw port? i net: port - nunber
+--rw version

|

|

The | eaf "/snnp/engi ne/ enabl ed" can be used to enabl e/ di sabl e an SNWP
engi ne.

The list "/snnp/engine/listen"” provides configuration of the
transport endpoints the engine is listening to. |In this subnodul e,
SNWMP over UDP is defined. The Secure Shell (SSH) Protocol, Transport
Layer Security (TLS), and Datagram Transport Layer Security (DTLS)
are al so supported, defined in "ietf-snnp-ssh" (Section 2.13) and
"ietf-snnp-tls" (Section 2.12), respectively. The "transport" choice
is expected to be augnmented for other transports.

The "/snnp/ engi ne/ versi on" container can be used to enabl e/ di sabl e
the different nessage processing nodels [ RFC3411].
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2.5. Target Configuration

The subnodul e "ietf-snnp-target"”, which defines configuration
paraneters that correspond to the objects in SNVMP-TARGET-M B, has the
foll owi ng structure:

+--rw snnp
+--rw target* [nane]

+--rw tinmeout? ui nt 32

+--rwretries? uint8

+--rw target-parans snnp:identifier
+--rw target-parans* [nane]

+--rw hame snnp:identifier

+--rw (parans)?

| +--rw name snnp:identifier

| +--rw (transport)

| | +--:(udp)

| +--rw udp

| +-rwip i net:ip-address
| | +--rw port? i net: port-nunber
| | +--rw prefix-1length? ui nt 8

| +--rwtag* snnp: i dentifier

|

|

|

An entry in the list "/snnp/target" corresponds to an
"snnpTar get Addr Ent ry".

The "snnpTar get Addr TDonmai n" and "snnpTar get Addr TAddr ess" obj ects are
mapped to transport-specific YANG nodes. Each transport is
configured as a separate case in the "transport” choice. |In this
subnodul e, SNWP over UDP is defined. TLS and DTLS are al so
supported, defined in "ietf-snnp-tls" (Section 2.12). The
"transport" choice is expected to be augnented for other transports.

An entry in the list "/snnp/target-parans” corresponds to an

"snnpTar get ParansEntry”. This |list contains a choice "parans”, which
i s augnented by subnodul es specific to the security nodel, currently,
"ietf-snnmp-comunity" (Section 2.8), "ietf-snnp-usm' (Section 2.10),

and "ietf-snmp-tls" (Section 2.12).
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2.6. Notification Configuration

The subnodul e "ietf-snnp-notification”, which defines configuration
paraneters that correspond to the objects in SNMP-NOTI FI CATI ON- M B,
has the follow ng structure:

+--rw snnmp

+--rw notify* [nane]

| +--rw name snnp:identifier

| +--rwtag snnp: i dentifier

| +--rwtype? enuner ati on

+-rw notify-filter-profile* [nane]
+--rw hame snnp: i dentifier
+--rw incl ude* snnp: wi | dcar d- obj ect-identifier
+--rw excl ude* snnp: wi | dcar d- obj ect-identifier

Thi s subnodul e al so augnents the "target-parans” |list defined in the
"ietf-snnp-target" subnodule (Section 2.5) with one |eaf:

+--rw snnp
+--rw target-parans* [nane]

;l:rM/notify—filter-profile? | eaf r ef

An entry in the list "/snnp/notify" corresponds to an
"snnpNot i fyEntry"

An entry in the list "/snnp/notify-filter-profile" corresponds to an

"snmpNotifyFilterProfileEntry". 1In the MB, there is a sparse
rel ati onshi p between "snnpTar get Par ansTabl e" and
"snmpNotifyFilterProfileTable". 1In the YANG nodel, this sparse

relationship is represented with a |leafref |eaf
"notify-filter-profile"” in the "/snnp/target-parans” |ist, which
refers to an entry in the "/snnp/notify-filter-profile" list.

The "snnpNotifyFilterTable" is represented as a list "filter" within
the "/snnp/notify-filter-profile" list.

Thi s subnodul e defines the feature "notification-filter". A server

i npl ements this feature if it supports SNWVP notification filtering
[ RFC3413] .
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2.7. Proxy Configuration

The subnodul e "ietf-snnp-proxy", which defines configuration
paraneters that correspond to the objects in SNMP-PROXY-M B, has the
foll owi ng structure:

+--rw snnp
+--rw proxy* [nane]

+--rw name snnp:identifier
+--rwtype enuner ati on

+--rw cont ext-engine-id snnp: engi ne-i d
+--rw cont ext - name? snnp: cont ext - nane
+--rw target-parans-in? snnp: i dentifier
+--rw singl e-target-out? snnp:identifier
+--rw nul tiple-target-out? snnp: i dentifier

An entry in the list "/snnp/proxy" corresponds to an
"snnpProxyEntry".

Thi s subnodul e defines the feature "proxy". A server inplenments this
feature if it can act as an SNWVP proxy [RFC3413].

2.8. Comunity Configuration

The subnodul e "ietf-snnp-conmunity”, which defines configuration
paraneters that correspond to the objects in SNVWP-COVMUN TY-M B, has
the follow ng structure:

+--rw snnp
+--rw comuni ty* [index]
+--rw i ndex snnp: i dentifier
+--rw (nane)?
| +--:(text-nane)

| | +--rwtext-nanme? string

| +--:(binary-nane)

| +--rw bi nary-nanme? bi nary

+--rw security-nane snnp: security-name
+--rw engi ne-i d? snnp: engi ne-i d
+--rw cont ext? snnp: cont ext - nane
+--rw target-tag? snnp: i dentifier

Thi s subnodul e al so augnents the "/snnp/target-parans/parans”" choice
with nodes for the Comunity-based Security Mddel used by SNWPv1l and
SNWPv2c:
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+--rw snnp
+--rw target-parans* [nane]

.+;;rw (parans) ?

|
|
| +--:(vl)
| |  +-rwvl
| | +--rw security-nane snnp: security- name
| +--:(v2c)
| +--rw v2c
| +--rw security-nane snnp: security- name
+--rw target* [nane]
+--rw nms? uni on

An entry in the list "/snnp/community" corresponds to an
"snnpConmuni t yEntry".

When a case "v1" or "v2c¢c" is chosen, it inplies an

snnpTar get Par ansMPModel 0 (SNWPv1l) or 1 (SNWMPv2), and an

snnpTar get Par ansSecurityModel 1 (SNMPv1l) or 2 (SNWPv2), respectively.
Both cases inply an snnpTarget ParansSecuritylLevel of noAut hNoPriv.

2.9. View Based Access Control Mbdel Configuration

The subnodul e "ietf-snnp-vacnt, which defines configuration
paraneters that correspond to the objects in SNWP-VI EW BASED- ACM M B,
has the foll owi ng structure:

+--rw snnp
+--rw vacm
+--rw group* [ nane]

| +--rw nane gr oup- namne
+--rw nenber* [security-nane]
| +--rw security-nane snnp: security-nane

| +--rw security-nodel* snnp: security-nodel
+--rw access* [context security-nmodel security-Ievel]

|
|
|
|
| +--rw cont ext snnp: cont ext - name
| +--rw context-match? enuner ati on
| +--rw security-nodel snnp: securi ty-nodel - or - any
| +--rw security-1evel snnp: security-1evel
| +--rw read-vi ew? Vi ew name
| +-rw wite-view? Vi ew name
| +--rw notify-view? Vi ew nane
+--rw vi ew* [ nane]
+--rw nane Vi ew nane

+--rw incl ude* snnp: wi | dcar d- obj ect-identifier
+--rw excl ude* snnp: wi | dcar d- obj ect-identifier
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The "vacnBecurityToG oupTabl e" and "vacmAccessTabl e" are mapped to a
structure of nested lists in the YANG nodel. G oups are defined in
the list "/snnp/vacnigroup", and for each group, there is a sublist
"menber" that maps to "vacnSecurityToG oupTabl e" and a subli st
"access" that maps to "vacmAccessTabl e".

MB views are defined in the list "/snnp/vacm view', and for each MB
view, there is a leaf-list of included subtree fanmilies and a | eaf-
list of excluded subtree fanmilies. This is nore conpact and thus a
nore readabl e representati on of the "vacnVi ewlreeFam | yTabl e".

2.10. User-Based Security Mdel Configuration

The subnodul e "ietf-snnp-usnt, which defines configuration paranmeters
that correspond to the objects in SNWP-USER- BASED- SM M B, has the
foll owi ng structure:

+--rw snnmp
+--rw usm

+--rw | ocal

| +--rw user* [nane]

| +-- {common user parans}

+--rw renot e* [engine-id]
+--rw engine-id snnp: engi ne-i d
+--rw user* [ nane]

+-- {conmon user parans}

The "{common user parans}" are:

+--rw name snnp: i dentifier
+--rw aut h!
| +--rw (protocol)
| +- - (md5)
| |  +--rw nmd5
| | +-- rw key yang: hex-string
| +--:(sha)
| +--rw sha
| +-- rw key yang: hex-string
+-rw priv!
+--rw (protocol)
+--:(des)
| +--rw des
| +-- rw key yang: hex-string
+--:(aes)
+--rw aes
+-- rw key yang: hex-string
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Thi s subnodul e al so augnents the "/snnp/target-parans/parans”" choice
with nodes for the SNMP User-based Security Mbdel.

+--rw snnp
+--rw target-parans* [nane]

.Jr::rw(params)?

+--:(usm
+--rw usm
+--rw user-nane snnp: security-name
+--rw security-1evel security-1|evel

In the MB, there is a single table with local and renote users,
i ndexed by the engine ID and user nane. |In the YANG nodel, there is
one list of local users and a nested list of renote users.

In the MB, there are several objects related to changing the

aut hentication and privacy keys. These objects are not present in
the YANG nodel. However, the localized key can be changed. This
inmplies that if the engine IDis changed, all users keys need to be
changed as wel | .

2.11. Transport Security Mddel Configuration
The subnodul e "ietf-snnp-tsni, which defines configuration paraneters
that correspond to the objects in SNMP-TSM M B, has the foll ow ng
structure:
+--rw snnp
+--rwtsm
+--rw use-prefix? bool ean

Thi s subnodul e al so augnents the "/snnp/target-parans/parans”" choice
wi th nodes for the SNWP Transport Security MNodel .

+--rw snnp
+--rw target-parans* [nane]

Feorw (paramns) ?

+--:(tsm
+--rw tsm
+--rw security-nane snnp: security-name
+--rw security-1evel security-1|evel

Thi s subnodul e defines the feature "tsnf. A server inplenments this
feature if it supports the Transport Security Mdel (TSM [RFC5591].
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2.12. Transport Layer Security Transport Mbdel Configuration
The subnodule "ietf-snnp-tls", which defines configuration paraneters
that correspond to the objects in SNMP-TLS-TM M B, has the foll ow ng
structure:
+--rw snnp

+--rw target* [nane]

+--rw (transport)

+oi(tls)
| +-- {common (d)tls transport parans}
+--:(dtls)

+-rwdtls
+-- {common (d)tls transport parans}
+--rwtlstm
+--rw cert-to-name* [id]

|
|
|
|
| | +-rwtls
|
|
|
|

+-rwid ui nt 32

+--rw fingerprint x509c2n: tls-fingerprint
+--rw map-type identityref

+--rw name string

The "{common (d)tls transport parans}" are:

+--rwip? i net: host

+--rw port? i net: port - nunber
+-rwclient-fingerprint? x509c2n:tls-fingerprint
+--rw server-fingerprint? x509c2n: tls-fingerprint
+--rw server-identity? snnp: adni n-string
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Thi s subnodul e al so augnents the "/snnp/engine/listen/transport”
choice with objects for the D(TLS) transport endpoints:

+--rw snnp
+--rw engi ne

+--rw |isten* [nane]

+--rw (transport)

+-:(tls)
| +-rwtls
| +-rwip i net:ip-address
| +--rw port? i net: port-nunber
+--:(dtls)
+-rwdtls
+-rwip i net:ip-address
+--rw port? i net: port-nunber

Thi s subnodul e defines the feature "tlstnf. A server inplenments this
feature if it supports the Transport Layer Security (TLS) Transport
Model (TLSTM [ RFC6353].

2.13. Secure Shell Transport Mdel Configuration
The subnodul e "ietf-snnp-ssh”, which defines configuration paraneters
that correspond to the objects in SNMP-SSH TM M B, has the foll ow ng
structure:

+--rw snnp

+--rw target* [nane]

+--rw (transport)

+--:(ssh)
+--rw ssh
+-rwip i net: host
+--rw port? i net: port-nunber

+--rw username?  string
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It al so augnents the "/snnp/engine/listen/transport” choice with
objects for the SSH transport endpoints:

+--rw snnp
+--rw engi ne

+--rw |isten* [nane]

+--rw (transport)

+--:(ssh)
+--rw ssh
+-rwip i net: host
+--rw port? i net: port-nunber

+--rw usernanme? string

Thi s subnodul e defines the feature "sshtnf. A server inplements this
feature if it supports the Secure Shell Transport Mdel (SSHTM
[ RFC5592] .

3. Inplenmentation Guidelines

This section describes some chall enges for inplenentations that

support both the YANG nodels defined in this docunent and either
read-write or read-only SNWP access to the sane data, using the
standard M B nodul es.

As described in Section 2.2, the persistency nodels in NETCONF and
SNMP are quite different. This poses a challenge for an

i mpl enentation to support both NETCONF and SNMP access to the sane
data, in particular if the data is witable over both protocols.
Specifically, the configuration data may exist in some conbi nation of
the three NETCONF configuration datastores, and this data nust be
mapped to rows in the SNMP tables, in some SNWP contexts, wth proper
val ues for the StorageType col ums.

This problemis not new, it has been handled in nmany inpl enentations
that support configuration of the SNMP engi ne over a conmand |ine
interface (CLI), which normally have a persistency nodel simlar to
NETCONF.

Since there is not one solution that works for all cases, this

docunent does not provide a recomended sol ution. Instead, sone of
the chall enges involved are descri bed bel ow
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3.1. Supporting read-only SNMP Access

If a device inplenents only :writable-running, it is trivial to map
the contents of "running" to data in the SNWP tables, where all
i nstances of the StorageType col ums have the value "nonVol atil e”

If a device inplenents :candi date but not :startup, the

i mpl enent ati on nmay choose to not expose the contents of the

"candi date" datastore over SNWP and map the contents of "running" as
descri bed above. As an option, the contents of "candi date" mi ght be
accessible in a separate SNVWP cont ext.

If a device inplenents :startup, the handling of StorageType becones
nore difficult. Since the contents of "running" and "startup" m ght
differ, data in "running" cannot automatically be mapped to instances

with StorageType "nonVolatile". [If a particular entry exists in
"runni ng" but not in "startup", its StorageType should be "vol atile".
If a particular entry exists in "startup" but not "running", it

shoul d not be mapped to an SNWP instance, at |least not in the default
SNVP cont ext.

3.2. Supporting read-write SNVP Access

If the inplenentation supports read-wite access to data over SNW
and specifically creation of table rows, special attention has to be
given to the handling of the RowStatus and StorageType colums. The
problemis to deternmine which table rows to store in the
configuration datastores and which configuration datastore is
appropriate for each row

The SNWVP tabl es contain a mx of configured data and operationa
state, and only rows with an "active" RowStatus col umm shoul d be
stored in a configuration datastore.

If a device inplenents only :witabl e-running, "active" rows with a
"nonVol atil e" StorageType colunn can be stored in "running". Rows
with a "volatile" StorageType colum are operational state.

If a device inplenents :candidate but not :witable-running, all
configuration changes typically go through the "candi date", even if
they are done over SNWP. An inplenentation mght have to perform
sone automatic commit of the "candi date" when data is witten over
SNMP, since there is no explicit "conmit" operation in SNWP.

If a device inplenments :startup, "nonVolatile" rows cannot just be
written to "running"; they must also be copied into "startup".
"volatile" rows may be treated as operational state and not copied to
any datastore, or they may be copied into "runni ng"
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Cooper ati ng SNVMP nanagenent applications may use spin | ock objects
(snnpTar get Spi nLock [ RFC3413], usniser Spi nLock [ RFC3414],

vacnVi ewSpi nLock [ RFC3415]) to coordi nate concurrent wite requests.
| mpl enent ati ons supporting nodifications of MB objects protected by
a spin lock via NETCONF should ensure that the spin | ock objects are
properly increnented whenever objects are changed via NETCONF. This
al | ows cooperati ng SNMP managenent applications to di scover that
concurrent nodifications are taking place.

4. Definitions

4.1. Module 'ietf-x509-cert-to-nange’
Thi s YANG nodul e i nports typedefs from [ RFC6991].
<CODE BEGA NS> file "ietf-x509-cert-to-nane.yang"
nodul e i etf-x509-cert-to-nane {

nanespace "urn:ietf:parans: xm:ns:yang:ietf-x509-cert-to-nane";
prefix x509c2n;

i mport ietf-yang-types {
prefix yang;

}

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Wbrki ng G oup”

cont act
"WG Web: <http://tools.ietf.org/wy/ netnod/>
WG List: <mailto:netnod@etf.org>

WG Chair: Thomas Nadeau
<muai | t 0: t nadeau@ uci dvi si on. conp

WG Chai r: Juergen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>

Edi t or: Martin Bjorkl und
<mailto:nbj @ail-f.conp

Edi t or: Juer gen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>"

description

"This nodul e contains a collection of YANG definitions for
extracting a name froman X 509 certificate.
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The algorithmused to extract a name froman X 509 certificate
was first defined in RFC 6353.

Copyright (c) 2014 | ETF Trust and the persons identified as
aut hors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is pernitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the IETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 7407; see
the RFC itself for full legal notices."

ref erence
"RFC 6353: Transport Layer Security (TLS) Transport Model for
the Sinple Network Managenment Protocol (SNWP)"

revision 2014-12-10 {
description
"Initial revision.";
ref erence
"RFC 7407: A YANG Data Model for SNWMP Configuration”;

}

typedef tls-fingerprint {
type yang: hex-string {
pattern ' ([0-9a-fA-F]){2}(: ([0-9a-fA-F]){2}){0, 254}’
}

description
"A fingerprint value that can be used to uniquely reference
other data of potentially arbitrary | ength.

A tls-fingerprint value is conposed of a 1-octet hashing
algorithmidentifier followed by the fingerprint value. The
first octet value identifying the hashing algorithmis taken
fromthe 1 ANA ' TLS HashAl gorithm Registry’ (RFC 5246). The
remai ning octets are filled using the results of the hashing
algorithm™";
reference
"RFC 6353: Transport Layer Security (TLS) Transport Mode
for the Sinple Network Managenent Protocol (SNWP)
SNMP- TLS- TM M B. SnnpTLSFi nger print";
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/* ldentities */

identity cert-to-nane {
description
"Base identity for algorithns to derive a name froma
certificate.";

}

identity specified {
base cert-to-nane;
description
"Directly specifies the nane to be used for the certificate.
The value of the leaf "nane’ in the cert-to-name list is
used. ";
reference
"RFC 6353: Transport Layer Security (TLS) Transport Model
for the Sinple Network Managenent Protocol (SNWP).
SNWP- TLS- TM M B. snnpTI st nCer t Speci fi ed"

}

identity san-rfc822-nanme {
base cert-to-nane;
description
"Maps a subjectAltNanme’'s rfc822Nane to a nane. The |ocal part
of the rfc822Nanme is passed unaltered, but the host-part of
t he nanme nust be passed in | owercase. For exanple, the
rfc822Name field FooBar @xanpl e. COMi s napped to name
FooBar @xanpl e. com ";
ref erence
"RFC 6353: Transport Layer Security (TLS) Transport Model
for the Sinple Network Managenent Protocol (SNWP).
SNMP- TLS- TM M B. snnpTIl st nCer t SANRFC822Nane" ;

}

identity san-dns-nane {
base cert-to-nane;
description
"Maps a subject Alt Nane’s dNSNane to a nane after first
converting it to all |owercase (RFC 5280 does not specify
converting to | owercase, so this involves an extra step).
This mapping results in a 1:1 correspondence between
subj ect Al t Nane dNSNane val ues and the nane val ues."
reference
"RFC 6353: Transport Layer Security (TLS) Transport Mode
for the Sinple Network Managenent Protocol (SNWP)
SNVP- TLS- TM M B. snnpTI st nCer t SANDNSNane" ;
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identity san-ip-address {
base cert-to-nane;
description
"Maps a subjectAltNane’'s i PAddress to a name by
transform ng the binary-encoded address as foll ows:

1) for IPv4, the value is converted into a
deci mal -dotted quad address (e.g., '192.0.2.1").

2) for I Pv6 addresses, the value is converted into a
32-character, all-lowercase hexadeci mal string
wi t hout any col on separators.

This mapping results in a 1:1 correspondence between
subj ect Al t Nane i PAddress val ues and t he nane val ues."
ref erence
"RFC 6353: Transport Layer Security (TLS) Transport Mbdde
for the Sinple Network Managenent Protocol (SNWP)
SNMP- TLS- TM M B. snnpTIl st nCer t SANI pAddr ess”
}

identity san-any {
base cert-to-nane;
description
"Maps any of the following fields using the corresponding
mappi ng al gorithmns:

Fomm e e e o - B +

| Type | Algorithm |

R oo |

| rfc822Nane | san-rfc822-nane |
dNSName | san-dns-name

| i PAddress | san-ip-address

Fomm e e e o - B +

The first matching subjectAltNanme value found in the
certificate of the above types MJIST be used when deriving
the nane. The mapping algorithmspecified in the
"Algorithm colum MJST be used to derive the nane

This mapping results in a 1:1 correspondence between
subj ect Al t Nane val ues and name val ues. The three sub-mappi ng
al gorithnms produced by this conbined al gorithm cannot produce
conflicting results between thensel ves."
ref erence
"RFC 6353: Transport Layer Security (TLS) Transport Model
for the Sinple Network Managenent Protocol (SNWP).
SNVP- TLS- TM M B. snnpTI st nCer t SANAny" ;
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}

i dentity conmon-nane {
base cert-to-nane;
description
"Maps a certificate’'s CormonNane to a nane after converting
it to a UTF-8 encoding. The usage of CommobnNanes is
deprecated, and users are encouraged to use subject Al t Nane
mappi ng net hods instead. This nmapping results in a 1:1
correspondence between certificate CormonNane val ues and nane
val ues.";
ref erence
"RFC 6353: Transport Layer Security (TLS) Transport Mode
for the Sinple Network Managenent Protocol (SNWP).
SNWP- TLS- TM M B. snnpTl st nCer t CormonNane" ;

}

/*
* & oupi ngs
*/

groupi ng cert-to-nane {
description
"Defines nodes for mapping certificates to names. Mbdul es
that use this grouping should describe how the resulting
name is used.";

list cert-to-nane {
key id;
description
"This list defines how certificates are mapped to nanes.
The nane is derived by considering each cert-to-nane
list entry in order. The cert-to-nane entry’s fingerprint
determ nes whether the list entry is a match:

1) If the cert-to-nane list entry’'s fingerprint val ue
mat ches that of the presented certificate, then consider
the list entry a successful nmatch.

2) If the cert-to-nanme list entry’s fingerprint val ue
mat ches that of a locally held copy of a trusted CA
certificate, and that CA certificate was part of the CA
certificate chain to the presented certificate, then
consider the list entry a successful match.

Once a matching cert-to-nanme list entry has been found, the

map-type is used to determ ne how the nane associated with
the certificate should be determned. See the map-type
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| eaf’s description for details on deternining the nanme val ue.
If it is inpossible to determi ne a name fromthe cert-to-nane
list entry's data conbined with the data presented in the
certificate, then additional cert-to-name list entries MJST
be searched to | ook for another potential match

Security adm nistrators are encouraged to nmake use of
certificates with subjectAltNane fields that can be mapped to
nanes so that a single root CA certificate can allow all
child certificates’ subjectAltName fields to map directly to
a nane via a 1:1 transformation.”
ref erence
"RFC 6353: Transport Layer Security (TLS) Transport Mode
for the Sinple Network Managenent Protocol (SNWP).
SNMP- TLS- TM M B. snnpTl st nCert TOTSNEnt r y"

leaf id {
type uint32;
description
"The id specifies the order in which the entries in the
cert-to-name list are searched. Entries with | ower
nunbers are searched first."
ref erence
"RFC 6353: Transport Layer Security (TLS) Transport Model
for the Sinple Network Managenent Protoco
( SNVP) .
SNMP- TLS- TM M B. snnpTl st nCert TOTSNI D' ;
}

| eaf fingerprint {
type x509c2n:tls-fingerprint;
mandat ory true
description
"Specifies a value with which the fingerprint of the
full certificate presented by the peer is conpared. |If
the fingerprint of the full certificate presented by the
peer does not match the fingerprint configured, then the
entry is skipped, and the search for a match continues."
reference
"RFC 6353: Transport Layer Security (TLS) Transport Model
for the Sinple Network Managenent Protoco
( SNWVP)
SNMP- TLS- TM M B. snnpTIl st nCert TOTSNFi ngerprint"”;
}

| eaf map-type {
type identityref {
base cert-to-nane;
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mandat ory true
description
"Specifies the algorithmused to map the certificate
presented by the peer to a nane.

Mappi ngs that need additional configuration objects should
use the "when' statenent to nake them conditional based on
the map-type.";
reference
"RFC 6353: Transport Layer Security (TLS) Transport Mbdde
for the Sinple Network Managenent Protoco
( SNVP) .
SNVP-TLS- TM M B. snnpTIl st mCert TOoTSNMapType";
}

| eaf nane {
when "../map-type = 'x509c2n: specified ";
type string;
mandat ory true
description
"Directly specifies the NETCONF usernane when the
map-type is 'specified .";
ref erence
"RFC 6353: Transport Layer Security (TLS) Transport Mode
for the Sinple Network Managenent Protoco
( SNVP)
SNVP- TLS- TM M B. snnpTIl st nCert ToTSNDat a" ;
}
}
}
}

<CODE ENDS>

4.2. Module 'ietf-snnp’
<CODE BEG NS> file "ietf-snnp.yang"
nmodul e ietf-snnmp {

nanespace "urn:ietf:parans: xm:ns:yang:ietf-snnp";
prefix snnp;

i ncl ude ietf-snnp-comon {
revi si on-date 2014-12-10;

i nclude ietf-snnp-engine {
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revi sion-date 2014-12-10;

}

include ietf-

snnp-target {

revi si on-date 2014-12-10;

i nclude ietf-

snnp-notification {

revi sion-date 2014-12-10;

include ietf-

snnp- proxy {

revi sion-date 2014-12-10;

i nclude ietf-

snnp-conmunity {

revi sion-date 2014-12-10;

include ietf-

snnp-usm {

revi si on-date 2014-12-10;

i nclude ietf-

snnp-tsm {

revi sion-date 2014-12-10;

}

include ietf-

snnp-vacm {

revi sion-date 2014-12-10;

i nclude ietf-

snnp-tls {

revi sion-date 2014-12-10;

include ietf-

snnp-ssh {

revi sion-date 2014-12-10;

}

organi zati on

Confi guration

Decenber 2014

"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup";

cont act
"WG Web:
WG Li st:
WG Chai r:
WG Chai r:

Edi t or:

Edi t or :

<http://tools.ietf.org/wy/ netnod/>

<mai | to: netnod@etf. org>

Thomas Nadeau
<mai | t 0: t nadeau@ uci dvi s

Juer gen Schoenwael der

i on. conp

<mai | to:j.schoenwael der @ acobs-uni versity. de>

Martin Bj orkl und
<mailto:nbj @ail-f.conmp

Juer gen Schoenwael der

<mai | to:j.schoenwael der @ acobs-uni versity. de>"
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description
"This nodul e contains a collection of YANG definitions for
configuring SNWP engi nes.

Copyright (c) 2014 I ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with or

wi thout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the IETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 7407; see
the RFC itself for full |egal notices.";

revision 2014-12-10 {
description
“Initial revision.";
reference
"RFC 7407: A YANG Data Model for SNWMP Configuration”;

}
<CODE ENDS>
4.3. Subnodul e 'ietf-snnp-conmon’
<CODE BEA NS> file "ietf-snnp-comon. yang"
subnodul e ietf-snnmp-comon {
bel ongs-to ietf-snnmp {

prefix snnp;
}

i mport ietf-yang-types {

prefix yang;
organi zati on

"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup";
cont act

"WG Web: <http://tools.ietf.org/wy/ netnod/>
WG List: <nmailto:netnod@etf.org>

Bj or kl und & Schoenwael der St andards Track [ Page 24]



RFC 7407 YANG Dat a Model for SNMP Configuration Decenber 2014

WG Chai r: Thomas Nadeau
<muai | t 0: t nadeau@ uci dvi si on. conp

WG Chai r: Juergen Schoenwael der
<mai |l to:j.schoenwael der @ acobs-uni versity. de>

Edi t or: Martin Bjorkl und
<mailto:nbj @ail-f.conp

Edi t or: Juer gen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>"

description
"Thi s subnodul e contains a collection of cormmbn YANG definitions
for configuring SNVP engi nes.

Copyright (c) 2014 I ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with or

wi thout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD Li cense
set forth in Section 4.c of the IETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 7407; see
the RFC itself for full |egal notices.";

revision 2014-12-10 {
description
“Initial revision.";
reference
"RFC 7407: A YANG Data Model for SNWMP Configuration”;
}

/* Collection of SNMP-specific data types */
typedef admin-string {
type string {
I ength "0..255";
}

description
"Represents SnnpAdmi nString as defined in RFC 3411

Note that the size of an SnnpAdmi nString is neasured in
octets, not characters.”
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reference
"RFC 3411: An Architecture for Describing Sinple Network
Managenent Protocol (SNWP) Managenent Framewor ks.
SNVP- FRAMEVWWORK- M B. SnnpAdni nStri ng”
}

typedef identifier {
type adnmin-string {
length "1..32";
}
description
"Identifiers are used to nane itens in the SNVWP configuration
datastore.";

}

typedef context-nanme {
type admn-string {
I ength "0..32";
}
description
"The context type represents an SNMP context nane."
ref erence
"RFC 3411: An Architecture for Describing Sinple Network
Managenment Protocol (SNVP) Managenent Franewor ks";

}

typedef security-nane {
type admin-string {
length "1..32";
}

description
"The security-name type represents an SNVP security nane.";
reference
"RFC 3411: An Architecture for Describing Sinple Network
Managenment Protocol (SNWP) Managenent Franmewor ks";

}

typedef security-nodel {
type union {

type enuneration {
enum vl { value
enum v2c { val ue
enum usm { val ue
enumtsm { val ue

}

type int32 {
range "1..2147483647"

}

honR

e e
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}

reference
"RFC 3411: An Architecture for Describing Sinple Network
Managenent Protocol (SNWP) Managenent Framewor ks"

}

typedef security-nodel-or-any {
type union {
type enuneration {
enum any { value 0; }

type security-nodel

reference
"RFC 3411: An Architecture for Describing Sinple Network
Managenent Protocol (SNWP) Managenent Framewor ks"

}

typedef security-level {
type enuneration {
enum no-aut h-no-priv { value 1; }

enum aut h-no-priv { value 2; }
enum aut h-priv { value 3; }
}
reference

"RFC 3411: An Architecture for Describing Sinple Network
Managenent Protocol (SNWP) Managenent Framewor ks";

}

typedef engine-id {
type yang: hex-string {
pattern ' ([0-9a-fA-F]){2}(: ([0-9a-fA-F]){2}){4, 31}’

description
"The engine ID specified as a list of colon-specified
hexadeci mal octets, e.g., '80:00:02: b8:04:61:62:63 ."
reference
"RFC 3411: An Architecture for Describing Sinple Network
Managenent Protocol (SNWP) Managenent Framewor ks";

}

typedef wildcard-object-identifier {
type string;
description
"The wi |l dcard-object-identifier type represents an SNWP obj ect
identifier where subidentifiers can be given either as a | abel
in nuneric form or a wldcard, represented by an asterisk

"+
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}

typedef tag-value {

type string {
length "0..255";
}

description
"Represents SnnpTagVal ue as defined in RFC 3413.

Note that the size of an SnnpTagVal ue is neasured in
octets, not characters.”
ref erence
"RFC 3413: Sinple Network Management Protocol (SNWP)
Appl i cations.
SNMP- TARGET- M B. SnnpTagVal ue"

}
contai ner snnp {
description

"Top-1evel container for SNMP-rel ated configuration and
status objects.";

}
<CODE ENDS>
4.4. Subnodul e ’'ietf-snnp-engine
<CODE BEGA NS> file "ietf-snnp-engine.yang"
subnodul e i etf-snnp-engine {
bel ongs-to ietf-snnp {

prefix snnp;
}

inmport ietf-inet-types {
prefix inet;

}

i nclude ietf-snnp-conmon;

organi zati on
"I ETF NETMOD ( NETCONF Data Mbdel i ng Language) Worki ng G oup”;

cont act
"WG Web: <http://tools.ietf.org/wy/ netnod/>
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WG List: <nailto:netnod@etf.org>

WG Chai r: Thomas Nadeau
<muai | t 0: t nadeau@ uci dvi si on. conp

WG Chai r: Juergen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>

Edi tor: Martin Bj orkl und
<mailto:nbj @ail-f.conmp

Edi tor: Juer gen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>"

description
"This subnpbdul e contains a collection of YANG definitions
for configuring SNVP engi nes.

Copyright (c) 2014 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 7407; see

the RFC itself for full |egal notices.";

revision 2014-12-10 {
description
"Initial revision.";
reference
"RFC 7407: A YANG Data Model for SNWMP Configuration”;
}

augnent /snnp:snnp {

cont ai ner engi ne {

description
"Configuration of the SNVWP engine.";

| eaf enabled {
type bool ean;
default "fal se”
description
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"Enabl es the SNWP engi ne."
}

list listen {
key "nane";
description
"Configuration of the transport endpoints on which the
engine listens.";

| eaf nane {
type snnp:identifier;
description
"An arbitrary name for the list entry.";
}

choi ce transport {
mandat ory true
description
"The transport-protocol -specific paraneters for this
endpoi nt.  Subnodul es providing configuration for
additional transports are expected to augnent this
choi ce. ";
case udp {
contai ner udp {
leaf ip {
type inet:ip-address;
mandat ory true
description
"The 1 Pv4 or | Pv6 address on which the engine

listens.";
}
| eaf port {
type inet: port-nunber;
description
"The UDP port on which the engine |listens.
If the port is not configured, an engi ne that
acts as a Conmand Responder uses port 161, and
an engine that acts as a Notification Receiver
uses port 162.";
}

Bj or kl und & Schoenwael der St andards Track [ Page 30]



RFC 7407 YANG Dat a Model for SNMP Configuration Decenber 2014

cont ai ner version {
description
"SNWP version used by the engine."
| eaf v1 {

type enpty;

| eaf v2c {
type enpty;

| eaf v3 {
type enpty;

}

| eaf engine-id {
type snnp: engi ne-id;
description
"The | ocal SNMP engi ne’s adm nistratively assigned uni que
identifier.

If this leaf is not set, the device autonmatically

calcul ates an engine I D, as described in RFC 3411. A

server MAY initialize this |leaf with the automatically

created val ue.";

reference

"RFC 3411: An Architecture for Describing Sinple Network
Management Protocol (SNWP) Managenent
Fr amewor ks.
SNVP- FRAMEVWWORK- M B. snnpEngi nel D

}

| eaf enabl e-authen-traps {
type bool ean;
description
"I ndi cates whether the SNVWP entity is permtted to
generate authenticationFailure traps.";
reference
"RFC 3418: WManagenent Information Base (MB) for the
Si npl e Network Managenment Protocol (SNWP)
SNWVPv2- M B. snnpEnabl eAut henTr aps”
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4.5, Subnodule 'ietf-snnp-target’
<CODE BEG NS> file "ietf-snnp-target.yang"
subnodul e ietf-snnp-target {

bel ongs-to ietf-snnp {
prefix snnp;
}

inmport ietf-inet-types {
prefix inet;

}

i nclude ietf-snnp-conmon;

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act
"W Web: <http://tools.ietf.org/wy/ netnod/>
WG List: <mailto:netnod@etf.org>

WG Chai r: Thomas Nadeau
<mai | t 0: t nadeau@ uci dvi si on. con»

WG Chai r: Juergen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>

Edi tor: Martin Bjorkl und
<mailto:nbj @ail-f.conp

Edi t or: Juer gen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>";

description
"Thi s subnodul e contains a collection of YANG definitions
for configuring SNWVP targets.

Copyright (c) 2014 | ETF Trust and the persons identified as
aut hors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is pernitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the I ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).
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This version of this YANG nodule is part of RFC 7407; see
the RFC itself for full |egal notices."

ref erence
"RFC 3413: Sinple Network Managenment Protocol (SNWP)
Appl i cati ons”

revision 2014-12-10 {
description
"Initial revision.";
ref erence
"RFC 7407: A YANG Data Model for SNWMP Configuration”;

}
augnent /snnp:snnmp {
list target {
key nane;

description
"List of targets.";
reference
"RFC 3413: Sinple Network Management Protocol (SNWP)
Appl i cati ons.
SNMP- TARCGET- M B. snnpTar get Addr Tabl e"

| eaf nane {
type snnp:identifier;
description
"Identifies the target.";
ref erence
"RFC 3413: Sinple Network Management Protocol (SNWP)
Appl i cations.
SNMP- TARCGET- M B. snnpTar get Addr Nane"
}
choi ce transport {
mandat ory true
description
"Transport address of the target.

The snnpTar get Addr TDomai n and snnpTar get Addr TAddr ess
objects are mapped to transport-specific YANG nodes. Each
transport is configured as a separate case in this

choi ce. Subnodul es providing configuration for additiona
transports are expected to augnent this choice."
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reference
"RFC 3413: Sinple Network Management Protocol (SNWP)
Appl i cations.
SNMP- TARGET- M B. snnpTar get Addr TDonmai n
SNWP- TARGET- M B. snnpTar get Addr TAddr ess”
case udp {
reference
"RFC 3417: Transport Mappings for the Sinple Network
Management Prot ocol ( SNWP)
SNWPv2- TM snnpUDPDonai n
RFC 3419: Textual Conventions for Transport Addresses.
TRANSPORT- ADDRESS- M B. t ranspor t Donai nUdpl pv4
TRANSPORT- ADDRESS- M B. t r anspor t Domai nUdpl pv4z
TRANSPORT- ADDRESS- M B. t r anspor t Domai nUdpl pv6
TRANSPORT- ADDRESS- M B. t r anspor t Donai nUdpl pv6z";
cont ai ner udp {
leaf ip {
type inet:ip-address;
mandat ory true
reference
"RFC 3413: Sinple Network Management Protocol (SNWP)
SNMP- TARGET- M B. snnpTar get Addr TAddr ess”

| eaf port {
type inet: port-nunber;
default 162;
description
"UDP port nunber."
ref erence
"RFC 3413: Sinple Network Managenment Protocol (SNWP)
SNMP- TARGET- M B. snnpTar get Addr TAddr ess"

}
| eaf prefix-length {
type uint8;
description
"The value of this leaf nust match the val ue of
../snnp:ip. If ../snnp:ip contains an | Pv4 address,
this leaf nust be less than or equal to 32. If it
contains an | Pv6 address, it nmust be |less than or
equal to 128

Note that the prefix-length is currently only used
by the Comunity-based Security Model to filter

i nconm ng messages. Furthernore, the prefix-length
filtering does not cover all possible filters
supported by the corresponding MB object."
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ref erence
"RFC 3584: Coexi stence between Version 1, Version 2,
and Version 3 of the Internet-standard
Net wor k Managenent Framewor k.
SNVP- COMUNI TY- M B. snnpTar get Addr TMask™
}
}
}

}
leaf-list tag {

type snnp:tag-val ue;
description
"List of tag values used to select target addresses.”
reference
"RFC 3413: Sinple Network Management Protocol (SNWP)
Appl i cati ons.
SNVP- TARGET- M B. snnpTar get Addr TagLi st";

| eaf tineout {
type uint32;
units "0.01 seconds"
default 1500;
description
"Needed only if this target can receive
I nf or mRequest - PDUs. ";
reference
"RFC 3413: Sinple Network Management Protocol (SNWP)
Appl i cati ons.
SNWP- TARGET- M B. snnpTar get Addr Ti meout " ;
}
| eaf retries {
type uint8;
defaul t 3;
description
"Needed only if this target can receive
I nf or mMRequest - PDUs. ";
reference
"RFC 3413: Sinple Network Management Protocol (SNWP).
Appl i cations.
SNMP- TARCGET- M B. snnpTar get Addr Ret r yCount " ;
}
| eaf target-parans {
type snnp:identifier;
mandat ory true
ref erence
"RFC 3413: Sinple Network Management Protocol (SNWP)
Appl i cati ons.
SNMP- TARGET- M B. snnpTar get Addr Par ans";

Bj or kl und & Schoenwael der St andards Track [ Page 35]



RFC 7407 YANG Dat a Model for SNMP Configuration Decenber 2014

}
}
list target-parans {
key nane;
description
"List of target paranmeters."
reference
"RFC 3413: Sinple Network Management Protocol (SNWP)
Appl i cati ons.
SNWMP- TARCGET- M B. snnpTar get Par ansTabl e"
| eaf nane {
type snnp:identifier;
choi ce parans {
description
"This choice is augnented with case nodes contai ni ng
configuration paraneters specific to the security nodel."
}
}
}
}
<CODE ENDS>

4.6. Subnodule 'ietf-snnp-notification
<CODE BEGA NS> file "ietf-snnp-notification.yang"
subnodul e i etf-snnp-notification {

bel ongs-to ietf-snnp {
prefix snnp;
}

i ncl ude ietf-snnp-conmon;
i nclude ietf-snnp-target;

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act
"WG Web: <http://tools.ietf.org/wy/ netnod/ >
WG List: <milto:netnod@etf.org>

WG Chair: Thonmas Nadeau
<mui | t 0o: t nadeau@ uci dvi si on. con»
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WG Chai r: Juergen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>

Edi t or: Martin Bjorkl und
<mailto:nbj @ail-f.conp

Edi t or: Juer gen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>"

description
"Thi s subnodul e contains a collection of YANG definitions
for configuring SNVWP notifications.

Copyright (c) 2014 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’'s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 7407; see
the RFC itself for full |egal notices."

reference
"RFC 3413: Sinple Network Management Protocol (SNWP)
Appl i cati ons”

revision 2014-12-10 {
description
"Initial revision.";
reference
"RFC 7407: A YANG Data Model for SNWMP Configuration”;
}

feature notification-filter {
description
"A server inplenments this feature if it supports SNWP
notification filtering."
reference
"RFC 3413: Sinple Network Management Protocol (SNWP)
Appl i cati ons"

augnment /snnp:snnp {
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list notify {
key nane;
description
"Targets that will receive notifications.

Entries in this list are nmapped 1-1 to entries in

snnpNot i fyTabl e, except that if an entry in snnpNotifyTabl e

has an snnpNotifyTag for which no snnpTarget Addr Entry

exi sts, then the snnpNotifyTable entry is not napped to an

entry in this list.";

ref erence

"RFC 3413: Sinple Network Managenment Protocol (SNWP)
Appl i cations.
SNMP- NOT| FI CATI ON- M B. snimpNot i f yTabl e"

| eaf nane {
type snnp:identifier;
description
"An arbitrary name for the list entry.";
reference
"RFC 3413: Sinple Network Management Protocol (SNWP)
Appl i cati ons.
SNMP- NOTI FI CATI ON- M B. snnpNot i f yNane" ;
}
| eaf tag {
type snnp:tag-val ue;
mandat ory true
description
"Target tag, selects a set of notification targets.

| mpl enent ati ons MAY restrict the values of this |eaf
to be one of the available values of /snnp/target/tag in
a valid configuration."
ref erence
"RFC 3413: Sinple Network Management Protocol (SNWP).
Appl i cations.
SNMP- NOTI FI CATI ON- M B. snnpNot i f yTag"
}
| eaf type {
type enuneration {
enumtrap { value 1; }
enuminform{ value 2; }

default trap;

description
"Defines the notification type to be generated.”
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reference
"RFC 3413: Sinple Network Management Protocol (SNWP).
Appl i cations.
SNMP- NOTI FI CATI ON- M B. snimpNot i f yType"
}
}

list notify-filter-profile {
if-feature snnp:notification-filter;
key nane;

description
"Notification filter profiles.

The leaf /snnp/target/notify-filter-profile is used
to associate a filter profile with a target.

If an entry inthis list is referred to by one or nore
/snnp/target/notify-filter-profile items, each such
notify-filter-profile is represented by one

snnpNoti fyFilterProfil eEntry

If an entry in this list is not referred to by any
/snnp/target/notify-filter-profile, the entry is not nmapped
to snnmpNotifyFilterProfil eTable."
reference

"RFC 3413: Sinple Network Management Protocol (SNWP)
Appl i cati ons.
SNMVP- NOTI FI CATI ON- M B. snipNot i fyFil terProfil eTabl e
SNMP- NOT| FI CATI ON- M B. snnpNot i fyFi | t er Tabl e"

| eaf nane {
type snnp:identifier;
description
"Name of the filter profile.”
ref erence
"RFC 3413: Sinple Network Management Protocol (SNWP).
Appl i cations.
SNMP- NOT| FI CATI ON- M B. snmpNot i f yFi | t er Profi | eNanme"
}

| eaf-l1ist include {
type snnp: w | dcard-object-identifier
description
"A famly of subtrees included in this filter."
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reference
"RFC 3413: Sinple Network Management Protocol (SNWP).
Appl i cations.
SNMP- NOTI FI CATI ON- M B. snimpNot i f yFi | t er Subt r ee
SNMP- NOT| FI CATI ON-M B. snnpNot i f yFi | t er Mask
SNMP- NOT| FI CATI ON- M B. snnpNot i f yFi | t er Type"
}

| eaf-1ist exclude {
type snnp:w | dcard-object-identifier;
description
"A famly of subtrees excluded fromthis filter."
reference
"RFC 3413: Sinple Network Management Protocol (SNWP).
Appl i cations.
SNMP- NOTI FI CATI ON- M B. snimpNot i f yFi | t er Subt r ee
SNMP- NOT| FI CATI ON-M B. snnpNoti f yFi | t er Mask
SNMP- NOT| FI CATI ON- M B. snnpNot i f yFi | t er Type"

}

augrment /snnp: snnp/ snnp: target - parans {
reference
"RFC 3413: Sinple Network Management Protocol (SNWP).
Appl i cations.
SNMP- NOTI FI CATI ON- M B. snimpNot i fyFi |l terProfil eTabl e”
leaf notify-filter-profile {
if-feature snnp: notification-filter;
type leafref {
path "/snmp/notify-filter-profil e/ nanme";
}
description
"This leafref leaf is used to represent the sparse
rel ati onship between the /snnp/target-parans list and the
/snnp/notify-filter-profile list."
reference
"RFC 3413: Sinple Network Management Protocol (SNWP)
Appl i cati ons.
SNMVP- NOTI FI CATI ON- M B. snipNot i f yFi | t er Profi | eNanme";

<CODE ENDS>
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4.7. Subnodule 'ietf-snnp-proxy’
<CODE BEG NS> file "ietf-snnp-proxy.yang"
subnodul e i etf-snnp-proxy {

bel ongs-to ietf-snnp {
prefix snnp;
}

i ncl ude ietf-snnp-conmon;
i nclude ietf-snnp-target;

organi zati on
"I ETF NETMOD ( NETCONF Data Mbdel i ng Language) Worki ng G oup”;

cont act
"WG Web: <http://tools.ietf.org/wy/ netnod/>
WG List: <nailto:netnod@etf.org>

WG Chai r: Thomas Nadeau
<muai | t 0: t nadeau@ uci dvi si on. conp

WG Chai r: Juergen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>

Edi tor: Martin Bj orkl und
<mailto:nbj @ail-f.conmp

Edi tor: Juer gen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>";

description
"This subnpbdul e contains a collection of YANG definitions
for configuring SNVP proxies.

Copyright (c) 2014 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 7407; see
the RFC itself for full |egal notices.";
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reference
"RFC 3413: Sinple Network Management Protocol (SNWP)
Appl i cati ons"

revision 2014-12-10 {
description
"Initial revision.";
reference
"RFC 7407: A YANG Data Model for SNMP Configuration";
}

feature proxy {
description
"A server inplenents this feature if it can act as an
SNWMP proxy.";
ref erence
"RFC 3413: Sinple Network Managenent Protocol (SNWP)
Appl i cati ons”

augnent /snnp:snnmp {
i f-feature snnp: proxy;

list proxy {
key nane;

description
"Li st of proxy paraneters.";
ref erence
"RFC 3413: Sinple Network Managenment Protocol (SNWP)
Appl i cations.
SNMP- PROXY- M B. snnpPr oxyTabl e"

| eaf nane {
type snnp:identifier;
description
"Identifies the proxy paraneter entry.";
reference
"RFC 3413: Sinple Network Management Protocol (SNWP)
Appl i cati ons.
SNVP- PROXY- M B. snnpPr oxyNane" ;
}
| eaf type {
type enuneration {
enumread { value 1; }
enumwite { value 2; }
enumtrap { value 3; }
enuminform{ value 4; }
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mandat ory true
reference
"RFC 3413: Sinple Network Management Protocol (SNWP)
Appl i cati ons.
SNIVP- PROXY- M B. snnpPr oxyType";

| eaf context-engine-id {
type snnp: engi ne-id;
mandat ory true;
ref erence
"RFC 3413: Sinple Network Managenment Protocol (SNWP)
Appl i cations.
SNMP- PROXY- M B. snimpPr oxy Cont ext Engi nel D'

| eaf context-nane {
type snnp: cont ext - nane;
ref erence
"RFC 3413: Sinple Network Management Protocol (SNWP).
Appl i cations.
SNWP- PROXY- M B. snnpPr oxyCont ext Nane" ;

| eaf target-paranms-in {
type snnp:identifier;
description
"The nane of a target paraneters list entry.

| mpl enent ati ons MAY restrict the values of this
| eaf to be one of the avail abl e val ues of
/snnp/target-parans/nane in a valid configuration.”
reference
"RFC 3413: Sinple Network Management Protocol (SNWP).
Appl i cations.
SNVP- PROXY- M B. snnpPr oxyTar get Par ansl n";

| eaf single-target-out {
when "../type = 'read’ or ../type = 'wite'";
type snnp:identifier;
description
"I'mpl enent ati ons MAY restrict the values of this |eaf
to be one of the avail able values of /snnp/target/name in
a valid configuration."
reference
"RFC 3413: Sinple Network Management Protocol (SNWP).
Appl i cations.
SNMP- PROXY- M B. snnpPr oxySi ngl eTarget Qut " ;
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| eaf nultiple-target-out {
when "../type = "trap’ or ../type = 'inform";
type snnp:tag-val ue;
description
"Impl enentati ons MAY restrict the values of this |eaf
to be one of the available values of /snnp/target/tag in
a valid configuration.";
reference
"RFC 3413: Sinple Network Management Protocol (SNWP).
Appl i cati ons.
SNVP- PROXY- M B. snnpProxyMul ti pl eTar get Qut " ;

}
}
}
}

<CODE ENDS>

4.8. Subnodule 'ietf-snnp-community’
<CODE BEG NS> file "ietf-snnp-conmmunity.yang"
subrodul e i etf-snnp-conmunity {

bel ongs-to ietf-snnp {
prefix snnp;
}

i mport ietf-netconf-acm {
prefix nacm

}

i nclude ietf-snnp-conmon;
i nclude ietf-snnp-target;
i ncl ude i etf-snnp-proxy;

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act
"WG Web: <http://tools.ietf.org/wy/ netnod/>
WG List: <nmailto:netnod@etf.org>

WG Chai r: Thomas Nadeau
<muai | t 0: t nadeau@ uci dvi si on. conp

WG Chai r: Juergen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>
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Edi t or: Martin Bjorkl und
<mailto:nbj @ail-f.conp

Edi t or: Juer gen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>"

description
"Thi s subnodul e contains a collection of YANG definitions
for configuring comunity-based SNW

Copyright (c) 2014 I ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with or

wi thout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the IETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 7407; see
the RFC itself for full |egal notices.";

ref erence
"RFC 3584: Coexi stence between Version 1, Version 2, and
Version 3 of the Internet-standard Network
Managenent Framewor k";

revision 2014-12-10 {
description
"Initial revision.";
ref erence
"RFC 7407: A YANG Data Model for SNMP Configuration";
}

augrment /snnp:snnmp {

list community {
key i ndex;

description
"List of conmunities.";
ref erence
"RFC 3584: Coexi stence between Version 1, Version 2,
and Version 3 of the Internet-standard
Net wor k Managenent Framewor k.
SNVP- COMMUNI TY- M B. snnpConmruni t yTabl e”
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| eaf index {
type snnp:identifier;
description
"Index into the community list."
reference
"RFC 3584: Coexistence between Version 1, Version 2,
and Version 3 of the Internet-standard
Net wor k Managenent Framewor K.
SNMP- COVMMUNI TY- M B. snimpCormmuni t yl ndex";

choi ce nane {
nacm def aul t - deny-al | ;
description
"The conmunity nane, specified as either a string or
a binary value. The binary nane is used when the
comrunity nanme contains characters that are not |ega
in a string.

2014

If not set, the value of ’'security-nane’ is operationally

used as the snnmpConmunityNane.";
reference
"RFC 3584: Coexi stence between Version 1, Version 2,
and Version 3 of the Internet-standard
Net wor k Managenent Framewor K.
SNVP- COMUNI TY- M B. snnpConmruni t yNane"
| eaf text-nane {
type string;
description
"A community name that can be represented as a
YANG string."
}
| eaf binary-nane {
type binary;
description
"A community name represented as a binary value."
}
}

| eaf security-name {
type snnp: security-nane
mandat ory true;
nacm def aul t - deny-al | ;
description
"The snnpComuni tySecurityNanme of this entry."
ref erence
"RFC 3584: Coexistence between Version 1, Version 2,
and Version 3 of the Internet-standard
Net wor k Management Framewor k.
SNMP- COVMMUNI TY- M B. snnpConmuni t ySecuri t yNane";

Bj or kl und & Schoenwael der St andards Track [ Page

46]



RFC 7407 YANG Dat a Model for SNMP Configuration Decenber 2014

}
| eaf engine-id {
i f-feature snnp: proxy;
type snnp: engi ne-id;
description
"If not set, the value of the |ocal SNWP engine is
operationally used by the device."
ref erence
"RFC 3584: Coexistence between Version 1, Version 2,
and Version 3 of the Internet-standard
Net wor k Management Framewor k.
SNVP- COMMUNI TY- M B. snnpConmruni t yCont ext Engi nel D'
}
| eaf context {
type snnp: cont ext - nane
default "";
description
"The context in which nanagenent infornmation is accessed
when using the community string specified by this entry.";
ref erence
"RFC 3584: Coexistence between Version 1, Version 2,
and Version 3 of the Internet-standard
Net wor k Management Framewor k.
SNVP- COMMUNI TY- M B. snnpConmruni t yCont ext Nane" ;

| eaf target-tag {
type snnp:tag-val ue;
description
"Used to limt access for this conmunity to the specified
targets.

| mpl enent ati ons MAY restrict the values of this |eaf

to be one of the available values of /snnp/target/tag in

a valid configuration."

ref erence
"RFC 3584: Coexistence between Version 1, Version 2,
and Version 3 of the Internet-standard
Net wor k Managenent Framewor K.
SNMP- COVMUNI TY- M B. snnmpConmmuni t yTr ansport Tag" ;
}
}
}

groupi ng v1-target-parans {
contai ner vl {
description
"SNMPv1 paraneters type
Represents snnpTar get Par ans MPVbdel ' 0’

Bj or kl und & Schoenwael der St andards Track [ Page 47]



RFC 7407 YANG Dat a Model for SNMP Configuration Decenber 2014

snnpTar get Par ansSecurityMdel '1', and
snnpTar get Par ansSecuritylLevel 'noAut hNoPriv’'."
| eaf security-name {
type snnp: security-nane;
mandat ory true
description
"I nmpl enentati ons MAY restrict the values of this |eaf
to be one of the avail abl e val ues of
/ snnp/ comuni ty/ security-nanme in a valid configuration."
reference
"RFC 3413: Sinple Network Managenment Protocol (SNWP).
Appl i cations.
SNMP- TARGET- M B. snnpTar get Par ansSecuri t yNane"

}
}
}

groupi ng v2c-target-parans {
contai ner v2c {
description
"SNWPv2 conmunity paraneters type
Represents snnpTar get Par ans MPMbdel ' 1’
snnpTar get Par ansSecuri tyMbdel *2', and
snnpTar get Par ansSecuritylLevel 'noAut hNoPriv'."
| eaf security-name {
type snnp: security-nane;
mandat ory true
description
"Impl enentati ons MAY restrict the values of this |eaf
to be one of the avail abl e val ues of
/ snnp/ conmuni ty/ security-name in a valid configuration."
reference
"RFC 3413: Sinple Network Management Protocol (SNWP)
Appl i cati ons.
SNVP- TARGET- M B. snnpTar get Par ansSecur i t yNanme" ;

}
}
}
augrment /snnp: snnp/ snnp: t ar get - par ans/ snnp: par ans {
case vl {
uses vl1-target-parans;
case v2c {
uses v2c-target-parars;
}
}
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augrment /snnp: snnp/ snnp: target {
when "snnp: vl or snnp:v2c";
| eaf ms {
type union {
type enuneration {
enum "unknown" { value 0; }

}
type int32 {
range "484.. max";

}

}
default "484";
description
"The maxi mum nessage si ze.";
reference
"RFC 3584: Coexi stence between Version 1, Version 2,
and Version 3 of the Internet-standard
Net wor k Managenent Framewor K.
SNVP- COMUNI TY- M B. snnpTar get Addr Mvs" ;

}
<CODE ENDS>
4.9. Subnodule ’'ietf-snnp-vacni
<CODE BEGA NS> file "ietf-snnp-vacm yang"
subnodul e i etf-snnp-vacm {
bel ongs-to ietf-snnp {

prefix snnp;
}

i ncl ude ietf-snnp-conmon;

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act
"WG Web: <http://tools.ietf.org/wy/ netnod/>
WG List: <mailto:netnod@etf.org>

WG Chair: Thomas Nadeau
<muai | t 0: t nadeau@ uci dvi si on. conp
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WG Chai r: Juergen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>

Edi t or: Martin Bjorkl und
<mailto:nbj @ail-f.conp

Edi t or: Juer gen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>"

description
"This subnodul e contains a collection of YANG definitions
for configuring the View based Access Control Model (VACM
of SNWP

Copyright (c) 2014 | ETF Trust and the persons identified as
aut hors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernitted pursuant to, and subject
to the license terns contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust's Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 7407; see
the RFC itself for full |egal notices."

ref erence
"RFC 3415: Vi ew based Access Control Mdel (VACM for the
Si npl e Networ k Managenent Protocol (SNWP)";

revision 2014-12-10 {
description
"Initial revision.";
ref erence
"RFC 7407: A YANG Data Model for SNWMP Configuration”;
}

typedef vi ew nane {
type snnp:identifier;
description
"The vi ew nane type represents an SNWP VACM vi ew nane. ";
}

t ypedef group-nane {
type snnp:identifier;
description
"The group-nane type represents an SNVP VACM group nane.";
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}
augnent /snnp:snnmp {

cont ai ner vacm {
description
"Configuration of the View based Access Control Mbdel.";

list group {
key nane;
description
"VACM gr oups.

This data nodel has a different structure than the M B.
Goups are explicitly defined in this list, and group

menbers are defined in the 'nenmber’ |ist (mapped to
vacnBecurityToG oupTabl e), and access for the group is
defined in the "access’ list (nmapped to
vacmAccessTabl e) . ";

reference

"RFC 3415: View based Access Control Mdel (VACM for the
Si mpl e Networ k Managenent Protocol (SNWP).
SNWVP- VI EW BASED- ACM M B. vacnfecurityToG oupTabl e
SNMP- VI EW BASED- ACM M B. vacmAccessTabl e";

| eaf nane {
type group-nane;
description
"The name of this VACM group.";
ref erence
"RFC 3415: View based Access Control Mdel (VACM for the
Si npl e Network Managenent Protocol (SNWP).
SNWVP- VI EW BASED- ACM M B. vacn oupNane";

}

list nenber {
key "security-nanme";
description
"A menber of this VACM group.

A specific conbination of security-nane and
security-nodel MJST NOT be present in nore than
one group.";
reference
"RFC 3415: View based Access Control Mdel (VACM for the
Si mpl e Networ k Managenent Protocol (SNWP).
SNWVP- VI EW BASED- ACM M B. vacnfecurityToG oupTabl e”;
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| eaf security-name {
type snnp: security-nane;
description
"The securityName of a group nmenber."
ref erence
"RFC 3415: View based Access Control Mbdel (VACM for
the Sinple Network Managenment Protocol (SNWP).
SNVP- VI EW BASED- ACM M B. vacnBecuri t yNane";

}

leaf-1ist security-nodel {
type snnp: security-nodel
nmn-el enents 1;
description
"The security nodels under which this security-nane
is a nmenber of this group.”
ref erence
"RFC 3415: View based Access Control Mbdel (VACM for
the Sinple Network Managenment Protocol (SNWP).
SNVP- VI EW BASED- ACM M B. vacnBecurit yModel *;

}
}

list access {
key "context security-nodel security-1Ievel”
description
"Definition of access right for groups."
reference
"RFC 3415: View based Access Control Mbdel (VACM for
the Sinple Network Managenment Protocol (SNWVP)
SNMP- VI EW BASED- ACM M B. vacmAccessTabl e";

| eaf context {
t ype snnp: cont ext - naneg;
description
"The context (prefix) under which the access rights
apply.";
ref erence
"RFC 3415: View based Access Control Mbdel (VACM for
the Sinple Network Management Protocol (SNWP)
SNWVP- VI EW BASED- ACM M B. vacmAccessCont ext Prefi x"

}

| eaf context-match {

type enuneration {
enum exact { value 1; }
enum prefix { value 2; }

}
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defaul t exact;
ref erence
"RFC 3415: View based Access Control Mbdel (VACM for
the Sinple Network Management Protocol (SNWP)
SNWVP- VI EW BASED- ACM M B. vacmAccessCont ext Mat ch”
}

| eaf security-nodel {
type snnp: security-nodel -or-any;
description
"The security nodel under which the access rights
apply.";
reference
"RFC 3415: View based Access Control Model (VACM for
the Sinple Network Managenent Protocol (SNWP)
SNWVP- VI EW BASED- ACM M B. vacmAccessSecuri t yhModel ";
}

| eaf security-level {
type snnp:security-|evel
description
"The m ninum security | evel under which the access
rights apply.";
ref erence
"RFC 3415: View based Access Control Mbdel (VACM for
the Sinple Network Managenent Protocol (SNWP).
SNWP- VI EW BASED- ACM M B. vacmAccessSecuritylLevel "
}

| eaf read-view {
type vi ew nane;
description
"The name of the M B view of the SNWMP cont ext
aut hori zing read access. |If this |eaf does not
exist in a configuration, it maps to a zero-length
vacmAccessReadVi ewNane.

| mpl ement ati ons MAY restrict the values of this

| eaf to be one of the avail abl e val ues of

/ snnp/ vacni view nane in a valid configuration."”

ref erence
"RFC 3415: View based Access Control Mbdel (VACM for
the Sinple Network Managenment Protocol (SNWP).
SNMP- VI EW BASED- ACM M B. vacmAccessReadVi ewNane" ;
}

| eaf write-view {
type vi ew nane;
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description
"The nanme of the M B view of the SNWMP cont ext
authorizing wite access. |If this |eaf does not
exist in a configuration, it maps to a zero-length
vacmAccessWi t eVi ewNane.

| mpl enent ati ons MAY restrict the values of this

| eaf to be one of the avail abl e val ues of

/ snnp/ vacni view narme in a valid configuration."

reference
"RFC 3415: View based Access Control Mbdel (VACM for
the Sinple Network Managenment Protocol (SNWVP)
SNWVP- VI EW BASED- ACM M B. vacmAccessWi t eVi ewNane";
}

| eaf notify-view {
type vi ew nane;
description
"The name of the M B view of the SNMP cont ext
aut horizing notify access. |If this |eaf does not
exist in a configuration, it maps to a zero-length
vacmAccessNot i f yVi ewNane.

| mpl enent ati ons MAY restrict the values of this
| eaf to be one of the avail abl e val ues of
/ snnp/ vacn view narme in a valid configuration."”
ref erence
"RFC 3415: View based Access Control Mbdel (VACM for
the Sinple Network Managenment Protocol (SNWP).
SNWP- VI EW BASED- ACM M B. vacmAccessNot i fyVi ewNane"

}
}
}
list view {
key nane;

description
"Definition of MB views.";
reference
"RFC 3415: Vi ew based Access Control Mbdel (VACM for
the Sinple Network Management Protocol (SNWP).
SNWP- VI EW BASED- ACM M B. vacnVi ewTr eeFani | yTabl e"

| eaf nane {
type vi ew name
description
"The name of this VACM M B view ";
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reference
"RFC 3415: View based Access Control Model (VACM for
the Sinple Network Managenent Protocol (SNWP).
SNVP- VI EW BASED- ACM M B. vacnVi ewTr eeFani | yNanme" ;

}

leaf-l1ist include {
type snnp: wi |l dcard-object-identifier;
description
"A famly of subtrees included in this MB view ";
ref erence
"RFC 3415: View based Access Control Mbdel (VACM for
the Sinple Network Managenment Protocol (SNWP).
SNMP- VI EW BASED- ACM M B. vacnVi ewTr eeFani | ySubt r ee
SNWP- VI EW BASED- ACM M B. vacnVi ewTr eeFam | yMask
SNVP- VI EW BASED- ACM M B. vacnVi ewTr eeFani | yType";
}

| eaf-1ist exclude {
type snnp: wi |l dcard-object-identifier;
description
"A famly of subtrees excluded fromthis MB view";
ref erence
"RFC 3415: View based Access Control Mbdel (VACM for
the Sinple Network Managenment Protocol (SNWP).
SNVP- VI EW BASED- ACM M B. vacnVi ewTr eeFani | ySubt r ee
SNWP- VI EW BASED- ACM M B. vacnVi ewTr eeFam | yMask
SNVP- VI EW BASED- ACM M B. vacnVi ewTr eeFani | yType";

<CODE ENDS>
4.10. Subnodule 'ietf-snnp-usni
Thi s YANG subnodul e i nports YANG ext ensions from [ RFC6536] .
<CODE BEGA NS> file "ietf-snnp-usmyang"
subrodul e i etf-snnp-usm{
bel ongs-to ietf-snnp {

prefix snnp;
}
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i mport ietf-yang-types {
prefix yang;

}

i mport ietf-netconf-acm {
prefix nacm

}

i nclude ietf-snnp-conmon;
i nclude ietf-snnp-target;
i ncl ude i etf-snnp-proxy;

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act
"W5 Web: <http://tools.ietf.org/wy/ netnod/ >
WG List: <mailto:netnod@etf.org>

WG Chai r: Thomas Nadeau
<muai | t 0: t nadeau@ uci dvi si on. conp

WG Chai r: Juergen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>

Edi t or: Martin Bjorkl und
<mailto:nbj @ail-f.conp

Edi t or: Juer gen Schoenwael der
<mai | to:j.schoenwael der @ acobs- uni versity. de>";

description
"Thi s subnodul e contains a collection of YANG definitions for
configuring the User-based Security Mddel (USM of SNWP.

Copyright (c) 2014 I ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with or

wi thout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD Li cense
set forth in Section 4.c of the IETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 7407; see
the RFC itself for full |egal notices.";
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reference
"RFC 3414: User-based Security Mddel (USM for version 3 of the
Si mpl e Networ k Managenent Protocol (SNWPv3)";

revision 2014-12-10 {
description
"Initial revision.";
reference
"RFC 7407: A YANG Data Model for SNMP Configuration";

}
groupi ng key {
| eaf key {
type yang: hex-string;
mandat ory true
nacm def aul t - deny-al | ;
description
"Local ized key specified as a |list of colon-specified
hexadeci mal octets.";
}
}
groupi ng user-1list {
list user {
key "nane";
ref erence

"RFC 3414: User-based Security Mdel (USM for version 3
of the Sinple Network Managenent Protocol (SNWPv3).
SNVP- USER- BASED- SM M B. usnilJser Tabl e";

| eaf nane {
type snnp:identifier;
ref erence
"RFC 3414: User-based Security Mdel (USM for version 3
of the Sinple Network Managenent Protocol (SNWPv3).
SNWP- USER- BASED- SM M B. usniJser Nane" ;
}
contai ner auth {
presence "enabl es authentication";
description
"Enabl es aut hentication of the user.";
choi ce protocol {
mandat ory true
reference
"RFC 3414: User-based Security Mdel (USM for version 3
of the Sinple Network Managenent Protocol (SNWPv3).
SNWP- USER- BASED- SM M B. usmser Aut hPr ot ocol ";
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contai ner nd5 {
uses key;
reference
"RFC 3414: User-based Security Mdel (USM for
version 3 of the Sinple Network Managenment Protoco
( SNWPv3) .
SNMP- USER- BASED- SM M B. usmHVACMD5AuUt hPr ot ocol ";

}
cont ai ner sha {
uses key;
ref erence
"RFC 3414: User-based Security Model (USM for
version 3 of the Sinple Network Managenent Protoco
( SNMPV3) .
SNVP- USER- BASED- SM M B. us mHVACSHAAuUt hPr ot ocol ";
}
}
}
container priv {
must "../auth" {
error-nessage
"when privacy (confidentiality) is used, "
+ "aut hentication nust al so be used"
}

presence "enabl es encryption”;
description
"Enabl es encryption of SNWP nessages."

choi ce protocol {
mandat ory true
reference
"RFC 3414: User-based Security Mdel (USM for version 3
of the Sinple Network Management Protocol (SNWPv3).
SNMVP- USER- BASED- SM M B. usniJser Pri vProt ocol ";
cont ai ner des {
uses key;
reference
"RFC 3414: User-based Security Mddel (USM for
version 3 of the Sinple Network Management Protoco
( SNMPV3) .
SNMP- USER- BASED- SM M B. usnDESPr i vPr ot ocol ";
}
cont ai ner aes {
uses key;

Bj or kl und & Schoenwael der St andards Track [ Page 58]



RFC 7407 YANG Dat a Model for SNMP Configuration Decenber 2014

ref erence

"RFC 3826: The Advanced Encryption Standard (AES)

Ci pher Algorithmin the SNMP User-based Security
Model .

SNVP- USM AES- M B. usmAesCf b128Pr ot ocol "

augrment /snnp: snnp {

cont ai ner usm {
description
"Configuration of the User-based Security Mbdel.";
cont ai ner |ocal {
uses user-list;

}

list renote {
key "engine-id";

| eaf engine-id {
type snnp: engi ne-id;
ref erence
"RFC 3414: User-based Security Mdel (USM for version 3

of the Sinple Network Managenent Protocol (SNWv3).
SNVP- USER- BASED- SM M B. usniJser Engi nel D*;
}

uses user-|ist;
}
}
}

groupi ng usmtarget-parans {
cont ai ner usm {
description

"User-based SNWPv3 paraneters type

Represents snnpTar get Par ans MPMbdel ' 3’
snnpTar get Par ansSecurityModel '3’ ."
| eaf user-nane {
type snnp:security-nane
mandat ory true;

and
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reference
"RFC 3413: Sinple Network Management Protocol (SNWP).
Appl i cations.
SNMP- TARGET- M B. snnpTar get Par ansSecur i t yNanme" ;
}
| eaf security-level {
type snnp:security-|evel
mandat ory true
reference
"RFC 3413: Sinple Network Management Protocol (SNWP)
Appl i cati ons.
SNMP- TARGET- M B. snnpTar get Par ansSecuri tyLevel "
}
}
}

augnment /snnp: snnp/ snnp: t ar get - par ans/ snnp: par ans {
case usm {
uses usmtarget - parans;
}

}

}
<CODE ENDS>
4.11. Subnodule ’ietf-snnp-tsmn
<CODE BEGA NS> file "ietf-snnp-tsmyang"
subrmodul e ietf-snnp-tsm{
bel ongs-to ietf-snnp {

prefix snnp;
}

i ncl ude ietf-snnp-conmon;
i nclude ietf-snnp-target;
i ncl ude i etf-snnp-proxy;

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act

"WG Web: <http://tools.ietf.org/wy/ netnod/>
WG List: <nmmilto:netnod@etf.org>
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WG Chai r: Thomas Nadeau
<muai | t 0: t nadeau@ uci dvi si on. conp

WG Chai r: Juergen Schoenwael der
<mai |l to:j.schoenwael der @ acobs-uni versity. de>

Edi t or: Martin Bjorkl und
<mailto:nbj @ail-f.conp

Edi t or: Juer gen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>";

description
"Thi s subnodul e contains a collection of YANG definitions for
configuring the Transport Security Mdel (TSM of SNWP.

Copyright (c) 2014 I ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with or

wi thout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD Li cense
set forth in Section 4.c of the IETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 7407; see
the RFC itself for full |egal notices.";

ref erence
"RFC 5591: Transport Security Mdel for the
Si mpl e Networ k Managenent Protocol (SNwP)";

revision 2014-12-10 {
description
"Initial revision.";
reference
"RFC 7407: A YANG Data Model for SNWMP Configuration”;
}

feature tsm {
description
"A server inplenments this feature if it supports the
Transport Security Mdel for SNWP.";
ref erence
"RFC 5591: Transport Security Mdel for the
Si mpl e Networ k Managenent Protocol (SNWP)";
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augrment /snnp: snnmp {
if-feature tsm
cont ai ner tsm {
description
"Configuration of the Transport Security MNodel."

| eaf use-prefix {
type bool ean;
default fal se
reference
"RFC 5591: Transport Security Mdel for the Sinple
Net wor k Managenent Protocol (SNVP)
SNMP- TSM M B. snnpTsnConfi gurati onUsePrefi x";
}
}
}

groupi ng tsmtarget-parans {
contai ner tsm{
description
"Transport-based security SNWPv3 paraneters type

Represents snnpTar get Par ansMPWbdel '3’ and
snnpTar get Par ansSecuri tyModel '4'."
| eaf security-name {
type snnp: security-nane;
mandat ory true
ref erence
"RFC 3413: Sinple Network Managenent Protocol (SNWP).
Appl i cations.
SNMP- TARCGET- M B. snnpTar get Par ansSecur i t yNane"
}
| eaf security-level {
type snnp:security-|evel
mandat ory true
ref erence
"RFC 3413: Sinple Network Management Protocol (SNWP).
Appl i cations.
SNMP- TARCGET- M B. snnpTar get Par ansSecuritylLevel "
}

}
}

augrment /snnp: snnp/ snnp: t ar get - par ans/ snnp: parans {
if-feature tsm
case tsm {
uses tsmtarget-parans;
}
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}
<CODE ENDS>

4.12. Subnodule 'ietf-snmp-tls’
<CODE BEG NS> file "ietf-snnmp-tls.yang"
subrmodul e ietf-snnp-tls {

bel ongs-to ietf-snnp {
prefix snnp;
}

inmport ietf-inet-types {
prefix inet;

}

i mport ietf-x509-cert-to-nane {
prefix x509c2n;

}

i nclude ietf-snnp-conmnon;
i nclude ietf-snnp-engine;
i nclude ietf-snnp-target;

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act
"WG Web: <http://tools.ietf.org/wy/ netnod/>
WG List: <mailto:netnod@etf.org>

WG Chair: Thonmas Nadeau
<mai | t o: t nadeau@ uci dvi si on. con»

WG Chai r: Juergen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>

Edi t or: Martin Bjorkl und
<mailto:nbj @ail-f.conp

Edi t or: Juer gen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>";
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description
"Thi s subnodul e contains a collection of YANG definitions for
configuring the Transport Layer Security Transport Mdel (TLSTM
of SNWP

Copyright (c) 2014 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with or

wi thout nodification, is permtted pursuant to, and subject
to the license terns contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 7407; see
the RFC itself for full |egal notices.";

reference
"RFC 6353: Transport Layer Security (TLS) Transport Model for
the Sinple Network Managenent Protocol (SNWP)"

revision 2014-12-10 {
description
"Initial revision.";
ref erence
"RFC 7407: A YANG Data Model for SNMP Configuration";
}

feature tlstm{
description
"A server inplements this feature if it supports the
Transport Layer Security Transport Mdel for SNWP.";
ref erence
"RFC 6353: Transport Layer Security (TLS) Transport MNodel for
the Sinple Network Managenment Protocol (SNWP)"

}

augrment /snnp: snip/ snnp: engi ne/ snnp: | i sten/ snnp: transport {
if-feature tlstm
case tls {
container tls {
description
"Alist of IPv4 and | Pv6 addresses and ports to which the
engine listens for SNW nessages over TLS."
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leaf ip {
type inet:ip-address;
mandat ory true
description
"The 1 Pv4 or | Pv6 address on which the engine |istens
for SNVP nessages over TLS."

| eaf port {
type inet: port-numnber;
description
"The TCP port on which the engine listens for SNWP
nessages over TLS

If the port is not configured, an engine that
acts as a Conmand Responder uses port 10161, and
an engine that acts as a Notification Receiver
uses port 10162.";
}
}

case dtls {
container dtls {
description
"Alist of IPv4 and | Pv6 addresses and ports to which the
engine listens for SNWP nessages over DTLS."

leaf ip {
type inet:ip-address;
mandat ory true
description
"The 1 Pv4 or | Pv6 address on which the engine |istens
for SNVWP nessages over DTLS.";

| eaf port {
type inet: port-nunber;
description
"The UDP port on which the engine listens for SNWP
messages over DITLS.

If the port is not configured, an engine that
acts as a Command Responder uses port 10161, and
an engine that acts as a Notification Receiver
uses port 10162.";
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augrment /snnp: snnmp {
if-feature tlstm
contai ner tlstm{
uses x509c2n: cert-to-nane {
description
"Defines how certificates are napped to nanes. The
resulting nane is used as a security nane."
refine cert-to-nane/ map-type {
description
"Mappi ngs that use the snnpTl stnCert ToTSNDat a col umrm
need to augnment the cert-to-name list with
addi ti onal configuration objects correspondi ng
to the snnpTl st nCert TOTSNDat a val ue. Such objects
shoul d use the 'when’ statement to make them
condi ti onal based on the map-type."

}
}
}
}
grouping tls-transport {
leaf ip {
type inet: host;
mandat ory true
reference
"RFC 3413: Sinple Network Management Protocol (SNWP).
Appl i cations.
SNVP- TARGET- M B. snnpTar get Addr TAddr ess
RFC 6353: Transport Layer Security (TLS) Transport Nbdel
for the Sinple Network Managenent Protocol (SNWP)
SNWP- TLS- TM M B. SnnpTLSAddr ess”;
| eaf port {

type inet: port-numnber;

defaul t 10161;

reference

"RFC 3413: Sinple Network Management Protocol (SNWP).
Appl i cations.
SNMP- TARGET- M B. snnpTar get Addr TAddr ess
RFC 6353: Transport Layer Security (TLS) Transport Nbdel

for the Sinple Network Managenent Protocol (SNWP).
SNVP- TLS- TM M B. SnnpTLSAddr ess”

| eaf client-fingerprint {
type x509c2n:tls-fingerprint;
ref erence
"RFC 6353: Transport Layer Security (TLS) Transport Mbdde
for the Sinple Network Managenent Protocol (SNWP)
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SNMP- TLS- TM M B. snnpTIl st nPar ansd i ent Fi ngerprint"
}
| eaf server-fingerprint {
type x509c2n:tls-fingerprint;
ref erence
"RFC 6353: Transport Layer Security (TLS) Transport Model
for the Sinple Network Managenent Protocol (SNWP).
SNVP-TLS- TM M B. snnpTI st mAddr Ser ver Fi ngerprint";
}
| eaf server-identity {
type snnp: admi n-string
ref erence
"RFC 6353: Transport Layer Security (TLS) Transport Mode
for the Sinple Network Managenent Protocol (SNWP).
SNMP- TLS- TM M B. snnpTl st mAddr Serverldentity";

}
}

augrment /snnp: snnp/ snnp: target/snnp:transport {
if-feature tlstm
case tls {
ref erence
"RFC 6353: Transport Layer Security (TLS) Transport Mbdde
for the Sinple Network Managenent Protocol (SNWP)
SNVP- TLS- TM M B. snnpTLSTCPDonai n";
container tls {
uses tls-transport;
}
}
}

augrment /snnp: snnp/ snnp: target/snnp:transport {
if-feature tlstm
case dtls {
ref erence
"RFC 6353: Transport Layer Security (TLS) Transport Model
for the Sinple Network Managenent Protocol (SNWP).
SNWP- TLS- TM M B. snnpDTLSUDPDormai n" ;
container dtls {
uses tls-transport;
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4.13. Subnodule 'ietf-snnp-ssh’
<CODE BEG NS> file "ietf-snnp-ssh.yang"
subrnodul e ietf-snnp-ssh {

bel ongs-to ietf-snnp {
prefix snnp;
}

inmport ietf-inet-types {
prefix inet;

}

i nclude ietf-snnp-conmon;
i nclude ietf-snnp-engine;
i nclude ietf-snnp-target;

organi zati on
"I ETF NETMOD ( NETCONF Data Mbdel i ng Language) Worki ng G oup";

cont act
"WG Web: <http://tools.ietf.org/wy/ netnod/>
WG List: <nmailto:netnod@etf.org>

WG Chai r: Thomas Nadeau
<muai | t 0: t nadeau@ uci dvi si on. conp

WG Chai r: Juergen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>

Edi t or: Martin Bj orkl und
<mailto:nbj @ail-f.conp

Edi t or: Juer gen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>";

description
"Thi s subnmodul e contains a collection of YANG definitions for
configuring the Secure Shell Transport Model (SSHTM
of SNWP.

Copyright (c) 2014 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
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set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 7407; see
the RFC itself for full legal notices."

reference
"RFC 5592: Secure Shell Transport Model for the
Si mpl e Networ k Managenent Protocol (SNwWP)";

revision 2014-12-10 {
description
“Initial revision.";
reference
"RFC 7407: A YANG Data Model for SNWMP Configuration”;
}

feature sshtm {
description
"A server inplements this feature if it supports the
Secure Shell Transport Model for SNWP. "
ref erence
"RFC 5592: Secure Shell Transport Model for the
Si mpl e Networ k Managenent Protocol (SNWP)";

}

augrment /snnp: snnp/ snnp: engi ne/ snnp: | i sten/ snnp: transport {
if-feature sshtm
case ssh {
contai ner ssh {
description
"The 1 Pv4 or | Pv6 address and port to which the
engine listens for SNMP nmessages over SSH.";

leaf ip {
type inet:ip-address;
mandat ory true
description
"The 1 Pv4 or | Pv6 address on which the engine |istens
for SNVP nmessages over SSH.";
}
| eaf port {
type inet:port-nunber;
description
"The TCP port on which the engine listens for SNWP
messages over SSH
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If the port is not configured, an engi ne that
acts as a Conmand Responder uses port 5161, and
an engine that acts as a Notification Receiver
uses port 5162.";

}
}
}
}

augrment /snnp: snnp/ snnp: target/snnp:transport {
if-feature sshtm
case ssh {

reference
"RFC 5592: Secure Shell Transport Model for the

Si npl e Network Managenent Protocol (SNWP).
SNMP- SSH TM M B. snnpSSHDomai n";
cont ai ner ssh {
leaf ip {
type inet: host;
mandat ory true;
reference
"RFC 3413: Sinple Network Management Protocol (SNWP).
Appl i cati ons.
SNMP- TARGET- M B. snnpTar get Addr TAddr ess
RFC 5592: Secure Shell Transport ©Mdel for the
Si npl e Network Managenent Protocol (SNWP).
SNWP- SSH TM M B. SnnpSSHAddr ess”;

| eaf port {

type inet: port-nunber;

default 5161;

reference

"RFC 3413: Sinple Network Management Protocol (SNWP).
Appl i cati ons.
SNVP- TARGET- M B. snnpTar get Addr TAddr ess
RFC 5592: Secure Shell Transport ©Mbdel for the

Si mpl e Networ k Managenent Protocol (SNVP).
SNWP- SSH TM M B. SnnpSSHAddr ess”;

}
| eaf usernane {
type string;
ref erence
"RFC 3413: Sinple Network Management Protocol (SNWP).
Appl i cati ons.

SNMP- TARGET- M B. snnpTar get Addr TAddr ess

RFC 5592: Secure Shell Transport Mdel for the
Si mpl e Networ k Managenent Protocol (SNWVP).
SNWP- SSH TM M B. SnnpSSHAddr ess*™;
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}
}
}
}

}

<CODE ENDS>
5. | ANA Consi der ati ons

registers two URIs in the "I ETF XM. Registry"

[ RFC3688]. Following the format in RFC 3688, the follow ng
regi strati ons have been made.

URI: urn:ietf:parans: xm :ns:yang:ietf-snnp
Regi strant Contact: The NETMOD W5 of the | ETF.
XM.: N A, the requested URI is an XM. nanespace.

URI: urn:ietf:parans: xm :ns:yang:ietf-x509-cert-to-name
Regi strant Contact: The NETMOD W5 of the | ETF.
XM: NA, the requested URI is an XM. nanespace.

Thi s docunent
Modul e Nanes"

regi sters the follow ng YANG nodul es in the "YANG
regi stry [ RFC6020] .

name: ietf-snnp

nanespace: urn:ietf:paranms: xm:ns:yang:ietf-snnmp

prefix: snnp

ref erence: RFC 7407

name: i etf-x509-cert-to-nane

namespace: urn:ietf:paranms: xm : ns:yang:ietf-x509-cert-to-nane
prefix: x509c¢2n

ref erence: RFC 7407

The docunent
Modul e Nanes"

regi sters the follow ng YANG subnodul es in the "YANG
regi stry [ RFC6020].

nane: i etf-snnp-common
par ent : ietf-snnp

ref erence: RFC 7407

nane: i etf-snnp-engine
parent: ietf-snnp

ref erence: RFC 7407
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namne:
par ent :
ref erence

namne:
parent:
ref erence

name:
parent:
ref erence

namne:
par ent :
ref erence

namne:
parent:
ref erence

name:
parent:
ref erence

namne:
par ent :
ref erence

namne:
parent:
ref erence

for SNWVP Configuration

i etf-snnp-community

ietf-snnp
RFC 7407

ietf-snnp-notification

ietf-snnp
RFC 7407

i etf-snnp-target

ietf-snnp
RFC 7407

i etf-snnp-vacm

ietf-snnp
RFC 7407

i etf-snnp-usm

ietf-snnp
RFC 7407

ietf-snnp-tsm

ietf-snnp
RFC 7407

ietf-snnp-tls

ietf-snnp
RFC 7407

i etf-snnp-ssh

ietf-snnp
RFC 7407

6. Security Considerations

Decenber 2014

The YANG nodul e and subnodul es defined in this meno are designed to

be accessed via the NETCONF protocol [RFC6241].
| ayer is the secure transport
secure transport

i s SSH [ RFC6242] .

The | owest NETCONF

| ayer and the nmandatory to inpl enent

The NETCONF access control nodel

[ RFC6536] provides the neans to restrict access for particul ar

NETCONF users to a pre-configured subset of al

prot ocol operations and content.

avai | abl e NETCONF

There are a nunber of data nodes defined in the YANG npodul e and

subnodul es which are witabl e/creatabl e/deletable (i.e.
These data nodes may be considered sensitive
Wite operations (e.g.

which is the default).
or vul nerable in sone network environnents.
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edit-config) to these data nodes wi thout proper protection can have a
negative effect on network operations. These are the subtrees and
data nodes and their sensitivity/vulnerability:

(o]

The "/snnp/ engi ne" subtree contains the configuration of genera
paraneters of an SNMP engi ne such as the endpoints to |listen on
the transports and SNWP versions enabled, or the engine's
identity. Wite access to this subtree should only be granted to
entities configuring general SNWP engi ne paraneters.

The "/snnp/target” subtree contains the configuration of SNW
targets and, in particular, which transports to use and their
security paraneters. Wite access to this subtree should only be
granted to the security administrator and entities configuring
SNMP notification forwardi ng behavi or.

The "/snnp/notify" and "/snnp/notify-filter-profile" subtrees
contain the configuration for the SNWP notification forwarding and
filtering mechanism Wite access to these subtrees should only
be granted to entities configuring SNMP notification forwarding
behavi or.

The "/snnp/ proxy"” subtree contains the configuration for SNW
proxies. Wite access to this subtree should only be granted to
entities configuring SNMP proxies.

The "/snnp/ comuni ty" subtree contains the configuration of the
Communi ty-based Security Model. Wite access to this subtree
shoul d only be granted to the security adm nistrator

The "/snnp/usm' subtree contains the configuration of the User-
based Security Mbdel. Wite access to this subtree should only be
granted to the security administrator

The "/snnp/tsm' subtree contains the configuration of the
Transport Layer Security (TLS) Transport Model for SNMP. Wite
access to this subtree should only be granted to the security
admi ni strator.

The "/snnp/tlstm subtree contains the configuration of the SNW
transport over (D)TLS and, in particular, the configuration of how
certificates are napped to SNWP security nanes. Wite access to
this subtree should only be granted to the security adm nistrator

The "/snnmp/vacni subtree contains the configuration of the View
based Access Control Model used by SNMP to authorize access to
managenent information via SNMP. Wite access to this subtree
should only be granted to the security adm nistrator
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Some of the readabl e data nodes in the YANG nodul e and subnodul es may
be considered sensitive or vulnerable in sone network environments.

It is thus inportant to control read access (e.g., via get, get-
config, or notification) to these data nodes. These are the subtrees
and data nodes and their sensitivity/vulnerability:

o The "/snnp/engine" subtree exposes general infornmation about an
SNMP engi ne such as which version(s) of SNMP are enabl ed or which
transports are enabl ed.

o The "/snnp/target" subtree exposes information about which
transports are used to reach certain SNWP targets and which
transport-specific paraneters are used.

o The "/snnp/notify" and "/snnp/notify-filter-profile" subtrees
expose information about how notifications are filtered and
forwarded to notification targets.

o The "/snnp/proxy" subtree exposes infornation about proxy
rel ati onshi ps.

o The "/snnmp/comunity", "/snnp/usnt', "/snnp/tsm, "/snnp/tlstni,
and "/snnp/vacnt' subtrees are specifically sensitive since they
expose information about the authentication and authorization
policy used by an SNWMP engi ne.

Changes to the SNWP access control rules should be done in an atonic
way (through a single edit-config or a single commit), or care nust
be taken that they are done in a sequence that does not tenporarily

open access to resources. Inplenentations supporting SNVP write
access nust ensure that any SNWP access control rule changes over
NETCONF are also atonmic to the SNVWP instrumentation. |n particular

changes involving an internal delete/create cycle (e.g., to nove a
user to a different group) nust be done with sufficient protections
such that even a power fail immediately after the del ete does not

| eave the administrator |ocked out.

Security adm nistrators need to ensure that NETCONF access contro
rul es and SNWP access control rules inplenent a consistent security
policy. Specifically, the SNMP access control rules should prevent
acci dental |eakage of sensitive security paraneters such as community
strings. See the Security Considerations section of [RFC3584] for
further details.
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Appendi x A.  Exanpl e Configurations

A. 1. Engine Configuration Exanple
Bel ow i s an XM instance docunent showi ng a configuration of an SNW
engine listening on UDP port 161 on |IPv4 and | Pv6 endpoints and
accepting SNVPv2c and SNWPv3 nessages.

<snnp xm ns="urn:ietf:parans: xnl :ns:yang:ietf-snm">

<engi ne>
<enabl ed>t r ue</ enabl ed>
<listen>
<name>al | -i pv4- udp</ nane>
<udp>

<i p>0.0.0. 0</i p>
<port>161</port>
</ udp>
</listen>
<listen>
<nane>al | -i pv6- udp</ nane>
<udp>
<ip>:</ip>
<port>161</port>
</ udp>
</listen>
<versi on>
<v2c/ >
<v3/ >
</ versi on>
<engi ne-i d>80: 00: 02: b8: 04: 61: 62: 63</ engi ne-i d>
</ engi ne>
</ snnp>

A.2. Community Configuration Exanple

Bel ow i s an XM instance docunent showi ng a configuration that naps
the conmunity nane "public" to the security-nanme "comunity-public"
on the local engine with the default context name. The target tag

"comuni ty-public-access" filters the access to this comunity nane.

<snnmp xm ns="urn:ietf:parans: xm :ns:yang:ietf-snnp">
<comuni ty>
<i ndex>1</i ndex>
<t ext - name>publ i c</t ext - nanme>
<security-name>communi ty- public</security-name>
<t arget-tag>conmmuni ty-publ i c-access</target-tag>
</ conmuni ty>
<target >
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<name>nmanagenent - st at i on</ nanme>
<udp>
<i p>2001: db8: : abcd</i p>
<port>161</port>
</ udp>
<t ag>bl ue</t ag>
<t ag>conmuni ty- publ i c- access</tag>
<t arget - parans>v2c- publ i c</t ar get - par ans>
</target>
<t ar get - par ans>
<nanme>v2c- publ i c</ nane>
v2c>
<security-nane>conmuni ty-public</security-nanme>
</v2c>
</t arget - parans>
</ snnp>

A. 3. User-Based Security Mdel Configuration Exanple

Bel ow i s an XM instance docunent showi ng the configuration of a

| ocal user "joey" who has no authentication or privacy keys. For the
renote SNVP engine identified by the snnpEnginel D

’ 800002b804616263’ H, two users are configured. The user "matt" has a
| ocal i zed SHA aut hentication key, and the user "russ" has a localized
SHA aut hentication key and an AES encryption key.

<snnp xm ns="urn:ietf:parans: xnl :ns:yang:ietf-snm">
<usne
<l ocal >
<user >
<name>j oey</ nane>
</ user>
</l ocal >
<r enot e>
<engi ne-i d>00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 02</ engi ne-i d>
<user >
<name>mat t </ nane>
<aut h>
<sha>
<l--
The 'key’ value is split into two lines to conformto
the RFC formatting rules.
-->
<key>66: 95: fe: bc: 92: 88: e3: 62: 82: 23:
5f:c7:15: 1f: 12: 84: 97: b3: 8f : 3f </ key>
</ sha>
</ aut h>
</ user>
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<user >
<nane>r uss</ nane>
<aut h>
<sha>
<l--
The "key' value is split into two lines to conformto
the RFC formatting rules.
-->
<key>66: 95: fe: bc: 92: 88: e3: 62: 82: 23:
5f:c7:15:1f: 12: 84: 97: b3: 8f : 3f </ key>
</ sha>
</ aut h>
<priv>
<aes>
<I--
The 'key’ value is split into two lines to conformto
the RFC formatting rul es.
-->
<key>66: 95: fe: bc: 92: 88: e3: 62: 82: 23:
5f:c7:15: 1f : 12: 84</ key>
</ aes>
</priv>
</ user>
</ renot e>
</ usnp
<target>
<nane>bl uebox</ name>
<udp>

<i p>2001: db8: : abcd</i p>
<port>161</port>
</ udp>
<t ag>bl ue</t ag>
<t arget-parans>matt-aut h</target - par ans>
</target>
<t ar get - par ans>
<name>nmat t - aut h</ name>
<usne
<user - name>nat t </ user - nanme>
<security-I|evel >aut h-no- priv</security-I|evel >
</ usnp
</t arget - parans>
</ snnp>
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A. 4. Target and Notification Configuration Exanple

Bel ow i s an XM instance docunent showi ng the configuration of a
notification generator application (see Appendi x A of [RFC3413]).
Note that the USM specific objects are defined in the "ietf-snnmp-usni
subrodul e.

<snnp xm ns="urn:ietf:parans: xnl :ns:yang:ietf-snm">
<target>
<name>addr 1</ name>
<udp>
<i p>192.0. 2. 3</i p>
<port >162</port >
</ udp>
<t ag>groupl</tag>
<t ar get - par ans>j oe- aut h</ t ar get - par ans>
</target>
<t arget>
<name>addr 2</ name>
<udp>
<i p>192. 0. 2. 6</i p>
<port>162</port>
</ udp>
<t ag>groupl</tag>
<t ar get - par ans>j oe- aut h</ t ar get - par ans>
</target>
<target>
<name>addr 3</ name>
<udp>
<i p>192.0. 2. 9</i p>
<port >162</port>
</ udp>
<t ag>group2</tag>
<t ar get - par ans>bob- pri v</t ar get - par ans>
</target>
<t ar get - par ans>
<name>j oe- aut h</ nanme>
<usnp
<user - nanme>j oe</ user - nane>
<security-1|evel >aut h-no-priv</security-1|evel >
</ usnp
</t arget - parans>
<t ar get - par ans>
<name>bob- pri v</ name>
<usnp
<user - nanme>bob</ user - nanme>
<security-I|evel >aut h-priv</security-I|evel >
</ usnp
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</t arget - parans>
<notify>
<nane>gr oupl</ name>
<t ag>gr oupl</tag>
<type>trap</type>
</notify>
<noti fy>
<nane>gr oup2</ name>
<t ag>group2</tag>
<type>trap</type>
</notify>
</ snnp>

A. 5. Proxy Configuration Exanple

Bel ow i s an XM instance docunent showi ng the configuration of a
proxy forwarder application. It proxies SNWv2c nessages from
conmand generators to a file server running an SNWPv1l agent that
recogni zes two comunity strings, "private" and "public", with
different associated read views. The file server is represented as
two "target" instances, one for each community string.

If the proxy receives an SNMPv2c nessage with the conmmunity string
"public" froma device in the "Ofice Network"” or "Hone Ofice
Network", it gets tagged as "trusted", and the proxy uses the
"private" community string when sending the nessage to the file
server. Oher SNWPv2c nmessages with the community string "public"
get tagged as "non-trusted", and the proxy uses the "public"
community string for these nessages. There is also a special
"backdoor" community string that can be used fromany location to get
"trusted" access.

The "OFfice Network" and "Home Office Network" are represented as two
"target" instances. These "target" instances have target-parans
"none", which refers to a non-existing target-parans entry.

<snmp xm ns="urn:ietf:parans: xn :ns:yang:ietf-snnp">
<t arget >
<name>Fi |l e Server (private)</name>
<udp>
<i p>192.0. 2. 1</ i p>
</ udp>
<t arget - parans>v1-private</target-parans>
</target>
<t ar get >
<name>Fi |l e Server (public)</nane>
<udp>
<i p>192.0. 2. 1</i p>
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</ udp>
<t arget - parans>vl1-public</target-parans>
</target>
<t ar get >
<nanme>0OF fi ce Networ k</ name>
<udp>
<i p>192.0. 2. 0</i p>
<prefi x-1 engt h>24</ prefi x-1 engt h>
</ udp>
<t ag>of fi ce</tag>
<t ar get - par ans>none</ t ar get - par ans>
</target>
<target>
<nanme>Home O fice Network</name>
<udp>
<i p>203. 0. 113. 0</i p>
<prefix-1engt h>24</ prefix-1engt h>
</ udp>
<t ag>hone-of fi ce</t ag>
<t ar get - par ans>none</ t ar get - par ans>
</target>
<t ar get - par ans>
<nane>v1-privat e</ nane>
<vl>
<security-nane>privat e</security-nane>
</vl>
</t arget - parans>
<t ar get - par ans>
<nanme>v1- publ i c</ name>
<vl>
<security-nanme>public</security-name>
</vl>
</t arget - parans>
<t ar get - par ans>
<nanme>v2c- publ i c</ nane>
v2c>
<security-nanme>public</security-name>
</v2c>
</t arget - parans>

<l--
Communities cl1, c2, c3, and c4 are used for incom ng nessages
t hat shoul d be forwarded.

Communities c¢3 and c5 are used for outgoing nmessages to the
file server.

-->

<comuni ty>

Bj or kl und & Schoenwael der St andards Track [ Page 83]



RFC 7407 YANG Dat a Model for SNMP Configuration Decenber 2014

<i ndex>c1</i ndex>
<security-nanme>public</security-name>
<engi ne-i d>80: 00: 61: 81: c8</ engi ne-i d>
<cont ext >t r ust ed</ cont ext >
<target-tag>office</target-tag>

</ conmuni t y>

<comuni ty>
<i ndex>c2</i ndex>
<security-nanme>public</security-name>
<engi ne-i d>80: 00: 61: 81: c8</ engi ne-i d>
<cont ext >t r ust ed</ cont ext >
<t arget-tag>hone-office</target-tag>

</ conmuni t y>

<conmuni ty>
<i ndex>c3</i ndex>
<security-nanme>public</security-name>
<engi ne-i d>80: 00: 61: 81: c8</ engi ne-i d>
<cont ext >not - t r ust ed</ cont ext >

</ conmuni t y>

<conmuni ty>
<i ndex>c4</i ndex>
<t ext - nanme>backdoor </ t ext - nanme>
<security-nanme>public</security-name>
<engi ne-i d>80: 00: 61: 81: c8</ engi ne-i d>
<cont ext >t r ust ed</ cont ext >

</ conmuni t y>

<conmuni ty>
<i ndex>c5</i ndex>
<security-nanme>privat e</security-nane>
<engi ne-i d>80: 00: 61: 81: c8</ engi ne-i d>
<cont ext >t r ust ed</ cont ext >

</ conmuni t y>

<pr oxy>
<nanme>pl</ name>
<type>r ead</type>
<cont ext - engi ne-i d>80: 00: 61: 81: c8</ cont ext - engi ne-i d>
<cont ext - nane>t r ust ed</ cont ext - name>
<t arget-parans-i n>v2c-public</target-parans-in>
<single-target-out>File Server (private)</single-target-out>
</ pr oxy>
<pr oxy>
<nanme>p2</ nane>
<type>read</type>
<cont ext - engi ne-i d>80: 00: 61: 81: c8</ cont ext - engi ne-i d>
<cont ext - name>not -t r ust ed</ cont ext - name>
<t arget - parans-i n>v2c-public</target-parans-in>
<single-target-out>File Server (public)</single-target-out>
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</ pr oxy>
</ snmp>

If an SNWMPv2c Get request with comunity string "public" is received
froman I P address tagged as "office" or "honme-office", or if the
request is received fromanywhere else with community string
"backdoor", the inplied context is "trusted" so proxy entry "pl"

mat ches. The request is forwarded to the file server as SNWv1 with
community "private" using conmunity table entry "c5" for outbound
par ans | ookup.

If an SNWPv2c Get request with comunity string "public" is received
fromany other | P address, the inplied context is "not-trusted" so
proxy entry "p2" matches, and the request is forwarded to the file
server as SNWMPv1l with community "public".

A. 6. View Based Access Control Mdel Configuration Exanple

Bel ow i s an XM instance docunent show ng the mini numsecure VACM
configuration (see Appendix A of [RFC3415]).

<snmp xm ns="urn:ietf:parans: xm :ns:yang:ietf-snnp">
<vacne
<gr oup>
<name>i ni ti al </ name>
<memnber >
<security-nane>initial </security-nane>
<security-nodel >usnk/ security-nodel >
</ menber >
<access>
<cont ext ></ cont ext >
<security-nodel >usnx/security-nodel >
<security-I|evel >no-aut h-no-priv</security-I|evel >
<read-vi ew>restrict ed</read-vi ew>
<notify-viewsrestricted</notify-view
</ access>
<access>
<cont ext ></ cont ext >
<security-nodel >usnx/security-nodel >
<security-I|evel >aut h-no-priv</security-1|evel >
<r ead- vi ew>i nt er net </ r ead- vi ew>
<write-viewsinternet</wite-view
<noti fy-vi ewsi nternet</notify-vi ew>
</ access>
</ group>
<vi ew>
<nane>i ni ti al </ nane>
<i ncl ude>1. 3. 6. 1</ i ncl ude>
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</ vi ew>
<Vi ew>
<nanme>restri ct ed</ nane>
<i ncl ude>1. 3. 6. 1</ i ncl ude>
</ vi ew>
</ vacnp
</ snnp>

The followi ng XM i nstance docunment shows the sem -secure VACM
configuration (only the view configuration is different).

<snnmp xm ns="urn:ietf:parans: xn :ns:yang:ietf-snnp">
<vacne
<gr oup>
<nane>i ni ti al </ name>
<nenber >
<security-nanme>initial </security-nane>
<security-nodel >usnx/ security-nodel >
</ menber >
<access>
<cont ext ></ cont ext >
<security-nodel >usnk/ security-nodel >
<security-I|evel >no-aut h-no-priv</security-1|evel >
<read- vi ewsrestri ct ed</read-vi ew>
<notify-viewsrestricted</notify-view
</ access>
<access>
<cont ext ></ cont ext >
<security-nodel >usnk/ security-nodel >
<security-1|evel >aut h-no-priv</security-1level >
<r ead- vi ew>i nt er net </ r ead- vi ew>
<wite-viewsinternet</wite-view
<notify-vi ewsi nternet</notify-view
</ access>
</ group>
<vi ew>
<nane>i ni ti al </ name>
<i ncl ude>1. 3. 6. 1</ i ncl ude>
</ vi ew>
<vi ew>
<nane>r estri ct ed</ nane>

<i nclude>1.3.6.1.2.1.1</i ncl ude>
<include>1.3.6.1.2.1.11</i ncl ude>
<i ncl ude>1.3.6.1.6.3.10. 2. 1</i ncl ude>
<include>1.3.6.1.6.3.11. 2. 1</ i ncl ude>
<i ncl ude>1.3.6.1.6.3.15. 1. 1</i ncl ude>
</ vi ew>
</ vacnp
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</ snnp>
A. 7. Transport Layer Security Transport Model Configuration Exanple

Bel ow i s an XM instance docunent showi ng the configuration of the
mappi ng of certificate to security nane (see Appendices A 2 and A 3
of [ RFC6353]).

<snnp xm ns="urn:ietf:parans: xn :ns:yang:ietf-snnp"
xm ns: x509c2n=
"urn:ietf:parans: xm :ns:yang:ietf-x509-cert-to-name">

<t| stnp
<cert-to-nane>
<jid>1</id>

<fingerprint>11: 0A: 05: 11: 00</fi nger pri nt >
<map-type>x509c2n: san- any</ map-t ype>

</ cert-to-name>

<cert-to-name>
<i d>2</id>
<fingerprint>11: 0A: 05: 11: 00</fi ngerpri nt >
<map-type>x509c2n: speci fi ed</ map-type>
<name>

Joe Cool

</ nane>

</ cert-to-name>

</tlstnp
</ snnp>
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