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1. Introduction

To date, applications using the Extensible Messagi ng and Presence
Protocol (XMPP) (see [RFC6120] and [RFC6121]) on the Wb have nade
use of Bidirectional-streans Over Synchronous HTTP (BOSH) (see

[ XEP-0124] and [ XEP-0206]), an XMPP binding to HTTP. BOSH is based
on the HTTP "long polling" technique, and it suffers from high
transport overhead conpared to XMPP's native binding to TCP. In
addition, there are a nunber of other known issues with long polling
[ RFC6202] that have an inpact on BOSH based systens.

In nost circunstances, it would be nuch better to avoid tunneling
XMPP over HTTP | ong-polled connections and instead use XMPP directly.
However, the APIs and sandbox that browsers have provi ded do not
allow this. The WebSocket protocol [RFC6455] exists to solve these
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ki nds of problens and is a bidirectional protocol that provides a
si npl e nmessage-based franing |ayer, allowi ng for nore robust and
ef ficient conmunication in web applications.

The WebSocket protocol enables two-way comunication between a client
and a server, effectively enulating TCP at the application |ayer and,
t herefore, overcom ng nmany of the problens with existing |ong-polling
techni ques for bidirectional HTTP. This docunent defines a WbSocket
subprotocol for XWPP

The WebSocket binding for XWMPP is designed for use by browser-based
applications (e.g., XMPP clients witten in JavaScript). Typically,
these applications are used to access the sane information and
communi cati on opportunities (e.g., the same XMPP "roster" of
contacts) as clients that connect to an XMPP server over the TCP

bi ndi ng defined in [RFC6120]. Although the only essential difference
is the underlying transport binding, relevant inplications (e.qg.
fram ng nethods and di scovery processes) are highlighted in this
speci fication.

2. Terninol ogy

The basic unit of framing in the WebSocket protocol is called a
"message". In XMPP, the basic unit is the stanza, which is a subset
of the first-level children of each docunent in an XMPP stream (see
Section 9 of [RFC6120]). XMPP al so has a concept of nessages, which
are stanzas with a top-level elenment of <message/>. |In this
docunent, the word "nessage" will nmean a WebSocket nessage, not an
XMPP message stanza (unl ess otherw se noted).

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

3.  XMPP Subpr ot oco
3. 1. Handshake

The XMPP subprotocol is used to transport XMPP over a WebSocket
connection. The client and server agree to this protocol during the
WebSocket handshake (see Section 1.3 of [RFC6455]).

During the WebSocket handshake, the client MJST include the val ue
"xmpp’ in the list of protocols for the ' Sec-WbSocket - Prot ocol
header. The reply fromthe server MJST also contain 'xnmpp’ in its
own ' Sec- WbSocket - Protocol’ header in order for an XMPP subprotoco
connection to be established.
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If a client receives a handshake response that does not include
"Xmpp’ in the ' Sec-WbSocket-Protocol’ header, then an XWPP
subprot ocol WebSocket connection was not established and the client
MUST cl ose the WebSocket connection

Once the handshake has successful ly conpl eted, WebSocket nessages
sent or received MUST conformto the protocol defined in the rest of
this docunent.

The following is an exanple of a WebSocket handshake, followed by
openi ng an XMPP st ream

C.  GET /xnmpp-websocket HTTP/ 1.1
Host: exanpl e.com
Upgr ade: websocket
Connecti on: Upgrade
Sec- WbSocket - Key: dGhl | HNhbXBsZSBub25j ZQ==
Oigin: http://exanple.com

Séé—VEbSocket-Protocol: xnpp
Sec- WbSocket - Versi on: 13

S: HITP/1.1 101 Switching Protocols
Upgr ade: websocket
Connecti on: Upgrade

Séé-VEbSocket-Accept: s3pPLMBI Txa@kYGzzhZRbK+xCOo=
Sec- WbSocket - Prot ocol : xnpp

[ WebSocket connection established]

C.  <open xm ns="urn:ietf:parans: xn :ns: xnmpp-fram ng"
t o="exanpl e. cont
version="1.0" />

S  <open xm ns="urn:ietf:parans: xn : ns: xnpp-fram ng"
from="exanpl e. cont
i d=" ++TR84SnB6A3hnt 3QV65SNAbbk3Y="
xm : 1 ang="en"
version="1.0" />

3.2. WbSocket Messages

Data frane nessages in the XMPP subprotocol MJST be of the text type
and contain UTF-8 encoded dat a.
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3.3. XWPP Franm ng

The frami ng nmethod for the binding of XMPP to WebSocket differs from
the fram ng method for the TCP binding as defined in [ RFC6120]; in
particul ar, the WebSocket bindi ng adopts the nessage fram ng provided
by WebSocket to delineate the stream open and cl ose headers, stanzas,
and other top-level stream el enents.

3.3. 1. Framed XML Stream

The start of a framed XML streamis marked by the use of an opening
"stream header", which is an <open/> elenent with the appropriate
attributes and nanespace decl arations (see Section 3.3.2). The
attributes of the <open/> elenent are the sane as those of the
<stream > el enment defined for the 'http://etherx.jabber.org/streans’
nanespace [ RFC6120] and with the same semantics and restrictions.

The end of a franmed XML streamis denoted by the closing "stream
header", which is a <close/> elenent with its associated attributes
and nanespace declarations (see Section 3.3.2).

The introduction of the <open/> and <cl ose/> elenents is notivated by
the parsable XM. docunent fram ng restriction in Section 3.3.3. As a
consequence, note that a framed XM. stream does not provide a

W appi ng <stream streani > [ RFC6120] el enent enconpassing the entirety
of the XML stream

3.3.2. Franmed Stream Nanmespace

The XM. stream headers (the <open/> and <cl ose/ > el enents) MJST be
qualified by the nanespace 'urn:ietf:parans: xm:ns:xnmpp-fram ng’ (the
"franed stream nanespace"). |If this rule is violated, the entity
that receives the of fending stream header MJST close the streamwi th
an error, which MJST be <invalid-nanespace> (see Section 4.9.3.10 of
[ RFC6120]).

3.3.3. Stream Franes

The individual frames of a framed XML stream have a one-to-one
correspondence with WebSocket nessages and MUST be parsabl e as

st andal one XML docunents, conplete with all rel evant nanespace and

| anguage decl arations. The inclusion of XML decl arations, however,
i's NOT RECOMVENDED, as WebSocket nessages are already nandated to be
UTF- 8 encoded. Including declarations in each message would only

i ncrease the frami ng overhead of each nessage.

The first character of each frane MIUST be a '<' character.
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Every XMPP stanza or other XM el enent (including the stream open and
cl ose headers) sent directly over the XML stream MUST be sent in its
own frane.

Exanpl e of a WebSocket nessage that contains an independently
par sabl e XML docunent:

<nessage xm ns="jabber:client" xm:|ang="en">
<body>Every WebSocket nessage is parsable by itself.</body>
</ message>

Note that for streamfeatures and errors, there is no parent context
el ement providing the "streanm namespace prefix as in [RFC6120], and
thus the stream prefix MJST be declared or use an unprefixed form

<stream features xm ns:stream="http://etherx.jabber.org/streans">
<bi nd xm ns="urn:ietf:paranms: xm : ns: xnpp-bi nd"/ >
</ stream f eat ures>

- OR --

<error xmns="http://etherx.jabber.org/streans">
<host - unknown xm ns="urn:ietf:parans: xnl : ns: xnpp-streans’ />
</error>

3.4. Streamlnitiation

The first nmessage sent after the WebSocket openi ng handshake MJST be
fromthe initiating entity and MIUST be an <open/> el enent qualified
by the "urn:ietf:parans: xm:ns: xnpp-fram ng’ nanespace and with the
sanme attributes mandated for the <strean» opening tag as described in
Section 4.7 of [RFC6120].

The receiving entity MIST respond with either an <open/> el enent

(whose attributes match those described in Section 4.7 of [RFC6120])
or a <close/> elenent (see Section 3.6.1).
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An exanpl e of a successful streaminitiation exchange:

C.  <open xm ns="urn:ietf:parans: xnl :ns: xnmpp-fram ng"
t o="exanpl e. cont
version="1.0" />

S:  <open xm ns="urn:ietf:parans: xnm :ns: xnpp-fram ng"
from="exanpl e. cont
i d=" ++TR84SnB6A3hnt 3QV65SnAbbk3Y="
xm : | ang="en"
version="1.0" />

Cients MUST NOT nultiplex XMPP streanms over the sane WebSocket.
3.5. StreamErrors

Stream |l evel errors in XMPP are fatal. Should such an error occur
the server MUST send the streamerror as a conplete elenent in a
message to the client.

If the error occurs during the opening of a stream the server MJST
send the initial open el enent response, followed by the streamleve
error in a second WebSocket nmessage frame. The server MJST then

cl ose the connection as specified in Section 3.6.

3.6. dosing the Connection

The cl osing process for the XMPP subprotocol mrrors that of the XWMPP
TCP binding as defined in Section 4.4 of [RFC6120], except that a
<cl ose/> el enent is used instead of the ending </stream streane tag.

Either the server or the client nmay close the connection at any tine.
Bef ore cl osing the connection, the closing party is expected to first
cl ose the XMPP stream (i f one has been opened) by sending a nessage
with the <close/> elenent, qualified by the
"urn:ietf:parans: xn :ns: xnpp-fram ng" nanespace. The streamis

consi dered cl osed when a correspondi ng <cl ose/> el enent is received
fromthe other party, and the XMPP session is ended.

To then cl ose the WebSocket connection, the closing party MJST

initiate the WebSocket cl osing handshake (see Section 7.1.2 of
[ RFC6455]) .
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An exanpl e of endi ng an XMPP-over-WbSocket session by first closing
the XMPP stream | ayer and then the WebSocket connection |ayer

I e e >
| W5 CLOSE FRAME

dient ( XMPP W6S) Server

|| ||

| | <close xm ns="urn:ietf:parans: xn :ns: xnmpp-fram ng" /> |

I >

[ <close xm ns="urn:ietf:parans: xm : ns: xnpp-fram ng" /> |

| S |

|| ||

| (XMPP Stream C osed) |

| o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +

| |

| |
|
|

If the WebSocket connection is closed or broken w thout the XWMPP
stream havi ng been closed first, then the XWMPP streamis considered
inmplicitly closed and the XMPP session ended; however, if the use of
stream nanagenent resunption was negotiated (see [ XEP-0198]), the
server SHOULD consi der the XMPP session still alive for a period of
ti me based on server policy as specified in [ XEP-0198].

3.6.1. see-other-uri

At any point, if the server wishes to instruct the client to nove to
a different WebSocket endpoint (e.g., for |oad-bal ancing purposes),
then a <close/> elenment is sent with the 'see-other-uri’ attribute
set to the URI of the new connection endpoint (which MAY be for a
different transport nethod, such as BOSH (see [ XEP-0124] and

[ XEP- 0206])) .

Cients MUST NOT accept suggested endpoints with a | ower security
context (e.g., nmoving froma 'wss://’' endpoint to a "ws://’ or
"http://’ endpoint).

An exanpl e of the server closing a streamand instructing the client
to connect at a different WbSocket endpoint:

S: <close xm ns="urn:ietf:parans: xnl : ns: xnmpp-framn ng"
see-ot her-uri="wss://otherendpoi nt. exanpl e/ xnpp- bi nd" />
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3.7. Stream Restarts

Whenever a streamrestart is nmandated (see Section 4.3.3 of

[ RFC6120]), both the server and client streans are inplicitly closed
and new streans MJST be opened, using the same process as in

Section 3. 4.

The client MJUST send a new stream <open/> el enent and MJST NOT send a
cl osi ng <cl ose/ > el enent.

An exanpl e of restarting the streamafter successful Sinple
Aut hentication and Security Layer (SASL) negotiation

S: <success xm ns="urn:ietf:params: xm : ns: xnpp-sasl" />
[Streans inplicitly closed]

C. <open xm ns="urn:ietf:parans: xnl :ns: xnpp-fran ng"
t o="exanpl e. cont
version="1.0" />

3.8. Pings and Keepalives

Traditionally, XMPP servers and clients often send "whitespace
keepal i ves" (see Section 4.6.1 of [RFC6120]) between stanzas to
mai ntain an XM. stream However, for the XMPP subprotocol each
nmessage is required to start with a '< character, and, as such
whi t espace keepalives MJUST NOT be used.

As alternatives, the XMPP Ping extension [ XEP-0199] and the XWPP
St ream Managenent extension [ XEP-0198] provi de pingi ng nechani sns.
Ei t her of these extensions (or both) MAY be used to determ ne the
state of the connection.

Cients and servers MAY al so use WbSocket ping control franes for
this purpose, but note that sonme environnents, such as browsers, do
not provide access for generating or nonitoring ping control franes.

3.9. Use of TLS

Transport Layer Security (TLS) cannot be used at the XMPP subprotoco
| ayer because the subprotocol does not allow for raw binary data to
be sent. Instead, when TLS is used, it MJST be enabled at the
WebSocket |ayer using secure WbSocket connections via the 'wss’ UR
scheme. (See Section 10.6 of [RFC6455].)
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Because TLS is to be provided outside of the XMPP subprotocol |ayer,
a server MUST NOT advertise TLS as a stream feature (see Section 4.6
of [RFC6120]) when using the XMPP subprotocol. Likew se, a client
MUST i gnore any advertised TLS stream feature when using the XWMPP
subpr ot ocol

3.10. Stream Managenent

In order to alleviate the problens of tenmporary di sconnections, the
client MAY use the XMPP Stream Managenment extension [ XEP-0198] to
confirmwhen stanzas have been received by the server

In particular, the client MAY use session resunption as described in
[ XEP-0198] to recreate the same stream session state after a
tenporary network unavailability or after navigating to a new URL in
a browser.

4. Discovering the WebSocket Connection Met hod

Section 3 of [RFC6120] defines a procedure for connecting to an XMPP
server, including ways to discover the TCP/IP address and port of the
server using Domain Nane System service (DNS SRV) records [ RFC2782].
When using the WebSocket binding as specified in this docunent
(instead of the TCP binding as specified in [ RFC6120]), a client
needs an alternative way to discover information about the server’s
connection nmethods, since web browsers and ot her WebSocket - capabl e
software applications typically cannot obtain such information from

t he DNS.

The alternative | ookup process uses Wb-host Mt adata [ RFC6415] and
Web Li nki ng [ RFC5988], where the link relation type is

"urn: xnpp: al t - connecti ons: websocket" as described in "Di scovering

Al ternative XMPP Connection Methods" [ XEP-0156]. Conceptually, the
host - meta | ookup process used for the WebSocket binding is anal ogous
to the DNS SRV | ookup process used for the TCP binding. The process
is as foll ows.

1. Send a request over secure HTTP to the path
"/.well-known/ host-nmeta" at an HTTP origin [ RFC6454] that matches
the XMPP service donmain (e.g., a URL of
"https://imexanple.org/.well-known/host-nmeta" if the XMPP
service domain is "imexanple.org").
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5.

5.

5.

2. Retrieve a host-neta docunment specifying a link relation type of
"urn: xnpp: al t - connecti ons: websocket", such as:

<XRD xm ns=" http://docs. oasi s-open. org/ns/xri/xrd-1.0" >
<Li nk rel ="urn: xnpp: al t - connecti ons: websocket "
href ="wss://imexanpl e. org: 443/ ws" />
</ XRD>

Servers MAY expose discovery information using host-nmeta docunents,
and clients MAY use such information to deternine the WbSocket
endpoi nt for a server

In cases where the XMPP service domain does not match the di scovered
web origin of the WbSocket endpoint, the Wb-host Metadata SHOULD be
used to establish trust between the XMPP server domain and the
WebSocket endpoint as | ong as the host-neta request and response
occurred over secure HITP; this is especially relevant in multi-
tenant situations where the same WebSocket endpoint is serving

mul tiple XVPP donains (e.g., the XMPP service domains for both
"exanpl e. com and "imexanpl e.org" mght be serviced by the same
WebSocket endpoint at "hosting.exanple.net"). See Section 6 for

rel ated di scussion.

| ANA Consi derations
1. WebSocket Subprotocol Nane

| ANA has registered the WebSocket XMPP subprotocol in the "WbSocket
Subprot ocol Nane Registry", with the foll ow ng data:

Subprotocol ldentifier: xnpp

Subprotocol Conmon Nane: WebSocket Transport for the Extensible
Messagi ng and Presence Protocol (XWVPP)

Subprotocol Definition: this docunent
2. URN Sub- nanespace

A URN sub-namespace for franm ng of Extensible Messaging and Presence
Protocol (XWMPP) streans is defined as follows.

URI: urn:ietf:parans: xm:ns:xnmpp-fran ng

Specification: this docunent
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Description: This is the XM. nanmespace nane for fram ng of

Ext ensi bl e Messagi ng and Presence Protocol (XMPP) streans as
defined by RFC 7395.

Regi strant Contact: |ESG <iesg@etf.org>

Security Considerations

The WebSocket binding for XMPP differs in several respects fromthe
TCP bi ndi ng defined in [ RFC6120]:

6.
1
2.
3.
4,
St out

As described in Section 4 of this document, the nethod for

di scovering a connection endpoint does not use DNS SRV records as
in the TCP binding but instead uses Wb-host Metadata files
retrieved via HTTPS froma URL at the XWMPP service domain. From
a security standpoint, this is functionally equivalent to
resolution via DNS SRV records (and still relies on the DNS for
resol ution of the XMPP source donmin).

The met hod for authenticating a connection endpoint uses TLS
(typically with PKI X certificates) as in the TCP binding, but the
identity to be authenticated is the connection endpoint address
i nstead of the XMPP service donain; del egation fromthe XWPP
service domain to the connection endpoint address (if any) is
acconpl i shed via the discovery nethod described in Section 4.
Thus, the connection endpoint is still authenticated, and the
del egation is secure as long as the Web-host Metadata file is
retrieved via HTTPS. However, note that, in practice, this
option mght not be enpl oyed when user agents are configured or
depl oyed for a particul ar del egated donai n.

The fram ng met hod described in Section 3.3 foll ows the WebSocket
pattern by sending one top-level XM el ement per WebSocket
nmessage, instead of using streanming XML as in the TCP bi ndi ng.
However, the fram ng nethod has no inpact on the security
properties of an XWMPP session (e.g., end-to-end encryption of XM
stanzas can be acconplished just as easily with WbSocket fram ng
as with stream ng XWM.).

In all other respects (e.g., user authentication via SASL,

al | owabl e characters in XMPP addresses, and reuse of various
technol ogi es such as Base 64, SASL nechani sns, UTF-8, and XM.),
t he WebSocket binding does not differ fromthe TCP bi ndi ng and,
thus, does not nodify the security properties of the protocol
In all these respects, the security considerations of [RFC6120]
apply directly to the WebSocket bi ndi ng.
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In order to ensure that conmuni cations over the WbSocket binding are
as secure as comruni cati ons over the TCP binding, an operator needs
to (1) serve the Web-host Metadata file for the XMPP service donmain
over secure HITP (" https’ URIs) only, (2) configure the WbSocket
connection endpoint to use TLS ('wss’ URIs) only, and (3) depl oy
certificates that properly identify the XMPP service donmain and
WebSocket connection endpoint for usages (1) and (2), respectively.

Si nce application-level TLS cannot be used (see Section 3.9),
applications need to protect the privacy of XMPP traffic at the
WebSocket or ot her appropriate |ayer.

Br owser - based applications are not able to inspect and verify, at the
application layer, the certificate used for the WbSocket connection
to ensure that it corresponds to the domain specified as the 'to
address of the XMPP stream There are two cases:

1. If the XMPP service donmain natches the origin for the WbSocket
connection, the relevant check is already perforned by the
browser. For exanple, the XWMPP service domain mght be
"foo. exanpl e", and the WebSocket endpoint discovered for the link
relation type of "urn:xnpp:alt-connections: websocket" m ght be
"wss://foo. exanpl e/ websocket™. As long as the certificate
provi ded over WebSocket or HTTPS is verified according to the
rul es defined for secure HTTP [ RFC2818], then the browser wll
report the successful establishnent of a secure connection to the
application. (However, as noted, the application is still not
able to independently inspect and verify the certificate, and
needs to trust the browser; this is a limtation of existing
browser technol ogi es and thus cannot be worked around by
WebSocket applications.)

2. In situations where the user agent has to deal with del egation
and the domain of the XMPP server does not nmatch the web origin
of the WebSocket endpoint (such as nulti-tenant hosting
situations), the host-neta process described in Section 4 SHOULD
be used to delegate trust fromthe XMPP server donain to the
WebSocket origin, as long as the host-neta request and response
occurred over secure HTTP (with appropriate certificate
verification as defined in [ RFC2818]).

When presented with a new WebSocket endpoint via the 'see-other-uri
attribute of a <close/> elenent, clients MUST NOT accept the
suggestion if the security context of the new endpoint is |ower than
the current one in order to prevent downgrade attacks froma 'wss://’
endpoint to 'ws://’.
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The security considerations for both WbSocket (see Section 10 of
[ RFC6455]) and XMPP (see Section 13 of [RFC6120]) apply to the
WebSocket XMPP subpr ot ocol .
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Appendi x A, XM. Schenma

The followi ng schema formally defines the
‘urn:ietf:paranms: xm :ns: xnpp-fram ng’ nanmespace used in this
docunent, in conformance with WBC XML Scherma [ XML- SCHEMA]. Because
validation of XML streans and stanzas is optional, this schema is not
normative and is provided for descriptive purposes only.

<?xm version="1.0" encodi ng=" UTF-8" ?>

<xs: schema
xm ns: xs=" http://ww. w3. or g/ 2001/ XM_Schena
t ar get Nanespace="urn:ietf: parans: xm : ns: xnpp-frani ng
xm ns="urn:ietf:params: xm : ns: xnmpp-fran ng
el ement For mDef aul t =" unqual i fi ed’ >

<xs: el ement nane=' open’ >
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base='enpty’ >
<xs:attribute name="from type="xs:string
use='optional ' />
<xs:attribute name="id type= xs:string
use='optional ' />
<xs:attribute nane="to’ type='xs:string
use='optional ' />
<xs:attribute name='version’ type= xs:deci mal
use='optional ' />
<xs:attribute ref="xnl:Iang’
use='optional ' />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el emrent >
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<xs: el enent nane= cl ose’ >
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base='enpty’ >

<xs:attribute name="from type="xs:string
use='optional ' />

<xs:attribute nane="id type=' xs:string
use='optional ' />

<xs:attribute name='see-other-uri’ type='xs:anyURI
use='optional ' />

<xs:attribute nanme="to’ type= xs:string
use='optional ' />

<xs:attribute name='version’ type= xs:deciml’
use='optional ' />

<xs:attribute ref="xm:Iang
use='optional ' />

</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el emrent >

<xs:si npl eType nane='enpty’ >
<xs:restriction base="xs:string >
<xs:enuneration value=""/>
</xs:restriction>
</ xs: si npl eType>

</ xs: schema>
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