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Abst r act

Thi s docunent updates RFC 6487 by clarifying the inclusion of policy
qualifiers in the certificate policies extension of Resource Public
Key Infrastructure (RPKI) resource certificates.

Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc7318
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Copyright (c) 2014 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction
Thi s docunment introduces policy qualifiers in the certificate
policies extension of the RPKI resource certificates. This docunent
updat es [ RFC6487] .
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
2. Update to RFC 6487
[ RFC6487] profiles certificates, certificate revocation lists, and
certificate signing requests specified in [RFC5280] for use in
routing public key infrastructure.
[ RFC5280] defines an extension to certificates for the listing of
policy information (see Section 4.2.1.4). [RFC6487] states in
Section 4.8.9: "This extension MJST be present and MJUST be narked
critical. It MIST include exactly one policy, as specified in the
RPKI CP [ RFC6484]". This references the CertPolicyld of the sequence

allowed in Policylnformation as defined by [ RFC5280].

[ RFC5280] al so specifies that Policylnformation nmay optionally have a
sequence of PolicyQualifierlnfo objects. [RFC6487] does not
specifically allow or disallowthese PolicyQualifierlnfo objects,

al t hough Section 4 also states: "Unless specifically noted as being
OPTIONAL, all the fields |isted here MIST be present, and any ot her
fields MJUST NOT appear in a conform ng resource certificate."
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Because there is a need for sone RPKI Certificate Authorities to
include policy qualifiers in their certificates, this docunent
updates Section 4.8.9 of [RFC6487] as foll ows:

AQLD:

Thi s extension MJST be present and MJST be marked critical. It
MUST i ncl ude exactly one policy, as specified in the RPKI
Certificate Policy (CP) [RFC6484].

NEW

Thi s extension MJST be present and MJST be marked critical. It
MUST i ncl ude exactly one policy, as specified in the RPKI CP
[ RFC6484]. Exactly one policy qualifier MAY be included. |If a
policy qualifier is included, the policyQualifierld MIST be the
Certification Practice Statenment (CPS) pointer qualifier type

(id-qt-cps).

As noted in [RFC5280], Section 4.2.1.4: "Optional qualifiers, which
MAY be present, are not expected to change the definition of the
policy." In this case, any optional policy qualifier that MAY be
present in a resource certificate MJST NOT change the definition of
the RPKI CP [ RFC6484] .

3. Security Considerations
The Security Considerations of [RFC6487] apply to this document.

Thi s docunent updates the RPKI certificate profile to specify that
the certificate policies extension can include a policy qualifier
which is a URI. Wile dereferencing the URI is not required for
certificate validation, doing so could provide a denial -of-service
(DoS) vector, where the target host may be subjected to bogus work
dereferencing the URI. However, this specification, |ike [RFC5280],
pl aces no processing requirenents on the URl included in the
qualifier.

As an update to [ RFC6487], this docunment broadens the class of
certificates that conformto the RPKI profile by explicitly including
within the profile those certificates that contain a policy qualifier
as described here. Arelying party that perforns a strict validation
based on [ RFC6487] and fails to support the updates described in this
document woul d incorrectly invalidate RPKI objects that include the
changes in Section 2.
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