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Abstract

Qperations, Adm nistration, and Maintenance (OAM) is a general term
that refers to a toolset for fault detection and isolation, and for
performance neasurenent. Over the years, various OAMtools have been
defined for various layers in the protocol stack.

Thi s docunment sunmmarizes sone of the OAMtools defined in the IETF in
the context of |P unicast, MPLS, MPLS Transport Profile (MPLS-TP)
pseudow res, and Transparent |nterconnection of Lots of Links
(TRILL). This docunent focuses on tools for detecting and isolating
failures in networks and for performance nonitoring. Control and
managenent aspects of OAM are outside the scope of this docunent.

Net work repair functions such as Fast Reroute (FRR) and protection
swi tching, which are often triggered by OAM protocols, are al so out
of the scope of this docunent.

The target audi ence of this docunment includes network equipnent

vendors, network operators, and standards devel opment organi zations.
Thi s docunment can be used as an index to some of the main OAM tool s
defined in the IETF. At the end of the docunent, a list of the OAM
tool sets and a list of the OAM functions are presented as a sunmary.
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Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7276

Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
document authors. All rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunent rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I nt roducti on

"OAM' is a general termthat refers to a tool set for detecting,
i solating, and reporting failures, and for nonitoring network
per f or mance.

There are several different interpretations of the "OAM acronym
This docunment refers to Operations, Administration, and Mii ntenance,
as recommended in Section 3 of [QAM Def].

Thi s docunent summarizes sone of the OAMtools defined in the IETF in
the context of |P unicast, MPLS, MPLS Transport Profile (MPLS-TP),
pseudow res, and TRILL.

Thi s docunent focuses on tools for detecting and isolating failures
and for performance nonitoring. Hence, this docunent focuses on the
tools used for nonitoring and neasuring the data plane; control and
managenment aspects of OAM are outside the scope of this docunent.
Net work repair functions such as Fast Reroute (FRR) and protection
swi tching, which are often triggered by OAM protocols, are also out
of the scope of this docunent.
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1

1

Backgr ound

OAM was originally used in traditional comunication technol ogies
such as E1 and T1, evolving into Plesiochronous Digital Hierarchy
(PDH) and then later into Synchronous Optical Network / Synchronous
Digital H erarchy (SONET/SDH). ATM was probably the first technol ogy
to include inherent OAM support from day one, while in other
technol ogi es OAM was typically defined in an ad hoc manner after the
technol ogy was al ready defined and depl oyed. Packet-based networks
were traditionally considered unreliable and best effort. As packet-
based networks evol ved, they have becone the common transport for
bot h data and tel ephony, replacing traditional transport protocols.
Consequent |y, packet-based networks were expected to provide a
simlar "carrier grade" experience, and specifically to support nore
advanced OAM functions, beyond | CVWP and router hellos, that were
traditionally used for fault detection

As typical networks have a nulti-layer architecture, the set of OAM
protocols simlarly take a nmulti-layer structure; each layer has its
own OAM protocols. Mreover, OAM can be used at different |evels of
hierarchy in the network to forma nulti-layer OAM sol ution, as shown
in the exanple in Figure 1

Figure 1 illustrates a network in which IP traffic between two
custoner edges is transported over an MPLS provider network. MPLS
OAM is used at the provider level for nonitoring the connection

bet ween the two provider edges, while P OAMis used at the custoner
| evel for nonitoring the end-to-end connection between the two

cust omer edges.

[ <---ommmem - Custoner-level OAM -------------- >
| P OAM (Ping, Traceroute, OMMP, TWAMP)

| <- Provider-|level OAM ->
MPLS OAM (LSP Pi ng)

+--m - - + +----+ +----+ +--m - - +
| | | | | | | |
| |------- | I MPLS | |------- | |
| | 1P | | | 1P |
L + +--- -+ +--- -+ L +
Cust oner Provi der Provi der Cust oner
Edge Edge Edge Edge

Figure 1: Exanple of Milti-layer OAM
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1.2. Target Audience
The target audience of this docunent includes:

0 Standards devel opnent organi zations - Both | ETF working groups and
non- | ETF organi zati ons can benefit fromthis docunent when
desi gni ng new OAM protocols, or when | ooking to reuse existing OAM
tools for new technol ogi es.

0 Network equi prent vendors and network operators can use this
docunent as an index to sone of the common | ETF OAM t ool s.

It should be noted that sone background in QAMis necessary in order
to understand and benefit fromthis document. Specifically, the
reader is assumed to be familiar with the term"OAM [OAM Def], the
nmotivation for using OAM and the distinction between OAM and net work
managenent [ QAM Mnq] .

1.3. OAM Related Work in the | ETF

This neno provides an overview of the different sets of CQAMtools
defined by the IETF. The set of OAMtools described in this neno are
applicable to I P unicast, MPLS, pseudowi res, MPLS Transport Profile
(MPLS-TP), and TRILL. Wile OAMtools that are applicable to other
technol ogi es exist, they are beyond the scope of this neno.

Thi s docunent focuses on | ETF docunents that have been published as
RFCs, while other ongoing OAMrel ated work is outside the scope.

The | ETF has defined OAM protocols and tools in several different
contexts. W roughly categorize these efforts into a few sets of
OAMrelated RFCs, listed in Table 1. Each set defines a logically
coupl ed set of RFCs, although the sets are in sone cases intertw ned
by common tools and protocols.

The di scussion in this docunent is ordered according to these sets
(the acronyns and abbreviations are listed in Section 2.1).
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ook R +
| Tool set | Transport |
| | Technol ogy |
S Fomm e e e o - +
| I P Ping | 1Pv4/IPv6e |
RS B S +
| 1P Traceroute | |Pv4/IPvEe |
oo R +
| BFD | generic |
S Fomm e e e o - +
| MPLS OAM | MPLS |
RS B S +
| MPLS- TP OAM | MPLS-TP |
oo R +
| Pseudowi re QAM Pseudowi res|
S Fomm e e e o - +
| OMAMP and | 1Pv4/IPv6e |
| TWAMP | |
ook R +
| TRILL OAM | TRILL |
o e e TR +

Tabl e 1: OAM Tool set Packages in the | ETF Docunents

Thi s docunent focuses on OAMtools that have been devel oped in the
| ETF. A short sunmary of sone of the significant OAM standards that
have been devel oped in other standard organi zations is presented in
Appendi x A. 2.
1.4. Focusing on the Data Pl ane
OAM tools may, and quite often do, work in conjunction with a control
pl ane and/ or managenent plane. OAM provides instrunentation tools
for measuring and nmonitoring the data plane. QAMtools often use
control -plane functions, e.g., to initialize OAM sessions and to
exchange various paraneters. The OQAMtools conmunicate with the
managenent plane to raise alarms, and often OAM tools may be
activated by the nanagenent plane (as well as by the control
e.g., to locate and | ocalize problens.

pl ane),

The consi derations of the control-plane mai ntenance tools and the
functionality of the managenent plane are out of scope for this
docunent, which concentrates on presenting the data-plane tools that
are used for OAM  Network repair functions such as Fast Reroute
(FRR) and protection switching, which are often triggered by QAM
protocols, are also out of the scope of this docunent.
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it is
dat a

pl ane with as rmuch accuracy as possible. Thus, it is inportant to
enforce fate-sharing between CAMtraffic that nonitors the data plane
and the data-plane traffic it nonitors.

2. Term nol ogy

2.1. Abbreviations

ACH
Al'S
ATM

BFD

ECWP
FEC
FRR

G ACh

| QWP
L2TP
L2VPN
L3VPN
LCCE

LDP

M zr ahi ,

Associ at ed Channel Header

Al arm | ndi cati on Signal
Asynchronous Transfer Mode

Bi di rectional Forwarding Detection
Continuity Check

Continuity Check and Connectivity Verification
Connectivity Verification

Del ay Measur enent

Equal - Cost Mul tipath

Forwar di ng Equi val ence d ass

Fast Reroute

Generic Associ ated Channel

Generic Associ ated Channel Label

I nternet Control Message Protocol
Layer 2 Tunneling Protocol

Layer 2 Virtual Private Network
Layer 3 Virtual Private Network
L2TP Control Connection Endpoi nt

Label Distribution Protocol

et al. I nf or mat i onal
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LER
LM
LSP

LSR

MEG
MEP

M P

MPLS
MPLS- TP

MIuU

ONAMP
PDH

PE

PSN

PW

PVE3
RBri dge
RDI

SDH
SONET

TRI LL

M zrahi, et
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Label Edge Router

Loss Measur enent

Label Swi tched Path

Label Switching Router

Mai nt enance Entity

Mai nt enance Entity G oup

MEG End Poi nt

MEG | nt er medi at e Poi nt

Mai nt enance Poi nt

Mul ti protocol Label Switching
MPLS Transport Profile

Maxi mum Tr ansni ssion Unit
Qperations, Adm nistration, and Mi ntenance
One-Way Active Measurenent Protocol
Pl esi ochronous Digital Hierarchy
Provi der Edge

Public Switched Network

Pseudow re

Pseudowi re Emul ati on Edge-t o- Edge
Routi ng Bridge

Renot e Defect |ndication
Synchronous Digital Hierarchy
Synchronous Optical Network

Transparent |nterconnection of Lots of Links

al . I nf or mat i onal

June 2014
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TTL

Tinme To Live

TWAMP Two- Wy Active Measurenent Protocol

VCCV Virtual G rcuit Connectivity Verification
VPN Virtual Private Network
2.2. Terminology Used in OAM St andar ds

2. 2.

General Terns

A wide variety of terns is used in various OAM standards. This
section presents a conparison of the terns used in various OAM
standards, without fully quoting the definition of each term

An interesting overview of the term"OAM and its derivatives is
presented in [CAM Def]. A thesaurus of term nology for MPLS-TP terns
is presented in [TP-Tern], which provides a good summary of sone of
the OCAM rel ated terni nol ogy.

2. 2.

Operations, Adm nistration, and Mi ntenance

The following definition of OQAMis quoted from [ OAM Def]:

The conponents of the "QAM acronym (and provisioning) are defined as
fol | ows:

(0]

Operations - Operation activities are undertaken to keep the
network (and the services that the network provides) up and
running. It includes nonitoring the network and findi ng problens.
| deal ly these problens should be found before users are affected.

Admi nistration - Adnministration activities involve keeping track
of resources in the network and how they are used. It includes
all the bookkeeping that is necessary to track networking
resources and the network under control.

Mai nt enance - Maintenance activities are focused on facilitating
repairs and upgrades -- for exanple, when equi pnent nust be

repl aced, when a router needs a patch for an operating system

i mage, or when a new switch is added to a network. Mintenance
al so i nvol ves corrective and preventive neasures to nmake the
managed network run nore effectively, e.g., adjusting device
configuration and paraneters.
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2.

2.

2. 3.

Functions, Tools, and Protocols

OAM Functi on

An OAM function is an instrumentation nmeasurenent type or
di agnosti c.

OAM functions are the atonic building blocks of OAM where each
function defines an OAM capability.

Typi cal exanpl es of OAM functions are presented in Section 3.

OAM Pr ot ocol

An OAM protocol is a protocol used for inplenmenting one or nore
OAM f uncti ons.

The OMMP-Test [OMWP] is an exanpl e of an OAM protocol.

OAM Tool

2.4,

An OAMtool is a specific neans of applying one or nore QAM
functions.

In sone cases, an OAM protocol *is* an OAMtool, e.g., OMM-Test.
In other cases, an OAMtool uses a set of protocols that are not
strictly OAM rel ated; for exanple, Traceroute (Section 4.2) can be
i mpl enment ed usi ng UDP and | CMP nessages, Wi thout using an QAM

prot ocol per se.

Data Pl ane, Control Plane, and Managenent Pl ane

Dat a Pl ane

The data plane is the set of functions used to transfer data in
the stratumor |ayer under consideration [ITU Terns].

The data plane is also known as the forwardi ng pl ane or the user
pl ane.

Control Pl ane

The control plane is the set of protocols and nmechani sns that
enable routers to efficiently learn how to forward packets towards
their final destination (based on [Conp]).
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Managenment Pl ane

The term "Managenent Plane", as described in [Mg], is used to
descri be the exchange of nanagenment nessages through managenent
protocols (often transported by IP and by I P transport protocols)
bet ween nmanagenent applications and the managed entities such as
net wor k nodes.

Data Pl ane vs. Control Plane vs. Managenent Pl ane

The distinction between the planes is at tinmes a bit vague. For
exanpl e, the definition of "Control Plane" above may inply that
OAM t ool s such as ping, BFD, and others are in fact in the contro
pl ane.

Thi s docunent focuses on tools used for nonitoring the data pl ane.
VWil e these tools could arguably be considered to be in the
control plane, these tools nonitor the data plane, and hence it is
i nperative to have fate-sharing between QAMtraffic that nonitors
the data plane and the data-plane traffic it nonitors.

Anot her potentially vague distinction is between the nmanagenent

pl ane and control plane. The nmanagenent plane should be seen as
separate from but possibly overlapping with, the control plane

(based on [ Mng]).

2.2.5. The Pl ayers
An QAM tool is used between two (or nore) peers. Various terns are
used in | ETF docunents to refer to the players that take part in OAM

Tabl e 2 summarizes the terns used in each of the tool sets di scussed
in this docunent.
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e e mmeeiieasceiaieaaeaaa e +
| Tool set | Terns |
s T T +
| Ping / Traceroute | - Host |
| ([1CwPv4], [ICWPv6], | - Node |
| [TCPIP-Tool s]) |- Interface |
| | - Gateway |
F e e mmeieeeeneieeaaaaan LR T T +
| BFD [ BFD] |- System |
F oo m e e e e e e e aea - S +
| MPLS QAM [ MPLS- OAM FW |- LSR |
e e e e e e oo o +
| MPLS-TP OAM [TP-OAMFW |- End Point - MEP |
| |- Internediate Point - MP |
F ommemmeeeeemeeeaaaaa F ommemeemeememeieieeaaeaa +
| Pseudowi re QAM [ VCCV] | - PE |
| | - LCCE |
e e e e e e oo o +
| OWAMP and TWAMP | - Host |
| ([OMNAMP], [ TWAMP]) | - End system |
L T e F ommemeemeememeieieeaaeaa +
| TRILL OAM [ TRI LL- GAM | - RBridge |
T o e e e e e e m e e e +

Tabl e 2: Mai ntenance Poi nt Term nol ogy
2.2.6. Proactive and On-Denmand Activation

The different OAMtools nay be used in one of two basic types of
activation:

Proactive
Proactive activation - indicates that the tool is activated on a
continual basis, where nmessages are sent periodically, and errors
are detected when a certain nunber of expected nessages are not
received.

On- denand

On-demand activation - indicates that the tool is activated
"manual | y" to detect a specific anonaly.

M zrahi, et al. I nf or mat i onal [ Page 13]



RFC 7276 Overvi ew of OAM Tool s June 2014

2.2.7. Connectivity Verification and Continuity Checks

Two distinct classes of failure nanagenent functions are used in QAM
protocol s: Connectivity Verification and Continuity Checks. The

di stinction between these ternms is defined in [ MPLS-TP-OAM and is
used simlarly in this docunent.

Continuity Check

Continuity Checks are used to verify that a destination is
reachabl e, and are typically sent proactively, though they can be
i nvoked on-demand as well .

Connectivity Verification

A Connectivity Verification function allows Alice to check whether
she is connected to Bob or not. It is noted that while the CV
function is performed in the data plane, the "expected path" is
predetermned in either the control plane or the nanagenent pl ane.
A Connectivity Verification (CV) protocol typically uses a CV
nmessage, followed by a CV reply that is sent back to the
originator. A CV function can be applied proactively or

on- demand.

Connectivity Verification tools often performpath verification as
well, allowing Alice to verify that messages from Bob are received
through the correct path, thereby verifying not only that the two
MPs are connected, but also that they are connected through the
expected path, allow ng detection of unexpected topol ogy changes.

Connectivity Verification functions can also be used for checking
the MIU of the path between the two peers.

Connectivity Verification and Continuity Checks are considered

conmpl enentary nechani sns and are often used in conjunction wth
each ot her.
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2.2.8. Connection-Oiented vs. Connectionless Conmunication
Connection-Oi ent ed

In connection-oriented technol ogi es, an end-to-end connection is
established (by a control protocol or provisioned by a nanagenent
system) prior to the transnission of data.

Typically a connection identifier is used to identify the
connection. |In connection-oriented technologies, it is often the
case (although not always) that all packets belonging to a
specific connection use the sane route through the network.

Connecti onl ess

In connectionless technol ogies, data is typically sent between end
poi nts wi thout prior arrangenent. Packets are routed

i ndependently based on their destination address, and hence

di fferent packets may be routed in a different way across the

net wor k.

D scussi on

The OAM tool s described in this docunment include tools that
support connection-oriented technologies, as well as tools for
connectionl ess technol ogi es.

In connection-oriented technol ogies, OAMis used to nonitor a
*specific* connection; OAM packets are forwarded through the sane
route as the data traffic and receive the sanme treatment. In
connectionl ess technol ogies, OAMis used between a source and
destination pair without defining a specific connection

Moreover, in some cases, the route of OAM packets may differ from
the one of the data traffic. For exanple, the connectionless |IP
Ping (Section 4.1) tests the reachability froma source to a given
destination, while the connection-oriented LSP Ping (Section
4.4.1) is used for nonitoring a specific LSP (connection) and
provides the capability to nonitor all the avail able paths used by
an LSP.

It should be noted that in sonme cases connectionless protocols are
noni t ored by connection-oriented OAM protocols. For exanple,
while IP is a connectionless protocol, it can be nonitored by BFD
(Section 4.3), which is connection oriented.
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2.2.9. Point-to-Point vs. Point-to-Miltipoint Services
Poi nt -t o-poi nt (P2P)

A P2P service delivers data froma single source to a single
desti nati on.

Poi nt-to-rmul ti point (P2MP)

A P2MP service delivers data froma single source to a one or nore
destinations (based on [Signal]).

An MP2MP service is a service that delivers data fromnore than
one source to one or nore receivers (based on [Signal]).

Note: the two definitions for P2MP and MP2MP are quoted from
[Signal]. Although [Signal] describes a specific case of P2MP and
MP2MP that is MPLS-specific, these two definitions also apply to
non- VPLS cases.

Di scussi on

The OAM tool s described in this docunment include tools for P2P
services, as well as tools for P2MP servi ces.

The distinction between P2P services and P2MP services affects the
corresponding QAMtools. A P2P service is typically sinpler to
monitor, as it consists of a single pair of endpoints. P2MP and
MP2MP servi ces present several challenges. For exanple, in a P2MP
service, the OAM nechani sm not only verifies that each of the
destinations is reachable fromthe source but also verifies that
the P2MP distribution tree is intact and | oop-free.

2.2.10. Fai |l ures

The terns "Failure", "Fault", and "Defect" are used interchangeably
in the standards, referring to a nmal function that can be detected by
a Connectivity Verification or a Continuity Check. |n sone

standards, such as 802.1ag [| EEE802.1Q, there is no distinction
between these terns, while in other standards each of these terns
refers to a different type of malfunction
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The ternminology used in | ETF MPLS-TP OAM i s based on the ITUT
t er mi nol ogy, which distingui shes between these three terms in
[ TUT-G 806] as follows:

Faul t

The term"Fault" refers to an inability to performa required action
e.g., an unsuccessful attenpt to deliver a packet.

Def ect

The term"Defect” refers to an interruption in the nornmal operation
such as a consecutive period of tinme where no packets are delivered
successful ly.

Fai l ure

The term"Failure" refers to the ternmnation of the required
function. Wiile a Defect typically refers to a limted period of
time, a failure refers to a long period of tine.

3. OAM Functions

Thi s subsection provides a brief sunmmary of the conmon OAM functi ons
used in OAMrel ated standards. These functions are used as buil ding
bl ocks in the OAM standards described in this docunent.

o Connectivity Verification (CV), Path Verification, and Continuity
Check (CO):
As defined in Section 2.2.7.

o Path Discovery / Fault Localization
This function can be used to trace the route to a destination
i.e., toidentify the nodes along the route to the destination
When nore than one route is available to a specific destination
this function traces one of the available routes. Wen a failure
occurs, this function attenpts to detect the location of the
failure.
Note that the term"route tracing" (or "Traceroute"), which is
used in the context of IP and MPLS, is sonetines referred to as
"path tracing” in the context of other protocols, such as TRILL.
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o Performance Monitoring:
Typically refers to:

* Loss Measurenent (LM - nonitors the packet |oss rate.

* Delay Measurenent (DM - nonitors the delay and del ay variation
(jitter).

4. OAM Tools in the IETF - A Detailed Description

This section presents a detail ed description of the sets of QAM
related tools in each of the toolsets in Table 1

4.1. 1P Ping

Ping is a common network diagnostic application for |IP networks that
use |CMP. According to [NetTerns], 'Ping  is an abbreviation for
Packet internet groper, although the termhas been so commonly used
that it stands on its own. As defined in [NetTerns], it is a program
used to test reachability of destinations by sending theman | CWP
Echo request and waiting for a reply.

The 1 CvP Echo request/reply exchange in Ping is used as a Continuity
Check function for the Internet Protocol. The originator transmts
an | CMP Echo request packet, and the receiver replies with an Echo
reply. I1CWP Ping is defined in two variants: [ICWv4] is used for

| Pv4, and [I1 CWMPv6] is used for |Pv6.

Ping can be invoked to either a unicast destination or a nulticast
destination. In the latter case, all nenbers of the nmulticast group
send an Echo reply back to the originator

Ping i mpl enentations typically use | CW° nessages. UDP Ping is a
vari ant that uses UDP nessages instead of |CMP Echo nessages.

Ping is a single-ended Continuity Check, i.e., it allows the
*initiator* of the Echo request to test the reachability. |If it is
desirable for both ends to test the reachability, both ends have to
i nvoke Ping independently.

Note that since ICMP filtering is deployed in some routers and

firewalls, the usefulness of Ping is sonetines linmted in the w der
Internet. This limtation is equally relevant to Traceroute.
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4. 2. I P Traceroute

Traceroute ([ TCPIP-Tools], [NetTools]) is an application that allows
users to discover a path between an IP source and an | P destination

The nobst common way to inplenent Traceroute [TCPIP-Tools] is
described as follows. Traceroute sends a sequence of UDP packets to
UDP port 33434 at the destination. By default, Traceroute begi ns by
sendi ng three packets (the number of packets is configurable in nost
Traceroute inplenentations), each with an I P Tine-To-Live (or Hop
Limt in I Pve) value of one, to the destination. These packets
expire as soon as they reach the first router in the path.
Consequently, that router sends three | CVP Ti me Exceeded Messages
back to the Traceroute application. Traceroute now sends another
three UDP packets, each with the TTL value of 2. These nessages
cause the second router to return | CMP nmessages. This process
continues, with ever-increasing values for the TTL field, until the
packets actually reach the destination. Because no application
listens to port 33434 at the destination, the destination returns

| CVMP Destination Unreachabl e Messages indicating an unreachabl e port.
This event indicates to the Traceroute application that it is
finished. The Traceroute programdisplays the round-trip del ay
associ ated with each of the attenpts.

Wil e Traceroute is a tool that finds *a* path fromA to B, it should
be noted that traffic fromA to Bis often forwarded through Equal -
Cost Multipaths (ECMPs). Paris Traceroute [PARIS] is an extension to
Traceroute that attenpts to discovers all the avail able paths fromA
to B by scanning different values of header fields (such as UDP
ports) in the probe packets.

It is noted that Traceroute is an application, and not a protocol

As such, it has various different inplenmentations. One of the nost
common ones uses UDP probe packets, as described above. O her

i npl enent ati ons exi st that use other types of probe nessages, such as
| CWP or TCP

Note that IP routing nay be asymretric. While Traceroute di scovers a
pat h between a source and destination, it does not reveal the reverse
pat h.

A few | CVP extensions ([ICVMP-MP], [ICMP-INnt]) have been defined in
the context of Traceroute. These docunents define severa
extensions, including extensions to the | CMP Destination Unreachabl e
nmessage, that can be used by Traceroute applications.
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Traceroute allows path discovery to *unicast* destination addresses.
A simlar tool [mrace] was defined for multicast destination
addresses; it allows tracing the route that a nulticast |P packet
takes froma source to a particul ar receiver.

4.3. Bidirectional Forwarding Detection (BFD)
4.3.1. Overview

VWhile nultiple QAM tools have been defined for various protocols in
the protocol stack, Bidirectional Forwarding Detection [BFD], defined
by the | ETF BFD working group, is a generic OAMtool that can be

depl oyed over various encapsul ating protocols, and in various medi um
types. The | ETF has defined variants of the protocol for IP
([BFD-1P], [BFD-Multi]), for MPLS LSPs [BFD-LSP], and for pseudowi res
[ BFD-VCCV]. The usage of BFD in MPLS-TP is defined in [TP-CC CV].

BFD i ncl udes two nmain OAM functions, using two types of BFD packets:
BFD Control packets and BFD Echo packets.

4.3.2. Term nol ogy

BFD oper ates between *systenms*. The BFD protocol is run between two
or nore systens after establishing a *session*.

4. 3. 3. BFD Contr ol

BFD supports a bidirectional Continuity Check, using BFD Control
packets that are exchanged within a BFD session. BFD sessions
operate in one of two npdes:

0 Asynchronous node (i.e., proactive): in this node, BFD Contro
packets are sent periodically. Wen the receiver detects that no
BFD Control packets have been received during a predetern ned
period of tine, a failure is reported.

0 Denmand node: in this node, BFD Control packets are sent on denand
Upon need, a systeminitiates a series of BFD Control packets to
check the continuity of the session. BFD Control packets are sent
i ndependently in each direction

Each of the endpoints (referred to as systens) of the nonitored path
maintains its own session identification, called a Discrininator
both Discrinmnators are included in the BFD Control Packets that are
exchanged between the endpoints. At the tine of session

est abli shnent, the Discrininators are exchanged between the two
endpoints. In addition, the transm ssion (and reception) rate is
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negoti ated between the two endpoints, based on information included
in the control packets. These transnission rates nmay be renegoti ated
during the session.

During normal operation of the session, i.e., when no failures have
been detected, the BFD session is in the Up state. |If no BFD Contro
packets are received during a period of tinme called the Detection
Time, the session is declared to be Down. The detection time is a
function of the pre-configured or negotiated transnission rate and a
paraneter called Detect Mult. Detect Mult determ nes the nunber of
m ssing BFD Control packets that cause the session to be declared as
Down. This paraneter is included in the BFD Control packet.

4.3.4. BFD Echo

A BFD Echo packet is sent to a peer systemand is | ooped back to the
originator. The echo function can be used proactively or on demand.

The BFD Echo function has been defined in BFD for |1 Pv4 and | Pv6
([BFD-1P]), but it is not used in BFD for MPLS LSPs or PWs, or in BFD
for MPLS-TP.

4. 4. NPLS OAM
The | ETF MPLS working group has defined OAM for MPLS LSPs. The
requi renents and franmework of this effort are defined in
[ MPLS- OAM FW and [ MPLS- QAM, respectively. The correspondi ng OQAM
tool defined, in this context, is LSP Ping [LSP-Ping]. OAM for P2MP
services is defined in [ MPLS- P2MP] .

BFD for MPLS [BFD-LSP] is an alternative neans for detecting data-
pl ane failures, as described bel ow

4.4.1. LSP Ping

LSP Ping is nodeled after the Ping/ Traceroute paradigm and thus it
may be used in one of two nodes:

o "Ping" node: In this node, LSP Ping is used for end-to-end
Connectivity Verification between two LERs.

0 "Traceroute" node: This node is used for hop-by-hop fault
i sol ation.
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LSP Ping is based on the | CMP Ping operation (of data-plane
Connectivity Verification) with additional functionality to verify
dat a- pl ane vs. control -pl ane consistency for a Forwardi ng Equival ence
O ass (FEC) and also to identify Maxi mum Transni ssion Unit (MIU)

pr obl ens.

The Traceroute functionality may be used to isolate and | ocalize MPLS
faults, using the Time-To-Live (TTL) indicator to incrementally
identify the sub-path of the LSP that is successfully traversed
before the faulty link or node.

The challenge in MPLS networks is that the traffic of a given LSP nmay
be | oad- bal anced across Equal - Cost Multipaths (ECMPs). LSP Ping
monitors all the avail able paths of an LSP by nonitoring its
different FECs. Note that MPLS-TP does not use ECMP, and thus does
not require OAM over nultiple paths

Anot her challenge is that an MPLS LSP does not necessarily have a
return path; traffic that is sent back fromthe egress LSRto the
ingress LSR is not necessarily sent over an MPLS LSP, but it can be
sent through a different route, such as an IP route. Thus,
responding to an LSP Ping nessage is not necessarily as trivial as in
I P Ping, where the responder just swaps the source and destination IP
addresses. Note that this challenge is not applicable to MPLS-TP,
where a return path is always avail abl e.

It should be noted that LSP Ping supports unique identification of
the LSP within an addressing domain. The identification is checked
using the full FEC identification. LSP Ping is extensible to include
additional information needed to support new functionality, by use of
Type- Lengt h-Val ue (TLV) constructs. The usage of TLVs is typically
handl ed by the control plane, as it is not easy to inplenent in

har dwar e.

LSP Pi ng supports both asynchronous and on-demand activati on
4.4.2. BFD for MPLS
BFD [ BFD- LSP] can be used to detect MPLS LSP data-plane failures
A BFD session is established for each MPLS LSP that is being
noni tored. BFD Control packets nust be sent along the sane path as

the nonitored LSP. |If the LSP is associated with nultiple FECs, a
BFD session is established for each FEC.
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While LSP Ping can be used for detecting MPLS data-plane failures and
for verifying the MPLS LSP data pl ane agai nst the control plane, BFD
can only be used for the former. BFD can be used in conjunction with
LSP Ping, as is the case in MPLS-TP (see Section 4.5.4).

4.4.3. OAMfor Virtual Private Networks (VPNs) over MPLS

The | ETF has defined two classes of VPNs: Layer 2 VPNs (L2VPNs) and
Layer 3 VPNs (L3VPNs). [L2VPN-OAM provides the requirenents and
franmework for OAMin the context of L2VPNs, and specifically it also
defines the OAM | ayering of L2VPNs over MPLS. [L3VPN-OAM provides a
framework for the operation and nanagenent of L3VPNs.

4.5. NMPLS-TP OAM
4.5.1. Overview

The MPLS working group has defined the QAMtool set that fulfills the
requirenents for MPLS-TP OAM  The full set of requirenents for
MPLS- TP OAM are defined in [ MPLS-TP-OAM and i ncl ude bot h general
requi renents for the behavior of the OAMtools and a set of
operations that should be supported by the OAM tool set. The set of
mechani sms required are further el aborated in [ TP-OAM FW, which
descri bes the general architecture of the OAM system and al so gi ves
overviews of the functionality of the OAM tool set.

Some of the basic requirenents for the QAMtool set for MPLS-TP are:

0o MPLS-TP OAM nust be able to support both an | P-based environnent
and a non-| P-based environnment. |f the network is |P based, i.e.,
I P routing and forwarding are available, then the MPLS- TP QAM
tool set should rely on the I P routing and forwarding capabilities.
On the other hand, in environments where IP functionality is not
avail able, the OAMtools nust still be able to operate w thout
dependence on I P forwardi ng and routing.

0 OAM packets and the user traffic are required to be congruent
(i.e., OAM packets are transnitted in-band), and there is a need
to differentiate OAM packets from ordinary user packets in the
data plane. Inherent in this requirement is the principle that
MPLS- TP OAM be i ndependent of any existing control plane, although
it should not preclude use of the control-plane functionality.

OAM packets are identified by the Generic Associ ated Channel Label
(GAL), which is a reserved MPLS | abel value (13).
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4.5.2.

Mai

5

Ter m nol ogy
nt enance Entity (M)

The MPLS-TP OAM tool s are designed to nonitor and nmanage a

Mai nt enance Entity (ME). An Mg, as defined in [ TP-OAM FW,
defines a relationship between two points of a transport path to
whi ch nmai nt enance and nonitoring operations apply.

The term "Mi ntenance Entity (ME)" is used in ITUT
Recommendations (e.g., [ITU-T-Y1731]), as well as in the MPLS-TP
term nol ogy ([ TP-OAM FW).

i ntenance Entity G oup (MEGQ

The collection of one or nore MEs that belong to the sane
transport path and that are maintained and nonitored as a group
are known as a Maintenance Entity Group (based on [ TP-OAM FW).

i nt enance Point (MP)

A Mai ntenance Point (MP) is a functional entity that is defined at
a node in the network and can initiate and/or react to OAM
messages. This docunent focuses on the data-plane functionality
of MPs, while MPs interact with the control plane and with the
managenent plane as well.

The term"MP" is used in | EEE 802. 1lag and was sinilarly adopted in
MPLS- TP ([ TP- OAM FW ).

MEG End Poi nt ( MEP)

A MEG End Point (MEP) is one of the endpoints of an Mg, and can
initiate OAM nessages and respond to them (based on [ TP- CAM FW).

MEG | nternedi ate Point (MP)

In between MEPs, there are zero or nore internediate points,
called MEG Internediate Points (based on [ TP-OAM FW).

A MEG Internediate Point (MP) is an internediate point that does
not generally initiate OAM franes (one exception to this is the
use of AIS notifications) but is able to respond to OAM franes
that are destined toit. A MPin MPLS-TP identifies OAM packets
destined to it by the expiration of the TTL field in the QAM
packet. The term "Mi ntenance Point" is a general termfor MEPs
and M Ps.
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4,

Up and Down NMEPs

| EEE 802. 1lag [ | EEE802.1Q defines a distinction between Up MEPs
and Down MEPs. A MEP nonitors traffic in either the direction
facing the network or the direction facing the bridge. A Down MEP
is a MEP that receives OAM packets fromand transmts themto the
direction of the network. An Up MEP receives OAM packets from and
transmits themto the direction of the bridging entity. MPLS-TP
([TP-OAM FW) uses a sinilar distinction on the placenent of the
MEP -- at either the ingress, egress, or forwarding function of
the node (Down / Up MEPs). This placenment is inportant for
localization of a failure.

Note that the terns "Up MEP'" and "Down MEP" are entirely unrel ated
to the conventional "Up"/"Down" terninology, where "Down" neans
faulty and "Up" neans not faulty.

The distinction between Up and Down MEPs was defined in
[ TP-OAM FW, but has not been used in other MPLS-TP RFCs, as of
the witing of this docunent.

5.3. CGeneric Associ ated Channel

In order to address the requirenent for in-band transni ssion of
MPLS-TP OAM traffic, MPLS-TP uses a Ceneric Associ ated Channel

(G ACh), defined in [GACh] for LSP-based OAMtraffic. This

nmechani smis based on the same concepts as the PWE3 ACH [ PWACH and
VCCV [ VCCV] nechani sms. However, to address the needs of LSPs as
differentiated fromPW the follow ng concepts were defined for

[G ACh]:

0 An Associ ated Channel Header (ACH), which uses a format sinmilar to
the PWControl Word [PWACH], is a 4-byte header that is prepended
to OAM packets.

0 A Generic Associated Channel Label (GAL). The GAL is a reserved
MPLS | abel value (13) that indicates that the packet is an ACH
packet and the payload follows i mediately after the |abel stack.

It should be noted that while the G ACh was defined as part of the
MPLS- TP definition effort, the GACh is a generic tool that can be
used in MPLS in general, and not only in MPLS-TP.

5.4. MPLS-TP OAM Tool set
To address the functionality that is required of the OAMtool set, the

MPLS WG conducted an anal ysis of the existing I|ETF and | TU-T OQAM
tools and their ability to fulfill the required functionality. The
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concl usions of this analysis are docunented in [ OAM Anal ys]. MPLS-TP
uses a mxture of OAMtools that are based on previous standards and
adapted to the requirenents of [MPLS-TP-QAM. Sone of the main

bui |l di ng bl ocks of this solution are based on:

0 Bidirectional Forwarding Detection ([BFD], [BFD-LSP]) for
proactive Continuity Check and Connectivity Verification.

0 LSP Ping as defined in [LSP-Ping] for on-denmand Connectivity
Verification.

0 New protocol packets, using G ACH, to address different
functionality.

o Perfornmance neasurenent protocols.

The foll owi ng subsections describe the CAMtools defined for MPLS- TP
as described in [ TP-OAM FW .

4.5.4.1. Continuity Check and Connectivity Verification

Continuity Checks and Connectivity Verification are presented in
Section 2.2.7 of this docunent. As presented there, these tools may
be used either proactively or on demand. Wen using these tools
proactively, they are generally used in tandem

For MPLS-TP there are two distinct tools: the proactive tool is
defined in [TP-CC-CV], while the on-demand tool is defined in

[ OnDemand-CV]. I n on-demand node, this function should support

noni toring between the MEPs and, in addition, between a MEP and MP.
[ TP-OAM FW hi ghl i ghts, when perform ng Connectivity Verification,
the need for the CCV nessages to include unique identification of
the MEG that is being nonitored and the MEP that originated the
nessage.

The proactive tool [TP-CC-CV] is based on extensions to BFD (see
Section 4.3) with the additional limtation that the transm ssion and
receiving rates are based on configuration by the operator. The
on-demand tool [OnDenmand-CV] is an adaptation of LSP Ping (see
Section 4.4.1) for the required behavior of MPLS- TP.

4.5.4.2. Route Tracing
[ MPLS- TP-OAM defines that there is a need for functionality that
woul d allow a path endpoint to identify the internediate and

endpoints of the path. This function would be used in on-demand
nmode. Normally, this path will be used for bidirectional PW LSP,
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and Sections; however, unidirectional paths nmay be supported only if
a return path exists. The tool for this is based on the LSP Ping
(see Section 4.4.1) functionality and is described in [ OnDenmand- CV].

4.5. 4. 3. Lock I nstruct

The Lock Instruct function [Lock-Loop] is used to notify a transport-
pat h endpoi nt of an administrative need to disable the transport
path. This functionality will generally be used in conjunction with
some intrusive OAM function, e.g., performance nmeasurenent or

di agnostic testing, to mnimze the side-effect on user data traffic.

4.5.4.4. Lock Reporting

Lock Reporting is a function used by an endpoint of a path to report
toits far-end endpoint that a |lock condition has been affected on
t he pat h.

4.5.4.5. Al arm Reporting

Alarmreporting [ TP-Fault] provides the neans to suppress alarns

foll owi ng detection of defect conditions at the server sub-Ilayer.
Alarmreporting is used by an internedi ate point of a path, that
becones aware of a fault on the path, to report to the endpoints of
the path. [TP-OAMFW states that this nay occur as a result of a
def ect condition discovered at a server sub-layer. This generates an
Alarm I ndication Signal (Al'S) that continues until the fault is

cl eared. The consequent action of this function is detailed in

[ TP- CAM FW .

4.5.4.6. Renote Defect Indication

Renmote Defect Indication (RDI) is used proactively by a path endpoint
to report to its peer endpoint that a defect is detected on a

bi di recti onal connection between them [MPLS-TP-OAM points out that
this function nmay be applied to a unidirectional LSP only if a return
path exists. [TP-OAMFW points out that this function is associated
with the proactive CCV function

4.5.4.7. dient Failure Indication
Cient Failure Indication (CFl) is defined in [ MPLS-TP-OAM to all ow
the propagation information fromone edge of the network to the

other. The information concerns a defect to a client, in the case
that the client does not support alarmnotification
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4.5.4.8. Performance Mnitoring

The definition of MPLS performance nonitoring was notivated by the
MPLS- TP requirements [ MPLS- TP- OAM but was defined generically for
MPLS in [ MPLS-LM DM . An additional document [TP-LM DM defines a
perfornmance nonitoring profile for MPLS-TP.

4.5.4.8.1. Packet Loss Measurenent (LM

Packet Loss Measurement is a function used to verify the quality of
the service. Packet |oss, as defined in [IPPM1LM and

[ MPLS-TP-OAM, indicates the ratio of the nunber of user packets | ost
to the total nunber of user packets sent during a defined tine

i nterval .

There are two possible ways of determining this neasurenent:

o0 Using OAM packets, it is possible to conpute the statistics based
on a series of OAM packets. This, however, has the di sadvantage
of being artificial and may not be representative since part of
t he packet |oss may be dependent upon packet sizes and upon the
i npl enment ati on of the MEPs that take part in the protocol

o0 Delimting nessages can be sent at the start and end of a
measur enent period during which the source and sink of the path
count the packets transmtted and received. After the end
delinmter, the ratio would be calculated by the path QAM entity.

4.5.4.8.2. Packet Delay Measurenent (DV

Packet Delay Measurenment is a function that is used to neasure one-
way or two-way delay of a packet transm ssion between a pair of the
endpoints of a path (PW LSP, or Section). Were:

0 One-way packet delay, as defined in [IPPM1DM, is the tine
el apsed fromthe start of transnmission of the first bit of the
packet by a source node until the reception of the last bit of
t hat packet by the destination node. Note that one-way del ay
nmeasurenent requires the clocks of the two endpoints to be
synchroni zed.

0 Two-way packet delay, as defined in [IPPM2DM, is the tine
el apsed fromthe start of transnission of the first bit of the
packet by a source node until the reception of the last bit of the
| ooped- back packet by the sane source node, when the | oopback is
performed at the packet’'s destination node. Note that due to
possi bl e path asymetry, the one-way packet delay from one
endpoint to another is not necessarily equal to half of the
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6.

two-way packet delay. As opposed to one-way del ay neasurenent,
two-way del ay neasurenent does not require the two endpoints to be
synchroni zed.

For each of these two metrics, the DM function allows the MEP to
nmeasure the delay, as well as the delay variation. Delay
measurenent is performed by exchangi ng tinestanped OAM packets
bet ween the participating MEPS.

Pseudow re QAM

1. Pseudowire OAM Using Virtual Crcuit Connectivity Verification
(veev)

VCCV, as defined in [VCCV], provides a nmeans for end-to-end fault
detection and diagnostic tools to be used for PW (regardless of the
underlying tunneling technology). The VCCV sw tching function
provides a Control Channel associated with each PW [VCCV] defines
three Control Channel (CC) types, i.e., three possible nethods for
transmitting and identifyi ng OAM nessages:

0 Control Channel Type 1: In-band VCCV, as described in [VCCV], is
al so referred to as "PWE3 Control Wrd with 0001b as first
ni bble". 1t uses the PWAssoci ated Channel Header [PW ACH].

o Control Channel Type 2: Qut-of-band VCCV, as described in [VCCV],
is also referred to as "MPLS Router Alert Label". In this case,
the Control Channel is created by using the MPLS router alert
| abel [ MPLS-ENCAPS] i mmedi ately above the PWI abel .

0 Control Channel Type 3: TTL expiry VCCV, as described in [VCCQV],
is also referred to as "MPLS PW Label with TTL == 1", i.e., the
Control Channel is identified when the value of the TTL field in
the PWIlabel is set to 1.

VCCV currently supports the following OAMtools: |CVWP Ping, LSP Ping,
and BFD. |1CWw and LSP Ping are | P encapsul ated before being sent
over the PWACH BFD for VCCV [BFD-VCCV] supports two nodes of
encapsul ation -- either | P/ UDP encapsulated (with | P/ UDP header) or
PW ACH encapsul ated (with no | P/ UDP header) -- and provides support
to signal the AC status. The use of the VCCV Control Channel

provi des the context, based on the MPLS-PW I abel, required to bind
and bootstrap the BFD session to a particul ar pseudow re (FEQC),
elinmnating the need to exchange Discrininator val ues.
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VCCV consi sts of two conponents: (1) the signal ed conponent to
communi cate VCCV capabilities as part of the VC |abel, and (2) the
swi tchi ng conponent to cause the PWpayload to be treated as a
control packet.

VCCV is not directly dependent upon the presence of a control plane.
The VCCV capability advertisenent may be perforned as part of the PW
signaling when LDP is used. In case of manual configuration of the
PW it is the responsibility of the operator to set consistent
options at both ends. The manual option was created specifically to
handl e MPLS- TP use cases where no control plane was a requirenent.
However, new use cases such as pure nobile backhaul find this
functionality useful too.

The PWE3 wor ki ng group has conducted an inplenentati on survey of VCCV
[ VCCV- SURVEY] that anal yzes which VCCV nmechani snms are used in
practi ce.

4.6.2. Pseudowire OAM Usi ng G ACh

As mentioned above, VCCV enables OAM for PWs by using a Control
Channel for OAM packets. Wen PW are used in MPLS-TP networKks,
rather than the Control Channels defined in VCCV, the G ACh can be
used as an alternative Control Channel. The usage of the G ACh for
PW is defined in [ PWG ACh].

4.6.3. Attachment Circuit - Pseudow re Mapping

The PWE3 wor ki ng group has defined a mapping and notification of
defect states between a pseudowire (PW and the Attachment Circuits
(ACs) of the end-to-end enulated service. This mapping is of key

i mportance to the end-to-end functionality. Specifically, the

mappi ng i s provided by [ PWMAP], by [L2TP-EC] for L2TPv3 pseudow res,
and by Section 5.3 of [ATML2] for ATM

[ L2ZVPN- OAM provi des the requirenents and franmework for QAMin the
context of Layer 2 Virtual Private Networks (L2VPNs), and
specifically it also defines the CAM | ayering of L2VPNs over
pseudowi r es.

The mapping defined in [Eth-1nt] allows an end-to-end enul ated
Et hernet service over pseudowi res.
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4.7. OMM and TWAMP
4.7.1. Overview

The 1 PPM wor ki ng group in the | ETF defines conmon criteria and
metrics for neasuring performance of IP traffic ([IPPMFW). Sone of
the key RFCs published by this working group have defined netrics for
nmeasuring connectivity [|IPPM Con], delay ([|PPM1DM, [|PPM 2DM),
and packet loss [IPPM1LM. It should be noted that the work of the
| ETF in the context of performance nmetrics is not limted to IP

net wor ks; [ PM CONS] presents general guidelines for considering new
perfornmance netrics.

The | PPM wor ki ng group has defined not only nmetrics for perfornmance
nmeasur enent but al so protocols that define how the neasurenent is
carried out. The One-Way Active Measurenent Protocol [ OMM] and the
Two- Vay Active Measurenent Protocol [TWAMP] each define a nethod and
protocol for measuring performance netrics in | P networks.

OMMP [ OMMP] enabl es neasurenent of one-way characteristics of IP
net wor ks, such as one-way packet |oss and one-way delay. For its
proper operation, OMM requires accurate tine-of-day setting at its
endpoi nt s.

TWAMP [ TWAMP] is a similar protocol that enabl es neasurenent of both
one-way and two-way (round-trip) characteristics.

OMMP and TWAMP are each conprised of two separate protocols:

o0 OWAMP-Control / TWAMP-Control: used to initiate, start, and stop
test sessions and to fetch their results. Continuity Check and
Connectivity Verification are tested and confirnmed by establishing
t he OMMP/ TWAMP Control Protocol TCP connecti on.

0 OWAMP- Test/ TWAMP- Test: used to exchange test packets between two
measur enent nodes. Enables the |oss and del ay neasur enent
functions, as well as detection of other anonalies, such as packet
duplication and packet reordering.

It should be noted that while [ONMMP] and [ TWAMP] define tools for
performance neasurenent, they do not define the accuracy of these
tools. The accuracy depends on scale, inplenentation, and network
configurations.

Al ternative protocols for perfornmance nonitoring are defined, for

exanple, in WMPLS-TP OAM ([ MPLS-LM DM, [TP-LMDM) and in Ethernet
OAM [ I TU-T-Y1731].
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4,.7.2. Control and Test Protocols

OMMP and TWAMP control protocols run over TCP, while the test
protocols run over UDP. The purpose of the control protocols is to
initiate, start, and stop test sessions, and for OMM to fetch
results. The test protocols introduce test packets (which contain
sequence nunbers and tinestanps) along the | P path under test
according to a schedule, and they record statistics of packet
arrival. Miltiple sessions may be simultaneously defined, each with
a session identifier, and defining the nunber of packets to be sent,
t he amobunt of padding to be added (and thus the packet size), the
start tinme, and the send schedul e (which can be either a constant
time between test packets or exponentially distributed
pseudorandom y). Statistics recorded conformto the rel evant | PPM
RFCs.

From a security perspective, OMM and TWAMP test packets are hard to
det ect because they are sinply UDP streans between negoti ated port
nunbers, with potentially nothing static in the packets. OMM and
TWAMP al so include optional authentication and encryption for both
control and test packets.

4.7.3. OMM

OMMP defines the follow ng | ogical roles: Session-Sender
Sessi on- Recei ver, Server, Control-Cient, and Fetch-Client. The
Sessi on- Sender originates test traffic that is received by the
Sessi on- Receiver. The Server configures and manages the session, as
well as returning the results. The Control-Cient initiates requests
for test sessions, triggers their start, and may trigger their
termnation. The Fetch-dient requests the results of a conpleted
session. Miltiple roles nay be conbined in a single host -- for
exanpl e, one host may play the roles of Control-dient, Fetch-Cdient,
and Session-Sender, and a second may play the roles of Server and
Sessi on- Recei ver.

In a typical OMM session, the Control-Client establishes a TCP
connection to port 861 of the Server, which responds with a Server
greeting nessage indicating supported security/integrity nodes. The
Control -Client responds with the chosen comunicati ons node, and the
Server accepts the node. The Control-Client then requests and fully
describes a test session to which the Server responds with its
acceptance and supporting information. Mre than one test session
may be requested with additional nessages. The Control-dient then
starts a test session; the Server acknow edges and then instructs the
Session-Sender to start the test. The Session-Sender then sends test
packets w th pseudorandom padding to the Session-Receiver until the
session is conplete or until the Control-Client stops the session
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Once finished, the Session-Sender reports to the Server, which
recovers data fromthe Session-Receiver. The Fetch-Cient can then
send a fetch request to the Server, which responds with an

acknow edgenment and, inmediately thereafter, the result data.

4.7.4. TWAWMP

TWAMP defines the follow ng | ogical roles: Session-Sender,

Sessi on-Refl ector, Server, and Control-Client. These are simlar to
the OMMP rol es, except that the Session-Reflector does not collect
any packet information, and there is no need for a Fetch-Cient.

In a typical TWAVP session, the Control-Client establishes a TCP
connection to port 862 of the Server, and the node is negotiated as
in OMMP. The Control-Cient then requests sessions and starts them
The Sessi on- Sender sends test packets wth pseudorandom padding to

t he Session-Reflector, which returns themwi th tinmestanps inserted.

4.8. TRILL

The requirements of OAMin TRILL are defined in [TRILL-OAM. The
challenge in TRILL OAM rmuch like in MPLS networks, is that traffic
bet ween RBridges RB1 and RB2 may be forwarded through nore than one
path. Thus, an OAM protocol between RBridges RB1 and RB2 nust be
able to nonitor all the avail abl e paths between the two RBridges.

During the witing of this document, the detailed definition of the
TRILL OAMtools is still work in progress. This subsection presents
the main requirenents of TRILL OAM

The main requirenents defined in [TRILL-OAM are:

0 Continuity Checking (CC) - the TRILL OAM protocol nust support a
function for CC between any two RBridges RBl1 and RB2.

o0 Connectivity Verification (CV) - connectivity between two RBridges
RB1 and RB2 can be verified on a per-flow basis.

o0 Path Tracing - allows an RBridge to trace all the avail abl e paths
to a peer RBridge.

o Performance nonitoring - allows an RBridge to nonitor the packet
| oss and packet delay to a peer RBridge.
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5. Summary

This section summarizes the QAMtools and functions presented in this
docunent. This summary is an index to sone of the main QAMt ool s
defined in the IETF. This conpact index can be useful to all readers
fromnetwork operators to standards devel opnent organi zations. The
summary i ncludes a short subsection that presents sone gui dance to
net wor k equi pment vendors.

5.1. Summary of OAM Tool s

Thi s subsection provides a short sunmmary of each of the OAMtool sets
described in this docunent.

A detailed list of the RFCs related to each toolset is given in
Appendi x A. 1.
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|
[ MPLS-OAM FW, and [LSP-Ping], is an QAM |
tool for point-to-point and

poi nt-to-multipoint MPLS LSPs.

It includes two main functions: Ping and
Traceroute. |
BFD [BFD-LSP] is an alternative neans for
detecting MPLS LSP data-plane failures.

S o m o e e e e e e e e e e e e e e e e e emee s R +

| Tool set | Description | Transport

| | | Technol ogy

S o m e m e e e e e e e e m e e e e e am o Fomm e e e o - +

| 1P Ping | Ping ([IntHost], [NetTerns]) is a sinple | 1Pv4/1Pv6

| | application for testing reachability that|

| | uses | CWP Echo nessages ([I|CwPv4], | |

| | [1CWPvE]). | |

R o m e e e e e e e e e e e e e e eme o TR +

[ 1P | Traceroute ([TCPIP-Tools], [NetTools]) is| |IPv4/lPv6

| Traceroute | an application that allows users to trace| |

| | the path between an | P source and an IP | |

| | destination, i.e., to identify the nodes | |

| | along the path. |If nore than one path |

| | exists between the source and | |

| | destination, Traceroute traces *a* path. | |

| | The nmpbst conmon i npl ementation of |

| | Traceroute uses UDP probe nessages, | |

| | although there are other inplenmentations |

| | that use different probes, such as |ICW | |

| | or TCP. Paris Traceroute [PARIS] is an |

| | extension that attenpts to discover all | |

| | the available paths fromA to B by | |

| | scanning different val ues of header |

| | fields. | |

R oo e e e e e e e e e e e e e e e e e e e eee o R +

| BFD | Bidirectional Forwarding Detection (BFD) | generic |

| | is defined in [BFD] as a framework for a | |

| | lightweight generic OAMtool. The | |

| | intention is to define a base tool | |

| | that can be used with various | |

| | encapsul ation types, network |

| | environments, and various medi um |

| | types. | |

S o e e e e e e e e e e e e e e e e e e e e S +

MPLS OAM | MPLS LSP Ping, as defined in [ MPLS- OAM, MPLS |

| |
| |
| |
| |
| |
| |
| |
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MPLS-TP OAM MPLS-TP OAM is defined in a set of RFCs. | MPLS-TP
The OAM requirenments for MPLS Transport |
Profile (MPLS-TP) are defined in |
[ MPLS-TP-OCAM . Each of the tools in the |
|
|

|
|
I
| OAM tool set is defined in its own RFC, as
| specified in Appendi x A 1.

| Pseudowi re
| CAM

The PWE3 OAM architecture defines Control| Pseudow re
Channel s that support the use of existing|
| ETF OAM tools to be used for a pseudo- |
wire (PW. The Control Channels that are|
defined in [VCCV] and [ PWG ACh] nay be |
used in conjunction with CMP Ping, LSP |
Ping, and BFD to perform CC and CV |
functionality. In addition, the channel s|
support use of any of the MPLS-TP-based |
OAM tools for conpleting their respective|
OAM functionality for a PW |

|
[ OMMMP] and the Two-Way Active Measure- |
ment Protocol [TWAMP] are two protocols |
defined in the I P Performance Metrics |
(IPPM working group in the | ETF. These |
protocol s all ow various perfornmance |
metrics to be measured, such as packet |
| oss, del ay, delay variation, |
duplication, and reordering. |
| TRILL CAM The requirenents of OAMin TRILL are |
defined in [TRILL-OAM . These |
requi renents include Continuity Checking, |
Connectivity Verification, path tracing, |
and performance nonitoring. During the |
witing of this docunent, the detailed |
definition of the TRILL OAM t ool s |

|

|
|
|
|
|
+
|
|
|
|
|
|
|
|
|
|
|
+
| OMMMP and | The One-Way Active Measurenent Protocol
|
|
|
|
|
|
|
|
+
|
|
|
|
|
|
|
| is work in progress.
+

Tabl e 3: Sunmary of OAM Rel ated | ETF Tool s
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5.2. Summary of OAM Functi ons

Tabl e 4 sunmari zes the OAM functions that are supported in each of
the tool sets that were analyzed in this section. The columms of this
table are the typical OAM functions described in Section 1.3.

oo Fome oo oo Fome oo Fome oo oo +
| | Continuity| Connectivity | Path | Perf. | & her |
| Tool set | Check | Verification | Discovery | Monitoring| Functions |
L A A A N A L
| 1P Ping | Echo | | | | |
oo Fome oo oo Fome oo Fome oo oo +
[ 1P | | | Tracer out e| | |
| Traceroute | | | | | |
S S Fom e e e e e o oo S S S +
| BFD | BFD | BFD Cont r ol | | | RDI using |
| | Control/ | | | | BFD Control |
| | Echo | | | | |
e Fome e oo oo Fome e oo Fome e oo e +
| MPLS OAM | | “Ping" nbode |"Trace- | | |
| (LSP Ping) | | | route” | | |
| | | | mode | | |
S Fomm e - S Fomm e - Fomm e - S +
| MPLS- TP | CC | CV/ proactive | Route | -LM | - Di agnosti c|
| CAM | | or on demand | Traci ng | - DM | Test |
| | | | | | - Lock |
| | | | | |-Alarm |
| | | | | | Reporting |
| | | | | | -Qient |
| | | | | | Failure |
| | | | | | Indication]
| | | | | | - RDI |
S S Fom e e e e e o oo S S S +
| Pseudowi re | BFD | - BFD | LSP Ping | | |
| cAm | |-1OW Ping | | | |
| | |-LSP Ping | | | |
e Fome e oo oo Fome e oo Fome e oo e +
| OMAMP and | - control | | - DM | |
| TWAMP | pr ot ocol | | -LM | |
S Fom e e - B S Fom e e - Fom e e - S +
| TRILL CAM | CC | CV | Pat h | - DM | |
| | | |tracing |-LM | |
e Fome e oo oo Fome e oo Fome e oo e +
Table 4: Summary of the OAM Functionality in | ETF QAM Tool s
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5.3.

Mz

Qui dance to Network Equi pnent Vendors

As nentioned in Section 1.4, it is inperative for OAMtools to be
capabl e of testing the actual data plane with as nmuch accuracy as
possible. Wile this guideline may appear obvious, it is worthwhile
to enphasi ze the key inportance of enforcing fate-sharing between OAM
traffic that nonitors the data plane and the data-plane traffic it
nonitors

Security Considerations

OAMis tightly coupled with the stability of the network. A
successful attack on an OAM protocol can create a false illusion of
nonexi stent failures or prevent the detection of actual ones. In
both cases, the attack may result in denial of service

Some of the OAM tools presented in this docunment include security
mechani sns that provide integrity protection, thereby preventing
attackers fromforging or tanpering with OAM packets. For exanple
[BFD] includes an optional authentication mechanismfor BFD Contro
packets, using either SHA1, MD5, or a sinple password. [OMM] and

[ TWAMP] have three nodes of security: unauthenticated, authenticated,
and encrypted. The authentication uses SHA1 as the HVAC al gorithm
and the encrypted node uses AES encryption.

Confidentiality is typically not considered a requirenent for QAM
protocols. However, the use of encryption (e.g., [OMM] and

[ TWAMP] ) can make it difficult for attackers to identify OAM packets
thus making it nore difficult to attack the OAM prot ocol

OAM can al so be used as a neans for network reconnai ssance;

i nformati on about addresses, port nunbers, and the network topol ogy
and performance can be gathered by either passively eavesdropping on
OAM packets or actively sending OAM packets and gat hering information
fromthe respective responses. This information can then be used

mal i ciously to attack the network. Note that sone of this
information, e.g., addresses and port nunbers, can be gathered even
when encryption is used ([ ONMMP], [TWAMP]).

For further details about the security considerations of each QAM

protocol, the reader is encouraged to review the Security
Consi derations section of each docunent referenced by this neno.
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Appendi x A List of OAM Docunents
A. 1. List of |IETF OAM Docunents
Table 5 summari zes the CAMrel ated RFCs produced by the | ETF.

It is inportant to note that the table lists various RFCs that are
different by nature. For exanple, sone of these docunents define OAM
tools or OAM protocols (or both), while others define protocols that
are not strictly OAMrel ated, but are used by OAMtools. The table
al so includes RFCs that define the requirenments or the franmework of
OAMin a specific context (e.g., MPLS-TP).

The RFCs in the table are categorized in a few sets as defined in
Section 1.3.

| |
| (1CwPv6) for the Internet Protocol |
| Version 6 (1Pv6) Specification |
| [1CwWPvE] |

S o e e e e e e e e e e e e e e e e e e Fom e e - +
| Tool set | Title | RFC |
Fommm e e o m e e e e e e e e eeeeeeaaoo-- Fommmm e oo +
| 1P Ping | Requirenments for Internet Hosts -- | RFC 1122 |
| | Communi cation Layers [IntHost] | |
| o [ TS +
| | A dossary of Networking Terns | RFC 1208 |
| | [ Net Ter ns] | |
| e e e e e e ee e e eaeiieicaesasaaaaaa S SRR +
| | Internet Control Message Protocol | RFC 792 |
| | [ CvPv4] | |
| o [ TS +
| | I'nternet Control Message Protocol | RFC 4443 |
| | (ICwv6) for the Internet Protocol | |
| | Version 6 (I1Pv6) Specification | |
| | [ICvPveE] | |
Fommmme e e Fommmm e oo +
[ 1P | APrimer On Internet and TCP/I P | RFC 2151 |
| Traceroute | Tools and Uilities [TCPIP-Tool s] | |
| o e e m e e e e e e e e e e e e e e e oo Fomm e - +
| | FYl on a Network Managenent Tool | RFC 1470 |
| | Catal og: Tools for Mnitoring and | |
| | Debugging TCP/IP Internets and | |
| | I'nterconnected Devices [ NetTool s] | |
| o [ S +
| | I'nternet Control Message Protocol | RFC 792 |
| | [ICvPv4] | |
| I tmmmmmm e +
| I nternet Control Message Protocol RFC 4443

|

|

|
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| Extended I CWMP to Support Multi-Part | RFC 4884 |
| Messages [| CMP- MP) | |

| Extending ICMP for Interface and | RFC 5837 |
| Next-Hop lIdentification [ICWP-Int] | |

BFD | Bidirectional Forwardi ng Detection | RFC 5880 |
| (BFD) [BFD] | |

| Bidirectional Forwarding Detection | RFC 5881 |
| (BFD) for IPv4 and |IPv6 (Single Hop) | |
| [BFD-IP] | |

| Forwardi ng Detection (BFD)[BFD Gen] | |

| Bidirectional Forwarding Detection | RFC 5883 |
| (BFD) for Multihop Paths [BFD-Multi] | |

| Bidirectional Forwardi ng Detection | RFC 5884 |
| (BFD) for MPLS Label Switched Paths | |
| (LSPs) [BFD-LSP] | |

| Bidirectional Forwardi ng Detection |
| for the Pseudowire Virtual Circuit |
| Connectivity Verification (VCCV) |
| [ BFD-VvCCV] |

| MPLS OAM | Operations and Managenent (OAM | RFC 4377 |
| Requirenents for Multi-Protocol Label| |
| Switched (MPLS) Networks [ MPLS-QAM | |

|
|
|
|
|
|
+
|
|
|
|
|
I
| | Generic Application of Bidirectional | RFC 5882 |
|
|
|
|
|
|
|
|
|
|
|
|
|
+

| A Framework for Milti-Protocol | RFC 4378 |
| Label Switching (MPLS) Operations | |
| and Managenent (QOAM [ MPLS- OAM FW | |

|
|
|
|
|
|
| | Detecting Miulti-Protocol Label | RFC 4379 |
| | Switched (MPLS) Data Plane Failures | |
I | [LSP-Ping] | |
|
|
|
|
|
|

| Operations and Managenent (OAM | RFC 4687 |
| Requirenents for Point-to-Miltipoint | |
| MPLS Networks [ MPLS-P2MP] | |

| ICVMP Extensions for Miltiprotocol | RFC 4950 |
| Label Switching [ CWVP-Ext] | |
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|

| | Bidirectional Forwardi ng Detection | RFC 5884 |

| | for MPLS Label Switched Paths (LSPs) | |

| | [BFD-LSP] | |

| MPLS- TP | Requirenments for Operations, | RFC 5860 |

| CAM | Administration, and Mai ntenance (QAM | |
| in MPLS Transport Networks | |
| [MPLS-TP- OAM | |

| MPLS Ceneric Associated Channel | RFC 5586 |
| [G ACh] | |

| Operations, Adninistration, and RFC 6371 |
| Maintenance Framework for MPLS-Based | |
| Transport Networks [TP- QAM FW | |

| Proactive Connectivity Verification, |
| Continuity Check, and Renote Defect |
| I'ndication for the MPLS Transport |
| Profile [TP-CC CV] |

|

|

|

|

|

|

|

|

|

|

|

|

|

I

| | MPLS On-Dermand Connectivity | RFC 6426 |
| | Verification and Route Tracing | |
I | [ OnDermand- CV] | |
|

|

|

|

|

|

|

|

|

|

|

|

|

| MPLS Fault Managenent Operations, | RFC 6427 |
| Administration, and Maintenance (QAM | |
| [TP-Fault] | |

| MPLS Transport Profile Lock Instruct | RFC 6435 |
| and Loopback Functions [Lock-Loop] | |

| A Packet Loss and Delay Measurenment | RFC 6375 |
| Profile for MPLS-Based Transport | |
| Networks [ TP-LM DM | |

| Pseudowi re | Pseudowire Virtual Crcuit |
| CAM | Connectivity Verification (VCCV): |
| | A Control Channel for Pseudow res |

| |

| [veev]
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Bi di rectional Forwarding Detection
for the Pseudowire Virtual Crcuit
Connectivity Verification (VCCV)

[ BFD- VCCV]

Usi ng the Generic Associ ated Channel
Label for Pseudowire in the MPLS
Transport Profile (MPLS-TP)

[ PW G ACh]

Pseudowi re (PW Operations,
Admi ni stration, and Mai ntenance (QAM |
Message Mappi ng [ PW MAP] |

MPLS and Et hernet Operati ons, | RFC 7023

Adm ni stration, and Mai ntenance (QAM |
Interworking [Eth-Int] |

| Framework for | P Performance Metrics | RFC 2330
| [IPPMFW |

| IPPM Metrics for Measuring | RFC 2678
| Connectivity [|PPM Con] |

|

|

|

|

|

|

|

|

I

| | A One-way Delay Metric for | PPM | RFC 2679
| | [IPPM 1DM |

|

| | A One-way Packet Loss Metric for 1PPM RFC 2680
| | [IPPM1LM |

|
|
|
|
|
|
|
|
|

| A Round-trip Delay Metric for IPPM | RFC 2681
| [IPPM2DM |

| Packet Reordering Metrics | RFC 4737
| [Reorder] |

| A One-Way Packet Duplication Metric | RFC 5560
| [ Dup] |
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A 2.

Mz

| Requirenments for Operations, | RFC 6905 |
| | Administration, and Maintenance (QAM | |
| in Transparent |nterconnection of | |
| Lots of Links (TRILL) | |

Table 5: Sunmary of | ETF OAM Rel at ed RFCs
Li st of Sel ected Non-I ETF OAM Docunents

In addition to the OAMtools defined by the |ETF, the |EEE and I TU-T
have al so defined various OCAMtools that focus on Ethernet and
various other transport-network environments. These various tools,
defined by the three standard organi zations, are often tightly

coupl ed and have had a mutual effect on each other. The ITU T and

| ETF have both defined OAMtools for MPLS LSPs, [ITU T-Y1711], and
[LSP-Ping]. The followi ng OAM standards by the |EEE and I TU-T are to
sone extent linked to the |ETF OAMtools listed above and are
mentioned here only as reference material.

o OAMtools for Layer 2 have been defined by the ITUT in
[ITUT-Y1731] and by the | EEE in 802.1ag [| EEE802. 1Q . The |EEE
802. 3 standard defines OAM for one-hop Ethernet |inks
[ | EEE802. 3ah] .

o The ITUT has defined OAM for MPLS LSPs in [ITU T-Y1711] and for
MPLS-TP OAM in [ITU- &8113.1] and [ITU GB8113. 2].

It should be noted that these non-I ETF docunents deal in many cases

with OAM functions below the IP | ayer (Layer 2, Layer 2.5) and that

in sone cases operators use a multi-layered OAM approach, which is a
function of the way their networks are designed.
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Table 6 sumuari zes sone of the main OAM standards published by
non- | ETF standard organi zations. This docunment focuses on | ETF OAM
standards, but these non-|1ETF standards are referenced in this
docunment where rel evant.

S o e e m e e e e e e e e e e e e e e e oo S +
| | Title | Docunent |
R oo e e e e e e e e e e eme e oo R +
[1TUT | Operation & Mintenance nmechani sm | ITTUT Y. 1711 |
| MPLS OAM | for MPLS networks [ITU T-Y1711] | |
o e e e e e e e e e e e e e e e e e e S +
| Assignnent of the 'OAM Alert Label’ | RFC 3429 |
| for Multiprotocol Label Switching | |
| Architecture (MPLS) Operation and | |
| Maintenance (OCAM Functions | |
| [ OAM Label ] | |
| | |
| Note: although this is an | ETF | |
| docurment, it is listed as one of the| |
| non-1ETF OAM st andards, since it | |
| was defined as a conplenentary part | |
| of ITUT Y. 1711. | |

I TUT | Operations, administration and ITUT G 8113.2
MPLS- TP OAM Mai nt enance nechani sms for MPLS-TP
networ ks using the tools defined for

MPLS [ | TU- G8113. 2]

|
|
| |
: :
| Note: this docunent describes the |
| OAMtool set defined by the | ETF for |
| MPLS-TP, whereas ITU-T G 8113.1 |
| describes the OAM tool set defined |
| by the ITUT. |
+

| Operations, Administration and [1TUT G 8113.1 |
| Maintenance nechanismfor MPLS-TP in | |
| Packet Transport Network (PTN) | |
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Al'l ocation of a Generic Associated | RFC 6671
Channel Type for ITU T MPLS Transport |

Profil e Operation, Miintenance, and |

Adm ni stration (MPLS-TP OAM

[1TU T-CT]

|
|
Note: although this is an | ETF |
document, it is listed as one of the|
non- | ETF OAM st andards, since it |
was defined as a conplenentary part |
of ITUT G 8113. 1. |

R o e e i e +
[1TU-T | OAM Functions and Mechanisns for | ITUT Y. 1731 |
| Et her net | Ethernet-based Networks | |
| OAM | [ITUT-Y1731] | |
S o e e e e e e e e e e e e e e e e e e S +
| I EEE | Connectivity Fault Managenent | | EEE 802.1ag |
| CFM | [ EEE802. 1Q | |
| | | |
| | Note: CFMwas originally published | |
| | as |IEEE 802.1ag but is now | |
| | incorporated in the 802.1Q standard. | |
S o e e m e e e e e e e e e e e e e e e oo S +
| I EEE | Managenent of Data Driven and Data | | EEE 802.1ag |
| DDCFM | Dependent Connectivity Faults | |
| | [1EEE802. 1Q | |
| | | |
| | Note: DDCFM was originally published| |
| | as | EEE 802.1Qaw but is now | |
| | incorporated in the 802.1Q standard. | |
o o e e oo oo +
| I EEE | Media Access Control Paraneters, | | EEE 802. 3ah |
| 802. 3 | Physical Layers, and Managenent | |
[link I'evel | Paraneters for Subscriber Access | |
| CAM | Networks [| EEE802. 3ah] | |
| | | |
| | Note: link level QAMwas originally | |
| | defined in | EEE 802.3ah and is now | |
| | incorporated in the 802.3 standard. | |
S o e e e e e e e e e e e e e e e e e e S +

Tabl e 6: Non-1 ETF OAM St andards Mentioned in This Docunment

M zrahi, et al. I nf or mat i onal [ Page 52]



RFC 7276 Overvi ew of OAM Tool s June 2014

Aut hors’ Addr esses

Tal M zrah

Mar vel |

6 Hanmda St
Yokneam 20692
| srael

EMail : tal m @marvel | . com

Nurit Sprecher

Noki a Sol uti ons and Net wor ks
3 Hanagar St. Neve Ne' erman B
Hod Hasharon 45241

| srael

EMai |l : nurit.sprecher@sn.com

El i sa Bel | aganba
Eri csson

6 Farogatan St.

St ockhol m 164 40
Sweden

Phone: +46 761440785

EMai | : el isa. bel | aganba@ri csson. com

Yaacov Wi ngarten

34 Hagefen St

Kar nei Shonron 4485500
| srael

EMai | : wyaacov@nuail . com

M zrahi, et al. I nf or mat i onal [ Page 53]



