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Abst r act

The residential gateway is a device that has beconme an integral part
of home networking equi pment. Discovering a Location Infornmation
Server (LIS) is a necessary part of acquiring |ocation information
for | ocation-based services. However, discovering a LIS when a
residential gateway is present poses a configuration challenge,
requiring a nmethod that is able to work around the obstacle presented
by the gat eway.

Thi s docunment describes a solution to this problem The solution
provides alternative donain nanes as input to the LIS discovery
process based on the network addresses assigned to a Device.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7216
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1. Introduction

A Location Information Server (LIS) is a service provided by an
access network. The LIS uses know edge of the access network

topol ogy and other information to generate | ocation information for
Devices. Devices within an access network are able to acquire
location information froma LIS.

The rel ationshi p between a Device and an access network mi ght be
transient. Configuration of the correct LIS at the Device ensures
that accurate location information is available. Wthout |ocation
i nformation, sone network services are not avail able.

The configuration of a LIS | P address on a Device requires sone

aut onat ed process. This is particularly rel evant when one considers
that Devi ces m ght nove between different access networks served by
different LISs. LIS Discovery [RFC5986] describes a nethod that

enpl oys the Dynami c Host Configuration Protocol (DHCPv4 [ RFC2131],
DHCPv6 [ RFC3315]) as input to U NAPTR [ RFC4848] di scovery.

A residential gateway, or home router, provides a range of networking
functions for Devices within the network it serves. Unfortunately,
in nost cases these functions effectively prevent the successful use
of DHCP for LIS discovery.

One drawback with DHCP is that universal deploynment of a new option
takes a considerable anmbunt of tine. Oten, networking equi pnent
needs to be updated in order to support the new option. O
particul ar concern are the mllions of residential gateway devices
used to provide Internet access to hones and busi nesses. Wiile

[ RFC5986] describes functions that can be provided by residentia
gateways to support LIS discovery, gateways built before the
publication of this specification are not expected (and are likely
not able) to provide these functions.

Thi s docunent explores the problem of configuring Devices with a LIS
address when a residential gateway is interposed between the Device
and access network. Section 3 defines the problem and Section 4
describes a nethod for deternining a domain nane that can be used for
di scovery of the LIS.

In sone cases, the solution described in this docunent is based on a
UN | ateral Sel f-Address Fixing (UNSAF) [ RFC3424] nethod. For those
cases, this solution is considered transitional until such tine as
the recomendations for residential gateways in [RFC5986] are nore
wi dely depl oyed. Considerations relating to UNSAF applications are
described in Section 7.
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2.

Conventions Used in This Docunment

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Thi s docunent uses termn nol ogy established in [ RFC6280] and
[ RFC5012]. The terns "Device" and "LIS" are capitalized throughout
when they are used to identify the roles defined in [ RFC6280].

Pr obl em St at enent

Figure 1 shows a sinplified network topology for fixed wire-line
Internet access. This arrangenent is typical when wired Internet
access is provided. The diagram shows two network segnents: the
access network provided by an Internet service provider (I1SP), and
the residential network served by the residential gateway.

There are a nunber of variations on this arrangenent, as docunented
in Section 3.1 of [RFC5687]. In each of these variations, the goa
of LIS discovery is to identify the LIS in the access network.
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Figure 1: Sinplified Network Topol ogy

A particularly inmportant characteristic of this arrangenent is the
relatively small geographical area served by the residential gateway.
G ven a snmall enough area, it is reasonable to del egate the
responsibility for providing Devices within the residential network
with location infornation to the ISP. The ISP is able to provide
location information that identifies the residence, which should be
adequate for a w de range of purposes.

A residential network that covers a |arger geographical area m ght

require a dedicated LIS, a case that is outside the scope of this
docunent .
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The goal of LIS discovery is to identify a LIS that is able to
provide the Device with accurate |location information. In the
net wor k topol ogy described, this neans identifying the LIS in the
access network. The residential gateway is a major obstacle in
achi eving this goal

3.1. Residential Gateway

A residential gateway can enconpass several different functions

i ncludi ng: nodem Ethernet switch, wireless access point, router
networ k address translation (NAT), DHCP server, DNS relay, and
firewall. O the common functions provided, the NAT function of a
resi dential gateway has the greatest inpact on LIS discovery.

An | SP is typically parsinonious about their |IP address all ocations;
each custoner is allocated a limted nunber of |IP addresses.
Therefore, NAT is an extrenely common function of gateways. NAT
enabl es the use of nultiple Devices within the residential network.
However, NAT al so nmeans that Devices within the residence are not
configured by the ISP directly.

When it conmes to discovering a LIS, the fact that Devices are not
configured by the | SP causes a significant problem Configuration is
the ideal nethod of conveying the information necessary for

di scovery. Devices attached to residential gateways are usually
given a generic configuration that includes no information about the
| SP network. For instance, DNS configuration typically points to a
DNS rel ay on the gateway device. This approach ensures that the

| ocal network served by the gateway is able to operate w thout a
connection to the ISP, but it also neans that Devices are effectively
i gnorant of the | SP network.

[ RFC5986] describes several nethods that can be applied by a
residential gateway to assist Devices in acquiring |ocation
information. For instance, the residential gateway could forward LIS
address information to hosts within the network it serves.
Unfortunately, such an active involvenent in the discovery process
only works for new residential gateway devices that inplenment those
reconmendat i ons.

VWhere residential gateways already exist, direct involvenent of the
gateway in LIS discovery requires that the residential gateway be
updated or replaced. The cost of replacenent is difficult to justify
to the owner of the gateway, especially when it is considered that
the gateway still fills its primary function: Internet access

Furt hernmore, updating the software in such devices is not feasible in
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many cases. Even if software updates were made avail abl e, nmany
resi dential gateways cannot be updated renotely, inevitably Ieading
to some proportion that is not updated.

Thi s docunment therefore describes a nmethod that can be used by
Devices to discover their LIS without any assistance fromthe
net wor k.

3.2. Security Features of Residential Gateways

A network firewall function is often provided by residential gateways
as a security neasure. Security features like intrusion detection
systens help protect users fromattacks. Anbngst these protections
is a port filter that prevents both inbound and outbound traffic on
certain TCP and UDP ports. Therefore, any solution needs to consider
the likelihood of traffic being bl ocked.

4, | P-based DNS Sol ution

LI S di scovery [ RFC5986] uses a DNS-based Dynani c Del egati on Di scovery
Service (DDDS) system as the basis of discovery. Input to this
process is a domain name. Use of DHCP for acquiring the donmain nane
is specified, but alternative nethods of acquisition are permtted.

This docunent specifies a nmeans for a Device to discover severa
alternative domain nanes that can be used as input to the DDDS
process. These domai n nanmes are based on the | P address of the
Device. Specifically, the domain nanes are a portion of the reverse
DNS trees -- either the ".in-addr.arpa.” or ".ip6.arpa." tree.

The goal of this process is to make a snall nunber of DDDS queries in
order to find a LIS. After LIS discovery using the DHCP-based
process in [RFC5986] has failed, a Device can

1. Collect a set of | P addresses that refer to the Device
(Section 4.1).

2. Convert each IP address into DNS nanes in the "in-addr.arpa." or
"ip6.arpa." tree (Section 4.2).

3. Performthe DDDS process for LIS discovery on those DNS nanes
([ RFC5986] ) .

4. Shorten the DNS nanmes by sonme nunber of |abels and repeat the
DDDS process (Section 4.3).
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A Device nmight be reachabl e at one of a nunber of IP addresses. In
the process described, a Device first identifies each | P address from
which it is potentially reachable. Fromeach of these addresses, the
Device then selects up to three domain names for use in discovery.
These domain nanes are then used as input to the DDDS process.

4.1. ldentification of |IP Addresses

A Device identifies a set of potential |IP addresses that currently
result in packets being routed to it. These are ordered by
proximty, with those addresses that are used in adjacent network
segnments being favored over those used in public or renote networks.
The first addresses in the set are those that are assigned to | oca
network interfaces.

A Device can use the Session Traversal Utilities for NAT (STUN)
[ RFC5389] nechanismto determine its public, reflexive transport
address. The host uses the "Binding Request” nessage and the
resul ting " XOR- MAPPED- ADDRESS" paraneter that is returned in the
response.

Alternative methods for determ ning other |IP addresses MAY be used by
the Device. |If enabled, the Port Control Protocol (PCP) [RFC6887],
Uni versal Plug and Play (UPnP) [UPnP-1GD WANI PConnecti onl], and NAT
Port Mappi ng Protocol (NAT-PMP) [ RFC6886] are each able to provide
the external address of a residential gateway device. These, as well
as proprietary nmethods for determ ning other addresses, might be
avai l abl e. Because there is no assurance that these nmethods will be
supported by any access network, these methods are not nandat ed.

Note al so that in sone cases, nethods that rely on the view of the
network fromthe residential gateway device could reveal an address
in a private address range (see Section 4.6).

In many instances, the | P address produced mght be froma private
address range. For instance, the address on a |l ocal network
interface could be froma private range all ocated by the residentia
gateway. |In other cases, nethods that rely on the view of the
network (UPnP, NAT-PMP) fromthe residential gateway device could
reveal an address in a private address range if the access network
al so uses NAT. For a private | P address, the derived domain nanme is
only usabl e where the enpl oyed DNS server contains data for the
correspondi ng private | P address range.
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4.2. Donmmin Nanme Sel ection

The donmai n nanme sel ected for each resulting | P address is the name
that would be used for a reverse DNS | ookup. The domai n nane derived
froman IP version 4 address is in the ".in-addr.arpa."” tree and
follows the construction rules in Section 3.5 of [RFCL035]. The
domai n name derived froman |IP version 6 address is in the
".ip6.arpa." tree and follows the construction rules in Section 2.5
of [ RFC3596].

4.3. Shortened DNS Nanes

Addi tional domain nanmes are added to allow for a single DNS record to

cover a larger set of addresses. |If the search on the domain derived
fromthe full I P address does not produce a NAPTR record with the
desired service tag (e.g., "LIS:HELD'), a simlar search is repeated

based on a shorter domain nane, using a part of the |IP address:

o For IP version 4, the resulting domai n name SHOULD be shortened
successively by one and two | abels, and the query repeated. This
corresponds to a search on a /24 or /16 network prefix. This
allows for fewer DNS records in the case where a single access
network covering an entire /24 or /16 network is served by the
same LIS

o For IP version 6, the resulting domain SHOULD be short ened
successively by 16, 18, 20, and 24 |abels, and the query repeated.
This corresponds to a search on a /64, /56, /48, or /32 network
prefix.

This set of labels is intended to provide network operators with a
degree of flexibility in where LIS discovery records can be pl aced

wi thout significantly increasing the nunber of DNS names that are
searched. This does not attach any other significance to these
specific zone cuts or create a classful addressing hierarchy based on
the reverse DNS tree.

For exanple, the IPv4 address "192.0.2.75" could result in queries
to:

0 75.2.0.192.in-addr. ar pa.
0 2.0.192.in-addr. arpa.

o 0.192.in-addr. ar pa.
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Simlarly, the IPv6 address "2001: DB8: : 28e4: 3a93: 4429: df b5" coul d
result in queries to:

o 5.b.f.d.9.2.4.4.3.9.a.3.4.e.8.2.0.0.0.0.0.0.0.0.8.b.d.0.1.0.0.2
. 1 p6. ar pa.

0o 0.0.0.0.0.0.0.0.8.b.d.0.1.0.0.2.ip6.arpa.
o 0.0.0.0.0.0.8.b.d.0.1.0.0. 2.i p6. ar pa.

0o 0.0.0.0.8.b.d.0.21.0.0.2.ip6.arpa.

0 8.b.d.0.1.0.0.2.ip6.arpa.

The linited nunber of |abels by which each nane is shortened is
intended to limt the nunmber of DNS queries performed by Devices. |If
no LIS is discovered by this method, the result will be that no nore
than five U NAPTR resol utions are invoked for each | P address.

4.4, \When To Use the Reverse DNS Met hod

The DHCP net hod described in [ RFC5986] MJUST be attenpted on all |oca
network interfaces before attenpting this method. This nethod is
enpl oyed either because DHCP is unavail abl e, when the DHCP server
does not provide a value for the access network donmai n nanme option
or because a request to the resulting LIS results in a HELD

"not Locat abl e" error or equival ent.

4.5. Private Address Spaces

Addresses froma private-use address space can be used as input to
this method. 1In many cases, this applies to addresses defined in

[ RFC1918], though other address ranges could have linmted
reachability where this advice also applies. This is only possible
if a DNS server with a view of the sanme address space is used
Public DNS servers cannot provide useful records for private

addr esses.

Usi ng an address froma private space in discovery can provide a nore
specific answer if the DNS server has records for that space.

Figure 2 shows a network configuration where addresses froman ISP
network could better indicate the correct LIS. Records in DNS B can
be provided for the 10.0.0.0/8 range, potentially dividing that range
so that a nore local LIS can be selected
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Fi gure 2: Address Space Exanpl e

The goal of automatic DNS configuration is usually to select a |oca
DNS, which suits configurations Iike the one showmn. However, use of
public DNS or STUN servers nmeans that a public IP address is likely
to be found. For STUN in particular, selecting a public server

m ni m zes the need for reconfiguration when a Device noves. Adding
records for the public address space used by an access network
ensures that the discovery process succeeds when a public address is
used.

4.6. Necessary Assunptions and Restrictions

When used by a Device for LIS discovery, this is an UNSAF application
and is subject to the limtations described in Section 7.

It is not necessary that the | P address used is unique to the Device,
only that the address can be sonmehow related to the Device or the
access network that serves the Device. This allows a degree of
flexibility in deternmining this value, although security

consi derations (Section 6) mght require that the address be verified
to limt the chance of falsification

This solution assunes that the public, reflexive transport address
used by a Device is in sone way controlled by the access network
provider or sone other related party. This inplies that the
corresponding ".in-addr.arpa." or ".ip6.arpa." record can be updated
by that entity to include a useful value for the LIS address.
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4.7. Failure Mdes

Successful use of private addresses relies on a DNS server that has
records for the address space that is used. Using a public IP
address increases the likelihood of this. This docunment relies on
STUN to provide the Device with a public, reflexive transport
address. Configuration of a STUN server is necessary to ensure that
this is successful

In cases where a virtual private network (VPN) or other tunnel is
used, the entity providing a public IP address m ght not be able to
provide the Device with location information. It is assuned that
this entity is able to identify this problemand indicate this to the
Devi ce (using the "notlLocatable" HELD error or simlar). This
problemis described in nore detail in [RFC5985].

4.8. Deploynment Considerations

An access network provider SHOULD provi de NAPTR records for each
public I P address that is used for Devices within the access network.

Any DNS server internal to a NAT SHOULD al so include records for the
private address range. These records mght only be provided to
clients nmaking requests fromthe private address range. Doing so
allows clients within the private address range to di scover a LIS
based on their I P address prior to any address translation. In
geographically distributed networks that use a private address range,
this enables the use of a different LIS for different |ocations,
based on the I P address range used at each location. Use of a
public, translated | P address for the network can still work, but it
m ght result in a suboptimal LIS selection

A network that operates network address translation SHOULD provi de
NAPTR records that reference a LIS endpoint with a public address.
This requires the reservation of an I P address and port for the LIS
To ensure requests toward the LIS fromwithin the private address
space do not traverse the NAT and have source addresses napped by the
NAT, networks can provide a direct route to the LIS. dients that
perform di scovery based on public DNS or STUN servers are thereby
easier to trace based on source address information

NAPTR records can be provided for individual IP addresses. To limt
the proliferation of identical records, a single record can be placed
at hi gher nodes of the tree (corresponding to /24 and /16 for |Pv4;
/64, /56, /48, and /32 for IPv6). A record at a higher point in the
tree (those with a shorter prefix) applies to all addresses lower in
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the tree (those with a longer prefix); records at the | ower point
override those at higher points, thus allowi ng for exceptions to be
speci fi ed.

5. Privacy Considerations

As with all uses of geolocation information, it is very inportant

t hat neasures be taken to ensure that location information is not
provi ded to unauthorized parties. The nmechanismdefined in this
docunent is focused on the case where a device is learning its own

| ocation so that it can provide that |ocation information to
applications. W assune that the device learning its ow location is
not a privacy risk. There are then two renmining privacy risks: the
use of geolocation by applications, and the abuse of the |ocation
configuration protocol

The privacy considerations around the use of geol ocation by
applications vary considerably by application context. A franework
for location privacy in applications is provided in [ RFC6280].

The mechani sm specified in this document allows a device to discover
its local LIS fromwhich it then acquires its location using a
Locati on Configuration Protocol (LCP) [RFC5687]. If an unauthorized
third party can spoof the LCP to obtain a target’s | ocation
information, then the mechanismin this document could allowthemto
di scover the proper server to attack for a given | P address. Thus,
it is inportant that a LIS neet the security requirenments of the LCP
it inplements. For HELD, these requirenments are laid out in

Section 9 of [RFC5985].

A Device that discovers a LIS using the nethods in this docunent MJUST
NOT provide that LIS with additional information that might revea

its position, such as the | ocation nmeasurenments described in

[ RFC7105], unless it has a secondary nethod for determining the
authenticity of the LIS, such as a white |ist.

6. Security Considerations
The security considerations described in [RFC5986] apply to the
di scovery process as a whole. The primary security concern is with
the potential for an attacker to inpersonate a LIS.
The added ability for a third party to discover the identity of a LIS

does not add any concerns, since the identity of a LIS is considered
public information.
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In addition to existing considerations, this docunent introduces
further security considerations relating to the identification of the

| P address. It is possible that an attacker could attenpt to provide
a falsified IP address in an attenpt to subvert the rest of the
process.

[ RFC5389] describes attacks where an attacker is able to ensure that
a Device receives a falsified reflexive address. An on-path attacker
nm ght be able to ensure that a falsified address is provided to the
Devi ce. Even though STUN nessages are protected by a STUN MESSAGE-

I NTEGRI TY attribute, which is an HVAC that uses a shared secret, an
on-path attacker can capture and nodify packets, altering source and
destination addresses to provide fal sified addresses.

This attack could result in an effective neans of denial of service,
or a means to provide a deliberately m sleading service. Notably,
any LIS that is identified based on a falsified I P address coul d
still be a valid LIS for the given I P address, just not one that is
useful for providing the Device with location information. 1In this
case, the LIS provides a HELD "not Locatabl e" error or an equival ent.
If the falsified I P address is under the control of the attacker, it
is possible that m sleading (but verifiable) DNS records could
indicate a malicious LIS that provides fal se | ocation information

In all cases of falsification, the best renedy is to perform sone
form of independent verification of the result. No specific
mechanismis currently available to prevent attacks based on
falsification of reflexive addresses; it is suggested that Devices
attenpt to independently verify that the reflexive transport address
provided is accurate. An independent, trusted source of |ocation
information could aid in verification, even if the trusted source is
unable to provide infornation with the sane degree of accuracy as the
di scovered LIS.

Use of private address space effectively prevents use of the usua

set of trust anchors for DNSSEC. Only a DNS server that is able to
see the sane private address space can provide useful records. A
Device that relies on DNS records in the private address space
portion of the ".in-addr.arpa." or ".ip6.arpa." trees MJST either use
an alternative trust anchor for these records or rely on other means
of ensuring the veracity of the DNS records.

DNS queries that are not bl ocked as [ RFC6303] denmands, or directed to
servers outside the network, can cause the addresses that are in use
within the network to be exposed outside of the network. For
resolvers within the network, inplenmenting [ RFC6303] avoids this

i ssue; otherw se, the problem cannot be avoi ded without bl ocking DNS
queries to external servers
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7.

| AB Consi der ati ons

The | AB has studied the problem of Unilateral Self-Address Fixing
(UNSAF) [RFC3424], which is the general process by which a client
attenpts to determine its address in another real mon the other side
of a NAT through a coll aborative protocol reflection nechanism such
as STUN.

This section only applies to the use of this nethod of LIS discovery
by Devices and does not apply to its use for third-party LIS
di scovery.

The 1 AB requires that protocol specifications that defi ne UNSAF
mechani sms docunent a set of considerations.

1. Precise definition of a specific, limted-scope problemthat is
to be solved with the UNSAF proposal

Section 3 describes the linted scope of the problem addressed in
this docunent.

2. Description of an exit strategy/transition plan.

[ RFC5986] describes behavior that residential gateways require in
order for this short-termsolution to be rendered unnecessary.
When i npl enentations of the recomendations in LIS discovery are
wi del y avail abl e, this UNSAF nechani sm can be nmade obsol ete.

3. Discussion of specific issues that may render systens nore
"brittle".

A description of the necessary assunptions and linitations of
this solution are included in Section 4.6.

Use of STUN for discovery of a reflexive transport address is
i nherently brittle in the presence of nultiple NATs or address

realms. |In particular, brittleness is added by the requirenent
of using a DNS server that is able to view the address real mthat
contains the I P address in question. |If address real ns use

over | appi ng addressing space, then there is a risk that the DNS
server provides information that is not useful to the Device

4. ldentify requirenents for |onger-term sound technical solutions;
contribute to the process of finding the right |onger-term
sol uti on.
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A longer-termsolution is already provided in [ RFC5986].

However, that solution relies on w despread deploynent. The
UNSAF sol ution provided here is an interimsolution that enables
LIS access for Devices that are not able to benefit from

depl oynent of the reconmendations in [ RFC5986] .

5. Discussion of the inpact of the noted practical issues with
exi sting depl oyed NATs and experience reports.

The UNSAF nechani sm depends on the experience in depl oynent of
STUN [ RFC5389]. On the whol e, existing residential gateway
devices are able to provide access to STUN and DNS service
reliably, although regard should be given to the size of the DNS
response (see [ RFC5625]).
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