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Abstract

This docunent specifies the information contained in a conceptua

dat abase of

| ong-lived cryptographi c keys used by nany different

routing protocols for nessage security. The database is designed to
support both manual and automated key nanagenment. In addition to
descri bing the schema for the database, this docunent describes the
operations that can be performed on the database as well as the
requirenents for the routing protocols that wish to use the database.
In many typical scenarios, the protocols do not directly use the

I ong-1ived key, but rather a key derivation function is used to
derive a short-lived key froma |ong-1lived key.

Status of This Meno

Housl ey,

This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunent,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc7210
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Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

1. I nt roducti on

This docunent specifies the information that needs to be included in
a dat abase of long-lived cryptographic keys in order to key the
cryptographi c authentication of routing protocols. This conceptua
dat abase i s designed to separate protocol -specific aspects from both
manual and aut onated key managenent. The intent is to allow many
different inplenmentation approaches to the specified cryptographic
key database, while sinplifying specification and het erogeneous

depl oynents. This conceptual database avoids the need to build
know edge of any security protocol into key nanagenent protocols. It
m ni m zes protocol -specific know edge i n operational / managenent
interfaces, and it constrains where that know edge can appear.
Textual conventions are provided for the representation of keys and
other identifiers. These conventions should be used when presenting
keys and identifiers to operational/nanagenent interfaces or reading
keys/identifiers fromthese interfaces. This satisfies the
operational requirenent that all inplenentations represent the keys
and key identifiers in the same way so that cross-vendor
configuration instructions can be provided.

Routing protocols can enploy the services of nore-generic security
protocol s such as TCP- AO [ RFC5925]. I nplenmentations of routing
protocol s nmay need to supply keys to databases specific to these
security protocols as the associated entries in this docunment’s
conceptual database are mani pul at ed

In many instances, the long-lived keys are not used directly in

security protocols, but rather a key derivation function is used to
derive short-lived keys fromthe long-lived key in the database. In
ot her instances, security protocols will directly use the long-lived
key fromthe database. The database design supports both use cases.
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1.1. Requirenments Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Conceptual Database Structure

The database is characterized as a table, where each row represents a
single long-lived symetric cryptographic key. Nornally, each key
shoul d only have one row. Only in the (hopefully) very rare cases
where a key is used for nore than one purpose, or where the sane key
is used with nmultiple key derivation functions (KDFs) will nultiple
rows contain the sane key value. The colums in the table represent
the key value and attributes of the key.

To accommodat e manual key managenent, the format of the fields has
been purposefully chosen to allow updates with a plain-text editor
and to provide equivalent display on nultiple systens.

The columms that the table consists of are listed as foll ows:

Adm nKeyNarne
The Adni nKeyNane field contains a hunman-readabl e string neant
to identify the key for the user. Inplenentations can use this
field to uniquely identify rows in the key table. The sane
string can be used on the local systemand peer systens, but
this is not required. Routing protocols do not nake use of
this string; they use the Local KeyNane and t he Peer KeyNane.
However, if these strings are to be used as protocol elenents
in other protocols or otherw se transferred between systens,
they will need to follow the requirenments of Section 5. 1.

Local KeyNane
The Local KeyNane field contains a string identifying the key.
It can be used to retrieve the key in the |ocal database when
received in a nmessage. As discussed in Section 4, the protoco
defines the formof this field. For exanple, nmany routing
protocols restrict the format of their key names to integers
that can be represented in 16 or 32 bits. Typically, this
field does not contain data in human character sets requiring
internationalization. |If there ever are any routing Protocols
with key nanes requiring internationalization, those
specifications need to address issues of canonicalization and
nornmalization so that key names can be conpared using binary
conpari son.
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Peer KeyNane
Peer KeyNane is the nane of the key used by the |ocal systemin
an out goi ng nessage. For unicast communication, the
Peer KeyNanme of a key on a system matches the Local KeyNane of
the identical key that is maintained on one or nultiple peer
systens. Sinilar to Local KeyNane, a protocol defines the form
of this identifier and will often restrict it to be an integer
For group keys, the protocol will typically require this field
be an enpty string as the sending and the receiving key nanes
need to be the sane.

Peers
Typically for unicast keys, this field lists the peer systens
that have this key in their database. For group keys, this
field nanes the groups for which the key is appropriate. For
exanple, this mght nane a routing area for a nulticast routing
protocol. Formally, this field provides a protocol-specific
set of restrictions on the scope in which the key is
appropriate. The format of the identifiers in the Peers field
is specified by the protocol

Interfaces
The Interfaces field identifies the set of physical and/or
virtual interfaces for which it is appropriate to use this key.
When the long-lived value in the Key field is intended for use
on any interface, this field is set to "all". The interfaces
field consists of a set of strings; the formof these strings
is specified by the inplenentation and is independent of the
protocol in question. Protocols may require support for the
Interfaces field or may indicate that support for constraining
keys based on interface is not required. As an exanple, TCP-AO
i mpl enentations are unlikely to nmake the decision of what
interface to use prior to key selection. |In that case, the
i npl enment ati ons are expected to use the same keying materi al
across all of the interfaces and then require the "all"
setting.

Pr ot ocol
The Protocol field identifies a single routing protocol where
this key may be used to provide cryptographic protection. This
specification establishes a registry for this field; the
registry also specifies the fornat of the following field,
Pr ot ocol Specificlnfo, for each registered protocol.
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Pr ot ocol Speci ficlnfo
This field contains the protocol -specified informati on that may
be useful for a protocol to apply the key correctly. Note that
such information MUST NOT be required for a protocol to locate
an appropriate key. Wen a protocol does not need the
information in Protocol Specificlnfo, it will require this field
be enpty. Key table rows MAY specify a Direction of "both"
As a result, the encoding of this field needs to support
encodi ng protocol -specific information for sendi ng and
receiving in the same row

KDF
The KDF field indicates the key derivation function that is
used to generate short-lived keys fromthe long-lived value in
the Key field. Wen the long-lived value in the Key field is
i ntended for direct use, the KDF field is set to "none". A key
derivation function is a one-way function that provides
cryptographi c separation of key material. The KDF MAY use
inputs fromthe rowin the key table and the nessage bei ng sent
or received but MJUST NOT depend on other configuration state.
Thi s docunent establishes an | ANA registry for the values in
the KDF field to sinplify references in future specifications.
The protocol indicates what (if any) KDFs are valid.

Al gl D
The AlglD field indicates which cryptographic algorithmis to
be used with the security protocol for the specified peer or
peers. Such an algorithmcan be an encryption al gorithm and
node (e.g., AES-128-CBC), an authentication algorithm(e.qg.
HVAC- SHAL- 96 or AES-128-CMAC), or any other symetric
cryptographi c al gorithm needed by a security protocol. If the
KDF field contains "none", then the long-lived key is used
directly with this algorithm otherw se, the derived short-
lived key is used with this algorithm Wen the |long-lived key
is used to generate a set of short-lived keys for use with the
security protocol, the AlglD field identifies a ciphersuite
rather than a single cryptographic algorithm This docunent
establishes an I ANA registry for the values in the AlglD field
to sinmplify references in future specifications. Protocols
i ndi cate which al gorithns are appropriate.

Key
The Key field contains a long-lived symmetric cryptographic key
in the format of a | owercase hexadecimal string. The size of
the Key depends on the KDF and the Al glD. For instance,
KDF=none and Al gl D=AES128 require a 128-bit key, which is
represented by 32 hexadecimal digits.

Housl ey, et al. St andards Track [ Page 5]



RFC 7210 Tabl e of Cryptographic Keys April 2014

Di rection
The Direction field indicates whether this key may be used for
i nbound traffic, outbound traffic, both, or whether the key has
been di sabled and may not currently be used at all. The
supported values are "in", "out", "both", and "disabl ed"
respectively. The Protocol field will deternine which of these
val ues are valid.

SendLi feti neStart
The SendLifetinmeStart field specifies the earliest date and
time in Coordi nated Universal Tine (UTC) at which this key
shoul d be considered for use when sending traffic. The fornmat
is YYYYMVDDHHSSZ, where four digits specify the year, two
digits specify the nonth, two digits specify the day, two
digits specify the hour, two digits specify the minute, and two
digits specify the second. The "Z" is included as a clear
indication that the time is in UTC

SendLi f eTi neEnd
The SendLifeTineEnd field specifies the latest date and tine at
whi ch this key should be considered for use when sending
traffic. The format is the sanme as the SendLifetineStart
field.

Accept Li feTi meSt art
The AcceptLifeTimeStart field specifies the earliest date and
time in Coordinated Universal Time (UTC) at which this key
shoul d be consi dered for use when processing received traffic.
The format is YYYYMVDDHHSSZ, where four digits specify the
year, two digits specify the nonth, two digits specify the day,
two digits specify the hour, two digits specify the mnute, and
two digits specify the second. The "Z" is included as a cl ear
i ndication that the time is in UTC

Accept Li f eTi meEnd
The AcceptLifeTineEnd field specifies the |atest date and tine
at which this key should be considered for use when processing
the received traffic. The format of this field is identical to
the format of AcceptlLifeTinmeStart.
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3.

Key Sel ection and Rol | over

A protocol may directly consult the key table to find the key to use
on an outgoi ng nmessage. The protocol provides a protocol (P) and a
peer identifier (H into the key selection function. Optionally, an
interface identifier (1) may al so need to be provided. Any key that
satisfies the followi ng conditions may be sel ect ed:

(1) the Peers field includes H
(2) the Protocol field nmatches P

(3) If an interface is specified by the protocol, the Interfaces
field in the key table rowincludes | or "all";

(4) the Direction field is either "out" or "both"; and
(5) SendLifetineStart <= current tine <= SendLifeTi neEnd.

During key selection, there may be nmultiple entries that

sinul taneously exist and are associated with different cryptographic
al gorithnms or ciphersuites. Systens should support selection of keys
based on algorithmpreference to facilitate algorithmtransition

In addition, nultiple entries with overlapping valid periods are
expected to be available for orderly key rollover. |n these cases,
the expectation is that systens will transition to the newest key
available. To neet this requirenent, this specification reconrends
suppl enenting the key selection algorithmwi th the follow ng
differentiation: select the long-lived key specifying the nost recent
time in the SendLifetimeStart field.

In order to look up a key for validating an i ncom ng nessage, the
protocol provides its protocol (P), the peer identifier (H), the key
identifier (L), and optionally the interface (I). |If one key matches
the following conditions, it is selected:

(1) the Peer field includes H

(2) the Protocol field matches P

(3) if the Interface field is provided, it includes | or is
"all";

(4) the Direction field is either "in" or "both";
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(5) the Local KeyNane is L; and
(6) AcceptLifeTimeStart <= current tinme <= AcceptlLifeTi meEnd.

Note that the key usage is |oosely bound by the tinmes specified in
the AcceptLifeTineStart and AcceptLifeTineEnd fields. New security
associ ati ons should not be established except within the period of
use specified by these fields, while allowi ng sone grace tine for

cl ock skew. However, if a security association has already been

est abl i shed based on a particular long-lived key, exceeding the
lifetime does not have any direct inpact. The inplenmentations of
security protocols that involve long-lived security associations
shoul d be designed to periodically interrogate the database and

roll over to new keys without tearing down the security associations.

Rat her than consulting the conceptual database, a security protoco
such as TCP-AO may update its own tables as keys are added and

renoved. In this case, the protocol needs to nmaintain its own key
information. Sone routing protocols use IP Security (IPsec) to
provide integrity. |If a specification describes howto use the

conceptual database described in this docunent to configure keys for
these routing protocols, sinilar concerns apply. The specification
mappi ng those routing protocols onto this conceptual database needs
to describe how the Security Policy Database is mani pul ated as rows
are added and renoved fromthe conceptual database.

4. Application of the Database in a Security Protoco

In order to use the key table database in a protocol specification, a
protocol needs to specify certain information. This section
enunerates itens that a protocol nust specify.

(1) The ways of mapping the information in a key table rowto the
i nformati on needed to produce an outgoi ng nmessage; specified
as an expl anation of either howto fill in authentication-
related fields in a nessage based on key table infornation
or (for protocols such as TCP-AO how to construct Master Key
Tupl es (MKTs) or other protocol-specific structures froma
key table row

(2) The ways of locating the peer identifier (a nenber of the
Peers set) and the Local KeyNane inside an inconing nessage

(3) The nmethods of verifying a nessage given a key table row

this may be stated directly or in terns of protocol-specific
structures such as MTs
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5.

5.

(4) The formand validation rules for Local KeyNane and
Peer KeyNane; if either of these is an integer, the
conventions in Section 5.1 are used as a vendor-i ndependent
f or mat

(5) The formand validation rules for nenbers of the Peers set
(6) The algorithms and KDFs supported
(7) The formof the Protocol Specificlnfo field

(8) The rules for canonicalizing Local KeyNane, Peer KeyNane,
entries in the Peers set, or Protocol Specificlnfo; this my
i nclude nornalizations such as | owercasi ng hexadeci mal
strings

(9) The Indication whether the support for Interfaces is required
by this protocol

The formof the interfaces field is not protocol specific but instead
is shared anong all protocols on an inplenentation. |f a protoco
needs to distinguish instances running over the same interface, this
is included in the specification of peers. Generally, it is
desirable to define the specification of peers so that an operator
can use the Interfaces field to refer to all instances of a protoco
on a link without having to specify both generic interfaces

i nformati on and protocol -specific peer infornmation

Textual Conventions
1. Key Nanes

Wien a key for a given protocol is identified by an integer key
identifier, the associated key nane will be represented as | owercase
hexadecimal digits with the nost significant octet first. This
integer is padded with leading zero digits until the width of the key
identifier field in the protocol is reached. |If a key nane contains
non-i nteger human-readable text, its format and encodi ng nmay be an

i ssue, particularly if it is used in protocol between two different
types of systenms. |If characters fromthe ASCI| range [RFC20] are
sufficient for a key name, then they SHOULD be used. |If characters
outside of that range are desirable or required, then they MIST be in
an encodi ng of Uni code [ UNI CODE]

In the case of an Admi nKeyNane that uses characters outside of the

ASClI | range, the Adm nKeyNane MJST be encoded using UTF-8 [ RFC3629]

and SHOULD be nornalized using Unicode Normalization Form KC [ UAX15]
to maxinize the chance that the strings will conpare correctly.
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However, sinply using Unicode Nornalization FormKC is not sufficient
to account for all issues of string conparison; refer to
[ PRECI S- FRAMEWORK] for additional information

5.2. Keys

A key is represented as a | owercase hexadecimal string with the nost
significant octet of the key first. As discussed in Section 2, the
I ength of this string depends on the associated al gorithm and KDF

6. Operational Considerations

If the valid periods for long-lived keys do not overlap or the system
clocks are inconsistent, it is possible to construct scenarios where
systenms cannot agree upon a long-lived key. When installing a series
of keys to be used one after another, operators should configure the
SendLifetimeStart field of the key to be several hours after the
AcceptLifeTinmeStart field of the key to guarantee there is sone
overlap. This overlap is intended to address the cl ock-skew i ssue
and allow for basic operational considerations. Operators may choose
to specify a longer overlap (e.g., several days) to allow for
exceptional circunstances.

7. Security Considerations

Management of encryption and authentication keys has been a
significant operational problem both in ternms of key synchronization
and key selection. For instance, the current guidance [ RFC3562]

war ns agai nst sharing TCP MD5 keying material between systens and
recommends changi ng keys according to a schedule. The sane genera
operational issues are relevant for the managenent of other

crypt ographi c keys.

It has been recognized in [ RFC4107] that automated key nanagenent is
not viable in nmultiple scenarios. The conceptual database specified
in this docunent is designed to acconmodat e both nmanual key
managenent and autonated key nmanagenent. A future specification to
autonmatically populate rows in the database is envisioned.

Desi gners shoul d recogni ze the warning provided in [ RFC4107]:

Aut omat ed key nanagenent and nmanual key nanagenent provide very
different features. |n particular, the protocol associated with
an aut onat ed key nanagenent technique will confirmthe |iveness of
the peer, protect against replay, authenticate the source of the
short-term sessi on key, associate protocol state information with
the short-term session key, and ensure that a fresh short-term
session key is generated. Further, an autonated key nmanagenent
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8.

8.

8.

protocol can inprove interoperability by including negotiation
mechani sns for cryptographic algorithnms. These valuable features
are inpossible or extremely cunbersonme to acconplish with manua
key managenent.

| ANA Consi derati ons
This specification defines three registries.
1. KeyTable Protocols

Per this docunent, |ANA has established a registry called "KeyTabl e
Pr ot ocol s".

Al'l assignments to the KeyTable Protocols registry are made on a
Speci fication Required basis per Section 4.1 of [RFC5226].

Each registration entry nust contain the three fields:

- Protocol Nanme (unique within the registry);
- Protocol -Specific Info; and
- Reference

The specification needs to describe paraneters required for using the
conceptual database as outlined in Section 4. This typically neans
that the specification focuses nore on the application of security
protocols with the key tables rather than being a new security
protocol specification for general purposes. O course, new
protocol s may comnbine information on how to use the key table

dat abase with the protocol specification

The registry has three columms. The first colum is a string of

Uni code characters encoded in UTF-8 representing the name protocol
The second colum is a string of Unicode characters encoded in UTF-8
providing a brief description of Protocol-Specific Info. The third
colum is a reference to a specification defining howthe protocol is
used with the key table.

There are no initial registrations.
2. KeyTabl e KDFs

Per this docunent, |ANA has established a registry called "KeyTabl e
KDFs". The remainder of this section describes the registry.

Al'l assignnments to the KeyTabl e KDFs registry are nade on a First
Come First Served basis per Section 4.1 of RFC 5226.
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The registry has three columms. The first colum is a string of

Uni code characters encoded in UTF-8 representing the name of a KDF
The second colum is a string of Unicode characters encoded in UTF-8
providing a brief description of the KDF. The third colum is a
reference to a specification defining the KDF, if avail able.

The initial contents of this registry and that in Section 8.3 are
chosen based on the al gorithnms defined for TCP-AO [ RFC5926] .

KDF Description Ref er ence
none No KDF is used with this key N A

AES- 128- CMAC AES- CVAC usi ng 128-bit keys [ RFC4493]
HVAC- SHA- 1 HMVAC usi ng the SHA-1 hash [ RFC2104]

8.3. KeyTabl e Al gl Ds

Per this docunent, |ANA has established a registry called "KeyTabl e
Al gl Ds". The renainder of this section describes the registry.

Al'l assignments to the KeyTable Al glDs registry are nmade on a First
Come First Served basis per Section 4.1 of RFC 5226.

The registry has three columms. The first colum is a string of
Uni code characters encoded in UTF-8 representing the al gorithm
identifier (AlgliD). The second columm is a string of Unicode
characters encoded in UTF-8 providing a brief description of the
identified algorithm The third colum is a reference to a
specification defining the identified al gorithm

The initial contents of this registry and that in Section 8.2 are
chosen based on the algorithnms defined for TCP-AO [ RFC5926] .

Al gl D Description Ref er ence
AES- 128- CVAC AES- CMAC using 128-bit keys [ RFC4493]
AES- 128- CMAC- 96 AES- 128- CMAC truncated to 96 bits [ RFC5926]
HVAC- SHA- 1- 96 HVAC SHA-1 truncated to 96 bits [ RFC2104]
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