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Abst r act

The | ETF Transparent Interconnection of Lots of Links (TRILL) base
protocol (RFC 6325) specifies mniml hooks to safely support TRILL
Header extensions. This docunent specifies an initial extension

providing additional flag bits and specifies some of those bits. It
updat es RFC 6325.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc7179.
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Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1

I ntroduction

The base | ETF Transparent |Interconnection of Lots of Links (TRILL)
prot ocol [RFC6325] provides a TRILL Header extension feature and
describes mnimal hooks to safely support header extensions. (This
feature is called "options" in Section 3.8 of [RFC6325].) But,
except for the first two bits, the TRILL base protocol docunent does
not specify the structure of extensions to the TRILL Header nor the
details of any particul ar extension.

This docunent is consistent with [ RFC6325] and provides further
details. It specifies an initial extension word providing additiona
flag bits and specifies some of those bits. Additional extensions,

i ncl udi ng TLV-encoded options, may be specified in | ater documents,
for exanple, [Options] and [ Options2].

Section 2 bel ow descri bes sonme general principles of TRILL Header
extensions and an initial extension. Section 3 specifies a pair of
flags in this initial extension.

1. Conventions Used in This Docunent

The term nol ogy and acronyns defined in [ RFC6325] are used herein
with the same neaning. Devices inplenenting the TRILL protocol are
referred to as RBridges (Routing Bridges) or TRILL Switches.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

TRI LL Header Extensions

The base TRILL protocol includes a feature for extension of the TRILL
Header (see [RFC6325], Sections 3.5 and 3.8). The 5-bit Op-Length
header field gives the length of the extensions to the TRI LL Header
in units of 4 octets, which allows up to 124 octets of header
extension. |If Op-Length is zero, there are no header extensions
present; else, the extension area follows inmmediately after the
Ingress RBridge Nickname field of the TRILL Header. The first 32-bit
word of the optional extensions area consists of an extended fl ags
area and critical summary bits as specified in this docunent.
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As described bel ow, provision is nade for

o hop-by-hop flags, which night affect any RBridge that receives a
TRILL Data frame with such a flag set,

0 ingress-to-egress flags, which would only necessarily affect the
RBri dge(s) where a TRILL frane is decapsul ated

o flags affecting an as-yet-unspecified class of RBridges, for
exanpl e, border RBridges in a TRILL canpus extended to support
multi-level IS IS (Intermediate Systemto Internedi ate Systen
[MultiLevel], and

0o both "critical" and "non-critical" flags.

Any RBridge receiving a frane with a critical hop-by-hop extension
that it does not inplement MJST discard the frane because it is
unsafe to process the franme w thout understanding such a critica
ext ensi on.

Any egress RBridge receiving a frame with a critical ingress-to-
egress extension it does not inplement MJST drop the frane if it is a
uni cast frame (TRILL Header Mbit = 0); if it is a nulti-destination
TRILL Data frame (Me1), then it MJUST NOT be egressed at that RBridge,
but the egress RBridge still forwards such a frame on the
distribution tree.

Non-critical extensions can be safely ignored.

Any extended flag indicating a significant change in the structure or
interpretation of later parts of the frane that, if the extended flag
were ignored, could cause a failure of service or violation of
security policy MJST be a critical extension. |f such an extended
flag affects any fields that transit RBridges will exam ne, it MJST
be a hop-by-hop critical extended fl ag.

Not e: Most RBridge inplenentations are expected to be optinized
for sinple and common cases of frame forwarding and processing.

Al though the hard Iimt on the header extensions area |ength, the
32-bit alignnent of the extension area, and the presence of
critical extension summary bits, as described bel ow, are intended
to assist in the efficient hardware processing of franes with a
TRILL Header extensions area, neverthel ess the inclusion of

ext ensi ons may cause frame processing using a "slow path" with
inferior perfornmance to "fast path" processing. Limted slow path
t hroughput of such frames could cause sone of themto be

di scar ded
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2.

2.

1

2.

RBri dge Extended Fl ag Handl i ng Requirenents

Al'l RBridges MJUST check whether there are any critical flags set that
are necessarily applicable to their processing of the frame. To
assist in this task, critical summary bits are provided that cover
not only the extended flags specified herein but will cover any
further extensions that nay be specified in future docunents, for
exanple, [Options] and [Options2]. |If an RBridge does not inpl enent
all critical flags in a TRILL Data frane, it MJST treat the frame as
havi ng an uni npl emented critical extension as described in Section 2.
A transit or egress RBridge nmay assune that the critical summary bits
are correct.

In addition, a transit RBridge:
o MAY set or clear hop-by-hop flags as specified for such flags;

0 MJST adjust the length of the extensions area, including changing
p-Length in the TRILL Header, as appropriate if it adds or
renoves the extended header flags word;

o MJST, if it adds the word of extended header flags or changes any
critical flags, correctly set the critical summary bits in the
ext ended header flags word;

0 MJST NOT renove the extended header flags word unless it is al
zero (either on arrival or after pernmitted nodifications); and

o MJST NOT set or clear ingress-to-egress or reserved extended
header flags except as specifically permtted in the specification
of such fl ags.

No Critical Surprises

RBri dges advertise the extended header flags they support in IS-IS
PDUs (Protocol Data Units) [RFC7176]. Unless an RBridge advertises
support for a critical extended header flag, it will not nornmally
receive frames with that flag set. An RBridge is not required to
support any extensions.

An RBridge SHOULD NOT set a critical extended flag in a franme unless,
o for a critical hop-by-hop extended header flag, it has determ ned

that the next hop RBridge or RBridges that will accept the franme
support that flag,
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o for acritical ingress-to-egress extended header flag, it has
determned that the RBridge or RBridges that will egress the frane
support that flag, or

o for acritical reserved extended header flag, it may set such a
flag only if it understands which RBridges it is applicable to and
has determi ned that those RBridges that will accept the frane
support that flag.

"SHOULD NOT" is specified above since there may be cases where it is
acceptable for those franmes, particularly for the nulti-destination
case, to be discarded or not egressed by any RBridges that do not

i mpl enent t he extended fl ag.

2.3. Extended Header Fl ags

If any extensions are present in a TRILL Header, as indicated by a
non-zero Op-Length field, the first 32 bits of the extensions area
consi st of extended header flags, as described below. The renai nder
of the extensions area, if any, after the initial 32 bits may be
specified in later docunents, for exanple, [Options] and [ Options2].

Any RBridge adding an extensions area to a TRILL Header nust set the
first 32 bits to zero except when permitted or required to set one or
nore of those bits as specified. For TRILL Data frames with
extensions present, any transit RBridge that does not discard the
franme MUST transparently copy the extended flags word, except for
nmodi fications permtted by an extension inplenmented by that RBridge.

The extended header flags word is illustrated bel ow and the neani ngs
of these bits is further described in the list follow ng the figure.

0 1 2 3
01234567890123456789012345678901

R R R R ST S SR S S S T S ek T
Crit.|] CHoH | NCHbH | CRSV | NCRSV | CtE | NCtE
B i i i O S T it Ui S S S S it U S S R i SHE S

additional optional 32-bit aligned words of extension |
possi bly including TLV extensions ..

(The first two critical summary bits are as specified in [ RFC6325].
In this docunent, an "S", for Sunmary, has been added at the end of
their acronyns. A third critical summary bit is also specified
herein and its acronymal so ends with an "S" for consistency.)

East | ake, et al. St andards Track [ Page 6]



RFC 7179 TRILL: Header Extension May 2014

Bits Description

0-2 Crit.: Critical summary bits.
0 CHbHS: Critical Hop-by-Hop extension(s) are present.
1 CItES: Critical Ingress-to-Egress extension(s) are present.
2 CRSVS: Critical Reserved extension(s) are present.

3-7 CHbH: Critical Hop-by-Hop extended flag bits.
8-13 NCHbH: Non-critical Hop-by-Hop extended flag bits.

14-16 CRSV: Critical Reserved extended flag bits.
17- 20 NCRSV: Non-critical Reserved extended flag bits.

21-26 CItE: Critical Ingress-to-Egress extended flag bits.
27-31 NCItE: Non-critical Ingress-to-Egress extended flag bits.

.3.1. Critical Summary Bits

The top three bits of the extended header flags area, bits 0, 1, and
2 above, are called the critical sunmary bits. They sunmari ze the
presence of critical extensions as follows:

CHbHS: If the CHbHS (Critical Hop-by-Hop Summary) bit is one, one or
nore critical hop-by-hop extensions are present. These m ght be
critical hop-by-hop extended header flags or critical hop-by-hop
extensions after the first word in the extensions area. Transit
RBri dges that do not support all of the critical hop-by-hop
ext ensi ons present, for exanple, an RBridge that supported no
critical hop-by-hop extensions, MJST drop the frame. |If the CHbHS
bit is zero, the frane is safe, fromthe point of view of
ext ensi ons processing, for a transit RBridge to forward,
regardl ess of what extensions that RBridge does or does not
support.

CItES: If the CItES (Critical Ingress-to-Egress Sumary) bit is a
one, one or nore critical ingress-to-egress extensions are
present. These night be critical ingress-to-egress extended
header flags or critical ingress-to-egress extensions after the
first word in the extensions area. |If the CItES bit is zero, no
such extensions are present. |If either CHoHS or CItES is non-
zero, egress RBridges that do not support all critical extensions
present, for exanple, an RBridge that supports no critica
extensions, MJST drop the frame. |If both CHbHS and CItES are
zero, the franme is safe, fromthe point of view of extensions, for
an egress RBridge to process, regardl ess of what extensions that
RBri dge does or does not support.
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CRSVS: If the CRSVS (Critical Reserved Sunmary) bit is a one, one or
nmore critical extensions are present that are reserved to apply to
a class of RBridges to be specified in the future, for exanple,
border RBridges in a TRILL campus extended to support nulti-Ileve
IS-1S. This class will be a subset of transit RBridges. RBridges
in this class MJST drop franes with the CRSVS bit set unless they
i mpl ement all critical hop-by-hop and all critical reserved
extensions present in the frane.

The critical summary bits enable sinple and efficient processing of
TRILL Data frames by egress RBridges that support no critica
extensions, by transit RBridges that support no critical hop-by-hop
ext ensions, and by RBridges in the reserved class that support no
critical hop-by-hop or reserved extensions. Such RBridges need only
check whether Op-Length is non-zero and, if it is, check the top one,
two, or three bits just after the fixed portion of the TRILL Header.
Based on those three bits, such RBridges can deci de whether to

di scard or forward/ process the frane.

2.4. Conflict of Extensions

Defining TRILL extensions including extended header flags that
conflict with each other would be undesirable. Should conflicting
ext ensi ons appear in the sane packet, the results would be
unpredictable if different inplenentations processed themin
different orders. While rules could be defined to specify how to
predi ctably process conflicting extensions, such rules would al so
limt inplementation flexibility and could i npose substanti al
processi ng burdens.

Conflicting extensions SHOULD NOT be defined, but if they are,

careful thought should be given as to whether and how to specify the
handl i ng of conflicting extensions.
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3.

3.

Speci fi c Extended Header Fl ags

The tabl e bel ow shows the state of TRILL Header extended fl ag
assignnents. See Section 5 for | ANA Consi derations.

Bits Pur pose Section
0-2 Critical Summary Bits 2.3.1
3-6 avail abl e critical hop-by-hop flags

7 Critical Channel Alert flag

8 Non-critical Channel Alert flag

9-13 avai | abl e non-critical hop-by-hop flags

14-16 available critical reserved flags

17-20 avai l abl e non-critical reserved flags

21-26 available critical ingress-to-egress flags
27-31 avai l abl e non-critical ingress-to-egress flags

Tabl e 1: Extended Header Flags Area
1. RBridge Channel Alert Extended Fl ags

The RBridge Channel Alert extended header flags indicate that the
frane is an RBridge Channel franme [RFC7178] that requests processing
at each hop.

If the Critical Channel Alert flag (bit 7) is a one and the RBridge
does not inplenent the RBridge Channel feature or the particul ar

RBri dge Channel protocol involved [RFC7178] or the frame does not
actual ly appear to be an RBridge Channel nessage, then the frame is
di scarded. This pernits inplenentation, for exanple, of a channe
nmessage requiring strict source routing or the like, with assurance
that it will be discarded rather than deviate fromthe directed path.

If the franme is not discarded as descri bed above, then the presence
of either the Critical or Non-critical Channel Alert flag alerts
transit RBridges to the presence of an RBridge Channel nessage

[ RFC7178] that nay require special handling. The non-critical alert
flag supports, for exanple, an RBridge Channel protocol nessage
including a "record route" function where not recording transit

RBri dges that do not support this function is acceptable.

Additions to IS 1S

RBridges use IS-1S Link State PDUs (LSPs) to inform other RBridges
whi ch extended header flags they support. The IS-1S PDU(s), TLV(s),
or sub-TLV(s) used to encode and advertise this information are
specified in a separate docunent [RFC/7176].
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5.

| ANA Consi der ati ons

| ANA has created a "TRI LL Extended Header Flags" subregistry within
the TRILL Paraneters registry. The "TRILL Extended Header Fl ags"
subregistry is initially popul ated as specified in Table 1 in Section
3. References in that table to sections of this docunment have been
replaced in the | ANA subregistry by references to this docunent as an
RFC.

New TRI LL extended header flags are allocated by | ETF Revi ew
[ RFC5226] .

To indicate support of extended header flags, | ANA has assigned the

following bits in the TRI LL-VER and PORT-TRI LL- VER Sub- TLV Capability

Flag registries created by [RFC7176]:

o0 Bits 3-13 of the PORT-TRI LL- VER Sub-TLV Capability Flags have been
assigned to indicate support of TRILL hop-by-hop extended header
flags 3-13.

0 Bits 14-31 of the TRILL-VER Sub-TLV Capability Flags have been
assigned to indicate support of TRILL extended header flags 14-31.

Security Considerations
For general TRILL protocol security considerations, see [RFC6325].

For security considerations related to extended header flags, see the
docunent where the flag is specified.

It is inmportant that the critical summary bits in the extended header

flags word be set properly. |If set when critical extensions of the
appropriate category are not present, frames may be unnecessarily
di scarded. If not set when critical extensions are present, franes

may be m shandl ed or corrupted, and intended security policies may be
vi ol at ed.

The RBridge Channel Alert extended header flags have the follow ng
security considerations. |nplementations should keep in nind that
they m ght be erroneously set in a frame. |f either RBridge Channe
Alert flag is found set in a frane that is not an RBridge Channe
message [ RFC7178], the flag MAY be cleared and shoul d have no effect
except, possibly, delaying processing of the frane. |I|f either

RBri dge Channel Alert flag is erroneously onmitted froma frane,
desired per-hop processing for the frane nmay not occur
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