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1. Introduction

It is conmon on the Internet for many DNS nanes to resolve to a
single I P address. This practice has introduced the concept of a
"virtual host", where a host appears to exi st as an i ndependent
entity but, inreality, shares its physical resources with one or
more simlar hosts.

Such an arrangenent presents some problens for FTP servers, because
an FTP server distinguishes incom ng FTP connections by | P addresses
rather than DNS names. Therefore, all DNS nanes that share a conmmon
| P address are handl ed by the sanme FTP server and share the sane
Network Virtual File System (NVFS)

This means that different virtual hosts cannot offer different
virtual file systens to clients, nor can they offer different

aut hentication systens. Any schene to overcone this issue needs to
i ndicate not only the destination |P address but also the virtua
hostname that is associated with the desired virtual FTP server

Typi cal user-FTP processes currently use hostnanes to perform

host nanme-t o-| P-address resol ution and then ignore hostnanes for the

Het hron & McMurray St andards Track [ Page 2]



RFC 7151 FTP HOST Command for Virtual Hosts March 2014

rest of the FTP session; therefore, any nmechanismto overcone this
i ssue would require nodifications to the user protocol interpreter
(user-Pl) and server protocol interpreter (server-Pl).

It should be noted that this sane problemexisted for HTTP/ 1.0 as
defined in [ RFC1945] and was resolved in HITP/1.1 as defined in

[ RFC2616] through the addition of the Host request header field. The
goal of this docunent is to bring a sinilar level of feature parity
to FTP by introduci ng a new HOST conmand that allows user-FTP
processes to specify which virtual host to connect to for a
server-FTP process that is handling requests for nultiple virtua
hosts on a single |IP address.

2. Docunent Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

In exanples, "C" and "S>" indicate lines sent by the client and
server, respectively.

Thi s docunent al so uses notation defined in [RFCO59] and [ RFC1123].

In particular, the terns "reply", "user", "NVFS', "NvT", "file"
"pat hnanme", "FTP commands", "DTP", "user-FTP process", "user-Pl"
"user-DTP", "server-FTP process", "server-Pl", "server-DIP", "node",
"type", "control connection", "data connection", and "ASCI ", are al

used here as defined there.

The required syntax is defined using the Augnented BNF defined in
[ RFC5234]. Some general ABNF definitions are required throughout the
document; they will be defined in subsequent sections.

Wth the increased use of virtualization technol ogies, there may be
several possible definitions for the term"virtual host". This
docunent follows the definition from Section 4.1.14 of [RFC3875],
where several virtual hosts share the sane | P address, and hostnanes
are used by the server-FTP process to route user-Pl sessions to the
appropriate virtual host.

2.1. Basic Tokens
This docunent inports the core definitions given in Appendi x B of
[ RFC5234]. There, definitions will be found for basic ABNF el enents
like ALPHA, DIA T, SP, etc. To that, the following termis added for
use in this docunent.

TCHAR = VCHAR / SP / HTAB ; visible plus white space
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The VCHAR (from [ RFC5234]) and TCHAR rul es give basic character types
from varying subsets of the ASCI| character set for use in various
commands and responses.

Note that in ABNF, string literals are case insensitive. That
convention is preserved in this docunent and inplies that FTP
commands and paraneters that are added by this specification have

val ues that can be represented in any case. That is, "HOST" is the
sanme as "host", "Host", "HoSt", etc. Simlarly, because donmai n nanes
are defined to be case insensitive, "ftp.exanple.coni is the sanme as
"Ft p. Exanpl e. Cont, "fTp. eXanple.cOn, etc.

2.2. Server Replies

Section 4.2 of [RFC959] defines the format and neaning of replies by
the server-Pl to FTP commands fromthe user-Pl. Those reply
conventions are used here w thout change.

error-response = error-code SP *TCHAR CRLF
error-code =("4" |/ "5") 2D T

| mpl enenters should note that the ABNF syntax used in this docunent
and other FTP-rel ated docunents (but that was not used in [ RFC959])
soneti nmes shows replies using the one-line format. Unless otherw se

explicitly stated, nmulti-line responses are al so permtted.
| mpl enenters should assune that, unless stated to the contrary, any
reply to any FTP conmand (including QU T) can be of the nulti-line

format described in [ RFCO59].

Thr oughout this docunent, replies will be identified by the three-
digit code that is their first elenment. Thus, the term"500 reply"
means a reply fromthe server-Pl using the three-digit code "500"

3. The HOST Command

A new command, "HOST", is added to the FTP conmand set in order to
all ow a server-FTP process to determ ne to which of possibly nmany
virtual hosts the client wishes to connect. |If a HOST conmand is
sent, it MJST be issued before the user is authenticated, as this
will allow the authentication schene and set of authorized users to
be dependent upon the virtual host that is chosen

Server - FTP processes MJST treat a situation in which the HOST conmand
is issued nore than once before the user has been authenticated as

t hough only the last HOST command had been sent, and return the
appropriate reply for the last HOST conmand. Server-FTP processes
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MJUST treat a situation in which the HOST comand is issued after the
user has been authenticated as an erroneous sequence of commands and
return a 503 reply.

Servers should note that the response to the HOST command is a
sensible tinme to send their "wel cone" nessage. This allows the
nmessage to be personalized for any virtual hosts that are supported.
It also allows the client to deternine, via the FEAT response, the

| anguages or representations supported by the server and sel ect an
appropriate one via the LANG command. See [ RFC2640] for nore

i nformati on.

It should be noted that user-Pl inplenentations that were created
before the introduction of the HOST command will not support this new
command. A similar problemexisted with the introduction of the Host
header for HTTP in [RFC2616], and HTTP server inplenentations had to
det erm ne how best to accommodate HTTP requests from down-| eve
clients that did not support the Host header. Wth this in nind
server-FTP processes will need to deternine how best to acconmodat e
FTP requests from down-1evel FTP clients that do not support the HOST
conmand, but those considerations are outside the scope of this
docunent .

3.1. Syntax of the HOST Comand

The HOST command is defined as follows. Note that [RFC3986] renains
the normative specification for the syntactic formof |Pv4 and | Pv6
address literals, in order to ensure identical presentation in 'ftp’
URI hostnane parts and in the protocol el enent specified here.

host - conmand "HOST" SP host nane CRLF

host nane domain / IP-litera

domai n = sub-domain *("." sub-donain)

sub- domai n = let-dig [l dh-str]

let-dig = ALPHA/ DIGT

| dh-str =*( ALPHA/ DG T/ "-" ) let-dig
IP-literal =( "[" IPvbaddress "]" ) [/ |Pv4address
| Pv6addr ess = <see [RFC3986] Section 3.2.2>

| Pv4addr ess = <see [RFC3986] Section 3.2.2>

host - r esponse
host - ok

host-ok / error-response
"220" [ SP *TCHAR ] CRLF
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The "hostnane" rule is a restricted formof the "host" rule specified
in [RFC3986]. Details of the additional restrictions inposed by this
docunment are given in the discussion of the syntax that occurs later
in this section; they aimat sinplifying inplenentations by only

all owi ng what currently is specified precisely and in use on the

I nternet.

As with all FTP conmands, the "HOST" comrand word is case independent
and can be specified in any character case desired.

The "hostnane" (given as a paraneter) specifies the virtual host to
whi ch access is desired. This SHOULD be the sanme hostnanme that was
used to obtain the | P address to which the FTP control connection was
made, after any client conversions have been conpleted that convert
an abbreviated or local alias to a conplete (fully qualified) domain
nane, but before resolving a DNS alias (owner of a CNAME resource
record) to its canonical nane.

Internationalization of donain nanmes is only supported through the
use of Internationalized Domain Names for Applications (1DNA)
"A-1abel s" for <sub-donai n> as described in [RFC5890]. For exanple,
the foll owi ng HOST command specifies an internationalized

domai n nane:

HOST xn--elaf nkfd. com

If the user was given an IPv4 or IPv6 literal address, and
consequently was not required to derive the literal address froma
host nane, the client MAY send the HOST conmand with the I Pv4 or |Pv6
literal address as specified toit. Wile it my seem
counterintuitive to specify a literal address by using the HOST
command after the client has already connected to the server using a
literal address, this should be expected behavi or because a user-FTP
process should not be required to differentiate between a fully
qual i fied domain name and an | Pv4 or I Pv6 network literal address.
That being said, if the IPv4 or IPv6 literal address specified by the
client does not match the literal address for the server, the server
MUST respond with a 504 reply to indicate that the | Pv4 or |Pv6
literal address is not valid.

When the hostnanme paraneter contains a literal address, square
brackets are expected to di sanbiguate | Pv6 address syntax from port
nunbers syntax. Therefore, if the literal address is an |Pv6
address, the IPv6 address is required to be enclosed in square
brackets (after elinmnating any syntax that night also -- but is not
required to -- be enclosed in brackets, and from which the server
deduced that a literal address had been specified). For exanple, the
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foll owi ng exanpl es MAY be sent if the client had been instructed to
connect to "192.0.2.1", "2001:db8::c000: 201", or "::192.0.2.1",
respectively, and | Pv6 syntax is preferred:

HOST 192.0.2.1
HOST [ 2001: db8: : c000: 201]
HOST [::192.0. 2. 1]

The client MUST NOT send the port nunmber as part of the HOST conmand,
even when the client has been instructed to connect to a non-standard
port. The reason for this requirement is that the user-Pl will have
establ i shed a connection to the server-Pl before the HOST command is
sent; therefore, specifying a different port with the HOST comand
has no neaning. For exanple, the server-Pl MJST respond with a 501
reply if the client sends a HOST conmand with syntax |ike either of
the foll owi ng exanpl es:

HOST 192.0.2.1:2112
HOST [ 2001: db8:: c000: 201]: 2112

The hostnanme paraneter is otherwise to be treated as a fully
qual i fied domain nane or relative name as those terns are defined in
Section 3.1 of [RFC1034]. This inplies that the nanme is to be
treated as a case-independent string, meaning that uppercase ASCI
characters are to be treated as equivalent to their corresponding

| owercase ASCI| characters but otherwi se preserved as given. |t also
inplies sone lints on the length of the paraneter and of the
components that create its internal structure. Those linits are not
altered in any way here.

Nei t her [ RFC1034] nor [RFCL035] inmposes any other restrictions upon
what ki nds of nanes can be stored in the DNS. This specification
however, only allows the use of names that can be inferred fromthe
ABNF grammar given for the "hostnane". Simlarly, this specification
restricts address literals to the I1Pv4 and | Pv6 address famlies well
established on the Internet.

3.2. HOCST Command Senantics

Upon receiving the HOST conmand, before authenticating the user-Pl, a
server-FTP process SHOULD validate that the hostnanme given represents
a valid virtual host for that server and, if it is valid, establish
the appropriate environnent for that virtual host. The resultant
actions needed to create that environnment are not specified here and
may range from doing nothing at all to performng a sinple change of
wor ki ng directory, changing authentication schenes and/or usernane
and password lists, or making nuch nore el aborate state changes --
such as creating isolated environnents for each FTP session
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3.

2.

The 220 reply code for the HOST command is the same as the code that
is used in the initial "welcome" nessage that is sent after the
connection is established.

If the hostnane specified would normally be acceptable, but is
tenporarily unavail able, the server-FTP process SHOULD respond to the
HOST command with a 421 reply and cl ose the connection

Exanpl e:

The server-FTP process is shutting down, so the server-FTP process
responds to the HOST conmand with a 421 reply and cl oses the
connection. In this scenario, the 421 reply inforns the client it
can retry at another tine.

If the hostnane specified is unknown at the server, or if the server
is otherwise unwilling to treat the particular connection as a
connection to the hostnane specified, the server SHOULD respond with
a 504 reply.

Exanpl es:

The particular virtual host that was specified by the HOST conmand
is disabled at the server. The server responds with a 504 reply
and keeps the connection open in order to allow the user-Pl an
opportunity to specify another virtual host with a subsequent HOST
conmand.

Al ternatively, the server-FTP process m ght choose to route all
connections with unknown hostnanmes to a different virtual host so
that no connection attenpts will result in failed connections.
This design would be inplenentation specific and outside the scope
of this specification

1. REI N Conmand Senanti cs

As specified in [ RFC959], the REIN command returns the state of the
connection to what it was immediately after the transport connection
was opened. This specification nmakes no changes to that behavior
The effect of a HOST command MUST be reset if a REIN command is
performed, and a new HOST conmand MJST be issued afterwards in order
to connect to a virtual host.
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3.2.2. User-Pl Usage of HOST

A user-Pl MJST send the HOST command after opening the transport
connection, or after any REIN command, before attenpting to

aut henticate the user with the USER conmand. The foll ow ng exanpl e
illustrates what a typical |ogin sequence mght | ook |ike when the
HOST comand i s used:

C> HOST ftp. exanpl e. com
S> 220 Host accepted

C USER f oo

S> 331 Password required
C PASS bar

S> 230 User 1ogged in

If a user-Pl sends an additional HOST command before attenpting to
aut henticate the user, a server-FTP process MJST treat the additiona
HOST command as t hough a previous HOST command was not sent and
return the appropriate reply for the new HOST command. For exanpl e,
if a user specifies the wong virtual hostnane by ni stake, sending a
subsequent HOST conmand will rectify the error. The follow ng
exanple illustrates what the | ogin sequence mght | ook |ike when the
HOST comand is sent tw ce before a user has been authenti cated:

C> HOST f oo. exanpl e. com
S> 220 Host accepted

C> HOST bar. exanpl e. com
S> 220 Host accepted

C USER f oo

S> 331 Password required
C PASS bar

S> 230 User 1ogged in

The HOST conmand can be used in conbination with the ACCT comand to
differentiate between a user’s various accounts on a specific virtua
host. In this scenario, the user-Pl sends a HOST command, which the
server-Pl uses to route activity to the correct virtual host; the
user-Pl sends credentials using the USER and PASS conmands, which the
server-Pl validates; then, the user-Pl sends an ACCT comrand to

speci fy any additional account information for the server-P

i npl ementation. The following exanple illustrates a sequentia

series of client commands that specify both a HOST and ACCT, with the
server responses onitted for brevity:

C HOST ftp. exanpl e. com
C USER f oo

C> PASS bar

C> ACCT projectl
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This is also true when the HOST conmand is used with the AUTH and
ADAT commands that are discussed in [RFC2228] and [ RFC4217]. |In this
scenari o, the user-Pl sends a HOST command, which the server-Pl uses
to route activity to the correct virtual host; then, the user-Pl uses
the AUTH and ADAT commands to negotiate the security nechani sm and
rel evant authentication token(s) with the server-Pl; then, the
user-Pl sends user credentials using the USER and PASS conmands,

whi ch the server-Pl validates, after which the user-PlI MAY send an
ACCT command to specify any additional account information for the
server-Pl inplenmentation. The following exanple illustrates a
sequential series of client conmands that specify both HOST and ACCT
commands when used in conjunction with the security commands that are
di scussed in [RFC2228] and [ RFC4217], with the server responses
omitted for brevity:

HOST ft p. exanpl e. com
AUTH <nechani sm nane>
ADAT <base64dat a>
USER f 00

PASS bar

ACCT projectl

VAVAVATAYAY,

An exception to the above scenario would be when a user-Pl is
providing the hostnane in the "server_nane" extension of a Transport
Layer Security (TLS) extended client hello as discussed in [ RFC6066].
Wien the user-Pl specifies the hostnane in the "server_nange"
extension of a TLS extended client hello, the server-PI MJST verify
that the hostnane in the HOST conmand mat ches the val ue of the
"server_name" extension. The followi ng exanple illustrates a
sequential series of client commands that specify the HOST comand
when used in conjunction with the TLS extensions that are di scussed
in [ RFC6066], with the server responses onitted for brevity:

C> AUTH TLS
C HOST ftp. exanpl e. com
C USER foo
C PASS bar

Addi tional security information about using the HOST comand with the

security extensions that are discussed in [ RFC2228], [RFC4217], and
[ RFC6066] is provided in Section 4 of this document.
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3.2.3. State Diagrans

The state diagrans in this section illustrate typical sequences for
command and reply interchange between the user-Pl and server-Pl
These di agrans are nodeled on the simlar diagrans in Section 6 of
[ RFC959] .

In each diagram the (B) "begin" state is assumed to occur after the
transport connection has opened or after a REIN command has
succeeded. O her commands (such as FEAT [ RFC2389]) that require no
aut henti cati on may have intervened.

Additionally, a three-digit reply indicates a precise server reply
code. A single digit on a reply path indicates any server reply that
begins with that digit, except where a precise server reply code is
defined on another path. For exanple, a single digit "5" will apply
to "500", "501", "502", etc., when those reply codes are not
expressly defined in the diagram For each conmand, there are three
possi bl e outcones: success (S), failure (F), or error (E). 1In the
state diagrans bel ow, we use the synbol "B" for "begin" and the
synbol "W for "wait for reply".

For each of these diagranms, without any state transitions being

shown, a REIN command will return the diagramfromany wait state to
the (B) "begin" state.
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The state diagramin Figure 1 shows a typical sequence of flow of
control when HOST is used with USER and PASS to log in to a
particular FTP virtual host.

+---+ HOST  +---+1,3,5

| B|---------- R A e
+---+ +---+ |
|

2,500,502 | | 4,501,503, 504 |

_________________________ |

| | \Y

\ 1 | R
+---+ USER e I I I >| E|
| [---------- > W[ 2 | +-- -t
+---+ B | A

| | || |
311 45 | |

------------------- || |

| [ |

| e eeeeeeeeaeaaas

| 1] [ -

\Y | | ------ S4-- -+
+---+ PASS +---+ 2 | | | S|
| [---------- S| W ------mm-mm--- >+-- -+
+---+ +---+ | |

| | |
14,5 | |
| | —e e >t - -+
I > F |
---------------- S+---+

Figure 1: Typical Login Sequence w th HOST Command
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After a user has logged in, an additional account nmay be required by
the server and specified by the client by using the ACCT conmand.
Wth this in mnd, the state diagramin Figure 2 shows a typical
sequence of flow of control when HOST is used with USER and PASS to
log in to an FTP virtual host and ACCT is used to specify an account.

+---+  HOST +---+1,3,5

| B|---------- b I A
+---+ +---+ |
|| |
2,500,502 | | 4,501, 503,504 |
___________________________ |
| | |
\Y 1 | \Y
+---+ USER R S4-- -+
| e > w2 e >| E|
+---+ B | NP =
|||
31145 [ |||
------------------- [ 11
| I
| (I
s ||
| 1] [
\ | (I
+---+  PASS to--t 2 | e >4--- 4+
I > W emme e > s |
+-- -+ I S+-- -+
I I ||
31 14,5 | I |
| I |
| (O |
el |
| 1, 3| [ |
v 20 | v
+-- -+ ACCT R N S4-- -+
e > W| 4,5 -----oo-- >| F |
+---+ R S4-- -+

Figure 2: Login Sequence with HOST and ACCT Commands

The state diagramin Figure 3 shows a typical sequence of flow of
control when HOST is used with the AUTH and ADAT conmands that are
di scussed in [RFC2228]. (NOTE: Section 4 provides additional

i nformati on about using the HOST command with TLS.)
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+---+  HOST +---+1,3,5

| B|---------- S| W ----ommmmmeae - -
+---+ +---+ |
|
2,500,502 | | 4,501,503, 504 |
___________________________ |
| | |
\Y | |
+---+ AUTH +---+ 4,5 | |
| [---------- > Wl----mome--- >| |
+-- -+ +-- -+ | |
Sy .
: .
(VAR 4,5 | |
+---+| ADAT L I >| |
| [---------- > W[ 335 | |
+--- | o fmmmm | |
N | | | |
| | | | | |
----------------------- | |
| | | |
235 | | |
| - | |
| | | \Y
VvV V 1 | +---+
+---+ USER R R >| E|
| [---------- > W[ 2 | +o- -t
+---+ E | N
| | | | |
31| 45 | | |
-------------------- | | |
| || | |
| -
| 1] | | |
\V | | ------- S4---+
+---+ PASS +---4 2 | | | S|
| [---------- S| W -------mmmmm - - S>+---+
+-- -+ +-- -+ | |
| | |
| 4,5 | |
| | -S>t - -+
[ > F |
----------------- S+---+

Figure 3: Login Sequence with HOST and AUTH ADAT Commands
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After a user has logged in with the security comands that are

di scussed in [RFC2228], an additional account nay be required by the
server and specified by the client by using the ACCT command. The
state diagramin Figure 4 shows a typical sequence of flow of control
when HOST is used with the AUTH and ADAT commands to log in to an FTP
virtual host and ACCT is used to specify an account.

+---+  HOST +---+1,3,5

| B|---------- b I I
+---+ +---+ |
|
2,500,502 | | 4,501, 503,504
o e e eamiiiis eeeaeeaaeaaeaa |
| | |
\Y | |
+---+ AUTH +---+ 4,5 |
| [---------- > Wl---ememem-- >| |
+---+ +---+ | |
-
: -
Y 4,5 | |
+---+ | ADAT e >| |
I > W] 335 .
+--- | tommfmmmam | |
N | | | |
| | | | | |
----------------------- | |
| | | |
---- 235| | |
| - | |
| | | |
VvV V 1 | \Y
+---+ USER oo e e S+---+
| [---------- > w2 - > E |
+---+ e | —m e > - -+
|| [ 1] |
31 | 45 [ 1] |
-------------------- BN
| [ I I
| e | |
| 1] | | | |
\Y | | | ||
+-- -+ PASS +---+ 2 | ------- S4-- -+
e > W > s |
+---+ Fomm e e oo S+---+
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31 14,5 | I |

| I |

P e EEE |

| 1,3 | |

v 20 | | v
+---+ ACCT Y e S4-- -+
[ TR EREEES > W| 4,5 -ocooea-- > F |
R oo St-- -+

Figure 4: Login Sequence with HOST and AUTH ADAT/ ACCT Conmmands
3.3. HOST Conmand Errors

The server-Pl SHOULD return a 500 or 502 reply if the HOST conmand is
unrecogni zed or uninpl enented, as specified in [RFC959]. For
exanpl e, a server-Pl that predates or otherw se does not conformto
this specification would be expected to return a 500 or 502 reply.

As di scussed in Section 3 of this docunent, if a HOST conmmand is sent
after a user has been authenticated, the server MJST treat the
situation as an invalid sequence of conmands and return a 503 reply.

A 501 reply SHOULD be sent if the hostnane given is syntactically
invalid, and a 504 reply SHOULD be sent if a syntactically valid
hostnane is not a valid virtual hostnane for the server. 1In all such
cases, the server-FTP process MJST do one of the follow ng:

a. lgnore the HOST command and act as if a HOST conmand had not been
sent. A user-FTP process MAY then send a subsequent HOST conmand
with a different hostnane.

b. C ose the connection

A user-Pl receiving a 500 or 502 reply to a HOST command SHOULD
assune that the server-Pl does not inplenent virtual servers by using
the HOST command. The user-Pl MAY then proceed to log in as if the
HOST command had not been sent.

A user-Pl receiving an error reply that is different fromthe errors
t hat have been descri bed here SHOULD assune that the virtual HOST is
unavail abl e and terni nate conmuni cati ons.

A server-Pl that receives a USER conmand to begin the authentication
sequence wi t hout having received a HOST comand SHOULD NOT reject the
USER command. Cdients that conformto earlier FTP specifications do
not send HOST commands. In this case, the server MAY act as if sone
default virtual host had been explicitly selected, or the server MAY
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enter an environnment that is different fromthat of any supported
virtual hosts, perhaps one in which a union of all avail able accounts
exi sts and that presents an NVFS that appears to contain
subdirectories that contain the NVFS for all supported virtual hosts.

3.4. FEAT Response for HOST Conmand

Wien replying to the FEAT command [ RFC2389], a server-FTP process
that supports the HOST command MJST include a |line containing the
single word "HOST". This word is case insensitive, but it SHOULD be
sent in upper case so as to maximze interoperability with disparate
i npl enentations. That is, the response SHOULD be:

C FEAT

S> 211- <any descriptive text>
>

S> HOST

5>

S> 211 End

The el lipses indicate placehol ders where other features nmay be
i ncluded but are not required. The one-space indentation of the
feature lines is mandatory [ RFC2389].

4. Security Considerations

As discussed in Section 3 of this docunment, a server inplenmentation
MUST treat an additional HOST command that was sent before a user has
been authenti cated as though a previous HOST command was not sent.

In this situation, the server inplenentation MJST reset the

aut henti cation environnent, as that would all ow for segregation

bet ween the security environnents for each virtual host on an FTP
server. The inplenmentation details for security environnents may
vary greatly based on the requirenments of each server inplenentation
and operating system and those details are outside the scope of the
protocol itself. For exanple, a virtual host "foo.exanple.con on an
FTP server might use a specific usernane and password list, while the
virtual host "bar.exanple.conm on the same FTP server night use a

di fferent usernanme and password list. |In such a scenario, resetting
the security environment is necessary for the virtual servers to
appear to behave independently froma client perspective, while the
actual server inplenentation details are irrelevant at the protocol

| evel

Section 15.1.1 of [RFC4217] discusses the use of X 509 certificates
for server authentication. Taking the information fromthat docunent
i nto account, when securing FTP sessions with the security nmechanisns
that are defined in [RFC4217], client inplenentations SHOULD verify
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that the hostnane that they specify in the paraneter for the HOST
command nmatches the identity that is specified in the server’'s X 509
certificate in order to prevent man-in-the-niddle attacks.

When the HOST command is used in conbination with the FTP security
extensions that were introduced in [ RFC2228] and [ RFC4217], the HOST
command SHOULD precede the security handshake when the user-Pl is not
providing the "server_nane" in the extended client hello as defined
in [RFC6066]. This allows both user-FTP and server-FTP processes to
map an FTP HOST with the correct server name in the server’s
certificate. |If the HOST command is sent after the security
handshake, then mapping an FTP HOST to the correct security
certificate will not take place before the secure session is

est abl i shed.

For exanple, if a server-FTP process has nmultiple virtual hosts
defined and no hostnane has been sent from a user-FTP process, the
server-FTP process will be unable to route the connection to the
correct virtual host when the connection is established. In this
situation, the server-FTP process will be forced to choose a virtua
host that will respond. When the user-Pl attenpts to negotiate a
secure connection, the virtual host to which the connection was
routed will respond with its server certificate during the security
handshake. |If the virtual host that was chosen by the server-FTP
process does not match the virtual host to which the user-FTP process
had i ntended to connect, the user-Pl will be unable to verify the
server’'s identity as presented in the server certificate nessage

However, if the user-Pl is providing the "server_nane" in the
extended client hello as defined in Section 3 of [RFC6066], the
user-Pl MAY provide the HOST conmand after the security handshake
because the server will be able to route the connection to the
correct virtual host based on the contents of the "server_nane"
extension and the client will be able to verify the server’s identity
as presented in the corresponding server certificate nessage.

However, the server-Pl MJST verify that the nane in the HOST conmand
mat ches the "server_nane" that is provided in the extended client
hel | o.

In general, client inplenentations SHOULD protect user credentials by
using the FTP security extensions that were introduced in [ RFC2228]
and [ RFC4217]; a detailed discussion for securing FTP sessions can be
found in those docunents, and a general discussion of security issues
related to FTP can be found in [ RFC2577].

Het hron & McMurray St andards Track [ Page 18]



RFC 7151

FTP HOST Command for Virtual Hosts March 2014

5. | ANA Consi derati ons

| ANA has registered the foll owing FTP extension according to the
procedure established by [ RFC5797]:
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Appendi x A.  Unwor kabl e Alternatives

Due to the I evel of scope for adding a new command to FTP, a brief

di scussi on of suggested alternatives to a HOST command and their
respective limtations is warranted. The suggested alternatives that
are discussed in this appendi x have been proposed in the past, but
each of these ideas was deened insufficient for the reasons |listed
within each section of this appendix.

A.1. Overloading the CAWD Comand

One suggested nethod to enulate a formof virtual hosts would be for
the client to sinply send a CAD comand after connecting, using the
virtual hostnane as the argunent to the CAD command. This woul d

all ow the server-FTP process to inplenment the file stores of the
virtual hosts as subdirectories in its NVFS. This suggestion is
sinmple in concept, and nost server-FTP inplenmentations support this
wi t hout requiring any code changes. Wile this nethod is sinple to
describe and inplenent, it suffers fromseveral drawbacks

a. The CAD conmmand is available only after the user-Pl has
authenticated itself to the server-FTP process. Thus, all
virtual hosts would be required to share a conmon aut hentication
schene if they used this nethod.

b. To nake the virtual host truly transparent, either the server-FTP
process needs to be nodified to include information that shows
the special nature of this first CAD command (negating nost of
t he advantage of this schene), or all users nust see the same
i dentical NVFS view upon connecting (they nust connect in the
sanme initial directory), or the NVFS nust inplenent the full set
of virtual host directories at each possible initial directory
for any possible user.

c. Unless the server is specially nodified, a user connecting this
way to a virtual host would be able to easily nove to any other
virtual host supported at the sane server-FTP process, exposing
the nature of the virtual host.

A. 2. Overloading the ACCT Comrmand

Anot her suggested nmethod would be to sinply overload the ACCT conmand
for FTP virtual hosts, but this proposal is unacceptable for severa
reasons with regard to when the ACCT conmand is sent during the
request flow. Sections 5.4 and 6 of [RFC959] docunent the request
flow for a login sequence as USER -> PASS -> ACCT. This flow of
commands may be acceptabl e when you are considering a single user
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having nmultiple accounts on an FTP server, but it fails to
differentiate between virtual hosts when you consider the follow ng
two issues:

a. The first problemw th overl oading the ACCT command is
certificate negotiation when using the FTP security extensions
that are docunented in [RFC2228] and [ RFC4217]. |n order to
saf eguard user credentials, negotiation of the security nechanism
and certificate rmust occur before login credentials are sent by
the client. The problemw th using the ACCT command in this
scenario is that there is no way of ensuring that the certificate
mat ches the correct virtual host before the user credentials are
sent.

b. The second problemw th overl oadi ng the ACCT comrand i s how user
credentials are inplenmented for FTP virtual hosts. FTP server
i npl ementations may allow the use of custom user credentials on a
per-virtual -host basis. For exanple, in one particular
i mpl enentation the virtual host negotiation occurs, and then the
user credentials are | ooked up using the account nechani smthat
is specific to that virtual host. So once again the virtual host
negoti ati on nust take place before the user credentials are sent.

A. 3. Overloading the USER Comand

An addi tional suggestion would be to overload well-known syntax
t hrough the existing USER command, as illustrated in the foll ow ng
exanpl e:

C USER foo@xanpl e. com
S> 331 Password required
C PASS bar

S> 230 User |ogged in

In this exanple, the user "foo" mght be attenpting to log on to the
virtual host "exanple.cont on an FTP server. This suggestion nay
seem plausible at first, but it introduces several inplenentation
probl ems. For exanpl e:

a. Sone network environments already use the "usernane@ost nane"
syntax for network credentials, where the "hostnane” portion
refers to the location of the user’s credentials within the
network hierarchy. Using the "foo@xanple.com' syntax, it
becones difficult to differentiate between the user "foo" |ogging
into a virtual host that is nanmed "exanple.com on an FTP server
versus the user "foo@xanple.com' |ogging into an FTP server with
no specified virtual host.
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b. When using the FTP security extensions that are docunented in
[ RFC2228] and [ RFC4217], negotiation of the security mechani sm
and certificate nmust occur before login credentials are sent by
the client. Mre specifically, the AUTH ADAT conmands must be
sent before the USER command in order to safeguard user
credentials. |If you overload the USER conmand, there is no way
of ensuring that the certificate natches the correct virtual host
before the user credentials are sent by the client.

A. 4. Concl usion

After exam ning the above alternatives, and in order to obtain an
adequate enul ation of "real" FTP servers, it was concl uded t hat
supporting virtual hosts will require both client and server

nodi fications. Therefore, a new FTP conmand seens the nost |ikely
solution to provide the required | evel of support.
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