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Abst r act

This docunent creates the new Session Initiation Protocol (SIP)
Resource Priority header field namespace 'esnet’ and registers this
nanespace with I ANA. The new header field nanmespace allows for |oca
energency session establishnent to a public safety answering point
(PSAP), between PSAPs, and between a PSAP and first responders and
their organizations.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for infornational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc7135

Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent creates the new Session Initiation Protocol (SIP)
Resource Priority header (RPH) field nanespace 'esnet’ for |oca
energency usage and registers this namespace with | ANA. The SIP
Resource-Priority header field is defined in RFC 4412 [ RFC4412]. The
new ' esnet’ nanespace is to be used for inbound calls towards a
public safety answering point (PSAP), between PSAPs, and between a
PSAP and first responders or their organizations wi thin nmanaged |IP
networks. This nanespace is not for use on the open public Internet
because it can be trivially forged.

Adding an RPH with the 'esnet’ nanespace can be differentiated from
the marki ng of an energency call using a service URN as defined in

[ RFC5031] in that the RPH specifically requests preferentia

treatment in networks that honor it, while the marking nerely
identifies an energency call w thout necessarily affecting resources
allocated to it. It is appropriate to use both where applicable.

RPH with '"esnet’ may al so be used within public safety networks for
SI P sessions that are not energency calls and thus not marked per RFC
5031.

Thi s new nanespace is included in SIP requests to provide an explicit
priority indication within controlled environments, such as an IP

Mul ti nedi a Subsystem (I M5) infrastructure or Emergency Services
network (ESI net) where m suse can be reduced to an acceptable | eve
because these types of networks have controls in place. The function
facilitates differing treatnent of energency SIP requests according
to local policy, or nore likely, a contractual agreenment between the
network organi zations. This indication is used solely to
differentiate certain SIP requests, transactions, or dialogs from
other SIP requests, transactions, or dialogs that do not have the
need for priority treatnent. |If there are differing, yet stil
under st andabl e and valid Resource-Priority header values in separate
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SIP requests, then this indication can be used by local policy to
determ ne which SIP request, transaction, or dialog receives which
treatment (likely better or worse than another).

Application Service Providers (ASPs) that are securely connected to
an ESlI net may have sufficient controls policing the header, and a
trust relationship with the entities inside the ESInet. SIP requests
fromsuch ASPs coul d nmake use of this 'esnet’ nanespace for
appropriate treatnent when requests are passed fromthe ASP to the
ESI net .

The 'esnet’ nanespace nay al so be used on calls froma PSAP or other
public safety agency on an ESlInet towards a private or public
networ k, ASP or User Agent ("call back") when priority is needed.
Again, the request for priority is not for use on the public Internet
due to the ease of forging the header.

This docunent nerely creates the namespace, per the rules within

[ RFC4412] as updated by [RFC7134], which necessitates that new RPH
nanespaces and their relative priority-value order be | ETF revi ewed
before being registered with | ANA

There is the possibility that within emergency services networks,
Multil evel Precedence and Preenption (M.PP)-1like behavior can be
achieved (likely without the 'preenption’ part), provided the |oca
policy supports enabling this function. For exanple, calls placed
bet ween | aw enforcenent agents could be marked sinmilarly to M.PP
systenms used by military networks, and sone of those calls could be
handl ed with higher priority than an energency call from an ordinary
user. Therefore, the "esnet’ nanespace is given five priority-levels
i nstead of just one. This docunent does not define M.PP-like SIP
signaling for energency calls |ike those using emergency service
nunbers (such as 911, 112, and 999), but it is not prevented either

Wthin the ESInet, there will be energency calls requiring different
treatments, according to the type of call. Does a citizen's call to
a PSAP require the sane, a higher, or a lower relative priority than
a PSAP's call to a police departnent or the police chief? Wat about
either relative to a call fromwithin the ESInet to a national
governnent’s departnent responsible for public safety, disaster
relief, national security/defense, etc.? For these additiona
reasons, the ’'esnet’ nanespace has nmultiple priority |levels.

Thi s docunent does not define any of these behaviors, outside of

rem nding readers that the rules of RFC 4412 apply - though exanpl es
of usage are included for conpl eteness. This docunment registers the
"esnet’ RPH nanespace with | ANA for use within any energency services
networ ks, not just of those fromcitizens to PSAPs.
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The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].

2. Rules of Usage of the Resource Priority Header field

This docunent retains the behaviors of the SIP Resource Priority
header field, defined in [ RFC4412], when choosi ng between the
treatment options surrounding this new ' esnet’ nanespace. G ven the
environnment this is to be used within (i.e., within an ESlnet), the
usage of the ’'esnet’ nanespace does not have a 'normal’ or routine
call level; that is left for local jurisdictions to define within
their respective parts of the ESInet, which could be islands of |oca
admi ni stration.

The ' esnet’ nanespace MJST only be used where at |east one end of the
signaling, setting aside the placenent of B2BUAs (Back-to-Back User
Agents), is within a local energency organi zation. |n other words,

if either the originating hunman caller’s User Agent (UA) or the
destination human callee’s UA is part of the |ocal energency

organi zation, this is a valid use of ’esnet’.

The ’esnet’ nanespace has 5 priority-values, in a specified relative
priority order, and is registered as a queue-based nanespace in
conpliance with [RFC4412]. SIP entities that support preenption
treatment (see Section 5 of [RFC4412]) can be configured according to
local policy. Display nanes for the 'esnet’ values displayed can

i kewi se be set according to | ocal policy.
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The followi ng network di agram provi des one exanple of |ocal policy
choi ces when using the 'esnet’ nanespace

| <-" esnet’ nanespace->

| is used |
"esnet’ nanespace | L .
usage out of scope | , L
[<---emmmmem-- >| <---'esnet’ nanmespace ---->| / \
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+----+ /! ' ‘ +oam - + | | PSAP- 2| |
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| | | |
R | Feom - + | Feomm e +
| UA|--- I T | Proxy]| -+ | PSAP- 3|
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+----+ !, . !, . | | |
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+--- -+ ( Net wor k +---+ Service )| | | PSAP- 4|
\ / \ Provider [ | | R +
+----+ /! ] ‘ +----- + |
| UA|---- Teeee-- ' Teeee-- " | Proxy]| -+ ANY can
+----+ | +-- - + | xfer/call
| | \ |11 /
EETR I I
IR
|11
Police <-------------- + |
Fire <---------- + |
Nati onal Agency <------- +

A Possible Network Architecture Using the ’esnet’ Namespace

In the figure, the 'esnet’ nanespace is used within the ESInet on the
right side of the diagram How it is specifically utilized is out of
scope for this docunent and is left to local jurisdictions to define.
Whet her preenption is inplenmented in the ESInet and the val ues

di splayed to the ESInet users is |ikew se out of scope. Adjacent
ASPs to the ESInet may have a trust relationship that includes

al l owi ng this/these neighboring ASP(s) to use the 'esnet’ nanespace
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to differentiate SIP requests and dial ogs within the ASP's networKk.
The exact mappi ng between the internal and external sides of the edge
proxy at the ESInet boundaries is out of the scope of this docunent.

3. "esnet" Nanespace Definition

The 'esnet’ nanespace is not generic for all energencies because
there are a lot of different kinds of emergencies, sone on a nmlitary
scal e ([ RFC4412] defines 3 of these), sone on a national scale

([ RFC4412] defines 2 of these), and sone on an international scale.
Each type of emergency can al so have its own nanespace(s); although
there are many defined for other uses, nore are possible -- so using
the public energency service nunmber (such as 911, 112, or 999) to
call for police officers, firefighters, or enmergency nedica
technicians (etc.) does not have a nonopoly on the word "energency"”.

The nanespace ’'esnet’ has been chosen, roughly to stand for
"Emergency Services NETwork", for a citizen's call for help froma
public authority type of organization. This nanmespace will also be
used for comunications between energency authorities, and it MAY be
used by emergency authorities to call public citizens. An exanple of
the latter is a PSAP operator calling back soneone who previously
call ed an energency service nunber (such as 911, 112, or 999) and the
conmuni cati on was termnated before it -- in the PSAP operator’s

j udgnent -- shoul d have been

Bel ow i s an exanple of a Resource-Priority header field using the
‘esnet’ nanespace:

Resource-Priority: esnet.O
3.1. Namespace Definition Rules and Cuidelines

Thi s specification defines one uni que nanespace for energency calling
scenarios, 'esnet’ and registers this nanespace with ANA.  This | ANA
registration contains the facets defined in Section 9 of [RFC4412].

3.2. The ’'esnet’ Nanespace

Per the rules of [RFC4412], each namespace has a finite set of
relative priority-value(s), listed (below) fromlowest priority to

hi ghest priority. In an attenpt to not limt this nanespace’s use in
the future, nore than one priority-value is assigned to the 'esnet’
namespace. This document does not reconmend which Priority-value is
used where in which situation or scenario. That is for another
docunent to specify. To be effective, the choice within a nationa
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jurisdiction needs to be coordinated by all sub-jurisdictions to
mai ntai n uni form SI P behavi or throughout an energency calling system
of that nation.

The relative priority order for the 'esnet’ namespace is as follows:

(lowest) esnet.0
esnet.1
esnet. 2
esnet. 3
(highest) esnet.4

The 'esnet’ nanespace will have priority queuing registrations for
these levels per Section 4.5.2 of [RFC4412]. Although no preenption
is specified in this document for any levels of 'esnet’, |oca
jurisdiction(s) MAY configure their SIP infrastructure to use this
nanespace with preenption, as defined in RFC 4412.

The renmaining rules that originated in RFC 4412 apply with regard to
an RP actor who understands nore than one nanmespace, and nust
maintain its locally significant relative priority order.

4. |1 ANA Consi derations

4.1. |1 ANA Resource-Priority Namespace Regi stration
The following entry has been added to the "Resource-Priority

Namespaces" registry of the sip-paraneters section of | ANA (created
by [RFC4412]):

I nt ended New New resp
Nanespace Levels Al gorithm Code war n- code Ref erence
esnet 5 queue no no RFC 7135

4.2. 1ANA Priority-Value Registrations

The following entry has been added to the "Resource-Priority
Priority-values" registry of the sip-paraneters section of | ANA

Nanmespace: esnet

Ref erence: (this docunent)
Priority-Values (least to greatest): "O", "1","2", "3", "4"

Pol k I nf or mat i onal [ Page 7]



RFC 7135 Emer gency RPH Nanespace May 2014

5.

Security Considerations

The Security considerations that apply to RFC 4412 [ RFC4412] apply
her e.

For networks that act on the SIP Resource-Priority header field,

i ncorrect use of nanespaces can result in traffic that should have
been given preferential treatnment not receiving it, and vice versa.
Thi s docunent does not define a use case where an endpoi nt outside
the ESInet marks its call for preferential treatnent. Precautions
need to be taken to prevent granting preferential treatment to

unaut hori zed users not calling for energency help even if they are in
the ESInet, as well as to prevent misuse by callers outside the

ESI net .

A sinmple nmeans of preventing this usage is to not allowtraffic

mar ked *esnet’ to get preferential treatnent unless the destination
is towards the local/regional ESInet. This is not a consideration
for internetwork traffic within the ESInet, or generated out of the
ESInet. Calling an energency service nunber (such as 911, 112, or
999) is fairly local in nature, with a finite nunber of URIs that are
likely to be considered valid within a portion of a network receiving
SI P signaling.

Thi s nanespace is not intended for use on the Internet because of the
difficulty in detecting abuse; specifically, it can trivially be
forged and used on a non-energency session to obtain resource
priority. Some networks may determine that it can reasonably prevent
abuse and/or that the consequences of undetected abuse is not
significant. In such cases, use of 'esnet’ on the Internet MAY be

al | oned.
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