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Session Initiation Protocol Service Exanmple -- Music on Hold
Abst r act

"Music on hold" is one of the features of tel ephone systens that is
nost desired by buyers of business tel ephone systens. Misic on hold
nmeans that when one party to a call has the call "on hold", that
party’s tel ephone provides an audio stream (often nusic) to be heard
by the other party. Architectural features of SIP make it difficult
to inplenent nmusic on hold in a way that is fully standards-
compliant. The inplenentation of nusic on hold described in this
docunent is fully effective, is standards-conpliant, and has a nunber
of advantages over the nethods previously docunented. |n particular
it is less likely to produce peculiar user interface effects and nore
likely to work in systens that perform authentication than the nusic-
on-hol d nmethod described in Section 2.3 of RFC 5359.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc7088
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Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1

1

I ntroduction

Wthin systens based on SIP [RFC3261], it is desirable to be able to
provide features that are sinilar to those provided by traditiona
tel ephony systens. A frequently requested feature is "nusic on
hold": with this feature, when one party to a call has the call "on
hol d", that party’s tel ephone provides an audi o stream (often nusic)
to be heard by the other party.

Architectural features of SIP make it difficult to inplenment nmusic on
hold in a way that is fully standards-conpliant. The purpose of this
docunent is to describe a nethod that is reasonably sinple yet fully
ef fective and standards-conpliant. This nmethod has significant
advant ages over other nethods now in use, as described in Section 3.

Al'l current methods of inplenmenting nmusic on hold interoperate with
each other, in that the two user agents in a call can use different
nmet hods for inplenenting nusic on hold with the sanme functionality as
if either of the nethods was used by both user agents. Thus, there
is no loss of functionality if different mnusic-on-hold nethods are
used by different user agents within a tel ephone systemor if a
singl e user agent uses different nmethods within different calls or at
different tinmes within one call

1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Techni que

The essence of the technique is that when the executing user agent
(UA) (the user’s UA) perfornms a re-INVITE of the renote UA (the other
user’s UA) to establish the hold state, it provides no Session
Description Protocol (SDP) [RFC4566] offer [RFC3264] [RFC6337], thus
conmpelling the renbte UA to provide an SDP offer. The executing UA
then extracts the offer SDP fromthe rempte UA's 2xx response and
uses that as the offer SDP in a new INVITE to the external nedia
source. The external nedia source is thus directed to provide nedia
directly to the renote UA. The nedia source’s answer SDP is returned
to the remote UAin the ACKto the re-1NVITE.
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2. 1.
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Placing a Call on Hold and Establishing an External Media Stream

The executing user instructs the executing UA to put the dialog
on hol d.

The executing UA sends a re-INVITE without SDP to the renpote UA
which forces the renote UA to provide an SDP offer in its 2xx
response. The Contact header of the re-1NVITE includes the
"+sip.rendering="no"' field paraneter to indicate that it is
putting the call on hold ([ RFC4235], Section 5.2).

The renpte UA sends a 2xx to the re-INVITE and includes an SDP
offer giving its own listening address/port. |If the renote UA
understands the sip.rendering feature paraneter, the offer nmay
indicate that it will not send nedia by specifying the nmedia
directionalities as "recvonly" (the reverse of "on hold") or
"inactive". But the rempte UA may offer to send nedia.

The executing UA uses this offer to derive the offer SDP of an
initial INVITE that it sends to the configured mnusic-on-hold
(MOH) source. The SDP in this request is largely copied fromthe
SDP returned by the renote UA in the previous step, particularly
regarding the provided |istening address/port and payl oad type
numbers. But the nmedia directionalities are restricted to
"recvonly" or "inactive" as appropriate. The executing UA nay
want or need to change the "o=" line. |In addition, sone
"a=rtpmap" lines nay need to be added to control the assignnent
of RTP payl oad type nunbers (Section 2.8).

The MOH source sends a 2xx response to the INVITE, which contains
an SDP answer that should include its nedia source address as its
listening address/port. This SDP nust necessarily specify
"sendonly" or "inactive" as the directionality for all nedia
streams [ RFC3264].

Al t hough this address/port should receive no RTP, the specified
port deternines the port for receiving the RTP Control Protoco
(RTCP) (and conventionally, for sending RTCP [ RFC4961]).

By convention, UAs use their declared RTP |istening ports as
their RTP source ports as well [RFC4961]. The answer SDP wil |
reach the renote UA, thus infornming it of the address/port from
which the MOH nedia will cone and presumably preventing the
renote UA fromignoring the MH nedia if the renote UA filters
nmedi a packets based on the source address. This functionality
requires the SDP answer to contain the sending address in the
"c=" line, even though the MOH source does not receive RTP.
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6. The executing UA sends this SDP answer as its SDP answer in the
ACK for the re-INVITE to the renote UA. The "o=" line in the
answer nust be nodified to be within the sequence of "o=" lines
previously generated by the executing UA in the dialog. Any
dynam c payl oad type nunber assignnments that have been created in
the answer nust be recorded in the state of the original dialog.

7. Due to the sip.rendering feature paraneter in the Contact header
of the re-INVITE and the nedia directionality in the SDP answer
contained in the ACK, the on-hold state of the dialog is
est ablished (at the executing end).

8. After this point, the MOH source generates RTP containing the
nmusi c-on-hol d media and sends it directly to the |listening
address/port of the renpte UA. The executing UA maintains two
di al ogs (one to the renote UA, one to the MOH source) but does
not see or handl e the MOH RTP.

2.2. Taking a Call off Hold and Term nating the External Media Stream

1. The executing user instructs the executing UA to take the dialog
of f hol d.

2. The executing UA sends a re-INVITE to the renote UA with SDP that
requests to receive nedia. The Contact header of the re-INVITE
does not include the ’+sip.rendering="no"' field parameter. (It
may contain a sip.rendering field paraneter with value "yes" or
"unknown", or it may omt the field paraneter.) Thus, this
re-1NVI TE renoves the on-hold state of the dialog (at the
executing end). (Note that the version in "o=" line of the
of fered SDP nust account for the SDP versions that were passed
through fromthe MOH source. Also note that any payl oad type
nunbers that were assigned in SDP provided by the MOH source nust
be respected.)

3. Wen the renpte UA sends a 2xx response to the re-INVITE, the
executing UA sends a BYE request in the dialog to the MXH source.

4. After this point, the MOH source does not generate RTP and
ordinary RTP flow is reestablished in the original dialog.

2.3. Exanple Message Fl ow

This section shows a nessage flow that is an exanple of this

techni que. The scenario is as follows. Alice establishes a cal

with Bob. Bob then places the call on hold, with nusic on hold
provided froman external source. Bob then takes the call off hold.
In this scenario, Bob’s user agent is the executing UA, while Alice’s
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UAis the renote UA. Note that this is just one possible nessage
flow that illustrates this technique; nunerous variations on these
operations are allowed by the applicabl e standards.

Alice Bob Musi ¢ Sour ce

Alice establishes the call:

| |
| INVITE F1 |
Rt |
| 180 Ringing F2 |
| <o | |
| 200 &K F3 |
| <o | |
| ACK F4 |
|- > |
| RTP | |
| < >| I

Bob pl aces Alice on hold, conpelling Alice’s UA to provide SDP
| |
| I N\VI TE F5
| (no SDP) |
I
| 200 K F6
| (SDP of fer)

Bob’'s UA initiates nusic on hol d:

|

| INVITE F7

| (SDP offer,

| rev. hold)
200 K F8
(SDP answer,

|
|
|
|
|
| |

| |

| | hold)
| |

| |

|

|
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Bob’s UA provides an SDP answer containing the address/port
of Misic Source:

ACK F10
(SDP answer ,
hol d)

Musi c-on- hol d RTP

A

I
I
I
I
I
| no RTP |
I
I
I
I

The nusic on hold is active.

Bob takes Alice off hold:

I I I
|  INVITE F11 |

| (SDP offer) | |
| <mmeem et | |
| 200 &K F12 | |
| (SDP answer) | |
|- > |
| ACK F13 |
ESRREEEEEEEEEEEE | |
| | BYE F14 |
| RS >
| | 200 F15 |
| | <ommmee e |
I RTP I

I

I

The normal nedi a session between Alice and Bob is resuned.
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/* Alice calls Bob. */
F1 INVITE Alice -> Bob

I NVI TE si ps: bob@i | oxi . exanpl e.com SIP/ 2.0
Via: SIP/2.0/TLS atl anta. exanpl e. com 5061
; branch=z9h4bK74bf 9
Max- Forwards: 70
From Alice <sips:alice@tlanta.exanple.conp;tag=1234567
To: Bob <sips: bob@il oxi . exanpl e. conp
Cal |l -1D: 12345600@at | ant a. exanpl e. com
CSeq: 1 INVITE
Cont act: <sips:a8342043f @tl ant a. exanpl e. com gr >
Al'low. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces, gruu
Cont ent - Type: application/sdp
Content-Length: [omtted]

v=0

o=al i ce 2890844526 2890844526 I N | P4 atl anta. exanpl e. com
S=

c=IN I P4 atl anta. exanpl e. com

t=0 0

nmFaudi o 49170 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

F2 180 Ringing Bob -> Alice

SIP/2.0 180 Ringing
Via: SIP/2.0/TLS atl anta. exanpl e. com 5061
; branch=z9h4bK74bf 9
;recei ved=192. 0. 2. 103
From Alice <sips:alice@tlanta.exanple.conp;tag=1234567
To: Bob <sips: bob@i |l oxi . exanpl e. conp; t ag=23431
Call-1D: 12345600@at | ant a. exanpl e. com
CSeq: 1 INVITE
Cont act: <sips: bob@il oxi.exanpl e. conr
Content-Length: O
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F3 200 OK Bob -> Alice

SIP/2.0 200 &K
Via: SIP/2.0/TLS atl ant a. exanpl e. com 5061
; branch=z9h&4bK74bf 9
; recei ved=192. 0. 2. 103
From Alice <sips:alice@tlanta.exanple.conp;tag=1234567
To: Bob <si ps: bob@i | oxi . exanpl e. conp; t ag=23431
Call-1D: 12345600@at | ant a. exanpl e. com
CSeq: 1 INVITE
Cont act: <si ps: bob@i | oxi . exanpl e. con
Al low | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: repl aces
Cont ent - Type: application/sdp
Content-Length: [omitted]

v=0

o=bob 2890844527 2890844527 I N | P4 bil oxi.exanpl e. com
S=

c=I N | P4 bil oxi.exanpl e.com

t=0 0

mraudi o 3456 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000

F4 ACK Alice -> Bob

ACK si ps: bob@i | oxi . exanpl e.com SI P/ 2.0
Via: SIP/2.0/TLS atl ant a. exanpl e. com 5061
; branch=z9hX4bK74bf d
Max- Forwar ds: 70
From Alice <sips:alice@tlanta.exanple.conp;tag=1234567
To: Bob <si ps: bob@i |l oxi . exanpl e. conp; t ag=23431
Call-1D: 12345600@at | ant a. exanpl e. com
CSeq: 1 ACK
Al low | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: repl aces
Content-Length: O
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/* Bob places Alice on hold. */

/* The re-1NVITE contains no SDP, thus conpelling Alice’'s UA
to provide an offer. */

F5 INVITE Bob -> Alice

I NVI TE si ps: a8342043f @t | ant a. exanpl e. comgr SIP/ 2.0
Via: SIP/2.0/TLS bil oxi.exanpl e. com 5061

; branch=z9hG4bK874bk
To: Alice <sips:alice@tl anta.exanple.conp;tag=1234567
From Bob <si ps: bob@il oxi.exanpl e. conk; t ag=23431
Cal |l -1D: 12345600@at | ant a. exanpl e. com
CSeq: 712 INVITE
Cont act: <si ps: bob@i |l oxi . exanpl e. con; +si p. renderi ng="no"
Allow | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: repl aces
Content-Length: O

/* Alice’s UA provides an SDP offer.
Since it does not know that it is being put on hold,
the offer is the sane as the original offer and describes
bidirectional nedia. */

F6 200 OK Alice -> Bob

SIP/2.0 200 &K
Via: SIP/2.0/TLS bil oxi.exanpl e. com 5061
; branch=z9hG4bK874bk
; recei ved=192. 0. 2. 105
To: Alice <sips:alice@tlanta.exanple.conp;tag=1234567
From Bob <si ps: bob@il oxi . exanpl e. conp; t ag=23431
Call-1D: 12345600@at | ant a. exanpl e. com
CSeq: 712 INVITE
Cont act: <sips:a8342043f @t | ant a. exanpl e. com gr >
Al low | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces, gruu
Cont ent - Type: application/sdp
Content-Length: [omitted]

v=0

o=al i ce 2890844526 2890844526 I N I P4 atl anta. exanpl e. com
S=

c=IN I P4 atl anta. exanpl e. com

t=0 0

nFaudi o 49170 RTP/ AVP O
a=rtpmap: 0 PCMJ 8000
a=active
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/* Bob’s UAinitiates nusic on hold. */

/* This INVITE contains Alice’s offer, but with the nedia
direction set to "reverse hold", receive-only. */

F7 INVITE Bob -> Misic Source

I NVI TE si ps: nusi c@our ce. exanpl e.com SI P/ 2.0
Via: SIP/2.0/TLS bil oxi.exanpl e. com 5061
; branch=z9hG4bKnashds9
Max- Forwar ds: 70
From Bob <si ps: bob@il oxi . exanpl e. conr; t ag=02134
To: Music Source <sips: nusi c@ource. exanpl e. conp
Call-1D: 4802029847@i | oxi . exanpl e. com
CSeq: 1 INVITE
Cont act: <si ps: bob@i | oxi . exanpl e. con
Allow | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces, gruu
Cont ent - Type: application/sdp
Content-Length: [onitted]

v=0

o=bob 2890844534 2890844534 IN | P4 atl anta. exanpl e. com
S=

c=IN | P4 atl anta. exanpl e. com

t=0 0

mFaudi o 49170 RTP/ AVP 0

a=rtpmap: 0 PCMJ 8000

a=recvonly
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F8 200 OK Music Source -> Bob

SIP/2.0 200 &K
Via: SIP/2.0/TLS bil oxi.exanpl e. com 5061
; branch=z9h&4bKnashds9
; recei ved=192. 0. 2. 105
From Bob <si ps: bob@il oxi . exanpl e. conr; t ag=02134
To: Music Source <sips:rmusi c@ource. exanpl e. conp; t ag=56323
Call-1D: 4802029847@i | oxi . exanpl e. com
Cont act: <sips: nusi c@ource. exanpl e. conp; aut omat on
; +si p. byel ess; +si p. renderi ng="no"
CSeq: 1 INVITE
Content-Length: [onitted]

v=0

o=Musi cSour ce 2890844576 2890844576 I N | P4 source. exanpl e. com
S=

c=I N | P4 source. exanpl e. com

t=0 0

mFaudi o 49170 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=sendonl y

F9 ACK Bob -> Misic Source

ACK si ps: nusi c@our ce. exanpl e.com SI P/ 2.0
Via: SIP/2.0/TLS source. exanpl e. com 5061
; branch=z9h&4bK74bT6
From Bob <si ps: bob@il oxi . exanpl e. conr; t ag=02134
To: Music Source <sips: nmusi c@ource. exanpl e. conp; t ag=56323
Max- Forwards: 70
Call-1D: 4802029847@i | oxi . exanpl e. com
CSeq: 1 ACK
Content-Length: O

/* Bob’s UA now sends the ACK that conpletes the re-INVITE
to Alice and conpl etes the SDP of fer/answer.
The ACK contains the SDP received from Miusi c Source and thus
contai ns the address/port from which Misic Source will send nedia,
and inplies the address/port that Misic
Source will use to send/receive RTCP. */
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F10 ACK Bob -> Alice

ACK si ps: a8342043f @t | ant a. exanpl e.comgr SIP/2.0
Via: SIP/2.0/TLS bil oxi.exanpl e. com 5061

; branch=z9h&4bKq874b
To: Alice <sips:alice@tlanta.exanple.conp;tag=1234567
From Bob <si ps: bob@il oxi . exanpl e. conp; t ag=23431
Call-1D: 12345600@at | ant a. exanpl e. com
CSeq: 712 ACK
Cont act: <si ps: bob@i |l oxi . exanpl e. con®; +si p. renderi ng="no"
Al low | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: repl aces
Content-Length: [onitted]

v=0

o=bob 2890844527 2890844528 I N | P4 bil oxi . exanpl e. com
S=

c=I N | P4 source. exanpl e. com

t=0 0

mFaudi o 49170 RTP/ AVP 0

a=rtpmap: 0 PCMJ 8000

a=sendonl y

/* Bob picks up the call by sending a re-INVITE to Alice. */

F11 INVITE Bob -> Alice

I NVI TE si ps: a8342043f @t | ant a. exanpl e.comgr SIP/ 2.0
Via: SIP/2.0/TLS bil oxi.exanpl e.com 5061

; branch=z9hx4bK874bk
To: Alice <sips:alice@tlanta.exanple.conp;tag=1234567
From Bob <sips: bob@il oxi . exanpl e. conp; t ag=23431
Call-1D: 12345600@at | ant a. exanpl e. com
CSeq: 713 INVITE
Cont act: <si ps: bob@i |l oxi . exanpl e. con
Allow | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: repl aces
Cont ent - Type: application/sdp
Content-Length: [omtted]

v=0

o=bob 2890844527 2890844529 I N | P4 bil oxi.exanpl e. com
S=

c=I N I P4 bil oxi.exanpl e.com

t=0 0

nmraudi o 3456 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
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F12 200 OK Alice -> Bob

SIP/2.0 200 &K
Via: SIP/2.0/TLS bil oxi.exanpl e. com 5061
; branch=z9hG4bK874bk
; recei ved=192. 0. 2. 105
To: Alice <sips:alice@tlanta.exanple.conp;tag=1234567
From Bob <si ps: bob@il oxi . exanpl e. conp; t ag=23431
Call-1D: 12345600@at | ant a. exanpl e. com
CSeq: 713 INVITE
Cont act: <sips:a8342043f @t | ant a. exanpl e. com gr >
Al low | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces, gruu
Cont ent - Type: application/sdp
Content-Length: [omitted]

v=0

o=al i ce 2890844526 2890844527 IN I P4 atl anta. exanpl e. com
S=

c=IN I P4 atl anta. exanpl e. com

t=0 0

nraudi o 49170 RTP/ AVP O
a=rtpmap: 0 PCMJ 8000

F13 ACK Bob -> Alice

ACK si ps: a8342043f @t | ant a. exanpl e.comgr SIP/2.0
Via: SIP/2.0/TLS bil oxi.exanpl e. com 5061
; branch=z9h&4bKq874b
To: Alice <sips:alice@tlanta.exanple.conp;tag=1234567
From Bob <si ps: bob@il oxi . exanpl e. conp; t ag=23431
Call-1D: 12345600@at | ant a. exanpl e. com
CSeq: 713 ACK
Cont act: <si ps: bob@i | oxi . exanpl e. conp
Al low | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: repl aces
Content-Length: O
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F14 BYE Bob -> Music Source

BYE si ps: nusi c@our ce. exanpl e.com SIP/ 2.0
Via: SIP/2.0/TLS bil oxi.exanpl e. com 5061
; branch=z9hG4bK74r f
Max- Forwards: 70
From Bob <si ps: bob@il oxi . exanpl e. conr; t ag=02134
To: Music Source <sips:rmusi c@ource. exanpl e. conp; t ag=56323
Call-1D: 4802029847@i | oxi . exanpl e. com
CSeq: 2 BYE
Cont act: <si ps: bob@i | oxi . exanpl e. con
Al low | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces, gruu
Content-Length: [onitted]

F15 200 OK Music Source -> Bob

SIP/2.0 200 &K
Via: SIP/2.0/TLS atl anta. exanpl e. com 5061
; branch=z9hG4bK74r f
; recei ved=192. 0. 2. 103
From Bob <si ps: bob@i |l oxi . exanpl e. conr; t ag=02134
To: Music Source <sips:nmusi c@ource. exanpl e. conp; t ag=56323
Cal |l -1D: 4802029847@i | oxi . exanpl e. com
Cont act: <sips: nmusi c@ource. exanpl e. conp; aut omat on
; +si p. byel ess; +si p. renderi ng="no"
CSeq: 2 BYE
Content-Length: O

/* Normal nedia session between Alice and Bob is resuned. */
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2.4. Receiving Re-INVITE and UPDATE from the Renote UA

While the call is on hold, the renote UA can send a request to nodify
the SDP or the feature paraneters of its Contact header. This can be
done with either an INVITE or UPDATE nethod, both of which have nuch
the sane effect in regard to MOH.

A comon reason for a re-INVITE is when the renote UA desires to put
the dialog on hold on its end. And because of the need to support
this case, an inplenentation nust process |INVITEs and UPDATEs during
the on-hold state as descri bed bel ow

The executing UA handl es these requests by echoing requests and
responses: an incoming request fromthe renote UA causes the
executing UA to send a similar request to the MOH source, and an

i ncom ng response fromthe MOH source causes the executing UA to send
a simlar response to the rembte UA. 1In all cases, SDP offers or
answers that are received are added as bodies to the stinmulated
request or response to the other UA

The passed-through SDP will usually need its "o=" line nodified. The
directionality attributes may need to be restricted by changing
"active" to "recvonly" and "sendonly" to "inactive", as the executing
UAwill not render nmedia fromthe renmote UA. (If all passed-through
directionality attributes are "inactive", the optim zation described
in Section 2.10 may be applied.) 1In regard to payl oad type nunbers,
since the napping has al ready been established within the MOH di al og
"a=rtpmap" lines need not be added.

2.5. Receiving INVITE with Repl aces

The executing UA nust be prepared to receive an | NVITE request with a
Repl aces header that specifies the dialog with the rembte UA. If the
executing UA wants to create this new dialog in the on-hold state, it
creates a new dialog with the MOH source to obtain MOH.  The
executing UA negotiates the SDP within the dialog created by the
INVITE with Repl aces by passing the offer through to the new MOH
dialog (if the INVITE contains an offer) or by creating the new MXH
dialog with an offerless INVITE (if the I NVITE does not contain an

of fer).
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Conti nui ng the exanple of Section 2.3, the executing UA receives an
INVITE with Replaces that contains an offer:

Alice Bob Musi ¢ Sour ce Car ol

(For exanmple, Alice has called Carol and initiates an attended
transfer by sending a REFER to Carol, causing Carol to send an
I NVITE with Replaces to Bob.)

Bob receives INVITE with Replaces from Carol:

| |
| INVI TE/ Repl aces |
| From Carol |
| To: Bob |
| (SDP offer) |

I NVI TE |
From Bob |
To: Music Source
(SDP offer, |
rev. hold) |

|

|

|

|

I

| 200 K | |
| From Bob | |
| To: Music Source |
| (SDP answer, | |
| hold) | |
| |
| ACK | |
| |
| |
|

|

|

|

|

|

|

|

|

|

Lemmmmm e e o - - |
From Bob |
To: Music Source
|- >|
| | 200 K
| | From Carol
| | To: Bob
| | (SDP answer,
| | hold)
I >
| ACK
| From Carol
| To: Bob

| Music-on-hold RTP
| >
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Bob terminates the previous dialog with Alice:

|

| BYE

| From Bob
| To: Alice
|
|
|
|

Bob term nates the

Musi ¢ on Hol d

MOH dialog for the dialog with Ali

BYE |
From Bob |

To: Music Source
------------- >

200 K |
From Music Source
To: Bob |
Cemmmmm e e - |

ce:

February 2014

The new session continues on hold, between Bob and Carol.

2.6. Receiving REFER fromthe Renpte UA

The executing UA nust be prepared to receive a REFER request within

the dialog with the renpote UA

The SDP within the dialog created by

the REFER is negotiated by sending an offerless INVITE (or offerless
re-INVITE) to the MOH source to obtain an offer and then using that
offer in the INVITE to the refer target.

Simlar processing is used for an out-of-di al og REFER whose Tar get -
Di al og header refers to the dialog with the renote UA

Conti nui ng the exanmple of Section 2.3,
INVITE with Repl aces that contains an offer:

Wr | ey
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the executing UA receives an

[ Page 19]



RFC 7088

Alice

(For exanpl e,
Car ol

Bob

Musi ¢ on Hol d

Musi ¢ Sour ce

Bob recei ves REFER from Al i ce:

|

| REFER

| From Bob
| To: Alice
|

Ref er- To: Car ol

I >

Wr | ey

re-1NvI TE
From Bob
To: Music Source
(no SDP) |
------------ >|
200 |
From Bob |
To: Music Source
(SDP offer, |
hol d) |
| INVITE
| From Bob
| To: Carol
| (SDP offer,
| hold)
| o m e
| 200 XK
| From Bob
| To: Carol
| (SDP answer,
| rev. hold)
| o m e
ACK |
From Bob |
To: Music Source
(SDP answer, |
rev. hold) |
------------ >|
| ACK
| From Bob
| To: Carol

I
I
I
I
I
I
I
I
p

I nf or mat i onal

Car ol

February 2014

Alice initiates an unattended transfer of the call to
by sending a REFER to Bob.)
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| | | Music-on-hold RTP
| | | >
| | | |

Bob termi nates the previous dialog with Alice:

|
|
From Bob |
|

I I
I I
I I
I I
I I
200 & | | |
I I
I I
I I
I I

2.7. Receiving Re-INVITE and UPDATE from the Musi c-on-Hol d Source

It is possible for the MOH source to send a re-INVITE or UPDATE
request, and the executing UA can support doing so in simlar nmanner
as requests fromthe remote UA. However, if the MOH source is within
the sane adm nistrative domain as the executing UA, the executing UA
may have knowl edge that the MOH source will not (or need not) nake
such requests and so can respond to any such request with a failure
response, avoiding the need to pass the request through. The 403
(For bi dden) response is suitable for this purpose because [ RFC3261]
specifies that this response indicates "the request SHOULD NOT be
repeat ed".

However, in an environnent in which Interactive Connectivity

Establ i shnent (I CE) [ RFC5245] is supported, the MOH source may need
to send requests as part of |ICE negotiation with the renote UA

Hence, in environments that support |ICE, the executing UA nust be

abl e to pass through requests fromthe MOH source as well as requests
fromthe renote UA

Again, as SDP is passed through, its "o=" line will need to be

nmodi fied. |In some cases, the directionality attributes will need to
be restricted.
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2.8. Handling Payl oad Type Nunbers
2.8.1. Analysis

In this technique, the MOH source generates an SDP answer that the
executing UA presents to the renote UA as an answer within the
original dialog. |In basic functionality, this presents no problem
because [ RFC3264], Section 6.1 (at the very end) specifies that the
payl oad type nunbers used in either direction of RTP are the ones
specified in the SDP sent by the recipient of the RTP. Thus, the MOH
source will send RTP to the renpte UA using the payl oad type nunbers
specified in the offer SDP it received (ultimately) fromthe renote
UA.

But strict conpliance to [ RFC3264], Section 8.3.2 requires that

payl oad type nunbers used in SDP may only duplicate the payl oad type
nunbers used in any previous SDP sent in the sanme direction if the
payl oad type nunbers represent the sane nedia fornat (codec) as they
did previously. However, the MXH source has no know edge of the
payl oad type nunbers previously used in the original dialog, and it
may accidentally specify a different nedia fornmat for a previously
used payl oad type nunber in its answer (or in a subsequently
generated I NVITE or UPDATE). This would cause no problemw th nedia
decodi ng, as it cannot send any format that was not in the renote
UA's offer, but it would violate [ RFC3264].

Strictly speaking, it is inpossible to avoid this probl em because the
generator of a first answer in its dialog can choose the payl oad
nunbers i ndependently of the payload nunbers in the offer, and the
MOH server believes that its answer is first in the dialog. Thus,
the only absolute solution is to have the executing UA rewite the
SDP t hat passes through it to reassign payl oad type nunbers, which
woul d also require it to rewite the payl oad type nunbers in the RTP
packets -- a very undesirable solution.

The difficulty solving this problem (and simlar problens in other
situations) argues that strict adherence should not be required to
the rul e that payl oad type nunbers not be reused for different
codecs.

If an inplementation of this technique were to interact with a renote
UA that requires strict conpliance to [ RFC3264], the renpte UA ni ght
reject the SDP provided by the MH server. (In Section 2.3, this SDP
is in message F10.) As a result, the MOH session will not be
established, and the call will remain inits initial state

| mpl enentors that wish to avoid this situation need to inplenent the
solution in Section 2.8. 2.
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2.8.2. Solution to the Problem

We can construct a technique that will strictly adhere to the payl oad
type rule by exploiting a SHOULD-1evel requirement in [RFC3264],
Section 6.1: "In the case of RTP, if a particular codec was
referenced with a specific payload type nunber in the offer, that
sanme payl oad type nunber SHOULD be used for that codec in the
answer". O rather, we exploit the "inplied requirement” that if a
speci fic payload nunber in the offer is used for a particular codec,
then the answer shoul d not use that payl oad nunber for a different
codec. If the MOH source obeys this restriction, the executing UA
can nodify the offer SDP to "reserve" all payload type nunbers that
have ever been offered by the executing UA to prevent the MOH source
fromusing themfor different media formats.

When the executing UA is conposing the INVITE to the MXH source, it
compiles a list of all the (dynam cally assigned) payl oad type
nunbers and associ ated nedia fornmats that have been used by it (or by
MXH sources on its behalf) in the original dialog. (The executing UA
must maintain a list of all previously used payl oad type nunbers
anyway, in order to conply with [ RFC3264].)

Any payl oad type nunber that is present in the offer but has been
used previously by the executing UAin the original dialog for a
different nmedia format is rewitten to describe a dummy nedia fornat.
(One dummy nedia format name can be used for nmany payl oad type
nunbers as multiple payl oad type nunbers can refer to the sane nedi a
format.) A payload type nunber is added to describe the deleted
medi a format, the nunber being either previously unused or previously
used by the executing UA for that nmedia format.

Any further payload type nunbers that have been used by the executing
UA in the original dialog but that are not mapped to a nedia fornmat
in the current offer are then mapped to a dummy nedi a fornmat.

The result is that the nodified offer SDP

1. offers the sane set of nedia formats (ignoring dunm es) as the
original offer SDP (though possibly with different payl oad type
nunbers),

2. associates every payload type nunber either with a dummy nedi a
format or with the nedia fornmat that the executing UA has
previously used it for, and

3. provides a (real or dummy) nedia format for every payl oad type
nunber that the executing UA has previously used.
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These properties are sufficient to force an MOH server that obeys the
implied requirenent to generate an answer that is a correct answer to
the original offer and is also conpatible with previous SDP fromthe
executing UA

Note that any re-INVITEs fromthe renote UA that the executing UA
passes through to the MOH server require simlar nodification, as
payl oad type nunbers that the MOH server receives in past offers are
not absolutely reserved against its use (as they have not been sent
in SDP by the MOH server) nor is there a SHOULD-| evel proscription
agai nst using themin the current answer (as they do not appear in
the current offer).

This shoul d provide an adequate solution to the problens with payl oad
type nunbers, as it will fail only if (1) the renmote UAis particular
that other UAs follow the rule about not redefining payl oad type
nunbers, and (2) the MOH server does not follow the inplied
requi renent of [ RFC3264], Section 6.1.

2.8.3. Exanple of the Solution

Let us show how this process works by nodifying the exanpl e of
Section 2.3 with this specific assignment of supported codecs:

Alice supports formats X and Y.
Bob supports formats X and Z
Miusi ¢ Source supports formats Y and Z.
In this case, the SDP exchanges are:
F1 offers X and Y, F3 answers X and Z. (Only X can be used.)

F6 offers X and Y, but F7 offers X, Y, and a pl ace-hol der to bl ock
use of type 92.

F8/ F10 answers Y.
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The nmessages that are changed from Section 2.3 are:
F1 INVITE Alice -> Bob

I NVI TE si ps: bob@i | oxi . exanpl e.com SIP/ 2.0
Via: SIP/2.0/TLS atl anta. exanpl e. com 5061
; branch=z9h4bK74bf 9
Max- Forwards: 70
From Alice <sips:alice@tlanta.exanple.conp;tag=1234567
To: Bob <sips: bob@i | oxi . exanpl e. conp
Cal |l -1D: 12345600@at | ant a. exanpl e. com
CSeq: 1 INVITE
Cont act: <sips:a8342043f @tl ant a. exanpl e. com gr >
Al'low. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces, gruu
Cont ent - Type: application/sdp
Content-Length: [omtted]

v=0

o=al i ce 2890844526 2890844526 I N | P4 atl anta. exanpl e. com
S=

c=IN I P4 atl anta. exanpl e. com

t=0 0

nmFaudi o 49170 RTP/ AVP 90 91
a=rtpnmap: 90 X/ 8000
a=rtpmap: 91 Y/ 8000

F3 200 OK Bob -> Alice

SIP/2.0 200 &K
Via: SIP/2.0/TLS atl anta. exanpl e. com 5061
; branch=z9h&G4bK74bf 9
; recei ved=192. 0. 2. 103
From Alice <sips:alice@tl anta.exanple.conp;tag=1234567
To: Bob <si ps: bob@i |l oxi . exanpl e. conk; t ag=23431
Cal |l -1D: 12345600@at | ant a. exanpl e. com
CSeq: 1 INVITE
Cont act: <si ps: bob@i |l oxi . exanpl e. con»
Allow | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: repl aces
Cont ent - Type: application/sdp
Content-Length: [onitted]
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v=0

o=bob 2890844527 2890844527 I N | P4 bil oxi.exanple.com
S=

c=I N | P4 bil oxi.exanpl e.com

t=0 0

nraudi o 3456 RTP/ AVP 90 92

a=rtpnmap: 90 X/ 8000

a=rtpmap: 92 Z/ 8000

F6 200 OK Alice -> Bob

SIP/2.0 200 &K
Via: SIP/2.0/TLS bil oxi.exanpl e.com 5061

; branch=z9hG4bK874bk

; recei ved=192. 0. 2. 105
To: Alice <sips:alice@tl anta.exanple.conp;tag=1234567
From Bob <si ps: bob@il oxi . exanpl e. conk; t ag=23431
Cal |l -1D: 12345600@at | ant a. exanpl e. com
CSeq: 712 INVITE
Cont act: <si ps: a8342043f @t | ant a. exanpl e. com gr >
Allow | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces, gruu
Cont ent - Type: application/sdp
Content-Length: [onitted]

v=0

o=al i ce 2890844526 2890844526 I N I P4 atlanta. exanpl e. com
S=

c=IN I P4 atl anta. exanpl e. com

t=0 0

mraudi o 49170 RTP/ AVP 90 91

a=rtpmap: 90 X/ 8000

a=rtpmap: 91 Y/ 8000

a=active
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F7 INVITE Bob -> Misic Source

I NVI TE si ps: nusi c@our ce. exanpl e.com SI P/ 2.0
Via: SIP/2.0/TLS bil oxi.exanpl e. com 5061
; branch=z9h&4bKnashds9
Max- Forwards: 70
From Bob <sips: bob@il oxi . exanpl e. conr; t ag=02134
To: Music Source <sips:nusi c@ource. exanpl e. conr
Call-1D: 4802029847@i | oxi . exanpl e. com
CSeq: 1 INVITE
Cont act: <si ps: bob@i | oxi . exanpl e. con
Al low | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY
Supported: replaces, gruu
Cont ent - Type: application/sdp
Content-Length: [omitted]

v=0

o=bob 2890844534 2890844534 IN | P4 atl anta. exanpl e. com
S=

c=IN I P4 atl anta. exanpl e. com

t=0 0

mraudi 0 49170 RTP/ AVP 90 91 92

a=rtpmap: 90 X/ 8000

a=rtpmap: 91 Y/ 8000

a=rtpnmap: 92 x-reserved/ 8000

a=recvonly

F8 200 OK Musi ¢ Source -> Bob

SIP/2.0 200 &K
Via: SIP/2.0/TLS bil oxi.exanpl e.com 5061
; branch=z9h&X4bKnashds9
; recei ved=192. 0. 2. 105
From Bob <sips: bob@i |l oxi . exanpl e. conr; t ag=02134
To: Music Source <sips:nmusi c@ource. exanpl e. conp; t ag=56323
Cal |l -1D: 4802029847@i | oxi . exanpl e. com
Cont act: <sips: nmusi c@ource. exanpl e. conp; aut omat on
; +si p. byel ess; +si p. renderi ng="no"
CSeq: 1 INVITE
Content-Length: [omtted]
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v=0

o=Musi cSour ce 2890844576 2890844576 | N | P4 source. exanpl e. com
S=

c=I N | P4 source. exanpl e. com

t=0 0

mFaudi o 49170 RTP/ AVP 91
a=rtpmap: 91 Y/ 8000
a=sendonly

2.9. Dialog/Session Timers

The executing UA may discover that either the renote UA or the MH
source w shes to use dial og/session liveness tinmers [RFC4028]. Since
the tiners verify the liveness of dialogs, not sessions (despite the
term nol ogy of [RFC4028]), the executing UA can support the timers on
each dialog (to the renpte UA and to the MOH source) independently.
(I'f the executing UA becones obliged to initiate a refresh
transaction, it nmust send an offerless UPDATE or re-INVITE, as if it
sends an offer, the renpte el enent has the opportunity to provide an
answer that is different fromits previous SDP, which could not
easily be conveyed to the other renote el ement.)

2.10. Wen the Media StreamDirectionality is "inactive"

The directionality of the nmedia streamin the SDP offer in an I NVITE
or re-INVITE to the nusic source can be "inactive" if the SDP offer

fromthe renpte UA was "sendonly" or "inactive". GCenerally, this
happens when the renote UA al so has put the call on hold and provided
a directionality of "sendonly”. In this situation, the executing UA

can onmt establishing the dialog with the nusic source (or can
term nate the existing dialog with the nusic source).

If the executing UA uses this optinization, it creates the SDP answer
itself, with directionality "inactive" and using its own RTP/ RTCP
ports, and returns that answer to the renote UA

The executing UA nust be prepared for the renmbte UA to send a
re-INVITE with directionality "active" or "recvonly", in which case
the executing UA nust initiate a dialog with the nusic source, as
descri bed above.

2.11. Miltiple Media Streans

There may be nultiple nmedia streans (nultiple "m" lines) in any of
the SDPs involved in the dialogs. As the SDPs are nmani pul ated, each
medi a description (each starting with an "m=" line) is manipul ated as
descri bed above for a single nmedia stream largely independently of
the mani pul ation of the other nmedia streans. But there are sone
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el aborations that the executing UA nay inplenent to achieve specific
ef fects.

If the executing UA desires to present only certain nedia types as
on-hol d nedi a, when passing the offer SDP through, it can reject any
particular nedia streans by setting the port nunber in the "m" line
to zero [ RFC3264]. This ensures that the answer SDP will al so have a
rejection for that "m=" I|ine.

If the executing UA wishes to provide its own on-hold nedia for a
particular "n=" line, it can do so by providing the answer
information for that "me" line. The executing UA may decide to do
this when the offer SDP is received (by nodifying the "n¥" line to
rejected state when sending it to the nusic source) or upon receiving

the answer fromthe nusic source and discovering that the "m=" |ine
has been rejected.

The executing UA may not want to pass a rejected "n=" line fromthe
musi ¢ source to the renmote UA (when the renote UA provided a non-

rejected "m" line) and may instead provide an answer with
directionality "inactive" (and specifying its own RTP/RTCP ports).

3. Advant ages

This technique for providing nusic on hold has advantages over other
nmet hods now i n use, including:

1. The original dialog is not transferred to another UA, so the
"renote endpoint URI" displayed by the renpte endpoint’s user
interface and di al og event package [ RFC4235] does not change
during the call, as contrasted to the nethod in [ RFC5359],
Section 2.3. This URl is usually displayed to the user as the
nane and nunber of the other party on the call, and it is
desirable for it not to change to that of the MOH server.

2. Conpared to [ RFC5359], this nmethod does not require use of an
out - of -di al og REFER, which is not otherw se used nuch in SIP
Qut - of -di al og REFERs nmay not be routed correctly, since neither
the From nor Contact URI of the original dialog may route
correctly to the remote UA. Al so, out-of-dialog requests to UA
URIs may not be handl ed correctly by authorization mechani sns.

3. The nusic-on-hold nedia are sent directly fromthe nusic-on-hold
source to the renote UA, rather than being relayed through the
executing UA. This reduces the conputational |oad on the
executing UA and can reduce the |oad on the network (by
elimnating "hairpinning" of the nmedia through the Iink serving
the executing UA).
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The renote UA sees, in the incomng SDP, the address/port that
the MOH source will send MOH nedia from (assunming that the MOH
source follows the convention of sending its nedia fromits
advertised nmedi a-listening address/port). Thus, the renote UA
will render the MOH nedia even if it is filtering incom ng nedia
based on originating address as a nedia security neasure.

The technique requires relatively sinple mani pulation of SDP; in
particular, (1) it does not require a SIP elenent to nodify
unrel ated SDP to be acceptable to be sent within an already

est abl i shed sequence of SDP (a problemw th [SIP-SERV-EX],
Section 2.3), and (2) it does not require converting an SDP
answer into an SDP offer (which was a problemw th the initia
draft version of this docunent, as well as with [SIP-SERV-EX])

4, Caveat s

4. 1.

Ofering All Avail able Media Formats

Unnecessary failures can happen if SDP offerers do not always offer

al |

nmedi a formats that they support. Doing so is considered best

practice ([ RFC6337], Sections 5.1 and 5.3), but sonme SIP elenments

of f

An
f ai

er only formats that have already been in use in the dialog.

exanpl e of how omitting nmedia fornats in an offer can lead to
lure is as follows. Suppose that the UAs in Section 2.3 each

support the followi ng nedia formats:

I'n

1

Wr | ey

Al'ice supports formats X and Y.

Bob supports fornmats X and Z

Musi ¢ Source supports formats Y and Z.
this case, the SDP exchanges are:

Alice calls Bob:

Alice offers X and Y (nessage F1).

Bob answers X (F3).

Bob puts Alice on hold:

Alice (via Bob) offers X and Y (F6 and F7).
Musi ¢ Source (via Bob) answers Y (F8 and F10).
Bob takes Alice off hold:

Bob offers X and Z (F11).
Alice answers X (F12).
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4.

5.

5.

Note that in exchange 2, if Alice assunes that because only format X
is currently in use that she should offer only X the exchange fails.
In exchange 3, Bob offers formats X and Z, even though neither is in
use at the time (because Bob is not involved in the nedia streans).

2. Handling Re-INVITES in a B2BUA

Many UAs provide MOH in the interval during which it is processing a
blind transfer, between receiving the REFER and receiving the fina
response to the stimulated INVITE. This process involves sw tching
the user’s interface between three nedia sources: (1) the session of
the original dialog, (2) the session with the MOH server, and (3) the
session of the new dialog. It also involves a nunber of race
conditions that nmust be handled correctly. |If the UAis a back-to-
back user agent (B2BUA) whose "other side" is maintaining a single
di al og wi th another UA, each switching of media sources potentially
causes a re-INVITE transaction within the other-side dialog. Since
re-1NVI TEs take tine and nust be sequenced correctly ([ RFC3261],
Section 14), such a B2BUA nust allow the events on each side to be
non- synchronous and nust coordinate themcorrectly. Failing to do so
will lead to "glare" errors (491 or 500), l|eaving the other-side UA
not rendering the correct session

Security Considerations
1. Network Security

Some mechani sm out si de the scope of this document rmust informthe
executing UA of the MOH server that it should use. Care nust be
exercised in selecting the MH server, because signaling information
that is part of the original dialog will be transmitted al ong the
path fromthe executing UA to the server. |f the path between the
executing UA and the server is not entirely contained within every
networ k domai n that contains the executing UA, the signaling between
the UA and the server may be protected by different network security
than is applied to the original dialog.

Care nmust al so be exercised because nedia information that is part of
the original dialog will be transmitted along the path between the
renote UA and the server. |f the path between the renote UA and the
server does not pass through the sane network domains as the path
between the renote UA and the executing UA, the nedia between the UA
and the server may be protected by different network security than is
applied to the original dialog.
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These requirenments nay be satisfied by selecting an MOH server that
is in the sanme adm nistrative and network domain as the executing UA
and whose path to all external addresses is the sane as the UA's path
to those addresses.

5.2. SIP (Signaling) Security

The executing UA and the MOH server will usually be within the sane
admi ni strative domain, and the SIP signaling path between themwil|
lie entirely within that domain. 1In this case, the adm nistrator of
the domai n should configure the UA and server to apply to the dialog
between thema | evel of security that is appropriate for the

admi ni strative domain

If the executing UA and the MOH server are not within the sane

adm ni strative donmain, the SIP signaling between them should be at

| east as secure as the SIP signaling between the executing UA and the
renote UA. Thus, the MOH server should support all of the SIP
security facilities that are supported by the executing UA and the
executing UA should use in its dialog with the MOH server all SIP
security facilities that are used in its dialog with the renpte UA

5.3. RTP (Media) Security
The RTP for the MH nedia will pass directly between the MOH server

and the renmote UA and thus may pass outside the administrative donain
of the executing UA. While it is unconmon for the contents of the

MH nedia to be sensitive (and the renote UA will not usually be
generating RTP when it is on hold), the MOH RTP should be at |east as
secure as the RTP between the executing UA and the rembte UA. In

order to nake this possible, the MH server should support all of the
RTP security facilities that are supported by the executing UA

It is possible that the renpte UA and the MOH server support an RTP
security facility that the executing UA does not support and that it
is desirable to use this facility for the MOH RTP. To enabl e doi ng
so, the executing UA should pass the SDP between the renote UA and
the MOH server conpletely, not onmitting elenents that it does not
under st and.

5.4. Media Filtering

Some UAs filter inconing RTP based on the address of origin as a
medi a security neasure, refusing to render the contents of RTP
packets that originate froman address that is not shown in the
renote SDP as an RTP destination address. The renote UAin the
original dialog may use this formof nmedia filtering, and if the
executing UA does not update the SDP to informthe renote UA of the
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source address of the MH nedia, the renote UA nmay not render the MOH
medi a. Note that the executing UA has no neans for detecting that
the renote UA uses nedia filtering, so the executing UA nust assume
that any renote UA uses nedia filtering.

The techni que described in this docunent ensures that any UA that
shoul d render MOH nedia will be inforned of the source address of the
nedia via the SDP that it receives. This allows such UAs to filter
media without interfering with MOH operation
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