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Abstract

This specification registers an XM.-based nedia type for the
eXtensi bl e Access Control Markup Language (XACM).

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for infornational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunment at
its discretion and nmakes no statenent about its value for

i npl enentati on or depl oynent. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of I|nternet
Standard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc7061

Copyright Notice

Copyright (c) 2013 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent.
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1. I nt roducti on

The eXtensi bl e Access Control Markup Language (XACM.) [ XACM.- 3]
defines an architecture and a | anguage for access contro
(authorization). The |anguage consists of requests, responses, and
policies. Cdients send a request to a server to query whether a

gi ven action should be allowed. The server evaluates the request
agai nst the available policies and returns a response. The policies
i mpl enent the organi zation's access control requirenents.

2. | ANA Consi derations
This specification details the registry of an XM.-based nedia type
for the eXtensible Access Control Markup Language (XACM.) that has
been registered with the Internet Assigned Nunbers Authority (1 ANA)
followi ng the "Media Type Specifications and Registrati on Procedures"
[ RFC6838]. The XACML nedia type represents an XACM. request,
response, or policy in the XM.-based format defined by the core XACM.
speci fication [ XACM_- 3] .

2.1. XACM. Medi a Type application/xacnl +xm

This specification details the registration of an XM.-based nedi a
type for the eXtensible Access Control Markup Language (XACM).

Medi a Type Nane: application
Subt ype Nanme: xacnl +xmi
Requi red Paraneters: none
Optional Paraneters
charset: The charset paraneter is the sane as the charset

paraneter of application/xm [RFC3023], including the sane default
(see Section 3.2 of RFC 3023).
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versi on: The version paraneter indicates the version of the XACM.

specification. |t can be used for content negotiation when
dealing with clients and servers that support nultiple XACM
versions. |Its range is the range of published XACM. versions. As

of this witing, that is 1.0 [ XACM_-1], 1.1 [ XACM.-1.1], 2.0

[ XACML-2], and 3.0 [ XACM.-3]. These and future version
identifiers nust follow the O ganization for the Advancenent of
Structured Information Standards (QOASIS) patterns for versions
[CASIS-Version]. |If this parameter is not specified by the
client, the server is free to return any version it deens fit. |If
a client cannot or does not want to deal with that, it should
explicitly specify a version

Encodi ng Consi derations: Same as for application/xm [RFC3023].
Security Considerations:

Per their specification, objects of type application/xacm +xm do
not contain executable content. However, these objects are XM.-
based, and thus they have all of the general security

consi derations presented in Section 10 of RFC 3023 [ RFC3023].

XACML [ XACML- 3] contains information about whose integrity and
authenticity is inportant -- identity provider and service

provi der public keys and endpoi nt addresses, for exanple.
Sections 9.2.1 "Authentication" and 9.2.4 "Policy Integrity" in
XACML [ XACML- 3] describe requirements and considerations for such
aut hentication and integrity protection.

To counter potential issues, the publisher may sign objects of
type application/xacm +xm . Any such signature should be verified
-- both as a valid signature and as being the signature of the
publisher -- by the recipient of the data. The XACM. v3.0 XM
Digital Signature Profile [ XACM.-3-DSi g] describes how to use XM.-
based digital signatures wi th XACM.

Addi tionally, various possible publication protocols, for exanple,
HTTPS, offer neans for ensuring the authenticity of the publishing
party and for protecting the policy in transit.

Interoperability Considerations: Different versions of XACM. use
di fferent XML nanespace URIs:

* 1.0 and 1.1 use the urn:oasis:nanes:tc:xacm :1.0:policy XM
nanespace URI for policies and the
urn: oasi s: nanes:tc:xacm : 1. 0: context XM. namespace URlI for
requests and responses
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* 2.0 uses the urn:oasis:nanes:tc:xacnl:2.0:policy XM. nanespace
URI for policies and the urn:oasis:nanes:tc:xacmnl: 2.0: context
XML nanespace URI for requests and responses

* 3.0 uses the urn:oasis:nanes:tc:xacm: 3.0:core: schema: wd-17 XM
nanespace URI for policies, requests, and responses

Si gned XACML has a wapping Security Assertion Markup Language
(SAML) 2.0 assertion [SAM.-2], which uses the

urn: oasi s: nanes:tc: SAML: 2. 0: asserti on nanespace URI
Interoperability with SAML is defined by the SAML 2.0 Profile of
XACML [ XACML- 3- SAM.] for all versions of XACM.

Applications That Use This Media Type:

Potentially, any application inplenenting or using XACM., as wel
as those applications inplenenting or using specifications based

on XACML. In particular, applications using the Representationa
State Transfer (REST) Profile [ XACML.- REST] can benefit fromthis
nedi a type

Magi ¢ Nunber (s):

In general, this is the sane as for application/xm [RFC3023]. In
particular, the XM. docunent el enent of the returned object wll
be one of xacm :Policy, xacml:PolicySet, context: Request, or

cont ext : Response. The xacml and context namespace prefixes bind
to the respective nanmespace URIs for the various versions of XACM.
as foll ows:

* 1.0 and 1.1: The xacml prefix nmaps to
urn: oasi s: nanes:tc:xacm :1.0:policy; the context prefix maps to
urn: oasi s: nanes:tc: xacm : 1. 0: cont ext

* 2.0: The xacm prefix maps to
urn: oasi s: nanes:tc:xacm :2.0:policy; the context prefix maps to
urn: oasi s: nanes: tc: xacml : 2. 0: cont ext

* 3.0: Both the xacml and context prefixes map to the namespace
URI urn:oasis:nanes:tc: xacm : 3. 0: core: schema: wd- 17

For signed XACML [ XACM.- 3-DSi g], the XML docunent el enment is sam:
Assertion, where the saml prefix maps to the SAML 2.0 nanespace
URI urn:oasis:nanes:tc: SAM.: 2. 0: assertion [ SAM.-2].

File Extension(s): none

Maci ntosh File Type Code(s): none
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Person & Email Address to Contact for Further Information:

This registration is nade on behalf of the OASIS eXtensible Access
Control Markup Language Technical Committee (XACMLTC). Pl ease
refer to the XACMLTC website for current information on committee
chairperson(s) and their contact addresses:

http://ww:. oasi s-open.org/conmmttees/xacm /. Committee nenbers
shoul d subnmit coments and potential errors to the

xacm @i sts.oasis-open.org list. Ohers should subnit them by
filling out the web formlocated at http://ww. oasi s-open. or g/
commi tt ees/ coment s/ f orm php?wg_abbr ev=xacm .

Additionally, the XACM. devel oper comunity enail distribution
list, xacm -dev@i sts. oasi s-open.org, nmay be enployed to di scuss
usage of the application/xacn +xnl M ME nedia type. The xacnl -dev
mailing list is publicly archived here:

http://ww. oasi s- open. or g/ archi ves/ xacm -dev/. To post to the
xacm -dev mailing list, one nust subscribe to it. To subscribe,
visit the OASIS nailing |ist page at

http://ww. oasi s- open. or g/ nl manage/ .

I nt ended Usage: conmmon
Aut hor/ Change Controller:

The XACM. specification sets are a work product of the QASI S
eXt ensi bl e Access Control Markup Language Technical Conmittee
(XACMLTC). QASIS and the XACMLTC have change control over the
XACML specification sets.

3. Security Considerations

The security considerations for this specification are described in
Section 2.1 of the nedia type registration.
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