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I nt roducti on

This docunent profiles certificate enrollnment for clients using
Certificate Managenent over CMS (CMC) [ RFC5272] nessages over a
secure transport. Enrollnent over Secure Transport (EST) describes
the use of Transport Layer Security (TLS) 1.1 [RFC4346], 1.2

[ RFC5246], or any future version) and Hypertext Transfer Protoco
(HTTP) [ RFC2616] to provide an authenticated and authorized channe
for Sinple Public Key Infrastructure (PKI) Requests and Responses

[ RFC5272] .

Architecturally, the EST service is |located between a Certification
Aut hority (CA) and a client. It perfornms several functions
traditionally allocated to the Registration Authority (RA) role in a
PKI. The nature of communication between an EST server and a CAis
not described in this docunent.
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EST adopts the Certificate Managenent Protocol (CWP) [RFC4210] nodel
for CA certificate rollover, but it does not use the CMP nessage
syntax or protocol. EST servers are extensible in that new functions
may be defined to provide additional capabilities not specified in
CMC [ RFC5272], and this docunent defines two such extensions: one for
requesting Certificate Signing Request attributes and another for
requesting server-generated keys.

EST specifies how to transfer nessages securely via HITP over TLS
(HTTPS) [ RRFC2818], where the HTTP headers and nedia types are used in
conjunction with TLS. HTTPS operates over TCP; this docunment does
not specify EST over HITP/ Dat agram Transport Layer Security/User

Dat agram Protocol (HTTP/DTLS/UDP). Wth a suitable specification for
conbi ning HTTP, DTLS, and UDP, there are no EST requirements that
woul d prevent it from working over such a stack. Figure 1 shows how
the | ayers build upon each other.

EST Layeri ng:

Pr ot ocol s:

Figure 1
1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and

"OPTIONAL" in this docunment are to be interpreted as described in
[ RFC2119] .
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It is assuned that the reader is fanmliar with the terns and concepts
described in Public Key Cryptography Standard (PKCS) #10 [ RFC2986],
HTTPS [ RFC2818], CMP [ RFC4210], CMC [ RFC5272][ RFC5273] [ RFC5274], and
TLS [ RFC4346] .

In addition to the terns defined in the termi nology section of CMC
[ RFC5272], the following terns are defined for clarity:

EST CA: For certificate issuing services, the EST CAis reached
t hrough the EST server; the CA could be logically "behind" the EST
server or enbedded within it.

Third-Party Trust Anchor: Any trust anchor (TA) that is not
authoritative for the PKI hierarchy for which the EST server is
provi di ng services.

Explicit Trust Anchor: Any TA that is explicitly configured on the
client or server for use during EST TLS authentication; for
exanple, a TA that is nmanually configured on the EST client or
boot st rapped as described in Section 4.1.1. (See nore details in
Sections 3.6 and 6.)

Implicit Trust Anchor: Any third-party TA that is available on the
client or server for use during TLS authentication but is not
specifically indicated for use during EST TLS authentication; for
exanpl e, TAs commonly used by web browsers to authenticate web
servers or TAs used by servers to authenticate manufacturer-
installed client credentials (such as certificates populated into
cable nodens or routers in the factory). The authorization nodel
for these TAs is different fromthe authorization nodel for
Explicit Trust Anchors. (See nore details in Sections 3.6.1,
3.6.2, and 6).

Certificate-Less TLS: Certificate-less TLS cipher suites provide a
way to perform nutual authentication in situations where neither
the client nor server have certificates or are willing to use
them The credential used for authentication is a word, phrase,
code, or key that is shared between the client and server. The
credential must be uniquely shared between the client and server
in order to provide authentication of an individual client to an
i ndi vi dual server.

2. Operational Scenario Overviews

This section provides an informative overview of the operationa
scenarios to better introduce the reader to the protocol discussion
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2.

1

Both the EST clients and server are configured with information that
provi des the basis for nutual authentication and for authorization
The specific initialization data depends on the nethods available in
the client and server, but it can include shared secrets, network
service names and | ocations (e.g., a Uniform Resource ldentifier
(URI') [RFC3986]), trust anchor infornmation (e.g., a CA certificate or
a hash of a TA's certificate), and enroll ment keys and certificates.
Dependi ng on an enterprise’'s acquisition and network nanagenent
practices, some initialization nay be performed by the vendor prior
to delivery of client hardware and software. 1In that case, the
client vendor may provide data, such as trust anchors, to the
enterprise via a secure procedure. The distribution of this initia
information i s out of scope.

Di stribution of trust anchors and other certificates can be effected
via the EST server. However, nothing can be inferred about the
authenticity of this data until an out-of-band mechanismis used to
verify them

Sections 2.1-2.3 very closely mirror the text of the Scenarios
Appendi x of [RFC6403] with such nodifications as are appropriate for
this profile. Sections 2.1-2.6, below, enunerate the set of EST
functions (see Figure 5) and provide an informative overview of EST s
capabilities.

The general client/server interaction proceeds as foll ows:

The client initiates a TLS-secured HTTP session with an EST
server.

A specific EST service is requested based on a portion of the UR
used for the session

The client and server authenticate each other.

The client verifies that the server is authorized to serve this
client.

The server verifies that the client is authorized to nake use of
this server and the request that the client has nade.

The server acts upon the client request.
obtaining CA Certificates
The EST client can request a copy of the current EST CA

certificate(s) fromthe EST server. The EST client is assuned to
performthis operation before perform ng other operations.
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Thr oughout this docunent we assune the EST CA has a certificate that
is used by the client to verify signed objects issued by the CA
e.g., certificates and certificate revocation lists (CRLs), and that
a different certificate than the one used to verify signatures on
certificates and CRLs is used when EST protocol comrunication
requires additional encryption

The EST client authenticates and verifies the authorization scope of
the EST server when requesting the current CA certificate(s). As
detailed in Sections 3.3.1 and 3.3.3, available options include:

o Verifying the EST server’s HITPS URl against the EST server’s
certificate using Inplicit TAs (simlar to a common HTTPS
exchange). This allows the EST server and client to | everage
exi sting TAs that might be known to the EST client.

o The client can |leverage a previously distributed trust anchor
specific to the EST server. This allows the EST client to use an
existing, potentially older, CA certificate to request a current
CA certificate.

o For bootstrapping, the EST client can rely upon nanua
aut hentication perfornmed by the end-user as detailed in
Section 4.1.1.

o The client can | everage the binding of a shared credential to a
specific EST server with a certificate-less TLS ci pher suite.

Cient authentication is not required for this exchange, so it is
trivially supported by the EST server

2. 2. Initial Enroll ment

After authenticating an EST server and verifying that it is

aut horized to provide services to the client, an EST client can
acquire a certificate for itself by subnmtting an enroll nent request
to that server.

The EST server authenticates and authorizes the EST client as
specified in Sections 3.3.2, 3.3.3, and 3.7. The nethods descri bed
in the normative text that are discussed in this overview incl ude:

0 TLS with a previously issued client certificate (e.g., an existing
certificate issued by the EST CA)

0 TLS with a previously installed certificate (e.g., manufacturer-

installed certificate or a certificate issued by sonme ot her
party);
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0 Certificate-less TLS (e.g., with a shared credential distributed
out - of - band) ;

0 HTTP-based with a usernane/ password distributed out- of - band
2.2.1. Certificate TLS Authentication

If the EST client has a previously installed certificate issued by a
third-party CA, this certificate can be used to authenticate the
client’s request for a certificate fromthe EST server (if that CAis
recogni zed by the EST server). An EST client responds to the EST
server’s TLS certificate request nessage with the existing
certificate already held by the client. The EST server will verify
the client’s existing certificate and authorize the client’s request
as described in Section 3.3.2.

2.2.2. Certificate-Less TLS Authentication

The EST client and EST server can be nutually authenticated using a
certificate-less TLS cipher suite (see Section 3.3.3).

2.2.3. HTTP- Based dient Authentication

The EST server can optionally al so request that the EST client subnit
a user nane/ password using the HTTP Basic or Digest authentication

met hods (see Section 3.2.3). This approach is desirable if the EST
client cannot be authenticated during the TLS handshake (see

Section 3.3.2) or the EST server policy requires additiona

aut hentication information; see Section 3.2.3. 1In all cases,

HTTP- based client authentication is only to be perforned over a
TLS-protected transport (see Section 3.3).

2.3. dient Certificate Rei ssuance

An EST client can renew/ rekey its existing client certificate by
submitting a re-enrollnent request to an EST server

When the current EST client certificate can be used for TLS client
aut hentication (Section 3.3.2), the client presents this certificate
to the EST server for client authentication. Wen the to be reissued
EST client certificate cannot be used for TLS client authentication,
any of the authentication nethods used for initial enrollnment can be
used.

For exanple, if the client has an alternative certificate issued by

the EST CA that can be used for TLS client authentication, then it
can be used.
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The certificate request nessage includes the same Subject and
Subj ect Al t Name as the current certificate. Nane changes are
requested as specified in Section 4.2.2.

2.4. Server Key Generation

The EST client can request a server-generated certificate and key
pair (see Section 4.4).

2.5. Full PKI Request Messages

Ful | PKI Request [RFC5272] nessages can be transported via EST using
the Full CMC Request function. This affords access to functions not
provided by the Sinple Enrollment functions. Full PKI Request
nmessages are defined in Sections 3.2 and 4.2 of [RFC5272]. See
Section 4.3 for a discussion of how EST provides a transport for

t hese nessages.

2.6. Certificate Signing Request (CSR) Attributes Request

Prior to sending an enroll ment request to an EST server, an EST
client can query the EST server for a set of additional attributes
that the client is requested to use in a subsequent enroll nent
request.

These attributes can provide additional descriptive information that
the EST server cannot access itself, such as the Media Access Contro
(MAC) address of an interface of the EST client. Alternatively,
these attributes can indicate the kind of enroll nment request, such as
a specific elliptic curve or a specific hash function that the client
is expected to use when generating the CSR
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3. Protocol Design and Layering

Figure 2 provides an expansion of Figure 1, describing how the |ayers
are used. Each aspect is described in nore detail in the sections
that follow

EST Layeri ng:

Prot ocol s and uses:

|
| Message types:

| "Sinmple PKI" nessages

| (i ncorporates proof-of-possession)

| - CAcertificate retrieva

| - "Full PKI" messages (OPTI ONAL)

| (i ncorporates proof-of-possession)

| - CSR Attributes Request (OPTIONAL)

| - Server-generated key request (OPTI ONAL)
|

+
|
|
|
|
|
|
|
|
|
|
+
I
- HTTP headers and URIs for control |
- Content-Type headers specify nessage type
- Headers for control/error nessages
- URIs for selecting functions
- Basic or Digest authentication (OPTIONAL)
|+
|
|
|
|
|
|
|
|
|
|
+

TLS for transport security:

- Authentication of the EST server

- Authentication of the EST client (OPTIONAL)

- Provides comunications integrity
and confidentiality

- Suppl i es channel - bi ndi ng [ RFC5929] i nformation
to link proof-of-identity with nessage-based
pr oof - of - possessi on (OPTI ONAL)

Figure 2
Speci fying HTTPS as the secure transport for enroll nent nessages

i ntroduces two "layers" to communi cate authenticati on and contro
messages: TLS and HITP.
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The TLS layer provides integrity and confidentiality during
transport. The proof-of-identity is supplied by TLS handshake

aut hentication and optionally also by the HTTP | ayer headers. The
nmessage type and control/error nessages are included in the HITP
headers.

CMC ([ RFC5272], Section 3.1) notes that "the Sinple PKI Request MJST
NOT be used if a proof-of-identity needs to be included". Since the
TLS and HTTP | ayers can provide proof-of-identity for EST clients and
servers, the Sinple PKI nessage types are used.

The TLS layer certificate exchange provides a nmethod for authorizing
client enrollnment requests using existing certificates. Such
certificates may have been issued by the CA (fromwhich the client is
requesting a certificate), or they may have been issued under a
distinct PKI (e.g., an |IEEE 802.1AR Initial Device Identifier

(I DeviD) [IDevlD] credential).

Pr oof - of - possession (POP) is a distinct issue fromproof-of-identity
and is included in the Sinple PKI nessage type as described in
Section 3.4. A nmethod of |inking proof-of-identity and

pr oof - of - possession i s described in Section 3.5.

This docunent al so defines transport for CMC [ RFC5272] that conplies
with the CMC Transport Protocols [RFC5273]. CMC' s POP and
proof-of-identity mechanisnms are defined in CMC, but the mechani snms
here can also be used in conjunction with those mechanisms in "Ful
PKI" nmessages.

During protocol exchanges, different certificates can be used. The
followi ng table provides an informative overview. End-entities can
have one or nore certificates of each type listed in Figure 3 and use
one or nore trust anchor databases of each type listed in Figure 4.
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Certificates and their correspondi ng uses:

Use and section references

EST server
certificate

EST server
certificate

+

|

+

|

|

|

|

+

|

|

|

|

|
B,
| Third-party

| EST client

| certificate

|
|
+
|
|
|
|
+
|
|
|
|
|
|
|
+

EST client
certificate

End-entity
certificate

Pritikin, et al

The CA served by
t he EST server

A CA

aut henti cat abl e by
a third-party TA
e.g., a web server

+
|
+
|
|
|
|
+
|
|
|
|
|
+
A CA |
aut henti cat abl e by
a third-party TA |
e.g., a device
manuf act ur er |
+
|
|
|
|
+
|
|
|
|
|
|
|
+

The CA served by
t he EST server

The CA served by
t he EST server

Figure 3

St andards Tr

Presented by the EST server
during the TLS handshake.

Section 3.3.1

Presented by the EST server
during the TLS handshake.

Section 3.3.1 and
Security Considerations

Presented by the EST client
to the EST server by clients
that have not yet enroll ed.

Section 3.3.2

Presented to the EST server

during future EST operations.

Section 3.3.2

Clients can obtain certs
that are intended for

non- EST uses. This includes
certs that cannot be used
for EST operations.

Section 4.2.3
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Trust anchor databases and their correspondi ng uses:

oo o o m e e e e e e e e e e e e e e e e e e e e e e e e eme— oo
| TA database | Use and section references
+ +
| EST server | EST servers use this TA database to authenticate
| Explicit | certificates issued by the EST CA, including EST
| TA database | client certificates during enroll/re-enrol
| | operations.
| |
| | Section 3.3.2
B TS o e m e e e e e e e e e e e e e e e e e e e e e e e e e e
| EST server | EST servers use this TA database to authenticate
| Inplicit | certificates issued by third-party TAs;
| TA database | e.g., EST client certificates issued by a device
| | manufacturer.
| | An Inplicit TA database can be di sabl ed.
| |
| | Section 3.3.2
ook o o m e e e e e e e e e e e e e e e e e e e e e e eee— oo
| EST client | EST clients use this TA database to authenticate
| Explicit | certificates issued by the EST CA, including EST
| TA database | server certificates.
| |
| | Sections 3.1, 3.3.1, 3.6.1, and 4.1.1
ook o o m e e e e e e e e e e e e e e e e e e e e e e eee— oo
| EST client | EST clients use this TA database to
| Inplicit | authenticate an EST server that uses an externally
| TA database | issued certificate.
| | An Inmplicit TA database can be di sabl ed.
| |
| | Sections 3.1, 3.3.1, 3.6.2, and
| | Security Considerations
o e e o o o e e e e e e e e e e e e e e e e e e e e e e ema— oo

Figure 4
3.1. Application Layer

The EST client MJST be capable of generating and parsing Sinple PK

messages (see Section 4.2). Generating and parsing Full PKI nessages
is OPTIONAL (see Section 4.3). The client MJST also be able to

request CA certificates fromthe EST server and parse the returned
"bag" of certificates (see Section 4.1).

and parsing the returned list of attributes is OPTIONAL (see

Section 4.5).

Pritikin, et al

Requesting CSR attributes
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Details of the EST client application configuration are out of scope
of the protocol discussion but are necessary for understanding the
prerequisites of initiating protocol operations. The EST client is
RECOMVENDED to be configured with TA databases for Section 3.3.1 or
with a secret key for Section 3.3.3. Inplenentations confornmng to
this standard MJUST provide the ability to designate Explicit TAs.

For human usability reasons, a "fingerprint" of an Explicit TA

dat abase entry can be configured for bootstrapping as discussed in
Section 4.1.1. Configuration of an Inplicit TA database, perhaps by
its inclusion within the EST client distribution or available from
the operating system provides flexibility along with the caveats
detailed in Section 6. Inplenentations confornmng to this standard
MUST provide the ability to disable use of any Inplicit TA database.

The EST client is configured with sufficient information to formthe
EST server URI. This can be the full operation path segnment (e.g.
https://ww. exanpl e. com . wel | - known/ est/ or

https://ww. exanpl e. com . wel | -known/ est/arbitrarylLabel 1), or the EST
client can be configured with a tuple conposed of the authority
portion of the URI along with the OPTIONAL | abel (e.g.

"www. exanpl e.com 80" and "arbitrarylLabel 1") or just the authority
portion of the URI.

3.2. HITP Layer

HTTP is used to transfer EST nessages. URIs are defined for handling
each nmedia type (i.e., nmessage type) as described in Section 3.2.2.
HTTP is al so used for client authentication services when TLS client
authentication is not available, due to the lack of a client
certificate suitable for use by TLS (see Section 3.2.3). HITP

aut hentication can also be used in addition to TLS client
authentication if the EST server w shes additional authentication
information, as noted in Section 2.2.3. Registered nedia types are
used to convey EST nessages as specified in Figure 6.

HTTP 1.1 [ RFC2616] and above support persistent connections. As
described in Section 8.1 of RFC 2616, persistent connections may be
used to reduce network and processing | oads associated with multiple
HTTP requests. EST does not require or preclude persistent HITP
connecti ons.
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3.2.1. HITP Headers for Control

The HITP Status value is used to conmuni cate success or failure of an
EST function. HITP authentication is used by a client when requested
by the server.

The nmedia types specified in the HTTP Content-Type header indicate
whi ch EST nessage is being transferred. Media types used by EST are
specified in Section 3.2.4.

HTTP redirections (3xx status codes) to the sanme web origin (see

[ RFC6454]) SHOULD be handl ed by the client without user input so |ong
as all applicable security checks (Sections 3.3 and 3.6) have been
enforced on the initial connection. The client initiates a new TLS
connection and perforns all applicable security checks when
redirected to other web origin servers. Redirections to other web
origins require the EST client to obtain user input for non-CGET or
HEAD requests as specified in [RFC2616]. Additionally, if the client
has al ready generated a CSR that includes linking identity and POP
information (Section 3.5), then the CSRwill need to be recreated to
incorporate the tls-unique fromthe new, redirected session. Note:
the key pair need not be regenerated. These are processing and
interface burdens on the client. EST server admnistrators are
advised to take this into consideration.
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3. 2.

Pri

2. HITP URIs for Control

The EST server MJST support the use of the path-prefix of "/.well-
known/" as defined in [RFC5785] and the registered name of "est".
Thus, a valid EST server URI path begins with

"https://ww. exanpl e.conf . wel |l -known/est". Each EST operation is
i ndi cated by a path-suffix that indicates the intended operation:

Operations and their corresponding URl s:

o e e e e e e e e m o B o m e e e e e e me o oo +
| Operation | Operation path | Details |
+ + + +
| Distribution of CA | /cacerts | Section 4.1 |
| Certificates (MJST) | | |
o e e e e e oo o e e oo ook +
| Enrollnent of | /sinpleenroll | Section 4.2 |
| dients (MJST) | | |
o e e e e e e e e oo - o S e e e a - +
| Re-enroll ment of | /sinplereenroll | Section 4.2.2 |
| dients (MJST) | | |
o e e e e e oo o e e oo ook +
| Full CMC (OPTI ONAL) | /fullcnc | Section 4.3 |
o e e e e e e e e e e e e m o S o e - +
| Server-Side Key | /serverkeygen | Section 4.4 |
| Generation (OPTIONAL) | | |
o e e e e e e e e oo e e e oo e e e e ek +
| CSR Attributes | /csrattrs | Section 4.5 |
| (OPTI ONAL) | | |
o e e e e e e e e e e e e m o S o e - +

Figure 5

The operation path (Figure 5) is appended to the path-prefix to form
the URI used with HTTP GET or POST to performthe desired EST
operation. An exanple valid UR absolute path for the "/cacerts”
operation is "/.well-known/est/cacerts". To retrieve the CA's
certificates, the EST client would use the followi ng HTTP
request-Iline:

GET /. well -known/ est/cacerts HITP/ 1.1

Li kewi se, to request a new certificate in this exanple schene, the
EST client would use the follow ng request-1line:

POST /.wel | -known/ est/sinpleenroll HTTP/ 1.1
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The use of distinct operation paths sinplifies inplenentation for
servers that do not performclient authentication when distributing
/ cacerts responses.

An EST server MAY provide service for multiple CAs as indicated by an
OPTI ONAL addi tional path segnment between the registered application
nane and the operation path. To avoid conflict, the CA | abel MJST
NOT be the sane as any defined operation path segment. The EST
server MJUST provide services regardl ess of whether the additiona

path segment is present. The following are three exanple valid URls:

1. https://ww. exanpl e.conif.well-known/est/cacerts
2. https://ww. exanpl e.com . wel | -known/ est/arbitrarylLabel 1/ cacerts
3. https://ww. exanpl e. coml . wel | - known/ est/ arbi trarylLabel 2/ cacerts

In this specification, the distinction between enroll and renew rekey
is explicitly indicated by the HTTP URI. Wen requesting /fullcnt
operations, CMC [ RFC5272] uses the sanme nessages for certificate
renewal and certificate rekey.

An EST server can provide additional services using other URISs.
3.2.3. HITP-Based Cient Authentication

The EST server MAY request HITP-based client authentication. This
request can be in addition to successful TLS client authentication
(Section 3.3.2) if EST server policy requires additiona

aut hentication. (For exanple, the EST server may require that an EST
client "knows" a password in addition to "having" an existing client
certificate.) O, HITP-based client authentication can be an EST
server policy-specified fallback in situations where the EST client
did not successfully conplete the TLS client authentication. (This
mght arise if the EST client is enrolling for the first tine or if
the certificates available to an EST client cannot be used for TLS
client authentication.)

HTTP Basic and Di gest authentication MJST only be perfornmed over TLS
1.1 [RFC4346] or later versions. NULL and anon ci pher suites MJST
NOT be used because they do not provide confidentiality or support
nutual certificate-based or certificate-less authentication
respectively. As specified in "Certificate Managenent over CMS
(CMC): Transport Protocols" [RFC5273], the server "MJST NOT assune
client support for any type of HITP authentication such as cooki es,
Basi ¢ authentication, or Digest authentication". Cients SHOULD
support the Basic and Di gest authentication nmechani sm
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Servers that wish to use Basic and Di gest authentication reject the
HTTP request using the HTTP-defi ned WNV Aut henti cate response- header
([ RFC2616], Section 14.47). The client is expected to retry the
request, including the appropriate Authorization Request header

([ RFC2617], Section 3.2.2), if the client is capable of using the
Basic or Digest authentication. |If the client is not capable of
retrying the request or it is not capable of Basic or Digest

aut hentication, then the client MJUST termi nate the connecti on.

A client MAY set the usernane to the enpty string ("") if it is
presenting a password that is not associated with a usernane.

Support for HITP-based client authentication has security

ram fications as discussed in Section 6. The client MJST NOT respond
to the server’s HITP authentication request unless the client has

aut hori zed the EST server (as per Section 3.6).
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3.2.4. Message Types

Cct ober 2013

Thi s docunent uses existing nmedia types for the nessages as specified

by FTP and HTTP [ RFC2585], application/pkcsl0 [RF
[ RFC5272] .

C5967], and CMC

For consistency with [ RFC5273], each distinct EST nessage type uses

an HTTP Content-Type header with a specific nmedia

The EST nessages and their corresponding nedia ty
operation are:

t ype.

pes for each

I
I
+
I
I
I
I

+— "+ "+ +

e e e e e o m e e e e e e e e e e
| Message type | Request nedia type | Request section(s)
| | Response nedia type(s) | Response section
| (per operation) | Source(s) of types
+ + +
| Distribution of CA| NA | Section 4.1
| Certificates | application/pkcs7-m me | Section 4.1.1
| | [RFC5751]
| /cacerts | |
o m e e e e e oo Fom e e e e e am o o m e e e e e e me o oo
| dient Certificate | application/pkcsl0 | Sections 4.2/4.2.1
| Request Functions | application/pkcs7-m ne | Section 4.2.2
| | [RFC5967] [ RFC5751]
| /sinpleenroll | |
| /sinplereenroll | |
o m e e e e e oo Fom e e e e e am o o m e e e e e e me o oo
| Full CMC | application/pkcs7-mme | Section 4.3.1
| | application/pkcs7-m e | Section 4.3.2
| /fullcne | [RFC5751]

e e e ek o e e e e e e e e e e e ek
| Server-Side Key | application/pkcsl0 | Section 4.4.1
| CGeneration | multipart/mxed | Section 4.4.2
| | (application/pkecs7-mnme &
| | application/pkcs8) |
| | [RFC5967] [ RFC5751]
| /serverkeygen | [ RFC5958]
Fmm e e e o m e e e e e e ook
| CSR Attributes | NVA | Section 4.5.1
| | application/csrattrs | Section 4.5.2
| | (This docunent) |
| /csrattrs | |
e e e ek o e e e e e e e e e e e ek
Figure 6
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3.3. TLS Layer

TLS provi des authentication, which in turn enables authorization

deci sions. The EST server and EST client are responsible for
ensuring that an acceptable cipher suite is negotiated and that

nmut ual aut hentication has been perforned. TLS authentication is nost
commonly enabled with the use of certificates [ RFC5280].

Alternately, certificate-less TLS authentication, where neither the
client nor server present a certificate, is also an acceptabl e nethod
for EST nutual authentication (Section 3.3.3). The EST server MJST
be aut henticated during the TLS handshake unless the client is
requesting Bootstrap Distribution of CA certificates (Section 4.1.1)
or Full CMC (Section 4.3).

HTTPS [ RFC2818] specifies how HTTP nessages are carried over TLS
HTTPS MJUST be used. TLS 1.1 [RFC4346] (or a later version) MJST be
used for all EST comunications. TLS session resunption [ RFC5077]
SHOULD be support ed.

TLS channel -binding i nformati on can be inserted into a certificate
request, as detailed in Section 3.5, in order to provide the EST
server with assurance that the authenticated TLS client has access to
the private key for the certificate being requested. The EST server
MUST i npl enent Section 3.5.

3.3.1. TLS-Based Server Authentication
TLS server authentication with certificates MJST be supported.

The EST client authenticates the EST server as defined for the cipher
suite negotiated. The follow ng text provides details assunmng a
certificate-based cipher suite, such as the TLS 1.1 [ RFC4346]

mandat ory ci pher suite (TLS_RSA W TH 3DES _EDE CBC_SHA).

Certificate validation MJST be perfornmed as per [RFC5280]. The EST
server certificate MIST conformto the [ RFC5280] certificate profile.

The client validates the TLS server certificate using the EST client
Explicit and, if enabled, Inplicit TA database(s). The client MJST
mai ntain a distinction between the use of Explicit and Inplicit TA

dat abases during authentication in order to support proper

aut hori zation. The EST client MJST perform authorization checks as
specified in Section 3.6.

If certificate validation fails, the client MAY follow the procedure

outlined in Section 4.1.1 for Bootstrap Distribution of CA
certificates.
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3.3.2. TLS-Based dient Authentication

TLS client authentication is the RECOVWENDED nethod for identifying
EST clients. HITP-based client authentication (Section 3.2.3) MAY be
used.

The EST server authenticates the EST client as defined for the cipher
suite negotiated. The follow ng text provides details assunmng a
certificate-based cipher suite such as the TLS 1.1 [ RFC4346]

mandat ory ci pher suite (TLS_RSA W TH 3DES EDE CBC SHA). The EST
server MJST support certificate-based client authentication

Cenerally, the client will use an existing certificate for renew or
rekey operations. |f the certificate to be renewed or rekeyed is
appropriate for the negotiated cipher suite, then the client MJST use
it for the TLS handshake, otherw se the client SHOULD use an
alternate certificate that is suitable for the cipher suite and
contains the same subject identity information. Wen requesting an
enrol |l operation, the client MAY use a client certificate issued by a
third party to authenticate itself.

Certificate validation MJST be performed as per [RFC5280]. The EST
client certificate MIST conformto the [RFC5280] certificate profile.

The server validates the TLS client certificate using the EST server
Explicit and, if enabled, Inplicit TA database(s). The server MJST
mai ntain a distinction between the use of Explicit and Inplicit TA
dat abases during authentication in order to support proper

aut hori zati on.

The EST server MJST perform authorization checks as specified in
Section 3.7.

If a client does not support TLS client authentication, then it MJST
support HTTP-based client authentication (Section 3.2.3) or
certificate-less TLS authentication (Section 3.3.3).

3.3.3. Certificate-Less TLS Mutual Authentication

Certificate-less TLS cipher suites provide a way to perform nutua

aut hentication in situations where neither the client nor server have
certificates, do not desire to use certificates, or do not have the
trust anchors necessary to verify a certificate. The client and
server MAY negotiate a certificate-less cipher suite for nutual

aut henti cati on.

When using certificate-less nutual authentication in TLS for
enrol I nent, the cipher suite MJST be based on a protocol that is
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resistant to dictionary attack and MJST be based on a zero know edge
protocol. Transport Layer Security-Secure Renote Password (TLS- SRP)
ci pher suites, i.e., those with _SRP_ in the nanme, listed in

Section 2.7 of [RFC5054] are suitable for this purpose. Section 6
lists the characteristics of a cipher suite that are suitable for use
in certificate-less nutual authentication for enroll ment.

Successful authentication using a certificate-less cipher suite
proves know edge of a pre-shared secret that inplicitly authorizes a
peer in the exchange.

3.4. Proof-of-Possession

As defined in Section 2.1 of CMC [ RFC5272], proof-of-possession (POP)
"refers to a value that can be used to prove that the private key
corresponding to the public key is in the possession of and can be
used by an end-entity".

The signed enrol |l ment request provides a signature-based

pr oof - of - possessi on. The mechani sm described in Section 3.5
strengthens this by optionally including "Direct"-based

pr oof - of - possessi on [ RFC5272] by including TLS session-specific
information within the data covered by the enroll nent request
signature (thus linking the enrollnment request to the authenticated
end point of the TLS connection).

3.5. Linking Identity and POP Information

Server policy will determ ne whether clients are required to use the
mechani sm specified in this section. This specification provides a
met hod of linking identity and proof-of-possession by including

i nformati on specific to the current authenticated TLS session within
the signed certification request. The client can determine if the
server requires the linking of identity and POP by exani ning the CSR
Attributes Response (see Section 4.5.2). Regardless of the CSR
Attributes Response, clients SHOULD link identity and POP by
enbeddi ng tls-unique information in the certification request. |If
tls-unique information is included by the client, the server MJST
verify it. The EST server MAY reject requests w thout tls-unique

i nformati on as indicated by server policy.

Li nking identity and proof-of-possession proves to the server that
the authenticated TLS client has possession of the private key
associated with the certification request, and that the client was
able to sign the certification request after the TLS session was
established. This is an alternative to the "Linking Identity and POP
I nformati on" nethod defined by Section 6 of [RFC5272] that is
available if Full PKI nessages are used.
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The client generating the CSR obtains the tls-unique value fromthe
TLS subsystem as descri bed in Channel Bindings for TLS [ RFC5929].

The EST client operations between obtaining the tls-unique val ue

t hrough generation of the CSR that contains the current tls-unique
val ue and the subsequent verification of this value by the EST server
are the "phases of the application protocol during which application-
| ayer authentication occurs"; these operations are protected by the
synchroni zati on interoperability mechani smdescribed in the "Channe
Bi ndings for TLS" interoperability notes in Section 3.1 of [RFC5929].

When perform ng renegotiation, TLS "secure_renegotiation" [RFC5746]
MJUST be used.

The tl s-uni que value is base64 encoded as specified in Section 4 of
[ RFC4648], and the resulting string is placed in the certification
request chall enge-password field ([ RFC2985], Section 5.4.1). The
chal | enge-password field is imted to 255 bytes (Section 7.4.9 of

[ RFC5246] indicates that no existing cipher suite would result in an
issue with this linmtation). |f the challenge-password attribute is
absent, the client did not include the optional channel-binding
information (the presence of the challenge-password attribute

i ndi cates the inclusion of tls-unique information).

I f the EST server nmakes use of a back-end infrastructure for
processing, it is RECOWENDED that the results of this verification
be conmuni cated. (For exanple, this conmunication mght use the CMC
[ RFC5272] "RA POP Wtness Control™ in a CMC Full PKI Request nessage.
O, an EST server might TLS-authenticate an EST client as being a
trusted infrastructure el ement that does not forward invalid
requests. A detailed discussion of back-end processing is out of
scope.)

When rejecting requests, the EST server response is as described for
all enroll responses (Section 4.2.3). |If a Full PKI Response is

i ncluded, the CMCFail Info MIUST be set to popFailed. |If a human-
readabl e rej ect nessage is included, it SHOULD include an infornmative
text message indicating that the linking of identity and POP
infornmation is required.

3.6. Server Authorization

The client MUST check EST server authorization before accepting any
server responses or responding to HTTP aut hentication requests.

The EST client authorization nethod depends on whi ch net hod was used
to authenticate the server. When the Explicit TA database is used to
aut henticate the EST server, then Section 3.6.1 applies. VWhen the
Inmplicit TA database is used to authenticate the EST server, then
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Section 3.6.2 applies. Successful authentication using a
certificate-less cipher suite inplies authorization of the server

The client MAY perform bootstrapping as specified in Section 4.1.1
even if these checks fail

3.6.1. dient Use of Explicit TA Dat abase

Wien the EST client Explicit TA database is used to validate the EST
server certificate, the client MJST check either the configured URI
or the nost recent HTTP redirection URI against the server’s identity
according to the rules specified in [ RFC6125], Section 6.4, or the
EST server certificate MJST contain the id-kp-cntRA [ RFC6402]

ext ended key usage extension.

3.6.2. dient Use of Inplicit TA Dat abase

When the EST client Inplicit TA database is used to validate the EST
server certificate, the client MJST check the configured URI and each
HTTP redirection URI according to the rules specified in [ RFC6125],
Section 6.4. The provisioned URI or the nost recent HTTP redirection
URI provides the basis for authorization, and the server’s

aut henticated identity confirms it is the authorized server.

3.7. dient Authorization

The decision to issue a certificate to a client is always controlled
by local CA policy. The EST server configuration reflects this CA
policy. This docunent does not specify any constraints on such
policy. EST provides the EST server access to each client’s
authenticated identity -- e.g., the TLS client’'s certificate in
addition to any HTTP user authentication credentials -- to help in

i mpl ementing such policy.

If the client’s certificate was issued by the EST CA, and it includes
the id-kp-cntRA [ RFC6402] extended key usage extension, then the
client is a Registration Authority (RA) as described in [ RFC5272] and
[ RFC6402]. In this case, the EST server SHOULD apply authorization
policy consistent with an RA client. For exanple, when handling
/sinpleenroll requests, the EST server could be configured to accept
POP linking information that does not match the current TLS session
because the authenticated EST client RA has verified this information
when acting as an EST server (as specified in Section 3.5). Mire
specific RA nechanisns are available if the EST client uses /fullcnt
nmet hods.
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4. Protocol Exchange Details

Bef ore processing a request, an EST server deternmines if the client
is authorized to receive the requested services. Likew se, the
client determines if it will nmake requests to the EST server. These
aut hori zation decisions are described in the next two sections.
Assum ng that both sides of the exchange are authorized, then the
actual operations are as described in subsequent sections.

4. 1. Distribution of CA Certificates

The EST client can request a copy of the current CA certificates.
This function is generally perforned before other EST functions.

4.1.1. Bootstrap Distribution of CA Certificates

It is possible that the client was not configured with an Inplicit TA
dat abase that allows a bootstrap installation of the Explicit TA

dat abase as described in 4.1.3. This section describes an alternate
met hod by which minimally configured EST clients can popul ate their
Explicit TA database.

If the EST client application does not specify either an Explicit TA
dat abase or an Inplicit TA database, then the initial TLS server

aut hentication and authorization will fail. The client MAY
provisionally continue the TLS handshake to conpletion for the
pur poses of accessing the /cacerts or /fullcnc method. |[If the EST

client continues with an unauthenticated connection, the client MJST
extract the HITP content data fromthe response (Sections 4.1.3 or
4.3.2) and engage a hunman user to authorize the CA certificate using
out - of -band data such as a CA certificate "fingerprint" (e.g., a
SHA- 256 or SHA-512 [SHS] hash on the whole CA certificate). In a
/fullcnc response, it is the Publish Trust Anchors control (CMC

[ RFC5272], Section 6.15) within the Full PKI Response that nust be
accepted manually. 1t is incunbent on the user to properly verify
the TA information, or to provide the "fingerprint" data during
configuration that is necessary to verify the TA i nformati on.

HTTP aut hentication requests MJST NOT be responded to if the server
has not been authenticated as specified in Section 3.3.1 or if the
optional certificate-less authentication is used as specified in
Section 3.3.3.

The EST client uses the /cacerts response to establish an Explicit

Trust Anchor database for subsequent TLS authentication of the EST
server. EST clients MJUST NOT engage in any ot her protocol exchange
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until after the /cacerts response has been accepted and a new TLS
session has been established (using TLS certificate-based
aut henti cati on).

4.1.2. CA Certificates Request

EST clients request the EST CA TA database information of the CA (in
the formof certificates) with an HTTPS GET nessage usi ng an
operation path of "/cacerts". EST clients and servers MJST support
the /cacerts function. dients SHOULD request an up-to-date response
before stored information has expired in order to ensure the EST CA
TA database is up to date.

The EST server SHOULD NOT require client authentication or
aut horization to reply to this request.

The client MJST authenticate the EST server, as specified in
Section 3.3.1 if certificate-based authentication is used or
Section 3.3.3 if the optional certificate-less authentication is
used, and check the server’s authorization as given in Section 3.6,
or follow the procedure outlined in Section 4.1.1.

4.1.3. CA Certificates Response

I f successful, the server response MJST have an HTTP 200 response
code. Any other response code indicates an error and the client MJST
abort the protocol

A successful response MIST be a certs-only CMC Sinple PKI Response,
as defined in [ RFC5272], containing the certificates described in the
foll owi ng paragraph. The HTTP content-type of
"application/pkcs7-minme" is used. The Sinple PKI Response is sent
with a Content-Transfer-Encodi ng of "base64" [RFC2045].

The EST server MJST include the current root CA certificate in the
response. The EST server MJST include any additional certificates
the client would need to build a chain froman EST CA-issued
certificate to the current EST CA TA For exanple, if the EST CAis
a subordinate CA, then all the appropriate subordinate CA
certificates necessary to build a chain to the root EST CA are
included in the response.

The EST server SHOULD include the three "Root CA Key Update"
certificates AdWthd d, A dWthNew, and NewNthd d in the response
chain. These are defined in Section 4.4 of CWMP [ RFC4210]. The EST
client MIUST be able to handl e these certificates in the response.

The EST CA's nost recent self-signed certificate (e.g., NewWthNew
certificate) is self-signed and has the |atest NotAfter date. |If the
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EST server does not include these in the response, then after the
current EST CA certificate expires, the EST clients will need to be
reinitialized with the PKI using the Bootstrap Distribution of CA
certificates (Section 4.1.1) method, which involves user interaction

After out-of-band validation occurs, all the other certificates MJST
be validated using normal [RFC5280] certificate path validation
(using the nost recent CA certificate as the TA) before they can be
used to build certificate paths during certificate validation

The EST client MJUST store the extracted EST CA certificate as an
Explicit TA database entry for subsequent EST server authentication.
The EST client SHOULD di sable use of Inplicit TA database entries for
this EST server now that an Explicit TA database entry is avail able.
If the client disables the Inplicit TA database, and if the EST
server certificate was verified using an Inplicit TA database entry,
then the client MJST include the "Trusted CA Indication” extension in
future TLS sessions [RFC6066]. This indicates to the server that
only an EST server certificate authenticatable by the Explicit TA

dat abase entry is now acceptabl e (otherw se, the EST server night
continue to use a server certificate that is only verifiable by a now
disabled Inmplicit TA).

The EST client SHOULD al so nake the CA Certificate response
infornmati on available to the end-entity software for use when
val i dating peer certificates.

4.2. Cient Certificate Request Functions

EST clients request a certificate fromthe EST server with an HTTPS

PCST using the operation path value of "/sinpleenroll". EST clients
request a renew rekey of existing certificates with an HTTP POST
using the operation path value of "/sinplereenroll". EST servers

MUST support the /sinpleenroll and /sinplereenroll functions.

It is RECOWENDED that a client obtain the current CA certificates,
as described in Section 4.1, before perforning certificate request
functions. This ensures that the client will be able to validate the
EST server certificate. The client MJST authenticate the EST server
as specified in Section 3.3.1 if certificate-based authentication is
used or Section 3.3.3 if the optional certificate-less authentication
is used. The client MJUST verify the authorization of the EST server
as specified in Section 3.6.

The server MUST authenticate the client as specified in Section 3.3.2
if certificate-based authentication is used or Section 3.3.3 if the
optional certificate-less authentication is used. The server MJST
verify client authorization as specified in Section 3.7. The EST
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server MJST check the tls-unique value, as described in Section 3.5,
if one is submtted by the client.

The server MAY accept a certificate request for nmanual authorization
checking by an administrator. (Section 4.2.3 describes the use of an
HTTP 202 response to the EST client if this occurs.)

4.2.1. Sinple Enrollnent of Cients

When HTTPS PCSTing to /sinmpleenroll, the client MIUST include a Sinple
PKI Request as specified in CMC [ RFC5272], Section 3.1 (i.e., a PKCS
#10 Certificati on Request [RFC2986]).

The Certification Signing Request (CSR) signature provides

pr oof - of - possessi on of the client-possessed private key to the EST
server. |If the CSR KeyUsage extension indicates that the private key
can be used to generate digital signatures, then the client MJST
generate the CSR signature using the private key. |If the key can be
used to generate digital signatures but the requested CSR KeyUsage
extension prohibits generation of digital signatures, then the CSR
signature MAY still be generated using the private key, but the key
MUST NOT be used for any other signature operations (this is

consi stent with the recomendati ons concerni ng subm ssi on of

pr oof - of - possession to an RA or CA as described in

[ SP-800-57-Part-1]). The use of /fullcnt operations provides access
to nore advanced proof-of - possessi on net hods that are used when the
key pair cannot be used for digital signature generation (see
Section 4.3).

The HTTP content-type of "application/pkcsl0" is used here. The
format of the nessage is as specified in [RFC5967] with a Content-
Transf er- Encodi ng of "base64" [ RFC2045].

If the EST client authenticated using a previously installed
certificate issued by a third-party CA (see Section 2.2.1), the
client MAY include the ChangeSubjectNane attribute, as defined in
[ RFC6402], in the CSR to request that the subjectNane and

Subj ect Al t Nane be changed in the new certificate.

The EST client MAY request additional certificates even when using an
existing certificate in the TLS client authentication. For exanple,
the client can use an existing certificate for TLS client

aut henti cation when requesting a certificate that cannot be used for
TLS client authentication.
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4.2.2. Sinple Re-enrollnent of dients

EST clients renew rekey certificates with an HTTPS POST using the
operation path value of "/sinplereenroll".

A certificate request enploys the sane format as the "sinpleenroll"
request, using the same HTTP content-type. The request Subject field
and Subj ect Al t Name extension MJST be identical to the correspondi ng
fields in the certificate being renewed/ rekeyed. The
ChangeSubj ect Nanme attribute, as defined in [ RFC6402], MAY be incl uded
in the CSR to request that these fields be changed in the new
certificate.

If the Subject Public Key Info in the certification request is the
sane as the current client certificate, then the EST server renews
the client certificate. |If the public key information in the
certification request is different than the current client
certificate, then the EST server rekeys the client certificate.

4.2.3. Sinple Enroll and Re-enroll Response

If the enrollnent is successful, the server response MJST contain an
HTTP 200 response code with a content-type of
"application/ pkcs7-m ne"

A successful response MIST be a certs-only CMC Sinpl e PKI Response
as defined in [ RFC5272], containing only the certificate that was

i ssued. The HITP content-type of "application/pkcs7-mnme" with an
sm nme-type paranmeter "certs-only" is used, as specified in [ RFC5273].

The server MUST answer with a suitable 4xx or 5xx HITP [ RFC2616]

error code when a problemoccurs. A Sinple PKI Response with an HTTP
content-type of "application/pkecs7-m nme" (see Section 4.3.2) MY be
included in the response data to convey an error response. |If the
content-type is not set, the response data MJST be a pl ai ntext human-
readabl e error nessage containing explanatory information describing
why the request was rejected (for exanple, indicating that CSR
attributes are inconplete).

If the server responds with an HTTP [ RFC2616] 202, this indicates
that the request has been accepted for processing but that a response
is not yet available. The server MIST include a Retry-After header
as defined for HTTP 503 responses. The server also MAY incl ude

i nformative human-readabl e content. The client MUST wait at | east
the specified "retry-after” tinme before repeating the sane request.
The client repeats the initial enrollnent request after the
appropriate "retry-after” interval has expired. The client SHOULD
log or informthe end-user of this event. The server is responsible
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for maintaining all states necessary to recogni ze and handle retry
operations as the client is stateless in this regard; it sinmply sends
the sane request repeatedly until it receives a different response
code. Al other return codes are handled as specified in HTTP

[ RFC2616] .

If the client closes the TLS connections while waiting for the Retry-
After time to expire, then the client initiates a new TLS connection
and perforns all applicable security checks. |If the client has

al ready generated a CSR that includes linking identity and POP
information (Section 3.5), then the CSRwill need to be recreated to
i ncorporate the tls-unique fromthe new, redirected session. Note:
the key pair need not be regenerated. These are processing and
interface burdens on the client. EST server administrators are
advised to take this into consideration.

The EST client MAY al so nake the certificate response, and associ at ed
private key, available to end-entity software for use as an
end-entity certificate.

4.3. Full CMC

An EST client can request a certificate froman EST server with an
HTTPS POST using the operation path value of "/fullcnt". Support for
the /fullcnc function is OPTIONAL for both clients and servers.

4.3.1. Full CMC Request

If the HTTP POST to /fullcnt is not a valid Full PKI Request, the
server MJST reject the nmessage. The HTTP content-type used is
"application/pkcs7-mne" with an sminme-type paraneter "CMC-request”,
as specified in [RFC5273]. The body of the message is the binary
val ue of the encoding of the PKI Request with a

Cont ent - Tr ansf er - Encodi ng of "base64" [ RFC2045].

4.3.2. Full CMC Response

If the enrollnent is successful, the server response MJST include an
HTTP 200 response code with a content-type of

"application/pkcs7-m nme" as specified in [ RFC5273]. The response
data includes either the Sinple PKI Response with an sm ne-type
paraneter of "certs-only" or the Full PKI Response with an sm ne-type
paraneter "CMC-response", as specified in Section 3.2.1 of [RFC5751].
The body of the nessage is the binary value of the encoding of the
PKI Response with a Content-Transfer-Encodi ng of "base64" [ RFC2045].
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When rejecting a request, the server MJUST specify either an HTTP 4xx
error or an HITP 5xx error. A CMC response with the content-type of
"application/pkcs7-m me" MJST be included in the response data for
any CMC error response.

Al'l other return codes are handl ed as specified in Section 4.2.3 or
HTTP [ RFC2616]. For exanple, a client interprets an HITP 404 or 501
response to indicate that this service is not inplenented.

4.4. Server-Side Key Generation

An EST client nmay request a private key and associated certificate
froman EST server using an HTTPS POST with an operation path val ue
of "/serverkeygen". Support for the /serverkeygen function is

OPTI ONAL.

A client MJST authenticate an EST server, as specified in

Section 3.3.1 if certificate-based authentication is used or
Section 3.3.3 if the optional certificate-less authentication is
used, and check the server’s authorization as given in Section 3.6.

The EST server MJST authenticate the client, as specified in

Section 3.3.2 if certificate-based authenticated is used or

Section 3.3.3 if the optional certificate-less authentication is
used, and check the client’s authorization as given in Section 3.7.
The EST server applies whatever authorization or logic it chooses to
determine if the private key and certificate should be provided.

Ci pher suites that have a NULL confidentiality algorithm MJUST NOT be
used as they will disclose the contents of an unprotected private
key.

Proper random nunber and key generation [RFC4086] is a server

i npl enment ati on responsibility, and server archiving of generated keys
is determined by CA policy. The key pair and certificate are
transferred over the TLS session. The cipher suite used to return
the private key and certificate MUST offer confidentiality
comrensurate with the private key being delivered to the client.

The EST client MAY request additional certificates even when using an
existing certificate in the TLS client authentication. For exanple,
the client can use an existing certificate for TLS client

aut henti cation when requesting a certificate that cannot be used for
TLS client authentication.
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4.4.1. Server-Side Key Generation Request

The certificate request is HITPS POSTed and is the sane format as for
the "/sinpleenroll” and "/sinplereenroll" path extensions with the
same content-type and transfer encoding.

In all respects, the server SHOULD treat the CSR as it woul d any
enroll or re-enroll CSR, the only distinction here is that the server
MJUST ignore the public key values and signature in the CSR  These
are included in the request only to allow re-use of existing
codebases for generating and parsing such requests.

If the client desires to receive the private key with encryption that
exi sts outside of and in addition to that of the TLS transport used
by EST or if server policy requires that the key be delivered in such
a form the client MIST include an attribute in the CSR indicating
the encryption key to be used. Both symetric and asymetric
encryption are supported as described in the followi ng subsections.
The client MUST al so include an SM MECapabilities attribute

([ RFC2633], Section 2.5) in the CSRto indicate the key enci phernent
algorithms the client is willing to use.

It is strongly RECOMMENDED that the clients request that the returned
private key be afforded the additional security of the Cryptographic
Message Syntax (CMS) Envel opedData in addition to the TLS-provided
security to protect against unauthorized disclosure.

4.4.1.1. Requests for Symretric Key Encryption of the Private Key

To specify a symmetric encryption key to be used to encrypt the
server-generated private key, the client MJST include a
Decrypt Keyl dentifier attribute (as defined in Section 2.2.5 of

[ RFC4108]) specifying the identifier of the secret key to be used by
the server to encrypt the private key. Wile that attribute was
originally designated for specifying a firmvare encryption key, it
exactly mrrors the requirenents for specifying a secret key to
encrypt a private key. |If the server does not have a secret key

mat ching the identifier specified by the client, the request MJST be
termi nated and an error returned to the client. Distribution of the
key specified by the DecryptKeyldentifier to the key generator and
the client is outside the scope of this docunent.
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4.4.1.2. Requests for Asymetric Encryption of the Private Key

To specify an asymretric encryption key to be used to encrypt the
server-generated private key, the client MJST include an
Asymretri cDecrypt Keyldentifier attribute. The

Asymret ri cDecrypt Keyldentifier attribute is defined as:

i d-aa- asymDecr ypt Keyl D OBJECT | DENTI FIER :: = {
id-aa 54 }

The asymetric-decrypt-key-identifier attribute values have ASN. 1
type AsymetricDecrypt Keyldentifier (where ASN. 1 is defined in
[ X.680])::

Asymret ri cDecrypt Keyl dentifier ::= OCTET STRI NG

If the server does not have a public key matching the identifier
specified by the client, the request MJST be term nated and an error
returned to the client. Distribution of the key specified by the
Asymret ri cDecrypt Keyl dentifier to the key generator and the client is
outside the scope of this docunent. |If the key identified is bound
to an X. 509 certificate, then the key MJST either explicitly support
keyTransport or keyAgreenment or its use MJST be unrestricted.

4.4.2. Server-Side Key Ceneration Response

If the request is successful, the server response MJST have an HTTP
200 response code with a content-type of "multipart/m xed" consisting
of two parts: one part is the private key data and the other part is
the certificate data.

The format in which the private key data part is returned is
dependent on whether the private key is being returned with
addi ti onal encryption on top of that provided by TLS.

I f additional encryption is not being enployed, the private key data
MUST be placed in an "application/pkcs8". An "application/pkcs8"
part consists of the base64-encoded DER-encoded [ X 690]

Privat eKeylnfo with a Content-Transfer-Encodi ng of "base64"

[ RFC2045] .

If additional encryption is being enployed, the private key is placed
inside of a CM5 SignedData. The SignedData is signed by the party
that generated the private key, which may or nay not be the EST
server or the EST CA. The SignedData is further protected by placing
it inside of a CM5 Envel opedData, as described in Section 4 of

[ RFC5958]. The following Iist shows how the EncryptedData i s used,
dependi ng on the type of protection key specified by the client.
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(o]

If the client specified a symmetric encryption key to protect the
server-generated private key, the Envel opedData content is
encrypted using the secret key identified in the request. The
Envel opedDat a Recipientinfo field MIUST indicate the key-encryption
kekri key management technique. The values are as foll ows:
version is set to 4, key-encryption key identifier (kekid) is set
to the value of the DecryptKeyldentifier from Section 4.4.1.1;
keyEncryptionAlgorithmis set to one of the key wap al gorithmns
that the client included in the SM MECapabilities acconmpanying the
request; and encryptedKey is the encrypted key.

If the client specified an asymmetric encryption key suitable for
key transport operations to protect the server-generated private
key, the Envel opedData content is encrypted using a randony
generated symetric encryption key. The cryptographic strength of
the synmetric encryption key SHOULD be equivalent to the client-
specified asymmetric key. The Envel opedData Recipientinfo field
MUST i ndicate the KeyTransReci pientinfo (ktri) key nanagenent
technique. |In KeyTransRecipientlnfo, the Recipientldentifier
(rid) is either the subjectKeyldentifier copied fromthe attribute
defined in Section 4.4.1.2 or the server deternines an associated
i ssuer AndSeri al Nunber fromthe attribute; version is derived from
the choice of rid [ RFC5652], keyEncryptionAlgorithmis set to one
of the key wap algorithnms that the client included in the

SM MECapabi l i ti es acconpanyi ng the request, and encryptedKey is
the encrypted key.

If the client specified an asymmetric encryption key suitable for
key agreenment operations to protect the server-generated private
key, the Envel opedData content is encrypted using a randonly
generated synmetric encryption key. The cryptographic strength of
the synmetric encryption key SHOULD be equivalent to the client-
specified asymmetric key. The Envel opedData Recipientinfo field
MUST i ndicate the KeyAgreeRecipientlinfo (kari) key managenent
technique. 1In the KeyAgreeRecipientlnfo type, version
originator, and user keying material (ukm) are as in [ RFC5652],
and keyEncryptionAlgorithmis set to one of the key wap
algorithms that the client included in the SM MECapabilities
acconpanying the request. The recipient’s key identifier is
either copied fromthe attribute defined in Section 4.4.1.2 to
subj ect Keyl dentifier or the server determ nes an

| ssuer AndSeri al Nunber that corresponds to the value provided in
the attribute.

In all three additional encryption cases, the Envel opedData is
returned in the response as an "application/pkcs7-m me" part with an
sm me-type paraneter of "server-generated-key" and a Content-

Tr ansf er - Encodi ng of "base64".
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The certificate data part is an "application/pkcs7-nm ne" and exactly
mat ches the certificate response to /sinpleenroll

When rejecting a request, the server MJST specify either an HTTP 4xx
error or an HITP 5xx error. |If the content-type is not set, the
response data MJUST be a plai ntext hunan-readabl e error nessage.

4.5, CSR Attributes

CA policy may allow inclusion of client-provided attributes in
certificates that it issues, and sone of these attributes may
describe information that is not available to the CA In addition, a
CA may desire to certify a certain type of public key and a client
may not have a priori know edge of that fact. Therefore, clients
SHOULD request a list of expected attributes that are required, or
desired, by the CAin an enrollnment request or if dictated by |oca

policy.

The EST server SHOULD NOT require client authentication or
aut horization to reply to this request.

Requesting CSR attributes is optional, but clients are advised that
CAs may refuse enrollnment requests that are not encoded according to
the CA's policy.

4.5.1. CSR Attributes Request

The EST client requests a list of CA-desired CSR attributes fromthe
CA by sending an HTTPS GET nessage to the EST server with an
operations path of "/csrattrs"

4.5.2. CSR Attributes Response

If locally configured policy for an authenticated EST client
indicates a CSR Attributes Response is to be provided, the server
response MJST include an HTTP 200 response code. An HTTP response
code of 204 or 404 indicates that a CSR Attri butes Response is not
avai l abl e. Regardl ess of the response code, the EST server and CA
MAY rej ect any subsequent enroll nment requests for any reason, e.g.
i nconplete CSR attributes in the request.
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Responses to attribute request nessages MJST be encoded as the
content-type of "application/csrattrs" with a

Cont ent - Transf er - Encodi ng of "base64" [RFC2045]. The syntax for
application/csrattrs body is as foll ows:

CsrAttrs ::= SEQUENCE SIZE (0.. MAX) OF AttrO A D
AttrOAOD ::= CHO CE (oid OBJECT | DENTI FIER, attribute Attribute }
Attribute { ATTRIBUTE: |1 OSet } ::= SEQUENCE ({

type ATTRIBUTE. & d({1CSet}),
val ues SET SIZE(1..MAX) OF ATTRI BUTE. &Type({!| CSet}{@ype}) }

An EST server includes zero or nore O Ds or attributes [ RFC2986] that
it requests the client to use in the certification request. The
client MUST ignore any OD or attribute it does not recognize. Wen
the server encodes CSR Attributes as an enpty SEQUENCE, it neans that
the server has no specific additional information it desires in a
client certification request (this is functionally equivalent to an
HTTP response code of 204 or 404).

If the CArequires a particular crypto systemor use of a particul ar
signature schene (e.g., certification of a public key based on a
certain elliptic curve, or signing using a certain hash algorithn) it
MUST provide that information in the CSR Attri bute Response. |[|f an
EST server requires the linking of identity and POP information (see
Section 3.5), it MJST include the chall engePassword O D in the CSR
Attributes Response.

The structure of the CSR Attributes Response SHOULD, to the greatest
extent possible, reflect the structure of the CSRit is requesting.
Requests to use a particular signature schene (e.g. using a

particul ar hash function) are represented as an O D to be reflected
in the SignatureAl gorithmof the CSR Requests to use a particul ar
crypto system(e.g., certification of a public key based on a certain
elliptic curve) are represented as an attribute, to be reflected as
the Algorithm dentifier of the SubjectPublicKeylnfo, with a type

i ndicating the algorithmand the val ues indicating the particular
paraneters specific to the algorithm Requests for descriptive
information fromthe client are made by an attribute, to be
represented as Attributes of the CSR, with a type indicating the

[ RFC2985] extensi onRequest and the val ues indicating the particul ar
attributes desired to be included in the resulting certificate’'s

ext ensi ons.

The sequence is Distinguished Encodi ng Rul es (DER) encoded [ X. 690]

and then base64 encoded (Section 4 of [RFC4648]). The resulting text
forns the application/csrattr body, w thout headers.
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For exanple, if a CArequests a client to submt a certification
request containing the chall engePassword (indicating that |inking of
identity and POP information is requested; see Section 3.5), an
ext ensi onRequest with the Media Access Control (MAC) address
([ RFC2307]) of the client, and to use the secp384r1 elliptic curve
and to sign with the SHA384 hash function. Then, it takes the
fol | owi ng:

anb chal | engePassword (1.2.840.113549.1.9.7)

Attribute: type = extensionRequest (1.2.840.113549.1.9.14)
val ue = macAddress (1.3.6.1.1.1.1.22)

Attribute: type = id-ecPublicKey (1.2.840.10045.2.1)
val ue = secp384r1 (1.3.132.0.34)

anD ecdsaWt hSHA384 (1.2.840.10045. 4. 3. 3)
and encodes theminto an ASN. 1 SEQUENCE to produce:
30 41 06 09 2a 86 48 86 f7 0d 01 09 07 30 12 06 07 2a 86 48 ce 3d
02 01 31 07 06 05 2b 81 04 00 22 30 16 06 09 2a 86 48 86 f7 0d 01
09 Oe 31 09 06 07 2b 06 01 01 01 01 16 06 08 2a 86 48 ce 3d 04 03
03
and t hen base64 encodes the resulting ASN. 1 SEQUENCE to produce:

MEEGCSqGSI b3DQEIBz ASBgcghkj OPQ BMQx GBSuBBAAI MBYGCSqGSI b3DQEJD) EJ
Bgcr BgEBAQEVBggqhkj OPQRDAW==

5. | ANA Consi derati ons

Section 4.4.1.2 defines an O D that has been registered in an arc
del egated by the I ANA to the PKI X working group.

| ANA has registered the foll ow ng

| ANA updated the well-known URI registry with the following filled-in
tenpl ate from [ RFC5785] .

URI suffix: est

Change controller: |ETF
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| ANA has updated the "Application Media Types" registry with the
following filled-in tenplates from [ RFC6838].

The medi a subtype for CSR attributes in a CSR Attributes Response is
application/csrattrs.

Type nane: application

Subt ype nane: csrattrs

Requi red paraneters: None

Optional paraneters: None

Encodi ng consi derati ons: binary;

Security Considerations:
Cients request a list of attributes that servers wish to be in
certification requests. The request/response is normally done
in a TLS-protected tunnel

Interoperability considerations: None

Publ i shed specification: This neno.

Applications which use this nmedia type: Enrollnment over Secure
Transport (EST)

Addi tional information
Magi ¢ nunber(s): None
File extension: .csrattrs

Person & enmmil address to contact for further information:
Dan Har ki ns <dhar ki ns@r ubanet wor ks. conp

Restrictions on usage: None

Aut hor: Dan Har ki ns <dhar ki ns@r ubanet wor ks. con

I nt ended usage: COVMON

Change controller: The I ESG <iesg@etf.org>
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The application/pkcs7-nine content-type defines the optiona

"sm ne-type" paraneter [RFC5751] with a set of specific values. This
docunment adds anot her val ue, "server-generated-key", as the paraneter
val ue for Server-side Key Ceneration Response.

6. Security Considerations

Support for Basic authentication, as specified in HITP [ RFC2617],

all ows the server access to a client’s cleartext password. This
provi des support for |egacy usernane/ password databases but requires
exposi ng the plaintext password to the EST server. Use of a PIN or
one-tine password can help mtigate such exposure, but it is
RECOMVENDED t hat EST clients use such credentials only once to obtain
aclient certificate (that will be used during future interactions
with the EST server).

When a client uses the Inplicit TA database for certificate
validation (see Section 3), then authorization proceeds as specified
in Section 3.6.2. In this situation, the client has validated the
server as being a responder that is certified by a third party for
the URI configured, but it cannot verify that the responder is

aut horized to act as an RA for the PKI in which the client is trying

to enroll. Cients using an Inplicit Trust Anchor database are
RECOMVENDED to use only TLS-based client authentication (to prevent
exposi ng HTTP-based client authentication information). It is

RECOMVENDED t hat such clients include "Linking Identity and POP
Information" (Section 3.5) in requests (to prevent such requests from
being forwarded to a real EST server by a man in the nmiddle). It is
RECOMVENDED that the Inplicit Trust Anchor database used for EST
server authentication be carefully nmanaged to reduce the chance of a
third-party CA with poor certification practices from being trusted.
Disabling the Inplicit Trust Anchor database after successfully
receiving the Distribution of CA certificates response

(Section 4.1.3) limts any vulnerability to the first TLS exchange.

Certificate-less TLS cipher suites that maintain security and perform
the mutual authentication necessary for enrollnent have the follow ng
properties:

o the only information | eaked by an active attack is whether or not
a single guess of the secret is correct.

0 any advantage an adversary gains is through interaction and not
conput ati on.

0 it is possible to perform counterneasures, such as exponentia

backoff after a certain nunber of failed attenpts, to frustrate
repeated active attacks.
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Using a certificate-less cipher suite that does not have the
properties listed above would render the results of enrollnment void
and potentially result in certificates being issued to

unaut henti cat ed and/ or unaut hori zed entities.

When using a certificate-less TLS ci pher suite, the shared secret
used for authentication and authorization cannot be shared with an
entity that is not a party to the exchange: soneone other than the
client and the server. Any additional sharing of secrets voids the
security afforded by a certificate-less cipher suite. Exposure of a
shared secret used by a certificate-less cipher suite to a third
party enables client inpersonation that can result in corruption of a
client’s trust anchor database.

TLS ci pher suites that include "_EXPORT_" and "_DES " in their nanes
MUST NOT be used. These ciphers do not offer a sufficient |evel of
protection; 40-bit crypto in 2013 doesn’t offer acceptable
protection, and the use of DES is deprecated.

As described in CMC, Section 6.7 of [RFC5272], "For keys that can be
used as signature keys, signing the certification request with the
private key serves as a POP on that key pair". The inclusion of tls-
unique within the certification request |inks the proof-of-possession
to the TLS proof-of-identity by enforcing that the POP operation
occurred while the TLS session was active. This inplies to the
server that the authenticated client currently has access to the
private key. |If the authenticated client is known to have specific
capabilities, such as hardware protection for authentication
credentials and key storage, this inplication is strengthened but not
proven.

The server-side key generation nethod allows keys to be transported
over the TLS connection to the client wi thout any application-Iayer
protection. The distribution of private key material is inherently
risky. Private key distribution uses the encryption node of the
negoti ated TLS ci pher suite. Keys are not protected by preferred key
wr appi ng net hods such as AES Key Wap [ RFC3394] or as specified in

[ RFC5958] as encryption of the private key beyond that provided by
TLS is optional. It is RECOMENDED that EST servers not support this
operation by default. It is RECOWENDED that clients not request
this service unless there is a conpelling operational benefit. Use
of an Inplicit Trust Anchor database is NOI RECOMMENDED when
server-side key generation is enployed. The use of an encrypted CMV5
Server-Si de Key Generation Response i s RECOVWENDED

Regarding the CSR attributes that the CA may list for inclusion in an

enrol I nent request, there are no real inherent security issues with
the content being conveyed, but an adversary who is able to interpose
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herself into the conversation could exclude attributes that a server

may want, include attributes that a server may not want,
nmeani ngl ess other attributes that a server nmay want.

and render

ASN. 1 encoding rules (e.g., DER and BER) have a type-Iength-val ue
structure, and it is easy to construct nalicious content with invalid

length fields that can cause buffer overrun conditions.

ASN. 1

encoding rules allow for arbitrary levels of nesting, which may make
it possible to construct malicious content that will cause a stack
overflow Interpreters of ASN.1 structures should be aware of these
i ssues and shoul d take appropriate neasures to guard agai nst buffer
overflows and stack overruns in particular, and nalicious content in

gener al
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Appendi x A,  Operational Scenario Exanpl e Messages
(I'nformative)

This section expands on the Operational Scenario Overviews by
provi ding detail ed exanpl es of the nessages at each TLS | ayer.

A.l. Obtaining CA Certificates
The following is an exanple of a valid /cacerts exchange.

During the initial TLS handshake, the client can ignore the optional
server-generated "certificate request” and can instead proceed with
the HTTP GET request:

CET /.well -known/ est/cacerts HITP/ 1.1

User-Agent: curl/7.22.0 (i686-pc-linux-gnu) libcurl/7.22.0 OpenS
SL/1.0.1 zlib/1.2.3.4 libidn/1.23 librtnp/2.3

Host: 192.0. 2. 1: 8085

Accept: */*

In response, the server provides the current CA certificates:

HTTP/ 1.1 200 K

Status: 200 X

Cont ent - Type: application/ pkcs7-m e
Cont ent - Tr ansf er - Encodi ng: base64
Content - Lengt h: 4246

M | MOQYJKoZI hve NAQc Col | MKj CCDCYCAQEXADALBgkghki GOwOBBwGgggwivM | C
+z CCAeOgAW BAgl JAIpY3nUZO3gc MAOGCSqGSI b3 DQEBBQUANMBS X GTAXBgNVBAMI
EGVz dEV4 YWLwb GVDQSBPd 0 8wHhc NMIMANT A5 MDML Mz vk VWh ¢ NMTQAMNT AS VDML Mz VK
W Ab MRkwFwWYDVQQDEX Bl c3RFeGFt cGxl QQEgT3dPM | Bl j ANBgkghki GOWOBAQEF
AACCABAM | BCgKCAQEAWDgpi Hopal CubpRgbpEN7LgTI gVELFI A9qDDheHl Kuy O
HW ZAP7Rl 4S5ZU6galLW ksseBUxdnox3KNyvt yj ehl of Tu28ezWhgy 6/ LCEGAR3P
K+f gPBAOI 0Jf JR/ 80oeXZa700LVQ3hl 4kCeqj FMs+bi YHOvp/ Rl uhftyz5kzQyH1
EGsRkwl/ qUKK TZ8PCF8VFI Yf qmiJoqsaRTyZbj | | 4J+Y6/ j EGtp7Qr eWdzcz4sPe8
3¢/ uhwMLONXK Zt KsQt go5Cpf YM uAnk4QRj oQu2vex! c+WNKHF +wbr Db110RZr i |

91 Sl | 940unt Rz3uBGLlYg7z83hdDf asndf bp8gOSNFQ DAQAB0OI wQDAPBgNVHRVB
Af BEBTADAQH MBOGA1UdDgQWBBQ TTKxMATXr f c4f f pCl bt 6Gsz0j AOBgNVHQ@BB
Af 8EBAMCAQYWDQYJ KoZI hvc NAQEFBQADg g EBACPN QPu5WRe UGUCVS0ONBOGa2t Xh6
uZPAnS3J1gEf DePant | i U9ssyYdcDnwhWKNMoP4gl / yudXFghdpl oy/ PyDAT15MI7
KADCx Xkh5r MLI gMui 7FvBKLWYGdy 9sj Ef 90wAk Bj HBe/ TMOLNNW3SUELY ONSKHI vo
XOpu6aPnmt mol MyG 46ni Fseli W XXl dGLkOEh0e7U+wpBX07QoOr 2KB2+Yf +UuA
KY1SW EG23bUx Xl vebUMGANDG 5r 6z+ni KLOVI Api p/ i CUVEECcZ91U mlj VLQM
X6i e+v840Mtpl oj i GVDCAXW VI KKEgcMOsN3S41 vnBPt pq0GLol JYSBNTD20wggMD
M | B66 ADAgECAgEBMAOGCSgGSI b3 DQEBBQUANMBS x GTAXBgNVBAMTEGVz dEVA YWLw
b GvDQSBPd 08wHh c NMTMAMNTAS VDML Mz My Wh ¢ NMTQAWNTAS VDML VE My W Ab MRKwFwYD
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VQQRDEXBI c3RFeGFt cGxl QOQEgTNdPM | Bl j ANBgkghki GOWOBAQEFAACCABAM | B
CgKCAQEANN3r Z3r MIHM 7MDIK4AmubxHAvt dnr sQF 5O gt MhRI L4aePNhAdgPyj 8C
| oxOgD3UTV+dQLVi Oz VxPN7aci koOnkl dRpj pOpky Mo+KkvHMQXGnQTbs MAv 1qW
9S12DMVp0o0C0A1e4Ge3ud5YPOTR/ q6Pvj N511 EwYKks G7 Cgl wZwB+5JbwhYr 2D/ Ou
btdtri RVi xPW vt +wz/ | Tp5rcj h/ 8RS3LE8t Qy3k TNhJF3Y/ esR2sSgQ PNgl t o
CATysbal NEPr 4MengM_4t DpR/ a@y+8Qe7s1LyMvD et p2mBykAC/ 7nCat / pwU
| BOSN524D1XAgz8ZKvW kh+ZaOr 3hwi DAQAB0 11 WUDAOBg NVH(BBAf 8EBAMCBL AW
HQYDVROOBBYEFLHEaeZbowSn2Jej i zu/ uwWjy Mkl 8MB8GALUdI wQYNMBaAFAhNM Ey
0BNet 9zh9+kl hu30az PSMAOGCSqGSI b3DQEBBQUAA4I BAQCLDkL7aLNV6hSCOkI qH
g+shVIOYLCB6/tj 00vY/j V5skgDHk5d0B+0CGor t KVuGa57+v0avTr | Jns3bNVWBNt v
zkDEhmd00AkO02aPsi 4wRHLFgt t Uf 9HdEHAUTKAESPTU43Di pt j kf Hht BM sFr Ckd
sxWe Cz+pr DOVHYf UEKhRWW++1zyGEX60v1Ap2l U2p3E+ASi hL/ anx TEQAsbwj UTI
R52zoL6nMPzpbKeZi 2M)eEBVF8sDue A9Hj o6wolj gJqVO0/ yc5vC2HAXUChXxO0cWI'Y
CGcRBgL/ yOyQLKi Y5TKBHO51Q Q4vhF2HmtoO7DkeNLYJOgel6ssx4ogBHul 20VgF
XJJj M | DAzCCAeugAW BAgl BAj ANBgkghki GOw0BAQUFADAb MRk wi-wYDVQQDEX Bl
c3RFeGFt cGxl QQEgTndOVB4XDTEz MDUWOTAZ NTMz M o XDTEOMDUWOTAZ NTMEM ow
Gz EZMBc GALUEAX MQZXNORXhhbXBs ZUNBI E93Tj CCASI wDQYJKoZl hvc NAQEBBQAD
ggEPADCCAQ0CggEBANMAGG Yh6 KW Ar mbUanmbRDey 6ky Kl hCx SAPagw4Xhy Cr sj hlv
2QD+0ZeEuWO0G 1v5LLHgVMXZgMwdyj cr 7c030SKHO7t vHNMVoYMuvywhBIl kdzyvn
ADWQNIdCXy Uf / KHI 2WI9KCLUHNA SQJ Anqox TLPmANnBIL6f 0ZboX7cneZMIMh9ORBr
EZWMNF 61 CpE2f Dnwhf FRZWH6pl KKr GkU8mMy COCf mOv4x BvgeO0K3I vc3M+LD3vN3P
7ocDCzl kJGhSr ELYKOQX2DI 7gJpCOENo6EKt r BMZXPI j Sh3/ sGBw29dTk\Wa4pf SE
pSPeKLpnECc97gRt W O8/ NAXQ@B2r JnX26f | Dkj RUCAWEAAaNSM-AWDg YDVROPAQH/
BAQDAQ SWIVBOGAL Ud DgQUBBQ TTKXMYATXr f c4f f pCl bt 6Gsz0j Af BgNVHSMEGDAW
gBSxxGnmMWMEP9i Xo4s7v 7l qsj JCPDANBgkghki GOwWOBAQUFAACCAQEALhDaE6SMo
Bl NBsJozdbXl i j r WKL1CSv8f 4GmpUFk3CgZj i bt / gWbUoaNR4AE58y RopuEhj wFZK
2wBYt Rqx 8l ZoFhcoLkpBDf gLLwhozt zbYvOVKQM dj Bl kBEVNRSMAr s7F/ Ax\Wiy
i Z2+8AnRBGMEI bCDOA7XI ghmAEMh/ BVI 9C7GLqd6PxKr TA] uDf Epf dWhlU/ uYKnK
cL3XDbSwr 30j 2EQyaTV/ 3WTn2Uf uxdwDQ4ZJIs9G+MWs0s7AGECpl Syd FnX6/ bU
DpJXGLi Lwf J9C/ aundnyl YuGCI68BuUTr Cs9567KG XEXI OndFFCL7TaVR43kj sg3
c43kZ7369MeEZz CCAvswggH 0 AMCAQ CCQDpr p3Dnmj Oy ETANBgkghki GOWOBAQUF
ADAb MRk wFwWYDVQQDEX Bl ¢ 3RFeGFt ¢ Gxl QQEgTndOVBAXDTEz MDUWOTAzZNTMzM 0X
DTEOMDUWOT Az NTMz M owGz EZVBc GATL UEAX MQZXNORXhhb XBs ZUNBI E53Tj CCASI w
DQYJKoZI hvc NAQEBBQADggEPADCCAQuCggEBAJS5962d6z CR8H+z A/ SuJr mBRwWL7X
Z67EH+TN4LTI USC+Gnj zYQHYD80/ ApaMIoA91ELf nUNVY] s1cTze2nl pKDp5CHUa
Y6TqZM KPi pLxzEFXpOE27DAL9al r f Ut dgzKaNBj gNXuBnt 7neWWDzkOf 6uj 74zed
SBMECpLBuwoJc Ge Af uSWBI VWK9g/ 9LnvV RpbadkVYsT1q77f sM yE6ea3l 4f / EUt yx
PLUM 5EzYSRd2P3r Edr EoDoj z YCLaAgE8r &i DRD6+DHpqj C+LQEUf 2hvcvvEHU7
NS8j BbwsXr adppgcpAAv+5znt f 6¢cFIQALDeduA9VW M GSr 1951 f mA q94c CAWEA
AaNCVEAWDWYDVROTAQH BAUWAWEB/ z AdBgNVHQAEFgQUs cRp5I uj BKF Y1 60LO7+5
ar | yQ wwbDg YDVROPAQH BAQDAgEGVAOGCSqGSI b3DQEBBQUAAAI BAQBCz/ CWIYvn
GM SdCdEi onbA1VxaWBnKgCWg/ EyW Al i aHQuViI B+j TUAE9I ona2MyJoFHWBU5e8
9dCPOr JpAQUYXXhW FQz d5ZWpns4wUYt 1j 3gqqd36Kor JI AuPi gVngl3yKyt xM7c
VnkQnhOaux3aEnEy RGAhGal HpORaKdgPRzUa& i pJ TNBk SV5S4k D4y DCPHVNb Bu +
Ccl uer wepbz6GvE7CpXl 2j r TBZSgBsFel q0i z4kk9++9CnwZwr VgdzKkl hRf J1Z4|
NkLr uwbQro4NvBZs Xi KxNf n3K203SK8AuaEy DWWk q18+5rj cf pr ROBx4YTWH6XPq
j MDOMAGNDEW10QAX AA==
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A.2. CSR Attributes

The following is an exanple of a valid /csrattrs exchange. During
this exchange, the EST client authenticates itself using an existing
certificate issued by the CA for which the EST server provides
services

The initial TLS handshake is identical to the enroll nent exanple
handshake. The HTTP GET request:

CET /.well-known/est/csrattrs HITP/ 1.1

User-Agent: curl/7.22.0 (i686-pc-linux-gnu) libcurl/7.22.0 OpenS
SL/1.0.1 zlib/1.2.3.4 libidn/1.23 librtnp/2.3

Host: 192.0.2.1:8085

Accept: */*

In response, the server provides suggested attributes that are
appropriate for the authenticated client. 1In this exanple, the EST
server also includes two exanple attributes that the client would
ignore unless the attribute type is known to the client:

HTTP/ 1.1 200 K

Status: 200 K

Content - Type: application/csrattrs
Cont ent - Tr ansf er - Encodi ng: base64
Content-Length: 171

MHAWGBY s GAQEBARYwW gYDi DcBMRs TGVBhcenNI | FNFVCBhey Ay Lj k5084x1 GRhdGEG
CSqGSI b3DQEIBzAsBgOl Nwl xJQYDi DeDBgO NwQTGVBhenN | FNFVCBhey AyLj k5
0S4y GRhd GEGCSs k AMMCCAEBOWYJ Y1 ZI AWUDBAI C

A 3. Enrol | / Re- enr ol

The following is an exanple of a valid /sinpleenroll exchange. The
data messages for /sinplereenroll are simlar.

During this exchange, the EST client uses an out-of-band distributed
user nane/ password to authenticate itself to the EST server. This is
the normal HTTP WAM Aut henti cate behavior and is included here for

i nformative purposes. Wen an existing TLS client certificate is
used, the server mght skip requesting the HITP WNV Aut henti cat e
header, such as during a /sinplereenroll operation

During the initial TLS handshake, the client can ignore the optiona

server-generated "certificate request” and can instead proceed with
the HTTP POST request. In response to the initial HTITP POST attenpt,
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the server requests WWM Aut henticate fromthe client (this night
occur even if the client used a client certificate, as detailed in
the normative text above):

HTTP/ 1.1 401 Unaut hori zed

Content-Length: O

WAV Aut henti cat e: Di gest qop="auth", real me"estreal ni,
nonce="1368141352"

In the subsequent HTTP POST, the usernane/password is included, along
with the conplete application/pkcsl0 content:

PCST /. wel | -known/ est/sinpleenroll HITP/ 1.1

Aut hori zation: Digest username="estuser", real m="estrealn, nonc
e="1368141352", wuri="/.well-known/est/sinpleenroll", cnonce="M
TYwzg3", nc=00000001, qgop="auth", response="144cc27f96046f1d70e
b16db20f 75f 22"

Host: 192.0.2.1: 8085

Accept: */*

Cont ent - Type: application/ pkcsl0

Cont ent - Tr ansf er - Encodi ng: base64

Cont ent - Lengt h: 882

M | ChTCCAW CAQAWHz Ed MBs GA1UEAX MUZGVt b3NOZXAOI DEzNj gx NDEz NTI wggEl
MAOGCSgGSI b3DQEBAQUAA4| BDWAWYgEKAOI BAQC Np+kdz+Nj 8XpEp9kaumxDZ3
eFYJpXKz9ddD5e50zUeCnl03Z1 XQ xc0eVt MCat nRr 3dnZRCAXG whqoB3eKt 29/
XS f W+odbywOWik QO bnt CQr y8YdcBZ+8Lj | / N7M2kr nj nmoSLnlLwU2V4aNKf 0Y
M_R5Kr mah3Il k31j mvrCSvwInvenmx6pr 2pTJ82JavhTEl | t / f AYQ1RYhkMLCXoBL+y
hEoDanN7TzC94skf S3VV+f 53J9SkUx TYcy 1RWOk 3VXf x Wwy +c SKEPRE! 71 6k0YeK
t DEVAgBI EYM L1S69RXTLuj i rwngSRj Oquzk AkD31BE961KZCxeYG hxaR4PAgVB
AAGg| TAf Bgkghki GOWOBCQex EnMXK3Jy QI yLzcr RVI INTBUNDANBgkghki GOw0B
AQUFAACCAQEARBV0AJeXaHp!l 1MFI dzWjoi 1dOCf 6U+qaYW Bz pLADvJr PK1gx5pq
WXMB30AL1O+7Rvr Fv+nyd6VF2r | / M Np+l sKuA9LYW Bj Ve/ LXoBCBdB/ Kxr Yl 16¢
VUS+Yydi 1n1 a+Daf t YSRGol M.t Wei qbc2SDBr 2kHXWLTR130h1 cpwnr 29k C2Kzur
5t hsuj 276 FGAL1vPuOdRf GQf x4WNM9uAHBgz 6t WB7CepZsr UKe/ Opf Vhr 20HxApYh
CHGBQDQHVTFV] HcedUj AXi crt bsVhU501l Pv7f 41 EApv3SBQMIcag50832BzHw7n
Py MFcML5E9gt UVee5C62bVwuk/ t bnGsbwQ==
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The EST server uses the usernane/password to perform
aut henti cation/authorization and responds with the issued
certificate:

HTTP/ 1.1 200 K

Status: 200 K

Cont ent - Type: application/pkcs7-m ne; snine-type=certs-only
Cont ent - Tr ansf er - Encodi ng: base64

Cont ent - Lengt h: 1122

M | DOAYJKoZI hveNAQe Col | DKTCCAy UCAQEXADAL Bgkghki GOwOBBwWGgggMLM | D
Bz CCAe+gAW BAgl BFTANBgk ghki GOw0BAQUFADAL MRk wFwWYDVQQDEXBI ¢ 3RFe G-t

cGxl QQEgTndOVB4XDTEz MDUWOT| z MTULMLoXDTEOMDUWOT | z MTULMLowHz EdVBS G
ALUEAXMJZGVt b3NOZXAOI DEzNj gxNDEzNTI wggEi MAOGCSqGSI b3DQEBAQUAA4I B
DwAwggEKAol BAQC! Np+kdz+Nj 8XpEp9kaum DZ3eFYJpQKz9ddD5e50z UeCnil03
ZI XQ xc0eVt MCat nRr 3dnZRCAXG wbqoB3eKt 29/ XSCf f W+odbywOWlk QO bnt C
Q y8YdcBz+8Lj | / N7M2kr nj moSLmLwlU2V4aNKf OYMLRSKr mah3l k31j mYCSvwTnv
6mx6pr 2pTJI82JavhTEl | t/ f AYg1RYhkMLCXoBL+yhEoDanN7TzC94skf S3VW+f 53
JISKkUxTYcy 1RWOk 3VXF x Wwy +c SKEPREI 71 6k0YeKt DEVAgBI EYM L1S69RXTLUj i

rwnqSR OquzkAkD31BE961KZCxeYG hxaRAPAgMBAAG U BQVAAGALUd DWEB/ WQE
AW Es DAdBgNVHQAEFgQU/ qDdB6i i 6i c@BwGWXvy1j f E4xt UnHwYDVROj BBgwFoAU
scRp5I uj BKf YI 60LO7+5ar | yQ wDQYJKoZI hve NAQEFBQADggEBACTKg1lhvL6+7
a+l FTARoxai nBx5gxdZ9ontb0L+qL+4PDvg/ +KHz Ks DnMCr ¢ U6 MA YP5n0EDKMGa6
4] Y8f bET4t t 7j udg6i xb95/ 760ThOvuct wkG 6+D6ETTf qyHnr bh X3l AhnB+0Ja7
01gv4CwWhll 8aRaTXdpOHORVNOSMXdcr | Cys2vrt A +Lj R2a3kaj JO6eBl edzF
Q zf OPhaLWen0e2BLNJI Ovs C2Fa+2LMCnf C38Xf GALa5A8e7f NHXWZBj XZLBCza3
r EsOM h2G A/ oc ST WkmW d+Eqgnt / FpggRy +F81 ZSRvBaRUCt GE1l gDnu6AFUxce
RAPOr T2xz8ChADEA
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A. 4. Server Key Generation

The following is an exanple of a valid /serverkeygen exchange.
During this exchange, the EST client authenticates itself using an
existing certificate issued by the CA the EST server provides
services for.

The initial TLS handshake is identical to the enroll nent exanple
handshake. An exanple HTTP POSTed nessage is:

POST /. wel | - known/ est/serverkeygen HITP/ 1.1
Host: 192.0. 2. 1: 8085

Accept: */*

Expect: 100-continue

Cont ent - Type: application/ pkcsl0

Cont ent - Tr ansf er - Encodi ng: base64

Cont ent - Lengt h: 963

M | CwTCCAak CAQAW E+ NDWGALUEAXMLc2Vydmvy S2V5R2Vul HII ¢ SBi eSBj bd |

bnQgaWlgzZGvt byBzdGvw DEy| DEzNj gx NDESNTUx GTAXBgNVBAUTEFBJ RDpXaWRn
ZXQyUO46MrAwggEi MAOGCSqGSI b3DQEBAQUAAAI BDwAWGgEKA0I BAQCVEL/ 6mAA/
3/ L32Suyzbf 28LMY8CQF pOaepa7020BSf | uvmBHXRA4m V+wpi eMBH5N3Ub3RI 0
RUun/ Fl | | zKQuV7Ur kqJ3Yzng2NCoTd4C+OPsV/ RPTu873dhFr ssDk3P4NI phl SS
s Sl kt 5r hz7wYbCqCFR5Aphe/ 30Jx7D+xBl 5Rs8e6vRS8I pul mh71BHi Lf hq9AFhz
47JsQUSVpUmqUogFs M7 SOQB XI 4dl +dj hpj T+YTI6h@PXr gdch3KsT(Bc6aKs+e2
5QIxh708JIHVI PHo4YI x Xt AYSut cbbTNS TXWFCWSr WDJ +z uMrk 2y U+di 010W YR7V
ft AvazJ3l aQbAgMBAAGYI TAf Bgkghki GOWOBCQcx EnMYZEZz Qvht Snbgb2t CAER2
cj ANBgkghki GOwWOBAQUFAAOCAQEARH OEQB+hS] r LCAj nVHEbZdHUNGsz1 dwx 1i u
L4An+0XK3Sf EzeOWKCAT74yFCK| 3r edS1Ht 9at YUPbOD1Q 9Jf 9Co8elLbl o1l 19A6
GaS798of x| FOPI 0Dr 6/ Ggj hegJEl bcDTAJg+kvDi hyQ4Gnhosygl ZHvKppQ ebA
gvp2RISNM oPCe6RgTWIE2f m 9ri n/ 9Py XeWFF1lnanp+l YbTGA v1aEli khj CLI H
veHhCdgOEx Pw+f ghKhHj p+0ZKBI 02bC3pqRW/DTi Zuwt QUpFFf Gt uxvpTp440S/ j

M 965hW w/ 5dshY/ wq@ | f YsO7bbg2ERbpJi wObAQY34gyoVnEQ==
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Because the DecryptKeyldentifier attribute is not included in this
request, the response does not include additional encryption beyond
the TLS session. The EST server response is:

HTTP/ 1.1 200 K

Status: 200 K

Content-Type: nultipart/m xed ; boundary=est Server Exanpl eBoundary
Cont ent - Lengt h: 3219

This is the preanble. It is to be ignored, though it

is a handy place for estServer to include an expl anatory note,
i ncludi ng contact or support information

- - est Ser ver Exanpl eBoundary

Cont ent - Type: application/ pkcs8

Cont ent - Tr ansf er - Encodi ng: base64

M | Evgl BADANBgk ghki GOw0BAQEFAASCBKgwgg SkAgEAAol BAQDPWKE Wl 7Tj MgA+
Poj 64V909r yql Of oP1hU4Yqg5y8/ bOP5ZTe6Ar gvhUye099Ac+df dwpyP/ DESI uj U
F/ dS62Vck3UWNbnw+4C38FUpOenLbbj STud48KpEWS+FzkeuAanPGZMALWKy T Yy 9
r D5t QOQIU/ CBVhUr | Ty YLZNYUe4agbpc ROWM r Rr 2E58Mu8wW@BO0r yk6nkL7COk5Z
| ANRxI dk7DFvpA85Ynlst unoGRt VLWE1i XeTS1Lt XwhuUb/ j 6Lds3vvAi J2Si Z0
Y3r xPl nIVWFMR8M 2TBQ zuFqva/ VLD2ayQ gaGEj q2ZWHXel QAQZ6N3I r Choj EK
FGg93y OhAgMBAAECggEBAL Baz/ nYj d5x9Y3f 7NMUF f wl +j RRF MHCMIRx/ u4AEA0
KBYNMOhFVZZt xf Mrz7x| DBGATh6gs2hFA6gwel | UPmi X+UaOLxht OxWaLGgYnt NAm
Bi COj LBQ7xRQCW | c KOWCA5+HBW cEy6244r Xxh+l yWI6NT6bXC165AECX87y/ €3
JFJ7XFNeDP656s2Dmx SCci +i Dt e6SaEnsJvYGul6qevJeMrhcQCo/ r Jj XkvpGL
| KK2px5i dad4Pb6+QHpqj 3d4oMBdj O6wYUvr HBXQLgqAaF8HI5I FW/U57nSYY+H79
GaNDTf RTUL6AXr 7k mivs KVFQJ0Jj ZExUCVIVZt G qhB6UCg YEA639C: dW.ZCzy ZFMe
p7VI RddozOVAt r U2dxnEb4c\WD8Ger g8uNvp80GE84gH+6 Vb Pwz 4ZYWKCgDFgyr Al w
SF02n9Sovh93e0J5I at Sbf eYUkLt B8L/ HVKk5/ CBGES VOMUKdM-0+B43YI hy EDy KW
f X2+0UeHLFgRr f pSzP2c XduEi eMCgYEA4db/ SI r wN2+9g1G 030E09kd89VG VRer
srbcqgc7DcPXP6LWA2sx96h4) VWAYHVO3Df wFBdUb1LH2cnVXQ gDUHANdpl 01cf /
BFYCFI Ni 2qKMyi JYswkhYxZ1BLz/ zuQTDbPFL2PgLni KF&QaFLr TS3S/ t geB5QM
RPi gH3kf | 6sCgYAPqsCIyFM r vif RRNZdQewi 4VnPsEPF4/ hj pAs1gD8vf SoZW kw
vyl Ud9HCer zgYaA7ri xi eQsxTvt xhL6PXI MNEBFQbV16hPFL6/ | i G4AFOu90oHNo
e@&Br Ht gKlI Sj nBn4yoYFn70Dhe7Q bZel caAoPCH6CUHj 2St 5B8ZHWDt REQKBgHNp
WER+XI y4C2UBy CANv9csaXul | QdXl XNbaCGPf OnbdW nbddLM 33MX®vaSRe+ku3
AnbgsAWPp1ZQZ+QZNZpM 7W5306y p4GdAI5Phb+oww STOVQWsOB7dI LyK4A9S4
zki Nr f +Rsl 8GM vsDhc9r suDagof | Aq/ VHVBHNz J Ao GBACHQof 5L6i GHOHcxLazx
AMOVRTpnz U PX6@BQxgpet EGFEDZAaL58L67SSS3f FBnKr VA dF61 | ClbAHlaoRa
f YHUDI 45xBor oyOhBw nTKRxppua4UK75FUHSPPJf R6cCvwhsst Rkzl evTZHhozk X
pM7PYH x4Bi Bnrg@BbhCOqTp4H

- - est Ser ver Exanpl eBoundary

Cont ent - Type: application/pkcs7-m nme; snine-type=certs-only

Cont ent - Tr ansf er - Encodi ng: base64
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M | DRQYJKoZI hveNAQc Col | DNj CCAzI CAQEXADALBgkghki GOwOBBwWGgggMYM | D
FDCCAf ygAW BAgl BFj ANBgkghki GOwOBAQUFADAL MRKWFWYDVQQDEXBI ¢ 3RFeGFt
cGxl QQEgTndOVB4AXDTEz MDUWOTI zM ULNI o XDTEOMDUWOTI zM ULNI owl DEqMCgG
ALUEAxMhc2VydmVy c2l kZSBr ZxXkgZ2VuzXJhdGvkl HI1 ¢3BvbnNI M | Bl j ANBgkq
hki GOWOBAQEFAACCABAM | BCgKCAQEAZz8Cr cCe04zI APj 61 +uFf dPa8qpdH6D9Y
VOGKucvP2zj +WJ3ugK4FYVWNnt Pf QHPNnX3cKcj / wxEor 01Bf 3Uut | XIN1Fj We8PuD
t / BVKdHpy 2240k 7nePCqgRFuvhc5Hr gGozxmMTANc Csg2Mraw+bUDj i VPwgVYVKy E8
NC2 TWFHUGo G XEdMDLa0a9hOf DLv MEPNK8pOp5C+wj pONSEHTUc ZXZOwx b6 QPO
9bLbpqgBkbVS1udYl 3k0t S7V8I bl G 4+i 3bN77wW i dkomdGN68T5ZyVchzZkf DHOkw
To87har 2v1Swinskl 4Ghhl 6t nWvh13pUADej d5awoal xChRqvd8j oQ DAQABo1l w
UDACBg NVH@B BAf 8 EBAMCBL AWHQYDVROOBBYEFKeZi xu9F+appDX2SS5Haxnv6Jr 4
MB8GALUdI wQYMBaAFLHEaeZbowSn2Jej i zu/ uWjy Mkl 8MAOGCSqGSI b3DQEBBQUA
A4l BAQBHhLRAKr nTapqqBGhDVBI QDQPUWWH WLg YWZKI Sni | W WHEZL 1i gXhpj |
rf 4xqpl ki JMrkaCeoXA8PFni X0/ | ZMOFQSM j 89CUf 5dMbAqW 8s17xuXu9L/ hVe
Xj j XHsL40WIDGGt MPNOvc T8t E3r uor 608 MKSHFX/ NEM6+AaNVSUPTIB33BgYB1WA
E7pn3IMN\6pj | xsHnF4pKi 8qvoTSWVj aCEwWUJe8Q f wlyvj oHoYJt yvh4v5Kb3Rt +m
s8Yi elt cf VQrj Qut gr 34/ | JsKdPzi Zwi 92KZa+1958A6MPQY p50 Oup9ZXKg2DEC
1MqTO0Cy YI6sXxAyKi GTOxk 6] MidDoQAX AA==

- - est Ser ver Exanpl eBoundar y- -

This is the epilogue. It is also to be ignored.
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