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Abst ract

The Session Description Protocol (SDP) has been extended with a
capability negotiation mechani smframework that allows the endpoints
to negotiate transport protocols and attributes. This franework has
been extended with a nmedia capabilities negotiation nmechani smthat
al l ows endpoints to negotiate additional nedia-related capabilities.
This negotiation is enbedded into the widely used SDP of f er/ answer
pr ocedures.

This meno extends the SDP capability negotiation framework to all ow

endpoints to negotiate three additional SDP capabilities. In
particular, this nmeno provides a nmechanismto negotiate bandw dth
("b=" line), connection data ("c=" line), and session or nedia titles
("i=" line for each session or nedia).

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc7006
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1. Introduction

The Session Description Protocol (SDP) [RFC4566] is intended for
describing multinmedi a sessions for the purposes of session
announcenent, session invitation, and other fornms of multinmedia
session initiation. SDP has been extended with an SDP Capability
Negoti ati on Mechani sm Franmewor k [ RFC5939] that allows the endpoints
to negotiate capabilities, such as support for the Real-tine
Transport Protocol (RTP) [RFC3550] and the Secure Real -time Transport
Protocol (SRTP) [RFC3711]. The SDP Media Capabilities Negotiation

[ RFC6871] provides negotiation capabilities to nmedia lines as well.

The capability negotiation is enbedded into the w dely used SDP

of fer/answer procedure [RFC3264]. This nmeno provides the neans to
negotiate further capabilities than those specified in the SDP
Capability Negotiation Mechani sm Framewor k [ RFC5939] and the SDP

Medi a Capabilities Negotiation [ RFC6871]. |In particular, this nmeno
provi des a nechanismto negotiate bandwidth ("b="), connection data
("c="), and session or nedia titles ("i=").

Since the three added capabilities are independent, it is not
expected that inplenentations will necessarily support all of them at
the sane tine. Instead, it is expected that applications will choose
their needed capability for their specific purpose. For this reason
the nornmative part pertaining to each capability is in a self-

contai ned section: Section 3.1.1 describes the bandwi dth capability
ext ension, Section 3.1.2 describes the connection data capability
extension, and Section 3.1.3 describes the title capability
extension. Separate SDP Capability Negotiation option tags are
defined for each capability, allow ng endpoints to indicate and/or
require support for these extensions according to procedures defined
in SDP Capability Negotiation [ RFC5939].

2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] and indicate requirenment |evels for conpliant

i mpl enent ati ons.
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3. Protocol Description
3.1. Extensions to SDP

The SDP Capability Negotiation Franmework [RFC5939] and the SDP Medi a
Capabilities Negotiation [ RFC6871] specify attributes for negotiating
SDP capabilities. These docunents specify new attributes (e.qg.
"acap", "tcap", "rnctap", and "ontap") for achieving their purpose.

In this docunment, we define three new additional capability
attributes for SDP lines of the general form

t ype=val ue

for types "b", "c", and "i
are respectively defined as:

The correspondi ng capability attributes

0 "bcap": bandwi dth capability
0 "ccap": connection data capability
o "icap": title capability

Fromthe sub-rules of the attribute ("a=") line in SDP [ RFC4566], SDP
attributes are of the form

attribute = (att-field ":" att-value) / att-field
att-field = token
att-val ue = byte-string

Capability attributes use only the "att-field:att-value" form

The new capabilities may be referenced in potential configurations
("a=pcfg") or in latent configurations ("a=lcfg") as productions
conform ng to the <extension-config-list> as respectively defined in
RFC 5939 [ RFC5939] and RFC 6871 [ RFC6871].

ext ensi on-config-1list
ext - cap- name

["+"] ext-cap-name
1*(ALPHA / DIGT)
; ALPHA and DIA T defined in RFC 5234
1*VCHAR ; VCHAR defined in RFC 5234

ext-cap-1i st

ext-cap-1i st

The optional "+" is used to indicate that the extension is nmandatory
and MUST be supported in order to use that particular configuration
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The new capabilities my al so be referenced in actual configurations
("a=acfg") as productions conformng to the <sel -extension-config>
defined in RFC 5939 [ RFC5939].

sel -extensi on-config = ext-cap-nane "=" 1*VCHAR
The specific parameters are defined in the individual description of
each capability bel ow

The "bcap", "ccap", and "icap" capability attributes can be provided
at the SDP session and/or nedia level. According to the SDP
Capability Negotiation [RFC5939], each extension capability nust
specify the inplication of nmaking it part of a configuration at the
nmedi a | evel

According to SDP [ RFC4566], "b=", "c=", and "i=" lines nay appear at
either session or nmedia level. In line with this, the "bcap",
"ccap", and "icap" capability attributes, when declared at session
level, are to be interpreted as if that attribute was provided with
that value at the session level. The "bcap", "ccap", and "icap"
capability attributes declared at nedia |l evel are to be interpreted
as if that capability attribute was declared at the media | evel

For exanple, extending the exanple in [RFC6871] with "icap" and
"bcap" capability attributes, we get the foll owi ng SDP

v=0

0=- 25678 753849 INIP4 192.0.2.1
sS=

c=INI1P4 192.0.2.1

t=0 0

a=bcap: 1 CT: 200

a=i cap: 1 Video conference
mraudi o 54320 RTP/ AVP 0
a=rnctap:1 L16/8000/1

a=rnctap: 2 L16/ 16000/ 2

a=pcfg: 1 nel| 2 pt=1:99, 2: 98
mevi deo 66544 RTP/ AVP 100
a=rncap: 3 H263- 1998/ 90000
a=rtpmap: 100 H264/ 90000
a=pcfg: 10 m=3 pt=3:101 b=1 i=1

Figure 1: Exanple SDP offer with bcap and icap
efined at session |eve
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The above SDP defines one PCMJ audi o stream and one H. 264 vi deo
stream It also defines two RTP-based nedia capabilities ("rncap"
numbered 1 and 2), using 16-bit linear (L16) audio at 8 kbps and 16
kbps, respectively, as well as an RTP-based nedia capability for

H. 263 video ("rntap"” nunbered 3). The RTP-based nedia capabilities

all appear at the nedia level. The exanple also contains a single
bandwi dth capability ("bcap") and a single title capability ("icap"),
bot h defined at session level. According to the definition above,

when the capabilities defined in the "bcap" and "icap" attributes are
referenced fromthe potential configuration, in the resulting SDP
they are to be interpreted as session-level attributes (but the
RTP-based nedi a capabilities are to be interpreted as nedi a-1 eve
attributes).

3.1.1. Bandwidth Capability

According to RFC 4566 [ RFC4566], the bandwi dth field denotes the

proposed bandwi dth to be used by the session or nedia. In this neno,
we specify the bandwi dth capability attribute, which can al so appear
at the SDP session and/or nedia level. The bandwidth field is

specified in RFC 4566 [ RFC4566] with the foll owi ng syntax:
b=<bwt ype>: <bandw dt h>

where <bwtype> is an al phanuneric nodifier giving the neaning of the
<bandwi dt h> figure.

In this docunment, we define a new capability attribute: the bandw dth
capability attribute "bcap”. This attribute lists bandw dth as
capabilities, according to the follow ng definition

"a=bcap:" bw cap-num 1*WSP bwt ype ":" bandwi dth CRLF

where <bw cap-nunk is a unique integer within all the bandw dth
capabilities in the entire SDP, which is used to nunber the bandw dth
capability and can take a val ue between 1 and 2731-1 (both incl uded).
The other elenents are as defined for the "b=" field in SDP

[ RFC4566] .

This format satisfies the general attribute production rules in SDP
[ RFC4566], according to the followi ng Augnent ed Backus- Naur Form
(ABNF) [RFC5234] syntax:

att-field =/ "bcap"
att-val ue =/ bw cap- num 1*WSP bwtype ":" bandw dth
bw cap- num = 1*10(DIGET) ; DA T defined in RFC 5234

Figure 2: Syntax of the "bcap" attribute
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Negoti ati on of bandw dth per nedia stream can be useful when
negoti ati ng nmedi a encoding capabilities with different bandw dt hs.

3.1.1.1. Configuration Paraneters

The SDP Capability Negotiation Franmework [RFC5939] provides for the
exi stence of the "pcfg" and "acfg" attributes. The concept is
extended by the SDP Media Capabilities Negotiation [RFC6871] with an
"l cfg" attribute that conveys |atent configurations.

Extensions to the "pcfg" and "lcfg" attributes are defined through
<extension-config-list> and extensions to the "acfg" attribute are
defined through the <sel -extension-config> as defined in the SDP
Capability Negotiation [ RFC5939].

In this docunment, we extend the <extension-config-list> field to be
able to convey lists of bandwidth capabilities in latent or potential
configurations, according to the foll owi ng Augnent ed Backus- Naur Form
(ABNF) [ RFC5234] syntax:

extension-config-list =/ bandw dth-config-Iist

bandwi dt h-config-list = ["+"] "b=" bwcap-list *(BAR bw cap-1list)
; BAR defined in RFC 5939

bw cap-num *("," bw cap-nun)

1*10(DIA T) ; DIGT defined in RFC 5234

bw- cap-1|i st
bw cap- num

Figure 3: Syntax of the bandw dth paraneter
in "lcfg" and "pcfg" attributes

Each bandw dth capability configuration is a comm-separated |ist of
bandwi dth capability attribute nunbers where <bw cap-nun»> refers to
t he <bw cap-nun® bandwi dth capability nunbers defined explicitly
earlier in this docunment, and hence MJST be between 1 and 2731-1
(both included). Alternative bandwi dth configurations are separated
by a vertical bar ("|").

The above syntax is very flexible, allowing referencing to nultiple
"b=" lines per configuration, even for the same <bwtype>. \Wile the
need for such definitions is not seen, we have not restricted this,

as it is not restricted in SDP [ RFC4566] either.
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The bandwi dth paranmeter to the actual configuration attribute
("a=acfg") is formulated as a <sel -extension-config> with

ext - cap-name = "b"
hence

sel -extension-config =/ sel-bandw dt h-config
sel - bandwi dt h-config = "b=" bwcap-list ; bwcap-list as above.

Figure 4: Syntax of the bandw dth paraneter in "acfg" attributes
3.1.1.2. Option Tag

The SDP Capability Negotiation Framework [RFC5939] allows for
capability negotiation extensions to be defined. Associated with
each such extension is an option tag that identifies the extension in
question. Hereby, we define a new option tag "bcap-v0" that
identifies support for the bandwi dth capability. The endpoints using
the "bcap" capability attribute SHOULD add the option tag to other

exi sting option tags present in the "csup" and "creq" attributes in
SDP, according to the procedures defined in the SDP Capability
Negoti ati on Franmewor k [RFC5939].

3.1.2. Connection Data Capability

According to SDP [ RFC4566], the connection data field in SDP contains
the connection data, and it has the follow ng syntax:

c=<nettype> <addrtype> <connecti on-address>

where <nettype> indicates the network type, <addrtype> indicates the
address type, and the <connection-address> is the connection address,
whi ch is dependent on the address type.

At the nonent, network types already defined include "IN, which

i ndi cates Internet network type, and "ATM' (see RFC 3108 [ RFC3108]),
used for describing Asynchronous Transfer Mde (ATM bearer
connections. The Circuit-Switched (CS) descriptions in the SDP
docunent [ SDP-CS] adds a "PSTN' network type for expressing a Public
Swi t ched Tel ephone Network (PSTN) circuit switch

Garcia-Martin, et al. St andards Track [ Page 8]



RFC 7006 SDP M sc. Capabilities Negotiation Sept ember 2013

SDP [ RFC4566] pernits specification of connection data at the SDP
session and/or nedia level. |n order to permt negotiation of
connection data at the nmedia | evel, we define the connection data
capability attribute ("a=ccap") in the form

"a=ccap:" conn-cap-num 1*WSP nettype SP addrtype SP
connecti on-address CRLF

where <conn-cap-nun® is a unique integer within all the connection
capabilities in the entire SDP, which is used to identify the
connection data capability and can take a val ue between 1 and 2731-1
(both included). The other elenents are as defined in [ RFC4566].

This format corresponds to the [ RFC4566] attribute production rules,
according to the foll owi ng Augnent ed Backus- Naur Form ( ABNF)
[ RFC5234] synt ax:

att-field =/ "ccap"

att-val ue =/ conn-cap-num 1*WSP nettype SP addrtype
SP connecti on- addr ess

conn-cap- num = 1*10(DIA ) ; 1 to 2731-1, inclusive

; DDAT defined in RFC 5234
Figure 5: Syntax of the "ccap" attribute

The "ccap" capability attribute allows for expressing alternative
connections address ("c=") lines in SDP as part of the SDP Capability
Negoti ati on process. One of the primary use cases for this is
offering alternative connection addresses where the <nettype> is "IN
or "PSTN', i.e., selecting between an | P-based bearer or a
circuit-switched bearer

By supporting the "IN' <nettype> the "ccap" attribute enables the
signaling of multiple IPv4 and | Pv6 addresses; however, the Standards
Track nechani smfor negotiation of alternative IP addresses in SDP is
Interactive Connectivity Establishnent (1 CE) [ RFC5245]. The "ccap"”
attribute does not change that; hence, the conbined set of actual and
potential configurations (as defined in [RFC5939]) for any given
medi a description MUST NOT use the "ccap" attribute to negotiate nore
than one address with an IN network type (i.e., it is not pernissible
to select between "IPv4" and "I Pv6" address famlies or different IP
addresses within the same | P address fanily

Figure 6 is an exanple of an SDP offer that includes a "ccap"

capability attribute. An audio streamcan be set up with an RTP fl ow
or by establishing a circuit-sw tched audi o stream
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v=0

0=2987933123 2987933123 I N | P4 198. 51. 100. 7
S=-

t=0 0

a=cr eq: ned-v0, ccap-v0

mFaudi o 38902 RTP/ AVP 0 8

c=IN I P4 198.51.100.7

a=ccap: 1 PSTN E164 +15555556666

a=tcap: 2 PSTN

a=onctap: 1 -

a=acap: 1 setup: act pass

a=acap: 2 connecti on: new

a=acap: 3 cs-correlation:callerid: +15555556666
a=pcfg:1 c=1t=2 nFl a=1,2,3

Figure 6: Exanple SDP offer with a "ccap" attribute

The exanple in Figure 6 represents an SDP offer indicating an audio
flow using RTP, such as the one represented in Figure 7, or an audio
flow using a circuit-sw tched connection, such as the one represented
in Figure 8.

v=0

0=2987933123 2987933123 IN | P4 198.51.100.7
S=-

t=0 0

nraudi o 38902 RTP/ AVP 0 8

c=IN I P4 198.51.100.7

Figure 7: Equivalent SDP offer with the RTP fl ow

v=0

0=2987933123 2987933123 IN | P4 198.51.100.7
S=-

t=0 0

nmFaudi o 9 PSTN -

c=PSTN E164 +15555556666

a=set up: act pass

a=connecti on: new

a=cs-correlation:callerid: +15555556666

Figure 8: Equivalent SDP offer with the circuit-switched fl ow

Thi s docunent does not define any nmechanismfor negotiating or
describing different port nunbers; hence, the port nunber fromthe
"m=" line MJUST be used by default. Exceptions to this default can be
provi ded by extension nmechani sms or network type specific rules.

Thi s docunent defines an exception when the network type is "PSTN',
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in which case the port nunber is replaced with 9 (the "di scard"

port), as described in "Session Description Protocol (SDP) Extension
for Setting Audio and Video Media Streans over Circuit-Swtched
Bearers in the Public Switched Tel ephone Network (PSTN)" [ SDP-CS].

An endpoint offering alternative IP and PSTN bearers MJST include the
| P media description in the actual configuration (IP address in the
"c=" line and port nunber in the "m=" |ine) and the PSTN nedi a
description in the potential configuration

Exceptions for other network types, such as for the "ATM network
type defined in [ RFC3108], require additional specifications.

3.1.2.1. Configuration Paraneters

The SDP Capability Negotiation Framework [ RFC5939] provides for the
exi stence of the "pcfg" and "acfg" attributes, which can convey one
or nore configurations to be negotiated. The concept is extended by
the SDP Media Capabilities Negotiation [RFC6871] with an "lcfg"
attribute that conveys | atent configurations.

In this docunment, we define a <connection-config> paraneter to be
used to specify a connection data capability in a potential or |atent
configuration attribute. The paraneter follows the formof an
<extension-config-list> with

ext-cap-nane = "c

ext-cap-1i st conn-cap-1ist

where, according to the foll owi ng Augnent ed Backus- Naur For m ( ABNF)
[ RFC5234] synt ax:

extension-config-list =/ conn-config-list

conn-config-Ilist =["+"] "c=" conn-cap-Ilist
conn-cap-1|ist = conn-cap- num *( BAR conn-cap- num
conn-cap- num = 1*10(DIAdT) ; 1 to 2732-1 inclusive

Figure 9: Syntax of the connection data
paraneter in "lcfg" and "pcfg" attributes

Each capability configuration alternative contains a single
connection data capability attribute nunber and refers to the
conn-cap-num capabi l ity nunber defined explicitly earlier in this
document; hence, the values MJST be between 1 and 2731-1 (both

i ncluded). The connection data capability allows the expression of
only a single capability in each alternative, rather than a list of
capabilities, since no nore than a single connection data field is
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pernmitted per nedia block. Nevertheless, it is still allowed to
express alternative potential connection configurations separated by
a vertical bar ("|").

An endpoint includes a plus sign ("+") in the configuration attribute
to mandate support for this extension. An endpoint that receives
this paraneter prefixed with a plus sign and does not support this
extension MJST treat that potential configuration as not valid.

The connection data paraneter to the actual configuration attribute
("a=acfg") is formulated as a <sel -extension-config> with

ext-cap-nane = "c

hence

sel -extensi on-config =/ sel-connection-config
sel -connection-config = "c=" conn-cap-num ; as defined above.

Fi gure 10: Syntax of the connection data paraneter
in "acfg" attributes

3.1.2.2. Option Tag

The SDP Capability Negotiation Framework [RFC5939] solution allows
for capability negotiation extensions to be defined. Associated with
each such extension is an option tag that identifies the extension in
question. Hereby, we define a new option tag of "ccap-v0" that
identifies support for the connection data capability. This option
tag SHOULD be added to other existing option tags present in the
"csup" and "creq" attributes in SDP, according to the procedures
defined in the SDP Capability Negotiation Framework [RFC5939].

3.1.3. Title Capability

SDP [ RFC4566] provides for the existence of an infornmation field
expressed in the format of the "i=" line, which can appear at the SDP
session and/or nedia level. An "i=" line that is present at the
session level is known as the "session nane", and its purpose is to
convey hunman-readabl e textual information about the session

The "i=" line in SDP can al so appear at the nedia | evel, in which
case it is used to provide human-readabl e i nfornmati on about the nedia
streamto which it is related; for exanple, it may indicate the

purpose of the nedia stream The "i=" line is not to be confused
with the label attribute ("a=label:", [RFC4574]), which provides a
machi ne-readable tag. It is foreseen that applications declaring

capabilities related to different configurations of a nedia stream
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may need to provide different identifying information for each of
those configurations. That is, a party night offer alternative nmedia
configurations for a stream each of which represents a different
presentation of the same or simlar information. For exanple, an
audi o stream mi ght offer English or Spanish configurations, or a
video stream mi ght offer a choice of video source such as speaker
camera, group canmera, or docurment viewer. The title capability is
needed to informthe answering user in order to select the proper
choice, and the label is used to informthe offering machi ne which
choi ce the answerer has selected. Hence, there is value in defining
a mechanismto provide titles of nmedia streanms as capabilities

As defined in SDP [ RFC4566], the session information field ("i="
referred to as "title" in this docunent) is subject to the
"a=charset" attribute in order to support different character sets
and hence internationalization. The title capability attribute
itself ("a=icap") is, however, not subject to the "a=charset”
attribute as this would preclude the inclusion of alternative
session/title information each using different character sets.
Instead, the session/title value enbedded in an "a=icap" attribute
(title capability) will be subject to the "a=charset" val ue used
within a configuration that includes that title capability. This
provi des for consistent SDP operation while allowing for capabilities
and configurations with different session/title information val ues
with different character set encodings (with each such configuration
i ncluding an "a=charset" value with the relevant character set for
the session/title information in question).

According to SDP [ RFC4566], the session information ("i=") line has
the foll owi ng syntax:

"i=" text
where "text" represents a human-readabl e text indicating the purpose

of the session or nedia stream

In this docunent, we define a new capability attribute: the title
capability "icap". This attribute lists session or nedia titles as
capabilities, according to the follow ng definition

"a=icap:" title-cap-num 1*W5P text

where <title-cap-nunk is a unique integer within all the connection
capabilities in the entire SDP, which is used to identify the
particular title capability and can take a val ue between 1 and 2731-1
(both included). <text> is a human-readable text that indicates the
pur pose of the session or nedia streamit is supposed to

characterize
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As an exanpl e, one night use:
a=i cap: 1 Docunent Canera

to define a title capability nunber 1 to identify a particul ar source
of a nedia stream

O, in another exanple, one mght offer two title capabilities with
di fferent character encodings (using the charset attribute defined in
"SDP: Session Description Protocol" [RFC4566] and the generic
attribute capability attribute ("a=acap:") defined in "Session
Description Protocol (SDP) Capability Negotiation" [RFC5939]).

a=icap: 1l [ Text encoded in | SO 8859-1]
a=acap: 1 charset: | SO 8859-1

a=i cap: 2 [ Text encoded in UTF-8]
a=acap: 2 charset: UTF-8

NOTE: Due to limtations of the ASCII encodi ng of RFCs, the actual
text with non-printable characters cannot be represented in the text.
See the PDF format of this RFC for a figure with non-printable
characters.

The title capability attribute satisfies the general attribute
production rules in SDP [ RFC4566], according to the foll ow ng
Augnent ed Backus- Naur Form (ABNF) [ RFC5234] syntax:

att-field =/ "icap"
att-val ue =/ title-cap-num 1*W5P text

; text defined in RFC 4566
title-cap-num = 1*10(DIAT) ; DDA T defined in RFC 5234

Figure 11: Syntax of the "icap" attribute
3.1.3.1. Configuration Paraneters
The SDP Capability Negotiation Framework [ RFC5939] provides for the
exi stence of the "pcfg" and "acfg" attributes. The concept is

ext ended by the SDP Media Capabilities Negotiation [RFC6871] with an
"l cfg" attribute that conveys |atent configurations.

Garcia-Martin, et al. St andards Track [ Page 14]



RFC 7006 SDP M sc. Capabilities Negotiation Sept ember 2013

In this docunent, we define a <title-config-list> paraneter to be
used to convey title capabilities in a potential or |atent
configuration. This paranmeter is defined as an
<extension-config-list>with the foll owi ng associ ati ons:

ext - cap- name
ext-cap-list =title-cap-Ilist

This leads to the following definition for the title capability
par anet er:

extension-config-list =/ title-config-Iist
title-config-1list = ["+"] "i=" title-cap-Ilist
title-cap-1ist =title-cap-num*(BAR title-cap-num

; BAR defined in RFC 5939
1*10(DIAT) ; DIAT defined in RFC 5234

title-cap-num

Figure 12: Syntax of the title capability paraneter
in "lcfg" and "pcfg" attributes

Each potential capability configuration contains a single title
capability attribute nunmber where "title-cap-num is the title
capability nunber defined explicitly earlier in this docunent, and
hence nust be between 1 and 2731-1 (both included). The title
capability allows the expression of only a single capability in each
alternative, since no nore than a single-title field is permtted per
bl ock. Nevertheless, it is still allowed to express alternative
potential title configurations separated by a vertical bar ("]|").

An endpoint includes a plus sign ("+") in the configuration attribute
to mandate support for this extension. An endpoint that receives
this paraneter prefixed with a plus sign and does not support this
extension MJST treat that potential configuration as not valid.

The title paraneter to the actual configuration attribute ("a=acfg")
is formul ated as a <sel -extension-config> with

ext-cap-name = "i"

hence

sel -extension-config =/ sel-title-config
sel-title-config = "i=" title-cap-num ; as defined above.

Figure 13: Syntax of the title parameter in "acfg" attributes
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3.1.3.2. Option Tag

At present, it is difficult to envision a scenario in which the

"icap" attribute nust be supported or the offer nust be rejected. In
nmost cases, if the icap attribute or its contents were to be ignored,
an offered configuration could still be chosen based on ot her

criteria such as configuration nunbering. However, one night inagine
an SDP offer that contained English and Spani sh potenti al
configurations for an audio stream The session might be
unintelligible if the choice is based on configuration nunbering,
rather than infornmed user selection. Based on such considerations,

it may well prove useful to announce the ability to use the icap
attribute and its contents to select nedia configurations, or to

i nformthe user about the selected configuration(s). Therefore, we
define a new option tag of "icap-v0" that identifies support for the
title capability. This option tag SHOULD be added to ot her existing
option tags present in the "csup" and/or "creq" attributes in SDP
according to the procedures defined in the SDP Capability Negotiation
Framewor k [ RFC5939]. The di scussi on above suggests that "icap-v0"
will typically appear in a "csup" attribute, but rarely in a "creq"
attribute.

3.2. Session Level versus Mdia Leve

The "bcap", "ccap", and "icap" attributes can appear at the SDP
session and/or nmedia level. Endpoints MJST interpret capabilities
decl ared at session level as part of the session level in the
resulting SDP for that particular configuration. Endpoints MJST
interpret capabilities declared at nedia description as part of the
media level in the resulting SDP for that particular configuration

The presence of the "bcap" capability for the sane <bwtype> at both
the session and nedia level is subject to the sane constraints and
restrictions specified in RFC 4566 [ RFC4566] for the bandw dth
attribute "b=".

To avoid confusion, the <type-attr-nun» for each "a=bcap", "a=ccap"

and "a=i cap" line MJST be unique across all capability attributes of
the sane type within the entire session description
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3.3. Ofer/Answer Mdel Extensions

In this section, we define extensions to the offer/answer node
defined in SDP O fer/ Answer Mddel [RFC3264] and extended in the SDP
Capability Negotiation [RFC5939] to allow for bandw dth, connection
and title capabilities to be used with the SDP Capability Negotiation
Fr amewor k.

3.3.1. Generating the Initial Ofer

When an endpoi nt generates an initial offer and wants to use the
functionality described in the current docunent, it first defines
appropriate val ues for the bandw dth, connection data, and/or title
capability attributes according to the rules defined in [ RFC4566] for
"b=", "c=", and "i=" lines. The endpoint then MJST include the
respective capability attributes and associ ated values in the SDP
offer. The preferred configurations for each nedia stream are
identified following the nedia line in a "pcfg" attribute. Bandwi dth
and title capabilities may al so be referenced in | atent
configurations in an "lcfg" attribute, as defined in the SDP Medi a
Capabilities Negotiation [ RFC6871].

| mpl enentati ons are advised to pay attention to the port nunber that
is used in the "me" line. By default, a potential configuration that
i ncludes a connection data capability will use the port nunber from
the "me" line, unless the network type is "PSTN', in which case the
default port number used will be 9.

The of fer SHOULD include the | evel of capability negotiation
ext ensi ons needed to support this functionality in a "creq"
attribute.

3.3.2. Cenerating the Answer

When the answering party receives the offer, and if it supports the
required capability negotiation extensions, it SHOULD sel ect the nost
preferred configuration it can support for each nedia stream and
build the answer accordingly, as defined in Section 3.6.2 of the SDP
Capability Negotiation [ RFC5939].

If the connection data capability is used in a selected potentia
configuration chosen by the answerer, that offer configuration MJST
by default use the port nunber fromthe actual offer configuration
(i.e., the "m" line), unless the network type is "PSTN', in which
case the default port MJST be assunmed to be 9. Extensions nay be
defined to negotiate the port nunber explicitly instead.
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3.3.3. Oferer Processing of the Answer

When the offerer receives the answer, it MJST process the nedia |ines
according to norrmal SDP processing rules to identify the nmedia
stream(s) accepted by the answer, if any, as defined in Section 3.6.3
of the SDP Capability Negotiation [RFC5939]. The "acfg" attribute,

if present, MJUST be used to verify the proposed configuration used to
formthe answer and to infer the lack of acceptability of

hi gher - preference configurations that were not chosen

3.3.4. Modifying the Session

If, at a later tinme, one of the parties wishes to nodify the
operating paraneters of a session, e.g., by adding a new nedia stream
or by changing the properties used on an existing stream it nmay do
so via the mechanisns defined for SDP offer/answer [RFC3264] and in
accordance with the procedures defined in Section 3.6.4 of the SDP
Capability Negotiation [ RFC5939].

4. Field Replacenent Rules

To sinmplify the construction of SDP records, given the need to
include fields within the nedia description in question for endpoints
that do not support capabilities negotiation, we define sone sinple
field-replacenment rules for those fields invoked by potential or

latent configurations. |In particular, any "i=" or "c=" lines invoked
by a configuration MIST replace the corresponding line, if present
within the nmedia description in question. Any "b=" |line invoked by a

configuration MIST replace any "b=" of the sane bandw dth type at the
nedia | evel, but not at the session |evel

5. Security Considerations

Thi s docunent provides an extension on top of the SDP [ RFC4566], SDP
O fer/ Answer Mdel [RFC3264], SDP Capability Negotiation Framework

[ RFC5939], and SDP Medi a Capabilities Negotiation [RFC6871]. As
such, the security considerations of those docunents apply.

The bandwi dth capability attribute nmay be used for reserving
resources at endpoints and internediaries that inspect SDP

Modi fication of the bandwi dth value by an attacker can lead to the
net wor k bei ng underutilized (too high bandw dth val ue) or congested
(too | ow bandwi dth val ue).
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Simlarly, by nodifying the alternative connection address(es), an
attacker would be able to direct nedia streans to a desired endpoint,
thus | aunching a version of the well-known voi ce hamrer attack (see
Section 18.5.1 of [RFC5245]).

The title capability provides for alternative "i=" line infornmation
which is intended for human consunption. However, manipulating the
textual information could be msused to provide fal se information,
|l eading to a bad user experience or the person using the service
maki ng a wong choi ce regarding the avail abl e nedia streans.

In case it is essential to protect the capability attribute val ues,
one of the security nmechani sns proposed in [ RFC5939] SHOULD be used.

The "i=" line, and thus the value carried in the title capability
attribute, is intended for human-readabl e description only. It
shoul d not be parsed programmatically.

6. | ANA Consi derations

6.1. New SDP Attributes
| ANA has registered new attributes in the "att-field (both session

and nedia |l evel )" subregistry of the "Session Description Protoco
(SDP) Paraneters" registry, according to the follow ng registration

form
Attribute nane: bcap
Long form nane: Bandwi dt h Capability
Type of attribute: Bot h nedia and session | eve
Subj ect to charset: No
Pur pose: Negoti ate session or nedi a-1evel bandw dths
Appropriate values: See RFC 7066, Section 3.1.1
Cont act nane: M guel A. Garcia
M guel . A. Gar ci a@ri csson. com
Attribute nane: ccap
Long form nane: Connection Data Capability
Type of attribute: Bot h nedia and session | eve
Subj ect to charset: No
Pur pose: Negoti ate nedi a-|1 evel connection data
Appropriate values: See RFC 7066, Section 3.1.2
Cont act nane: M guel A Garcia

M guel . A. Gar ci a@ri csson. com
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6. 3.

8. 1.

Gar

Attribute nane: i cap

Long form nane: Title Capability

Type of attribute: Bot h nedia and session | eve

Subj ect to charset: Yes

Pur pose: Negoti ate human-readabl e i nformati on

descri bing the session or nedia
Appropriate values: See RFC 7066, Section 3.1.3
Cont act nane: M guel A Garcia

M guel . A. Garci a@ri csson. com

New Option Tags

| ANA has added the new option tags "bcap-v0", "ccap-v0", and "icap-
v0", defined herein, to the "SDP Capability Negotiation Option Tag"
subregi stry of the "Session Description Protocol (SDP) Paraneters"”
registry.

New SDP Capability Negotiation Configuration Paraneters

| ANA has added the new paranmeter identifiers "b" for "Bandw dth",

for "Connection Data", and "i" for "Title" to the "SDP Capability
Negoti ati on Configuration Paraneters” subregistry of the "Session
Description Protocol (SDP) Paraneters" registry. These paraneters
are permtted in "lcfg", "acfg", and "pcfg" attributes.
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