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Abst r act

This docunent provides a security framework for the MPLS Transport
Profile (MPLS-TP). MPLS-TP extends MPLS technol ogi es and i ntroduces
new Operations, Adninistration, and Mai ntenance (OAM) capabilities, a
transport-oriented path protection nechanism and strong enphasis on
static provisioning supported by network managenent systens. This
docunent addresses the security aspects relevant in the context of
MPLS- TP specifically. It describes potential security threats as
well as mitigation procedures related to MPLS-TP networks and to
MPLS- TP i nterconnection to other MPLS and GWLS networks. This
docunent is built on RFC 5920 ("Security Framework for MPLS and GWLS
Net wor ks") by providing additional security considerations that are
applicable to the MPLS-TP extensions. Al the security

consi derations from RFC 5920 are assuned to apply.

This docunent is a product of a joint Internet Engineering Task Force
(I ETF) / International Tel ecommunication Union Tel econmmuni cati on

St andardi zati on Sector (I TU-T) effort to include an MPLS Transport
Profile within the I ETF MPLS and Pseudow re Emul ati on Edge-t o- Edge
(PWE3) architectures to support the capabilities and functionality of
a packet transport network.
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Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6941
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This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunent rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent provides a security franmework for the MPLS Transport
Profile (MPLS-TP).

As defined in "Requirenments of an MPLS Transport Profile" [RFC5654]
and "A Framework for MPLS in Transport Networks" [RFC5921], MPLS-TP
uses a subset of MPLS features and introduces extensions to reflect
the characteristics of the transport technology. The additional
functionality includes in-band OQAM transport-oriented path
protection and recovery nechani sns, and new OAM capabilities that
wer e devel oped for MPLS-TP but that also apply to MPLS and QGVPLS.
There is strong enphasis in MPLS-TP on static provisioning support
t hrough Networ k Managenent Systens (NMSs) or Operational Support
Systens (CSSs).

This docunment is built on [ RFC5920] by providing additional security
considerations that are applicable to the MPLS-TP extensions. The
security nodels, threats, and defense techni ques previously defined
in [ RFC5920] are assuned to apply to general aspects of MPLS-TP.

This docunent is a product of a joint Internet Engineering Task Force
(IETF) / International Tel ecommunicati on Union Tel ecomuni cation

St andardi zation Sector (ITU-T) effort to include an MPLS Transport
Profile within the | ETF MPLS and PWE3 architectures to support the
capabilities and functionality of a packet transport network.

Readers can refer to [ RFC5654] and [ RFC5921] for MPLS-TP
term nol ogi es and to [ RFC5920] for security term nologies that are
rel evant to MPLS and GWPLS.

1.1. Termnol ogy

Term Definition

AC Attachnent CGrcuit

BFD Bi di rectional Forwarding Detection
CE Cust oner Edge

DoS Deni al of Service

G ACh Ceneric Associ ated Channel

GAL G ACh Label

GWPLS CGeneralized Multiprotocol Label Sw tching
I P I nt ernet Protocol

LDP Label Distribution Protocol

LSP Label Switched Path

NVS Net wor k Managenment System

MPLS Mul ti protocol Label Sw tching

MPLS- TP MPLS Transport Profile
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VB- PW Mul ti - Segnent Pseudow re

OAM Operations, Admi nistration, and M ntenance
PE Provi der Edge

PSN Packet - Swi t ched Net wor k

PW Pseudowi r e

S- PE PW Swi t chi ng Provi der Edge

SP Servi ce Provider

SS- PW Si ngl e- Segnment Pseudowi r e

T- PE PW Ter mi nati ng Provi der Edge

2. Security Reference Model s

This section defines reference nodels for security in MPLS-TP
net wor ks.

The nodel s are built on the architecture of MPLS-TP, as defined in
[ RFC5921]. The placenment of SP boundaries plays an inportant role in
determ ning the security nodels for any particul ar depl oynent.

This docunent defines a trusted zone as being where a single SP has
total operational control over that part of the network. A primary
concern is about security aspects that relate to breaches of security
fromthe "outside" of a trusted zone to the "inside" of this zone
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Security reference nodel 1(b) shows an MPLS-TP network with
Mul ti-Segnment Pseudowire (MS-PW from T-PE1 to T-PE2. The trusted
zone is T-PE1 to T-PE2, as illustrated in Figure 2.

Native |[<------------- Pseudowire------------ > Native
Service | | Service
(AQ | | <- PSN ->| | <- PSN ->| | (AQ
| % % % % % % |
| L + L + L + |
+-m - -+ | | T- PEll :::::::::l S- PEll :::::::::l T- PE2| | +-m - -+
| |------ [ ... .. PWSeg' tl....... PWSeg' t3...... |------- | |
| CE1| | I I I I I I | | CE2 |
| [------ [...... PWSeg't2....... PWSeg' t4...... [------- | |
Fo oo+ | | | :::::::::l | :::::::::l | | Fo oo+
A +o---- + N +o---- + N +o---- + N
I I I I
| TP LSP TP LSP |
I I
[<---ommmim e - Enul ated Service ---------------- >|
-Untrusted->| <---------- Trusted Zone ----------- >| <- Unt rust ed- -

Figure 2. MPLS-TP Security Mdel 1(b)
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2.2. Security Reference Mdel 2

In reference nodel 2, a single SP does not have the end-to-end
control of the segment from PE/T-PE to PE/T-PE. A given S-PE or T-PE
may be under the control of another SP, that SP's customers, or its
partners. |In this case, the MPLS-TP network is not contained within
a single trusted zone.

Security reference nodel 2(a) shows an MPLS-TP network with
Mul ti-Segment Pseudowire (Ms-PW from T-PELl to T-PE2. The trusted
zone is T-PEl to S-PE1, as illustrated in Figure 3.

Native |[<------------- Pseudowire------------ > Native
Service | | Service
(AC | | <--PSN-->| | <- - PSN-->| | (AQ
| Y Y Y Y Y Y |
+--- - - + +--- - - + +--- - - +
- | | T- PE1| :::::::::l S- PE1| :::::::::l T- PE2| | -
| [------ [...... PWSeg'tl....... PWSeg' t3...... [------ | |
| CE1] | I I I I I | | CE2 |
| [------ [...... PWSeg't2....... PWSeg' t4...... [------ | |
e -+ | | | :::::::::l | :::::::::l | | e -+
N +omm + A +omm + A +omm + A
I I I
| TP LSP TP LSP |
I I
RSEEEEEE PR Enul ated Service --------------- >|
Untrusted-->|<-- Trusted Zone---->|<--------- Untrusted--------

Figure 3. MPLS-TP Security Mdel 2(a)
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Security reference nodel 2(b) shows an MPLS-TP network with
Mul ti-Segnment Pseudowire (MS-PW from T-PE1 to T-PE2. The trusted

zone is the S-PE1 only, as illustrated in Figure 4.
Native |[<------------- Pseudowire------------ >| Native
Service | | Service
(AQ | | <- - PSN- - >| | <- - PSN- - >| |  (AQ
| \Y; \Y; \Y; \Y; \Y; \Y; |
| L + L + L + |
+-m - -+ | |T-PEll:::::::::lS-PEll:::::::::lT-PEZl | +-m - -+
| |------ [ ... .. PWSeg' tl....... PWSeg' t3...... |------ | |
| CE1l | I I I I I I | | CE2 |
| [------ [...... PWSeg't2....... PWSeg' t4...... [------ | |
Fo oo+ | | |:::::::::| |:::::::::| | | Fo oo+
A +o---- + N +o---- + N +o---- + N
I I I I
| TP LSP TP LSP |
I I
[<--memmmm e - Enul ated Service --------------- >|
-------- Untrusted---------->|<--->|<-------Untrusted----------
Trust ed
Zone

Figure 4. MPLS-TP Security Mdel 2(b)

Security reference nodel 2(c) shows an MPLS-TP network with
Mil ti-Segment Pseudowire (Ms-PW fromdifferent SPs with
i nter-provider PWconnections. The trusted zone is T-PE1l to S-PES,

as illustrated in Figure 5.

Native |<---------mmommmoo PW5 ------emmimae - >| Native
Layer | | Layer
Service | | <PSN13>| | <PSN3X>| | <PSNXZ>| | Service
(AC1) V V LSP V V LSP V V LSP V V (AC2)

L + -+ - ---- + L + -+ - ---- + |
+--+| |T-PE1l] | | |S PE3| |S-PEX] | | |T-PEZ] | +---+
| | | | |::::::: |:::::::| :::::::l | | |
|CEL|----]........ PWL........ [..PWB. .| ........ PWs........ | ---] CE2|
| | | | |:::::::| |:::::::| |:::::::| | |
deok 1] g2l |3 [ B R T A B SRR

R + -t A----- + R + -t A----- +

| <--Subnetwork 123->| | <--Subnetwork XYZ->|

Untrusted>| <-- Trusted Zone-->|<------------- Untrusted-------------

Figure 5. MPLS-TP Security Mdel 2(c)
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In general, the boundaries of a trusted zone nust be carefully
defi ned when anal yzing the security properties of each individua
network. The security boundaries determ ne which reference node
shoul d be applied to a given network topol ogy.

3. Security Threats

This section discusses various network security threats that are
uni que to MPLS-TP and may endanger MPLS- TP networks

Attacks against a GAL or G ACh may include the foll ow ng:

- GAL or BFD | abel nanipulation, which includes insertion of false
| abel s and nodification, deletion, or replay of nessages.

- DoS attacks through in-band OAM by generating excessive G ACh/ GAL
and BFD nessages that consune significant bandwi dth and potentially
cause congesti on.

These attacks can cause unauthorized protection switchover, inability
to restore one or nore LSPs, or loss of network connectivity.

When an NMS is used for LSP setup, attacks on the NM5S can cause the
above effects as well. Although this is not unique to MPLS-TP,
MPLS- TP networks can be particularly vulnerable to NVM5 attacks, due
to the fact that static provisioning through NMSs is a commonly used
nmodel . In the static provisioning nodel, a conproni sed NV5 can
potentially be conparable to a conprom sed control plane plus a
conprom sed managenment plane in the dynam c controlled network nodel.

Attacks on NMSs may cone fromeither external attackers or insiders.
Qutside attacks are initiated outside of the trusted zone by

unaut hori zed users of the MPLS-TP NMSs. |nsider attacks are
initiated frominside the trusted zone by an entity that has

aut hori zed access to the managenment systens but that perforns
unapproved functions that are harnful to the MPLS-TP networks. These
attacks may directly target the NVS; they may al so take place via the
conprom sed comruni cati on channel s between the NVS and the network
devices that are being provisioned, or through user access to the
provisioning tools. This type of security threat may include

di scl osure of information, generating fal se OAM nessages, taking down
MPLS- TP LSPs, connecting to the wong MPLS-TP tunnel endpoints, and
DoS attacks on the MPLS-TP networks.

There are other nore generic security threats, such as unauthorized
observation of data traffic (including traffic pattern analysis),
nmodi fication or deletion of a provider’s or user’s data, and replay
or insertion of inauthentic data into a provider’s or user’s data
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stream These types of attacks apply to MPLS-TP traffic regardl ess
of how the LSP or PWis set up, in a way that is sinilar to how they
apply to MPLS traffic regardl ess of howthe LSP is set up. Mre
details on the above-nentioned threats are docunented in [RFC5920].

Such threats may result from malicious behavior or accidental errors:

Exanple 1. Attacks fromusers: Users of the MPLS-TP network nay
attack the network infrastructure or attack other users.

Exanpl e 2: Attacks frominsiders: Enpl oyees of the operators may
attack the MPLS-TP network, especially through NVBs.

Exanpl e 3: Attacks frominterconnecting SPs or other partners: Oher
SPs may attack the MPLS-TP network, particularly through the
i nter-provider connections.

Exanpl e 4: Attacks as the result of operational errors: Qperations
staff may fail to follow operational procedures or nay neke
operational nistakes.

4. Defensive Techniques

The defensive techniques presented in this docunent and in [ RFC5920]
are intended to describe nethods by which sone security threats can
be addressed. They are not intended as requirenents for all MPLS- TP
depl oynents. The specific operational environnent determ nes the
security requirenents for any instance of MPLS-TP. Therefore

prot ocol designers should provide a full set of security capabilities
that can be selected and used where appropriate. The MPLS-TP

provi der should determ ne the applicability of these techniques to
the provider’'s specific service offerings, and the end user may wi sh
to assess the value of these techniques to the user’s service
requirenents

Aut hentication is the primary defense technique to nmitigate the risk
of the MPLS-TP security threats discussed in Section 3 (GAL or BFD

| abel mani pul ation, and DoS attacks through in-band OAM .

Aut hentication refers to methods to ensure that nessage sources are
properly identified by the MPLS-TP devices with which they

communi cate. Authentication includes the follow ng:

- entity authentication for identity verification

- managenent system aut hentication

- peer-to-peer authentication
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- nmessage integrity and replay detection to ensure the validity of
nessage streans

- networ k-based access controls such as packet filtering and
firewalls

- host-based access controls

- isolation

- aggregation

- protection agai nst denial of service
- event | ogging

Section 5.2 of [RFC5920] describes these techni ques where they apply
to MPLS and GWPLS in general

In addition to authentication, the follow ng defense should al so be
considered in order to protect MPLS-TP networks

- Use of isolated infrastructure for MPLS-TP

One way to protect the MPLS-TP infrastructure is to use dedicated
network resources to provide MPLS-TP transport services. For
exanple, in security nodel 2 (Section 2.2), the potential risk of
attacks on the S-PE1 or T-PEl in the trusted zone may be reduced by
usi ng non-1P-based communi cati on paths, so that the paths in the
trusted zone cannot be reached fromthe outside via IP

- Verification of connectivity

To protect against deliberate or accidental m sconnection, mechani snms
can be put in place to verify both end-to-end connectivity and
segment - by- segnent resources. These nmechani sns can trace the routes
of LSPs in both the control plane and the data plane. Note that the
connectivity verification tools are now devel oped for general MPLS
networks as wel .

Fang, et al. I nf or mat i onal [ Page 11]



RFC 6941 MPLS- TP Security Framework April 2013

The defense techni ques that apply generally to MPLS/ GWLS are not
detail ed here; see [ RFC5920] for details regarding these techniques.
For exanpl e:

1) Aut hentication, including managenent system authentication
peer -t o-peer authentication, and cryptographic techniques for
aut henticating identity

2) Access control techniques

3) Use of aggregated infrastructure

4) Mtigation of denial-of-service attacks

5) Monitoring, detection, and reporting of security attacks

It is inmportant to point out the follow ng security defense

techni ques, as they are particularly critical for NVSs, due to the
strong enphasis on static provisioning supported by NVBs in MPLS-TP
depl oynents. These techniques include the foll ow ng:

- entity authentication for identity verification

- encryption for confidentiality

- message integrity and replay detection to ensure the validity of
nessage streans

- user access control and event | ogging, which nust be applied for
NMSs and provi sioning applications

5. Security Considerations

Security considerations constitute the sole subject of this docunent
and hence are discussed throughout.

Thi s docunent eval uates security risks specific to MPLS-TP, as wel |l
as mitigation nechanisns that nay be used to counter potentia
threats. Al of the techni ques presented here involve mature and

wi dely inplenented technol ogies that are practical to inplenment. It
is meant to assist equi pnment vendors and service providers who nust
ultimately decide what threats to protect against in any given
configuration or service offering, froma custoner’s perspective as
well as froma service provider’s perspective

Fang, et al. I nf or mat i onal [ Page 12]



RFC 6941 MPLS- TP Security Framework April 2013

6. Acknow edgenents

The aut hors wi sh to thank the foll ow ng people: Joel Hal pern and
Gregory Mrsky for their review cormments and contributions to this
docunent, Mach Chen for his review and suggestions, Adrian Farrel for
his Routing Area Director review and detail ed corments, Loa Andersson
for his continued support and gui dance as the MPLS WG co-chair, and
Dan Romascanu and Barry Leiba for their hel pful comrents during | ESG
revi ew.

7. References
7.1. Normative References
[ RFC5654] N ven-Jenkins, B., Ed., Brungard, D., Ed., Betts, M, Ed.,
Sprecher, N, and S. Ueno, "Requirenents of an MPLS
Transport Profile", RFC 5654, Septenber 2009.

[ RFC5920] Fang, L., Ed., "Security Framework for MPLS and GWPLS
Net wor ks", RFC 5920, July 2010.

7.2. Informative References
[ RFC5921] Bocci, M, Ed., Bryant, S., Ed., Frost, D., Ed., Levrau,

L., and L. Berger, "A Framework for MPLS in Transport
Net wor ks", RFC 5921, July 2010.

Fang, et al. I nf or mat i onal [ Page 13]



RFC 6941 MPLS- TP Security Framework April 2013

Contri butors

Rayrmond Zhang

Al cat el - Lucent

750D Chai Chee Road
Si ngapore 469004

EMai | : raynond. zhang@l cat el -1 ucent. com
Nabi | Bitar
Verizon

40 Syl van Road
Wal t ham MA 02145
us

EMail : nabil.bitar @erizon.com

Masahi ro Dai koku

KDDI Cor porati on

3-11-11 lidabashi, Chiyodaku, Tokyo
Japan

EMmai | : ns-dai koku@ddi . com

Lei Wang

Li me Net wor ks

Strandvei en 30, 1366 Lysaker
Nor way

EMai | : | ei.wang@ i nmenet wor ks. no
Henry Yu

TW Tel ecom

10475 Park Meadow Drive
Littleton, CO 80124

Us

EMai |l : henry.yu@w el ecom com

Fang, et al. I nf or mat i onal [ Page 14]



RFC 6941 MPLS- TP Security Framework April 2013

Aut hors’ Addr esses

Luyuan Fang (editor)
Ci sco Systens

111 Whod Ave. South
Iselin, NJ 08830
us

EMai | : | uf ang@i sco. com

Ben N ven-Jenkins (editor)

Vel oci x

326 Canbridge Science Park
M 1ton Road

Canbri dge CB4 OWG

UK

EMai | ; ben@i ven-j enkins. co. uk

Scott Mansfield (editor)
Eri csson

300 Hol ger Way

San Jose, CA 95134

us

EMail : scott.mansfiel d@ricsson.com
Richard F. Gravenan (editor)

RFG Security, LLC

15 Park Avenue

Morristown, NJ 07960

us

EMail: rfg@cmorg

Fang, et al. I nf or mat i onal [ Page 15]



