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Abst ract

The SI PCLF working group has defined a Cormon Log Format (CLF)
framework for Session Initiation Protocol (SIP) servers. This CLF

m mcs the successful event |ogging format found in well-known web
servers |ike Apache and web proxies |ike Squid. This docunent
proposes an i ndexed text encoding format for the SIP CLF that retains
the key advantages of a text-based format while significantly

i ncreasi ng processing performance over a purely text-based

i npl ementation. This file format adheres to the SIP CLF infornation
nodel and provides an effective encodi ng schene for all mandatory and
optional fields that appear in a SIP CLF record.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6873
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Copyright Notice

Copyright (c) 2013 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect

to

this docunent. Code Conponents extracted fromthis docunent nust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Tabl e

PoNE

©CoONOo O

11.

of Contents
INtroduCti ON ... 3
Term N0l OQY ..ottt e 3
Document ConVeNnti ONS . ... ... e 4
FOr MBIt . . 5
4.1, Index Pointers . ... ... e 8
4.2. Mandatory Fields ...... ... . 10
4.3. SIP CLF Encodi ng and Character Escaping Requirenents ...... 13
4.4, Optional Fields ....... .. . . . e 14
Exanmple SIP CLF Record ........ .. e 22
Text Tool Considerati OnNs . ....... ... ... . 24
Security Considerati ONS . ... ... .. e 24
Qperational GQuidance ........ ... .. 25
IANA Considerati ONS ... ... i e e 25
9.1, SIP CLF VEersSi ON ... e e 25
9.2. SIP CLF Transport Flag ........ ..., 26
Acknow edgment S . ... .. 26
Ref er ences . ... . 27
11.1. Normative References ........... ... 27
11.2. Informative References ........ ... . .. 27

Sal gueiro, et al. St andards Track [ Page 2]



RFC 6873 Format for SIP CLF February 2013

1. Introduction

The extensive list of benefits and the wi despread adopti on of the
Apache Common Log Format (CLF) has pronpted the devel opnent of an
anal ogous event | oggi ng mechanismfor the Session Initiation Protoco
(SIP) [RFC3261]. Inplenenting a |ogging schene for SIPis a
considerabl e challenge. In part, this is due to the fact that the
behavior of a SIP entity is nore conplex as conpared to an HTTP
entity. Additionally, there are shortcomngs to the purely text-
based HTTP CLF that need to be addressed in order to allow for real-
time inspection of SIP log files [RFC6872]. Experience wth Apache
CLF has shown that dealing with large quantities of |og data can be
very processor intensive, as doing so necessarily requires reading
and parsing every byte in the log file(s) of interest.

An i npl enent ati on-i ndependent framework for the SIP CLF has been
defined in [RFC6872]. This meno describes an indexed text file
format for |ogging SIP nessages received and sent by SIP clients,
servers, and proxies that adheres to the informati on nodel presented
in Section 8 of [RFC6872]. This docunment defines a format that is no
nmore difficult to generate by logging entities than standard (i.e.
non-i ndexed) text log formats, while being radically faster to
process. In particular, the format is optim zed for both rapidly
scanni ng through log records and quickly | ocating commonly accessed
data fields.

Further, the format proposed by this document retains the key
advant age of bei ng human readabl e and able to be processed using the
various Uni x text processing tools, such as sed, awk, perl, cut, and

gr ep.
2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

"SHOULD', "SHOULD NOT", "RECOMMENDED', and "NOT RECOMMENDED' are
appropriate when valid exceptions to a general requirenment are known
to exist or appear to exist, and it is infeasible or inpractical to
enunerate all of them However, they should not be interpreted as
permtting inplenenters to fail to inplenent the general requirenent
when such failure would result in interoperability failure.
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[ RFC3261] defines additional terns used in this docunent that are

specific to the SIP domain such as "proxy"; "registrar"; "redirect
server"; "user agent server" or "UAS'; "user agent client" or "UAC
"back-to-back user agent" or "B2BUA"; "dial og"; "transaction"

"server transaction".

Thi s docunent uses the term"SIP Server" that is defined to include
the following SIP entities: user agent server, registrar, redirect
server, a SIP proxy in the role of user agent server, and a B2BUA in
the role of a user agent server.

The reader is expected to be familiar with the terni nol ogy and
concepts defined in [ RFC6872].

3. Docunent Conventions

Thi s docunment defines the |ogging syntax for the SIP CLF. This
syntax is denonstrated through the use of various exanples. The
formatti ng descri bed here does not permt these exanples to be
unanbi guously rendered due to the constraints inposed by the
formatting rules for RFCs. To avoid anmbiguity and to neet the RFC
| ayout requirenents, this document uses the <all OneLi ne/> markup
convention established in [ RFC4475].

For the sake of clarity and conpl eteness, the entire text defining
this markup convention from Section 2.1 of [RFC4475] is quoted bel ow

Several of these exanples contain unfolded |ines |onger than 72
characters. These are captured between <all OnelLine/> tags. The
single unfolded line is reconstructed by directly concatenating
all lines appearing between the tags (discarding any |line feeds or
carriage returns). There will be no whitespace at the end of
lines. Any whitespace appearing at a fold-point will appear at

t he begi nning of a |ine.

The follow ng represent the sane string of bits:
Header - nanme: first value, reallylongsecondval ue, third val ue
<al | OneLi ne>
Header - nane: first val ue,
real | yl ongsecondval ue

, third val ue
</ al | OnelLi ne>
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<al | OnelLi ne>
Header - nane: first val ue,
real Iyl ong
second
val ue,
third val ue
</ al | OneLi ne>

Note that this is NOT SIP header-line folding, where different
strings of bits have equival ent neani ng.

The | P addresses used in the exanples in this docunent correspond to
t he docunentation address block 192.0.2.0/24 (TEST-NET-1) as
described in [ RFC5737].

4. For mat
The CLF for the Session Initiation Protocol [RFC6872] defines an
i nformati on nodel to which this |ogging format adheres, and Section
8.1 of that document defines all the mandatory information nodel
el ement s.

Thi s docunent defines the format of SIP CLF records as foll ows:

0 7 8 15 16 23 24 31
R R R R +

| Version | Record Length | 0- 3
S S S S +

| Record Length (cont) | o0x2C | 4 - 7
S S S S +

| CSeq Poi nter (Hex) | 8 - 11
R R R R +

| Response St at us- Code Poi nter (Hex) | 12 - 15
S S S S +

| R-URI Poi nter (Hex) | 16 - 19
S S S S +

| Destination | P address: port Pointer (Hex) | 20 - 23
R R R R +

| Source | P address: port Pointer (Hex) | 24 - 27
S S S S +

| To URI Pointer (Hex) | 28 - 31
S S S S +

| To Tag Poi nter (Hex) | 32 - 35
R R R R +

| From URI Poi nter (Hex) | 36 - 39
S S S S +

| From Tag Poi nter (Hex) | 40 - 43
S S S S +
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Call-1d Pointer (Hex)

R R R R
| Server-Txn Poi nter (Hex)
S S S S
| Cient-Txn Pointer (Hex)
S S S S
| Optional Fields Start Pointer (Hex)
R R R R
| Ox0A |

S +

| Ti mest anp

+ S
| | 0x2E
R R R R
| Fractional Seconds | 0x09
S S S S
| Flags Field

S S S S
| Flag (cont)| 0x09 |

----------- e

|

| Mandat ory Fields (variable |Iength)

|

|
R R R R
| 0x09 | Tag 0x40
S S S S
| Vendor -1D
S S S S
| Vendor-1D (cont)
R R R R
| 0x2C | Lengt h (Hex)
S S S S
| Len (cont)| 0x2C | BEB | 0x2C
S S o e e e e e e oo
|

| Val ue (variabl e | ength)
!i- ----------- F---- - - F---- - - F---- - -
| Ox0A |
S +

Figure 1: SIP Conmon Log For nat

February 2013

| 44 - 47

+

| 48 - 51

+

| 52 - 55

+

| 56 - 59

+

| 60 - 63

+

| 64 - 67

+

| 68 - 71

+

| 72 - 75

+

| 76 - 79

+

| 80 - 83

|

|

|

|

|

|

+

[\

+\

|\

+ 0\

| \ Repeat ed
+ \  as many
| > tines as
+ /' necessary
| /

| /

|/

| /

|/

+

The format presented in Figure 1 is for a single SIP CLF log entry.

Wiile there is

no actua

subdi vision in practice,

this format can be

| ogically subdivided into the followi ng three distinct conponents:
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1. Index Pointers: The first 60 bytes of this format. This portion
is metadata, primarily conposed of a list of pointers that
i ndi cate the begi nning of both the variable-Iength nandatory and
optional fields that are logged as part of this record. These
pointers are inplenented as a mechanismto inprove processing of
these records and to allow a reader to expeditiously skip
directly to the desired field without unnecessarily going through
the entire record. This |ogical subdivision within the SIP CLF
format will be referenced in this docunent with the
<IndexPointers> tag. A OxOA (LF character) delinits
<I ndexPoi nters> fromthe next |ogical grouping.

2. Mandatory Fields: The next logical grouping in this format is a
Tab-delimted (0x09) listing of the mandatory fields as described
in Section 8.1 of [RFC6872] and in the order listed in
<I ndexPoi nters>. This | ogical subdivision within the SIP CLF
format will be referenced in this docunment with the
<Mandat or yFi el ds> t ag.

3. Optional Fields: The last |ogical conponent MAY be present as it
is an OPTIONAL extension to the SIP CLF format. |Its purpose is
to provide flexibility to the devel oper of this SIP CLF to | og
any desired fields not included in <Mandat oryFi el ds>. This
i ncludes SIP bodi es and any vendor-specific extensions. This
| ogi cal subdivision within the SIP CLF format will be referenced
in this docunent with the <Optional Fields> tag.

This |l ogical structure of the SIP CLF record format can be
graphically represented as shown in Figure 2 bel ow

<I ndexPoi nt er s>
<Mandat or yFi el ds>
<Opti onal Fi el ds>

Figure 2: Logical Structure of the SIP CLF Record

Note that Figures 1 and 2 plus the ternminating |ine-feed (0x0A) at
the end of the SIP CLF record are different representations of the
same format but are functionally equivalent. The representation of
this format is a two-line record where the <IndexPointers> netadata
is on one line and the actual data |ike <MandatoryFi el ds> and
<Optional Fields> (if present) is on another

In the followi ng sections note that indications of "hexadeci nal
encoded" indicate values that are always unsigned and are to be
written out in human-readabl e base-16 nunbers using the UTF-8
characters 0x30 through 0x39 ('0" through '9') and 0x41 through 0x46
(A through "F'). Simlarly, indications of "deci mal encoded"
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indicate that the value is to be witten out in hunman-readabl e
base- 10 nunbers using the UTF-8 characters 0x30 through 0x39 ('O’

through '9').

I n both encodings,

nunbers al ways take up the nunber

of bytes indicated and are padded on the left with UTF-8 "0’ (zero)

characters to fil

4.1. Index Pointers

the entire space

The <l ndexPoi nters> portion of the SIP CLF record (shown in Figure 3)

is a 60-byte header that

Sal gueiro

i ndi cates netadata about the record.

0 7 8 15 16 23 24 31
L oo oo +
| Version Record Length | 0- 3
Sy oo oo +
| Record Length (cont) | o0x2C | 4 - 7
B LT T g S S +
| CSeq Poi nter (Hex) | 8 - 11
i oo oo +
| Response St at us- Code Poi nter (Hex) | 12 - 15
Ry oo oo +
| R- URI Poi nter (Hex) | 16 - 19
B LT T g S S +
| Destination | P address: port Pointer (Hex) | 20 - 23
i S U oo +
| Source | P address: port Pointer (Hex) | 24 - 27
Ry oo oo +
| To URI Pointer (Hex) | 28 - 31
B LT T g S S +
| To Tag Poi nter (Hex) | 32 - 35
L SR oo +
| From URI Poi nter (Hex) | 36 - 39
Ry oo oo +
| From Tag Poi nter (Hex) | 40 - 43
B LT T g S S +
| Call-1d Pointer (Hex) | 44 - 47
i oo oo +
| Server-Txn Poi nter (Hex) | 48 - 51
Ry oo oo +
| Cdient-Txn Pointer (Hex) | 52 - 55
B LT T g S S +
| Optional Fields Start Pointer (Hex) | 56 - 59
L oo oo +
Figure 3: Index Pointers
et al. St andards Track [ Page 8]
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The fields that nake up <l ndexPoi nters> are described bel ow

Version (1 byte): UTF-8 encoded version for the SIP CLF record.
Range of valid values for the Versionis from’A (0x41) to 'Z
(Ox5A). This docunent uses a Version value of "0x41" ("A).

The value of the SIP CLF Version MJST be increnmented for any new
SIP CLF specification that changes any part of the SIP CLF record
format. The SIP CLF Version val ues are | ANA-assi gned

(Section 9.1) via the Standards Action nethod described in

[ RFC5226] .

Since the version is specified per record, it is possible that a
SIP CLF log file could contain records with different versions.
Under normal operating conditions, this is an unlikely occurrence
and SHOULD be avoided if possible.

Record Length (6 bytes): Hexadecinal encoded total length of this
|l og record, beginning with the "Version" octet and ending with the
term nating |ine-feed.

Bytes 8 through 55 contain hexadeci mal encoded pointers that point to
the starting location of each of the variabl e-1ength mandatory
fields. Bytes 56 through 59 contain a hexadeci mal encoded pointer
that points to the starting |location of the optional fields portion
of the SIP CLF record. Note that there are no deliniters between
these pointer values -- they are packed together as a single, 52-
character hexadeci mal encoded string. The "Pointer" fields indicate
absol ute byte values within the record, and are therefore >=82. They
point to the start of the corresponding value within the

<Mandat oryFi el ds> portion. A description of each of the nmandatory
fields that these pointer values point to can be found in

Section 4. 2.

Optional Fields Start Pointer: This final pointer indicates the
|l ocation within the SIP CLF record where the OPTI ONAL group of
<Optional Fiel ds> begin, if present. The "Optional Fields Start
Pointer" points to the UTF-8 Tab (0x09) character for the first
entry in the <Optional Fields> portion. |f the OPTIONAL group of
<Optional Fi el ds> are not inplenented, then the "Optional Fields
Start Pointer"” field MIST point to the termnating |ine-feed
(Ox0A) at the end of the SIP CLF record.
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4.2. Mandatory Fields

The <Mandat oryFi el ds> portion of the SIP CLF record is shown bel ow

0 7 8 15 16 23 24 31
S S S S +

| Ox0A | | 60 - 63
R + +

| Ti mest anp | 64 - 67
+ S +

| | Ox2E | 68 - 71
S S S S +

| Fracti onal Seconds | 0x09 | 72 - 75
R R R R +

| Flags Field | 76 - 79
S S S S +

| Flag (cont)| 0x09 | 80 - 83
----------- T

Fi gure 4: Mandatory Fields

Fol I owi ng the pointers in <lndexPointers> two fixed-length fields
are encoded to specify the exact tine of the log entry. As before,
all fields are conpletely filled, pre-pending values with '0’
characters as necessary.

Ti mestanp (10 bytes): Decinal encoded date and tine of the request
or response represented as the nunber of seconds since the Unix
epoch (i.e., seconds since mdnight, January 1st, 1970, GWI).

Fractional Seconds (3 bytes): Decinmal encoded fractional seconds
portion of the Tinmestanp field to ml|lisecond accuracy.

The conbi ned Ti nestanp and Fractional Seconds fields are
represented in the log file as a UTF-8 encoded string representing
the date and tine of the request or response represented as the
nunber of seconds and milliseconds since the Unix epoch. The
nunber of nilliseconds is separated by a "." (UTF-8 character
Ox2E) fromthe nunmber of seconds

Sal gueiro, et al. St andards Track [ Page 10]
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Flags Field (5 bytes):

byte 1 - Request / Response Fl ag
R = Request
r = Response
byte 2 - Ret ransmi ssi on Fl ag
O = Oiginal transm ssion
D = Duplicate transm ssion
S = Server is stateless [i.e., retransnissions are not
det ect ed]
byte 3 - Sent / Recei ved Fl ag
S = Sent nessage
R = Recei ved nessage
byte 4 - Transport Fl ag

The Transport Flag values are | ANA-assigned (Section 9.2) via
the I ETF Revi ew net hod described in [RFC5226]. Currently,
regi stered val ues are:

U = UDP
T = TCP
S = SCTP
byte 5 - Encryption Flag

E = Encrypted nessage (TLS, DILS, etc.)
U = Unencrypted nessage

After the "Tinmestanp”, "Fractional Seconds", and the "Fl ags" fields
are the values for the mandatory fields specified in Section 8.1 of
[ RFC6872], which are described bel ow

CSeq: The Command Sequence header field, including the CSeq nunber
and net hod nane.

Response Status-Code: Set to the value of the SIP response status
code for responses. Set to a single UTF-8 dash (0x2D) for
requests.

R-URI: The Request-URlI in the start line (mandatory in request),
i ncluding any URlI paraneters.
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Destination | P address: port: The |IP address of the downstream server
and the port nunber, separated by a single ':’. |Pv4 addresses
are represented in "dotted decimal" notation as per [RFCl1166].
| Pv6 addresses are represented using the hexadeci mal notation
detailed in Section 4 of [RFC5952] (or the special -case nixed
hexadeci mal and decimal notation detailed in Section 5 of
[ RFC5952]) and enclosed in square brackets ('[’' and ']’).

Source | P address:port: The |P address of the upstreamclient and
the port nunber over which the SIP nessage was received, separated
by a single ':’. [|1Pv4 addresses are represented in "dotted
decinmal" notation as per [RFC1166]. |Pv6 addresses are
represented using the hexadeci mal notation detailed in Section 4
of [RFC5952] (or the special-case nmixed hexadeci mal and deci mal
notation detailed in Section 5 of [RFC5952]) and enclosed in
square brackets ('[’ and ']’).

To URI: Value of the URI in the To header field.

To Tag: Value of the tag parameter (if present) in the To header
field.

FromURI: Value of the URI in the From header fi el d.

From Tag: Value of the tag paranmeter (if present) in the From header
field.

Call-1d: The value of the Call-ID header field.

Server transaction identification code (Server-Txn): The transaction
identifier associated with the server transaction
| mpl enent ati ons can reuse the server transaction identifier (the
topnost branch-id of the incom ng request, with or w thout the
magi ¢ cookie), or they could generate a unique identification
string for a server transaction (this identifier needs to be
locally unique to the server only). This identifier is used to
correlate ACKs and CANCELs to an INVITE transaction; it is also
used to aid in tracking forking. (See Section 9 of [RFC6872] for
usage.)

c

ent transaction identification code (Cient-Txn): This field is
used to associate client transactions with a server transaction
for forking proxies or B2BUAs. Upon forking, inplementations can
reuse the value they inserted into the topnost Via header’s branch
paraneter, or they can generate a unique identification string for
the client transaction. (See Section 9 of [RFC6872] for usage.)

Sal gueiro, et al. St andards Track [ Page 12]



RFC 6873 Format for SIP CLF February 2013

Note: The definitions of the Server-Txn and Cient-Txn are taken
directly from [RFC6872] and are provided here only as a
convenience to the inplementer. The definitions specified in

[ RFC6872] should be considered authoritative in the event of a
conflict.

This data MJUST appear in the order listed in <lndexPointers> and
each field MIST be present. Fields are subject the maxi num SIP CLF
field size of 4096 bytes as detailed in Section 8 of [RFC6872].

4.3. SIP CLF Encoding and Character Escapi ng Requirenents

The mandatory fields in a SIP CLF record are separated by a single
UTF-8 Tab character (0x09). Any Tab characters present in the data
to be witten will be replaced by a UTF-8 space character (0x20)
prior to being | ogged.

The decision to replace tabs with spaces was based on there being no
standardi zed use of tabs in SIP headers to convey any ot her mneaning
than whitespace. Tabs may appear in nessage bodies, and in the event
that the bodies are | ogged, the conversion to space may cause

probl enrs when reconstructing the body fromthe corresponding |og
entry. Two consequences of the decision to replace Tab with a space
character are: (a) it will becone inpossible to reconstruct a
signature over the |logged field that matches the signature over
fields in the original SIP nessage, and (b) any future SIP header
fields that include tabs with a different semantic mneani ng than
sinmply signifying whitespace will |ose this meani ng when | ogged.
Finally, the tabs-to-spaces substitution MIST occur when | oggi ng
mandatory fields and optional SIP Header Field or Reason-Phrase
(Tag=00); it MJST al so occur when optionally |ogging either the
entire nmessage (Tag=02) or sinply a SIP body (Tag=01) as described in
Section 4. 4.

An elenent will not always have an appropriate value to provide for
one of these fields, even when the field is required to appear in the
SIP CLF record. In such circunstances, when a given nandatory field
fromSection 4.2 and specified in Section 8.1 of [RFC6872]) is not
present, then that enpty field MJUST be encoded as a single horizonta
dash ("-"). In the event that a field failed to parse, it MJST be
encoded as a single question mark ("?"). |If these characters are
part of a sequence of other characters, then there is no anbiguity.
If the field being | ogged contains only one character, and that
character is the literal "-", the inplenmentation SHOULD i nsert an
escaped 92D for that field in the SIP CLF record. Sinmilarly, if the
field contains only one character, and that character is the litera
"?", the inplenentati on SHOULD i nsert an escaped 93F for that field
in the SIP CLF record
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The ternminating carriage return line feed (CRLF) after a given header
field value MUST NOT be | ogged. Since a bare CRLF sequence is not
permitted within a SIP header field value, nandatory fields MJUST NOT
contain a CRLF when | ogged and consequently no escapi ng nechanismis
required for it.

dearly,

a S|P parser could not possibly successfully parse a SIP CLF

record inits entirety given the SIP CLF format described in this

docunent. It

is possible to parse individua

fiel

ds in the SIP CLF

record if they are extracted and given to a SIP parser that would

normal |y parse those sequence of strings.
any field val ue that
in this docunent before |ogging (
| onger well-forned SIP and will

The i ntent of

encodi ng,

grep and awk.

fail

1_1,1?1

In fact,
and character escaping requirenents preclude this and
i ntroduce infornation loss relative to the origina
| og reader should never unescape anything in the SIP CLF record
they are intended to be nachi ne processed using text tools such

t he

, and CRLF)
when given to such a parser

It should be noted that
is nodified by the escapi ng nechani sns defi ned

is likely no

I ogging using SIP CLF is not to faithfully recreate the
bit-exact SIP nessage being | ogged.

formatting rul es,

nay
A

si nce

as

SI P nessage

The human user behind the | og reader may be required
to infer nore semantics about any differences between the origina
SIP nessage and its SIP CLF representation

4.4. Optional Fields
The <Optional Fi el ds> portion of the SIP CLF record is shown bel ow
0 78 15 16 23 24 31
. . . . +
| 0x09 | Tag | 0x40 [\
- - - - + \
| Vendor-1D | \
[ S [ S [ S [ S + \
| Vendor-1D (cont) | \ Repeat ed
R R R R + \  as nany
| 0x2C | Length (Hex) | > tines as
Fommeee e Fommeee e Fommeee e Fommeee e + /| necessary
| Len (cont)| 0x2C | BEB | 0x2C | /
[ S [ S oo e e e e e e e oo oo - | /
| _ |/
| Val ue (variabl e | ength) | /
| |/
- I I I +
Figure 5: Optional Fields
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Optional fields are those SIP nessage el enents that are not a part of
the mandatory fields list detailed in Section 8.1 of [RFC6872].

After the <MandatoryFi el ds> section, there is an OPTI ONAL
<Optional Fi el ds> group (shown in Figure 5) that MAY appear zero or
nmore tines. This <Optional Fi el ds> group provides extensibility to
the SIP CLF. It allows SIP CLF inplenenters the flexibility to
extend the logging capability of this indexed text representation
beyond just the mandatory | og el enents described in Section 8.1 of

[ RFC6872] .

Loggi ng any optional SIP el ements MJUST be done according to the
format shown in Figure 5. The location of the start of

<Optional Fields> within the SIP CLF record is indicated by the
"Optional Fields Start Pointer" field in <lIndexPointers>  After the
initial Tab delinmiter byte (0x09) shown in Figure 5, the optiona
field being | ogged is generally represented by the notation

Tag@endor - | D, Lengt h, BEB, Val ue

The optional field identifier (Tag@/endor-ID) is conposed of a two-
byte Tag and an ei ght-byte Vendor-1D (both deci mal encoded) separated
by an "@ character (0x40). This uniquely identifies the optiona
field being 1 ogged. The format for this identifier is |oosely
nodel ed after the private use option used by the syslog protoco

[ RFC5424] (Note: this is the second fornmat detailed in Section 6.3.2
of [RFC5424]). It makes use of the Private Enterprise Number (PEN)
whi ch provides an identifier through a globally uni que nane space
[PEN. This syntax provides the necessary extensibility to SIP CLF
to allow | oggi ng of any SIP header, body, as well as any vendor-
specified SIP el enent.

The Base64 Encoded Byte (BEB) is a boolean that is used to indicate
whet her or not the optional elenent being | ogged i s Base64 encoded.
The Value field for the optional elenment being | ogged MJST be Base64
encoded if it has any characters that are 'unprintable’ . For the
pur poses of this docunment, we define 'unprintable’ to nean a string
of octets that: (a) contains an octet with a value in the range of 0
to 31, inclusive; (b) contains an octet with a value of 127; or (c)
contains any series of octets greater than or equal to 128 that do
not forma valid UTF-8 sequence, as specified by [UNICODE]. |If the
optional elenent being | ogged is Base64 encoded, then BEB=0x01; if it
i s not Base64 encoded, then BEB=0x00.
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Optional fields are | ogged according to the followi ng two syntax
rul es:

(1) Vendor-ID = 00000000

A Vendor-1D of zero is used to log the entire SIP nessage, nessage
body, Reason-Phrase, or any SIP header fields that are not a part
of the mandatory fields list detailed in Section 8.1 of [RFC6872].
The following Tag values are used to identify which of these
optional elenents are being | ogged:

Tag = 00 - Log SIP Header Field or Reason-Phrase

When | ogging a SI P Header Field (Tag=00), the associ ated
"Val ue" field MJST be popul ated by the entire header field
being logged. That is, the field-nane, the associated col on
(":"), and the field-value. This nmechani sm provides the
capability to optionally log any SIP header field by
identifying the field being |ogged within the "Val ue" field.

Because the Reason-Phrase in a response is part of the Status-
Line and is not identified with a field-nane, it is a special
case. In this instance, the associated "Value" field MIST be
popul ated by the nane "Reason-Phrase" followed by a colon (":")
and a single space (SP) between the colon and the | ogged
Reason- Phrase val ue.

The corresponding "Length" field includes the Iength of the
entire "Value" field. This includes the field-name, the colon
and any linear whitespace (LWS) separator. For Tag=00, the BEB
is set according to whether the SIP Header Field value contains
any 'unprintable’ characters. |If it does not, the BEB=00; if

it does, the BEB=01. |f BEB=01, then only the field-value MJST
be Base64 encoded; the field-nanme, the associated colon, and
any LWS separator MJST retain their original encoding.

If an optional field occurs nore than once in a SIP nessage
(e.g., Contact, Route, Record-Route, etc.), then each
occurrence MUST be logged with the same Tag val ue (i.e.

Tag=00) as a distinct optional field entry in the SIP CLF
record. These repeated optionally |ogged header fields MJST
preserve the ordinal position of the repeated header fields in
the SIP header. For exanple, a SIP header containing two Via
header fields with the follow ng ordinal positions within the
SIP header: Vi,V2. |If optionally |ogging these header fields,
they woul d occur as the following entries in the SIP CLF
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record. (Note: For the sake of brevity, this exanple only
shows how these optional header fields would be | ogged and
omits the remainder of the SIP CLF record):

00@0000000, I en_V1, 00, Vi a: Vi 00@0000000, I en_V2, 00, Vi a: V2

The ternminating carriage return line feed (CRLF) after a given
header field value MJUST NOT be | ogged. Since a bare CRLF
sequence is not permtted within a SIP header field val ue,
optional SIP header fields |ogged with Tag=00 MJST NOT contain
a CRLF when | ogged and consequently no escapi ng nechanismis
required for it.

= 01 - Log nessage body

SI P nessage bodies of all types can be optionally |ogged using
Tag=01. |If the nessage body is logged it MIJST adhere to the
maxi mum size limtation of 4096 bytes for a SIP CLF field, as
detailed in Section 8 of [RFC6872]. Unlike with Tag=00, there
can only be a single entry in the SIP CLF record with Tag=01
When optionally | ogging the message body, if the nmaxi num SIP
CLF field size of 4096 bytes is exceeded, the nessage body
bei ng | ogged MJST be truncated to neet these size linitations.

When | oggi ng a nessage body (Tag=01), the associated "Val ue"
field is populated with the Content-Type itself plus the SIP
nmessage body separated with a space. In this manner

everyt hing about the SIP nessage body is sel f-described using a
single tag as conpared to enunerating a separate tag for each
body type. Additionally, the corresponding "Length" field

i ncludes the SIP nessage body, the length of the enbedded
Cont ent - Type, and the space separator between the M M type and
t he body content.

For an optionally | ogged nessage body (Tag=01), the BEB is set
according to whether the nessage body contains any
"unprintable’ characters. |If it does not, the BEB=00; if it
does, the BEB=01. |f BEB=01, then the nmessage body that
follows is entirely Base64 encoded except the prepended
Content - Type as described in the previous paragraph

If an optionally | ogged SIP nessage body contains any CRLFs,
they MUST be escaped by using the URI encoded equival ent val ue
of "YODYOA'. This escaping nmechanismapplies to all body
types. So we don’'t maeke any distinction in treatnment between
the various possible body types. |If a |ogged nessage body has
BEB=01, then it MJST be Base64 encoded prior to any character
escaping. Thus, if a binary body (like an inmage) is |ogged, it
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will be Base64 encoded first and that Base64 character stream
coul d never include the CRLF escape sequence of "%DYOA"
because "% is not a valid Base64 character

Tag = 02 - Log entire SIP nessage

The entire SIP nessage (i.e., SIP header and nessage body) can
be optionally | ogged using a Tag=02. Logging the entire SIP
message MJST conformto the maxi mumsize limtation of 4096
bytes for a SIP CLF field, as detailed in Section 8 of

[ RFC6872]. Unlike with Tag=00, there can only be a single
entry in the SIP CLF record with Tag=02. When optionally

l ogging the entire SIP nessage if the maximum SIP CLF field
size of 4096 bytes is exceeded the entire SIP nessage being

| ogged MUST be truncated to neet these size linmtations.

When optionally logging an entire SIP nmessage (Tag=02), the BEB
is set according to whether the nessage body portion contains
any 'unprintable’ characters. |If it does not, the BEB=00; if

it does, the BEB=01. |f BEB=01, then the entire SIP nessage is
Base64 encoded (not just the nessage body). Note that unlike
the case of Tag=01, when | ogging an entire SIP nessage (Tag=02)
with "unprintable characters (BEB=01), the Content-Type woul d
not be known prior to decode.

Al'l instances of CRLFs, whether they appear in the SIP headers
or the SIP nmessage body, MJST be escaped by using the URI
encoded equi val ent val ue of "9%DYOA'. |If a |logged SIP nmessage
has BEB=01 then it MJST be Base64 encoded prior to any
character escapi ng.

(2) Vendor-1D = PEN

A Vendor-1D set to a vendor’'s own private enterprise nunber from
the conplete current list of private enterprise nunbers maintained
by 1ANA [PEN] is used to |og any ot her vendor-specified optiona

el ement of a SIP header or body. The value of the Tag is set at
the discretion of the inplementer:

Tag = Vendor-specified tag
The definition of the various values of the optional field identifier
(Tag@/endor-1D) are the basis of how optional elenents are |ogged in
the SIP CLF. For the sake of conpleteness, the remaining fields in
the format shown in Figure 5 are al so defi ned bel ow

Length Field (4 bytes): Indicates the length of only the "Val ue"
field of this optionally |ogged el enent (as shown in Figure 5),
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hexadeci mal encoded. This length corresponds to the length of the
"Val ue" field only and MUST NOT include any of the other elenents
shown in Figure 5.

Base64 Encoded Byte (BEB) Field (1 byte): Indicates whether or not
t he subsequent Value Field of the optionally |ogged elenent is
Base64 encoded. The Value field for the optional el enent being
| ogged MJUST be Base64 encoded if it contains any character that is
deened ’unprintable’ according to the definition given previously

in this section. |If the optional elenment being | ogged is Base64
encoded, then BEB=0x01; if it is not Base64 encoded, then
BEB=0x00.

Value Field (0 to 4096 bytes): Contains the actual value of this
optional field. As with the mandatory fields, UTF-8 Tab

characters (0x09) are replaced with UTF-8 space characters (0x20).

The followi ng are exanples of optionally |Iogged SIP el enents using
the syntax described in this section. Al these exanples only show
the <Optional Fiel ds> portion of the SIP CLF record. The nmandatory
<I ndexPoi nt ers> and <Mandat or yFi el ds> portions of the SIP CLF are
intentionally omtted for the sake of brevity. Note that all of
these exanples of optionally |ogged fields begin with a | eading Tab
delinmter byte (0x09) that is not apparent here.

(1) Contact header field | ogged as an optional field:
Consi der the SIP response:

SIP/2.0 180 Ri nging

<al | OneLi ne>

Via: SIP/2.0/UDP host.exanpl e.com
branch=z9hG4bKnashds8; recei ved=192.0. 2. 1
</ al | OneLi ne>

To: Bob <si p: bob@xanpl e. conr; t ag=a6c¢85cf
From Alice <sip:alice@xanple.conp;tag=1928301774
Call-1D: aB84b4c76e66710

Contact: <sip: bob@92.0. 2. 4>

CSeq: 314159 INVITE

Content-Length: O

The Contact header field would be | ogged as an optional field in the
foll owi ng manner:

00@0000000, 001C, 00, Cont act: <si p: bob@92. 0. 2. 4>

Sal gueiro, et al. St andards Track [ Page 19]



RFC 6873 Format for SIP CLF February 2013

(2) Reason-Phrase | ogged as an optional field:

For the sane SIP response the Reason-Phrase woul d be | ogged as
an optional field in the foll owi ng nanner:

00@0000000, 0016, 00, Reason- Phrase: Ri ngi ng

(3) SDP body to be | ogged as an optional field:

v=0

o=al i ce 2890844526 2890844526 I N | P4 host. exanpl e. com
S=-

c=I N | P4 host. exanpl e. com

t=0 0

nrFaudi o 49170 RTP/ AVP 0 8 97

This body has a Content-Type of application/sdp and has a | ength of
123 bytes including all the line-feeds. Wen |ogging this body the
"Val ue" field is conposed of the Content-Type and the body separated
by a space, which gives it a conbined | ength of 139 (0x008B) bytes.
This SIP body woul d be |1 ogged as an optional field in the follow ng
manner :

<al | OneLi ne>

01@0000000, 008B, 00, appl i cati on/ sdp v=0%D¥®Ao=al i ce 2890844526
2890844526 I N | P4 host. exanpl e. con?®D¥OAs=- YVODYOA

c=I N | P4 host. exanpl e. com?ODYOAt =0 0YODYOA

mraudi 0 49170 RTP/ AVP 0 8 97%DYOA

</ al | OneLi ne>

Note that the body is actually logged on a single Iine and is thus
captured between <all OneLine/> tags. The line-feeds are escaped
usi ng Y%ODYA to delimt the various lines in the nessage body.

(4) binary body to be |ogged as an optional field:

The second body part of the multipart/mnme SIP nessage shown in
Section 3.1.1.11 of RFC 4475 is a binary encoded body
(represented in hex) and if | ogged woul d have BEB=01 and woul d
requi re Base64 encoding. That binary body woul d produce six

I ines of output after being Base64 encoded. Subsequent escaping
of the CRLF characters would produce an optionally |ogged body
that would | ook like the follow ng:
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<al | OneLi ne>

01@0000000, 0216, 01, nul ti part/ m xed; boundar y=7a9cbec02ceef 655 M
| BUgYJKoZl hveNAQc Col | BQz CCAT8 CAQEXCTAHBgUr DgMCG ALBgkghki GOw0BBw
ExggEgM | BY® DY®AHAI BATB8 MHAX Cz AJBgNVBAYTAI VTVRMAMEQYDVQQ EwpDYWK p
Zmoy bm hMREWDWYDVQQHEWh T YW g %0 DYO ASnD z ZTEOVAWGAL UECh MFc 21 waXQx KT
AnBgNVBAsTI FNpc @ 01 FRI ¢3Qg@2VydGE maVWWhd GUg QXVO %O DYO AaPy aXR5AggB
| BxAj MBEz AHBgUr DgMCG ANBgk ghki GOWOBAQEFAASBgI 70ZvI | 8FI t OuWKj p2V
YWDYOAquny/ hWgZl | xYpLo2i go2DUKaM?/ rj y9K/ 8Wld3VZI 5ZPdZHKPJi | Pf pQX
SeM2aFe2r 25PRDEI QODYOALNt yi dKewiviruLvvHMM 5Fy 87 An5PwCf hVG3kt qo6
uz5meM dlszZLg4MinLj m xgt | E/ | e2WBnd AFYODYOA

</ al | OneLi ne>

Note that the body is actually logged on a single line and is thus
captured between <all OneLine/> tags. The line-feeds are escaped
using Y%ODYA to delinmit the various lines in the Base64 encoded

bi nary body.

(5) Codec information fromthe SDP body | ogged as an optional field:
Consi der the SIP nessage:

I NVI TE si p: bob@xanpl e. com SI P/ 2.0

Via: SIP/2.0/UDP host.exanpl e. com branch=z9h&bKnashds8
To: Bob <bob@xanpl e. cone

From Alice <alice@xanple.conp;tag=1928301774
Call-1D: a84b4c76e66710

CSeq: 314159 INVITE

Max- Forwar ds: 70

Date: Thu, 21 Feb 2002 13:02: 03 GMI

Cont act: <sip:alice@ost.exanple.conpr
Cont ent - Type: application/sdp

Cont ent - Lengt h: 147

er A 2890844526 2890844526 I N | P4 exanpl e. com
ssion SDP

N | P4 host. exanpl e. com

0

mrFaudi 0 49172 RTP/ AVP 0

a=rtpmap: 0 PCMJ 8000

~ 0O Wwnwo<
Il II(![I)II%
&

o —

A vendor may choose to log a SIP nessage el enent such as the codec
informati on fromthe SDP body. This vendor-specified SIP el enent
woul d be | ogged as an optional field in the follow ng manner:

03@0032473, 0014, 00, a=rt pmap: 0 PCMJ 8000
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N-th nessage received froma particul ar peer logged as an

optional field:

Per haps a vendor wants to log that this nmessage is the n-th
message received froma peering partner. To do so for the SIP
message shown above, the vendor would log this information as:

07@0032473, 0016, 00, 1877 exanpl e. com

Whi ch woul d signify that this is the 1,877th nessage fromthe peering

partner exanple.com

Note that the previous two exanpl es show ng an

optionally | ogged vendor-specified SIP el enent use a Vendor-1D with a

Private Enterprise Nunber of 32473

Thi s val ue has been reserved by

| ANA to be used as an exanpl e PEN in docunmentation according to

[ RFC5612] .
5. Exanple SIP CLF Record
The following SIP nessage is an I NVITE request sent by a SIP client:

I NVITE sip:192.0.2.10 SIP/ 2.0
To: <sip:192.0.2.10>
Cal | -1 D: DL70dff590c1-1079051554@xanpl e. com
<al | OneLi ne>
From "Alice" <sip:1l001l@xanple.com 5060>;
t ag=DL88360f a5f ¢; epi d=0x34619b0
</ al | OneLi ne>
CSeq: 1 INVITE
Max- Forwar ds: 70
Date: Thu, 21 Feb 2012 15:02: 03 GMI
<al | OneLi ne>
Via: SIP/2.0/ TCP 192.0. 2. 200: 5060;
branch=z9hG4bK- 1f 6be070c4- DL
</ al | OneLi ne>
Contact: "1001" <sip:1001@092.0.2.200:5060>
Cont ent - Type: application/sdp
Content-Length: 418
v=0
0=1001 1456139204 0 IN I P4 192.0.2.200
s=Sessi on SDP
c=IN P4 192.0.2.200
b=AS: 2048
t=0 0
mraudi o 13756 RTP/ AVP 0 101
a=rtpmap: 0 PCMJ 8000
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Shown bel ow i s approxi mately how t his nessage woul d appear as a
single record in a SIP CLF logging file if encoded according to the
syntax described in this document. Due to RFC conventions, this |og
entry has been split into five lines, instead of the two |lines that
actually appear in a log file; and the Tab characters have been
padded out using spaces to sinulate their appearance in a text

t er m nal

A000100, 0053005C005E006D007D008FO09EO00AQ00BAOOC700EBOOF70100
<al | OneLi ne>

1328821153. 010 RORUU 1 INVITE - sip:192.0.2.10

192. 0. 2. 10: 5060 192. 0. 2. 200: 56485 sip:192.0.2.10 -

si p: 1001@xanpl e. com 5060 DL88360f a5f ¢

DL70df f 590c1- 1079051554 @xanpl e. com S1781761- 88 C67651- 11
</ al | OneLi ne>

A bit-exact version of the actual log entry is provided here, Base64
encoded.

begi n- base64 644 clf _record

Qr AWMVDEWVCOWWMVDUZ MDA Qz AMNUUWVDZ ENMDA3 RDAWOEYWVDI FIVDBBIVDAWK EWVENB VDB
Q AWRj cwMrAwG) EzM g4M ExNTMuNMDEWCVJI PU WCTEgSUSWSVRFCS0Jc2l wg E5M 4w
Lj  uMTAIJMTKkyLj AuM 4xNMDo1NMDYWCTESM 4wLj | uM Awg U2NDg1CXNpcDox OTl uMC4y
Lj EwCS0Jc2l wg EwWVDFAZXhhbXBsZS5j b206NTA2 VAl ETDg4 Mz YWZEL Zmivil REw3 MGRmM
Zj USMAWKLTEWNZ KWNTELNTRAZXhhbXBs ZS5j b20J Uz E3CDE3Nj Et ODgJ Qz Y3Nj UXLTEX

To recover the unencoded file, the Base64 text above may be passed as
input to the followi ng perl script (the output should be redirected
to a file).
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<CODE BEG NS>

#1 [/ usr/ bi n/ perl
use strict;

ny $bdata = "";
use M ME: : Base64,
whi | e(<>)
i f (/begin-base64 644 clf_record/ .. [-- ==== --/)
if ( mMMs*[Ms]+H\s*$/)
$bdata = $bdata . $_;
}
}
}

print decode_base64($bdat a);
<CODE ENDS>
6. Text Tool Considerations

This format has been designed to allow text tools to easily process

| ogs wi thout needing to understand the indexing format. Index |lines
may be rapidly discarded by checking the first character of the line:
index lines will always start with an al phabetical character, while
field lines will start with a numerical character.

Wthin a field line, script tools can quickly split fields at the Tab
characters. The first 12 fields are positional, and the neaning of
any subsequent fields can be deternined by checking the first four
characters of the field. Alternately, these non-positional fields
can be located using a regul ar expression. For exanple, the "Contact
val ue" in a request can be found by searching for the perl regex
/\t10000,....,(["MNt]*)/.

7. Security Considerations

Thi s docunent does not introduce any new security considerations
beyond those di scussed in [ RFC6872].

In the interest of protecting the sensitive information contained in
a SIP CLF file, [RFC6872] notes that values mght need to be
obfuscated for privacy reasons when SIP CLF files are exchanged

bet ween domains. |If a Base64 encoded string contains the non-
obfuscated value, then that would al so need to be obfuscated before
Base64 encodi ng.
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8. Operational Guidance

SIP CLF log files will take up a substantive anount of disk space
depending on traffic volune at a processing entity and the anount of
i nformati on being | ogged. As such, any enterprise using SIP CLF
shoul d establish operational procedures for file rollovers as
appropriate to the needs of the organization.

Li sting such operational guidelines in this docunent is out of scope
for this work.

9. | ANA Consi derati ons

This specification establishes a new "Session Initiation Protoco
(SIP) Common Log Format (CLF) Parameters" registry, which contains
two new sub-registries: "SIP CLF Version Values" and "SI P CLF
Transport Flag Values". Initial entries are defined by this
specification for both sub-registries. Addition of any new sub-
registry to the "Session Initiation Protocol (SIP) Common Log Fornat
(CLF) Paraneters" registry is to be done using the | ETF Revi ew
registration policy detailed in [ RFC5226].

9.1. SIP CLF Version

Thi s docunent defines the SIP CLF "Version" field in Section 4. 1.

| ANA has created a registry of Version values entitled "SIP CLF
Versi on Values". Version nunbers MJST be incremented for any new SIP
CLF protocol specification that changes any part of the SIP CLF
record format. Changes include addition or renoval of fields or a
change of syntax or senmantics of existing fields.

Versi on nunbers nust be registered via the Standards Action nethod
described in [RFC5226]. | ANA has registered the Versions shown in
Tabl e 1 bel ow.

B S e e e e a - S +
| Version | FORMVAT | Reference
R o e e e e e e oo R +
| Ox41 ("A') | Defined in [RFC6873] | [RFC6873]
Fomm e e e o - o e e e e e e oo S +

Tabl e 1: | ANA-Regi stered SIP CLF Version Val ues
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9.2. SIP CLF Transport Flag

Thi s docunent defines the SIP CLF "Transport Flag" as fourth byte in
the Flags field of the SIP CLF record. The format and val ues of the
Transport Flag are described in Section 4.2. |1ANA has created a
registry of SIP CLF Transport Flag values titled "SIP CLF Transport
Fl ag Val ues".

SIP CLF Transport Flag val ues nust be registered via the | ETF Revi ew
nmet hod described in [ RFC5226]. | ANA has registered the Transport
Fl ag val ues shown in Table 2 bel ow.

Fom e e e e e e e S +
| Value | Transport Protocol | Reference
Fom oo e Fmm e e e R +
| u | UDP | [ RFC6873]
| T | TCP | [ RFC6873]
| S | SCTP | [ RFC6873]
Fom e e e e e e e S +

Tabl e 2: | ANA-Regi stered SIP CLF Transport Flag
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