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Abst r act

Thi s docunent updates the Internet Key Exchange Protocol version 2

(I KEv2) described in RFC 5996. This extension allows an | KE Security
Associ ation (SA) to be created and authenticated using the Extensible
Aut henti cation Protocol (EAP) Re-authentication Protocol extension

as described in RFC 6696.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for exami nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This docunment is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
community. 1t has received public review and has been approved for
publication by the Internet Engineering Steering G oup (IESG. Not
all docunents approved by the | ESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc6867
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Copyright Notice

Copyright (c) 2013 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

1. I nt roducti on

| KEv2, as specified in [ RFC5996], allows (Section 2.16)

aut hentication of the initiator using an EAP nethod. Using EAP
significantly increases the count of round trips required to
establish the I Psec SA and al so may require user interaction. This
makes it inconvenient to allow a single renpte access client to
create nmultiple I Psec tunnels with nultiple |IPsec gateways that

bel ong to the sane donmi n.

The EAP Re-aut hentication Protocol (ERP), as described in [ RFC6696],
al l ows an EAP peer to authenticate to nultiple authenticators while
performng the full EAP nmethod only once. Subsequent authentications
require fewer round trips and no user interaction

Bringi ng these two technol ogi es together allows a renbte access | Psec
client to create nultiple tunnels with different gateways that bel ong
to a single domain as well as using the keys from ot her contexts of
usi ng EAP, such as network access within the sane domain, to
transparently connect to VPN gateways within this domain.

Additionally, it allows for faster set up of new tunnels when
previous tunnels have been torn down due to things |ike network

out age, device suspension, or a tenporary nove out of range. This is
simlar to the session resunption nmechani smdescribed in [RFC5723].
One exception being that instead of a ticket stored by the client,
the re-authentication Master Session Key (rMsK) (see Section 4.6 of

[ RFC6696]) is used as the session key stored on both the client and

t he Aut hentication, Authorization, and Accounting (AAA) server
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3.

1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Usage Scenari os
This work is notivated by the follow ng scenari os:

o Miltiple tunnels for a single renote access VPN client. Suppose a
conpany has offices in New York City, Paris, and Shanghai. For
hi storical reasons, the email server is located in the Paris
of fice, nost of the servers hosting the conpany’s intranet are
| ocated in Shanghai, and the finance departnent servers are in New
York City. An enployee using a renote access VPN nmay need to
connect to servers fromall three locations. Wile it is possible
to connect to a single gateway, and have that gateway route the
requests to the other gateways (perhaps through site to site VPN)
this is not efficient; it is nore desirable to have the client
initiate three different tunnels. It is, however, not desirable
to have the user type in a password three tines

0 Roanming. |In these days of nobile phones and tablets, users often
nmove fromthe wireless LAN in their office, where access nay be
granted through 802.1x, to a cellular network, where a VPN is
necessary, and back again. Both the VPN server and the 802. 1x
access point are authenticators that connect to the same AAA
servers. So it nmakes sense to make the transition snmooth, w thout
requiring user interaction. The device still needs to detect
whether it is within the protected network, in which case it
shoul d not use VPN. However, this process is beyond the scope of
this docunent. |[SECBEAC] is a now abandoned attenpt at this.

0 Resunption. |If a device gets disconnected froman | KE peer, ERP
can be used to reconnect to the sane gateway wi thout user
i ntervention.

Protocol Qutline

Supporting EAP Re-aut hentication Extension (ERX) requires an EAP
payload in the first IKE_ AUTH request. This is a deviation fromthe
rules in [ RFC5996], so support needs to be indicated through a Notify
payload in the IKE SAINT response. This Notify serves the same
purpose as the EAP-Initiate/ Re-auth-Start nmessage of ERX, as
specified in Section 5.3.1 of [ RFC6696]. The "Domain Nane" field
contains the content of the Domain-Nanme TLV as specified in Section
5.3.1.1 of the sanme docunent
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A supporting initiator that has unexpired keys for this donmain will
send the EAP-Initiate/Re-auth nessage in an EAP payload in the first
| KE_AUTH r equest .

The responder sends the EAP payl oad content to a backend AAA server.
If that server has a valid rMsK for that session, it sends those

al ong with an EAP-Fi ni sh/ Re-aut h nmessage. The responder then
forwards the EAP-Fini sh/Re-auth nessage to the initiator in an EAP
payl oad within the first | KE_AUTH response.

The initiator then sends an additional |KE_AUTH request that includes
t he AUTH payl oad, whi ch has been cal cul ated using the rMsK in the
role of the MBK as described in Sections 2.15 and 2. 16 of [RFC5996].
The responder replies simlarly, and the | KE_AUTH exchange is

fini shed.

I f the backend AAA server does not have valid keys for the Re-auth-
Start nessage, it sends back a normal EAP request, and no r MSK key.
EAP flow continues as in [ RFC5996].

The following figure is adapted from Appendi xes C.1 and C. 3 of
[ RFC5996], with nost of the optional payloads removed. Note that the
EAP-1nitiate/ Re-auth nessage i s added.

| KE_SA | NI T Exchange:
init request --> SA, KE, N,

|
| init response <-- SA, KE, Nr,
| N[ ERX_SUPPORTED]

KE_AUTH Exchanges:

I

| first request --> EAP(EAP-1niti ate/ Re-auth),
| I D,

| SA, TSi, TSr

|

| first response <-- IDr, [CERT+], AUTH,

| EAP( EAP- Fi ni sh/ Re- aut h)
|

| last request --> AUTH

|

| last response <-- AUTH,

| SA, TSi, TSr

The | Di payl oad MUST have I D Type | D RFC822_ADDR, and the data field
MJUST contain the same value as the KeyNane-NAI TLV in the EAP-
Initiate/ Re-auth nessage. See Section 3.2 for details.
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3.1. darification about EAP Codes

Section 3.16 of [RFC5996] enunerates the EAP codes in EAP nessages
that are carried in EAP payl oads. The enuneration goes only to 4.
It is not clear whether or not that list is supposed to be
exhausti ve.

To clarify, an inplenmentation conforming to this specification MIJST
accept and transmit EAP nessages with at | east the codes for Initiate
and Finish (5 and 6) from Section 5.3 of [RFC6696], in addition to
the four codes enunerated in [ RFC5996]. This docunent is
intentionally silent about other EAP codes that are not enunerated in
t hose documents.

3.2. Usernane in the Protoco

The authors, as well as participants of the HOKEY and | PsecME wor ki ng
groups, believe that all use cases for this extension to | KE have a
singl e backend AAA server doing both the authentication and the re-
aut hentication. The reasoning behind this is that | KE runs over the
Internet and would naturally connect to the user’s home networKk.

Thi s section addresses instances where this is not the case.

Section 5.3.2 of [RFC6696] describes the EAP-Initiate/ Re-auth packet,
which, in the case of IKEv2, is carried in the first | KE AUTH
request. This packet contains the KeyNanme-NAI TLV. This TLV
contains the usernanme used in authentication. It is relayed to the
AAA server in the AccessRequest nessage and is returned fromthe AAA
server in the AccessAccept nessage

The usernane part of the Network Access ldentifier (NAI) within the
TLV i s the EMSKName [ RFC5295] encoded in hexadecimal digits. The
domain part is the domain nane of the hone domain of the user. The
usernane part is ephenmeral in the sense that a new one is generated
for each full authentication. This epheneral value is not a good
basis for naking policy decisions, and it is also a poor source of
user identification for the purposes of |ogging.

Instead, it is up to the inplenentation in the | Psec gateway to make
pol i cy decisions based on other factors. The following list is by no
neans exhaustive:

0 |In sonme cases, the hone domain nanme nmay be enough to nake policy

decisions. If all users with a particular home donain get the
same aut horization, then policy does not depend on the rea
usernanme. Meaningful logs can still be issued by correlating VPN

gateway | KE events with AAA servers access records.
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0 Sonetines users receive different authorizations based on groups
to which they belong. The AAA server can comunicate such
information to the VPN gateway, for exanple, using the CLASS
attribute [RFC2865] in RADI US and Di aneter [RFC6733]. Logging
agai n depends on correlation with AAA servers.

0 AAA servers nmay support extensions that allow themto conmunicate
with their clients (in our case -- the VPN gateway) to push user
i nformati on. For exanple, a certain product integrates a RAD US
server with the Lightweight Directory Access Protocol (LDAP)
[ RFC4511], so a client could query the server using LDAP and
receive the real record for this user. Qhers nmay provide this
data through vendor-specific extensions to RADI US or Di aneter.

In any case, authorization is a major issue in deploynents, if the
backend AAA server supporting the re-authentication is different from
the AAA server that had supported the original authentication. It is
up to the re-authenticating AAA server to provide the necessary
information for authorization. A conforming inplenentation of this
protocol MAY reject initiators for which it is unable to nmake policy
deci si ons because of these reasons.

4. ERX_SUPPORTED Notification
The Notify payload is as described in [ RFC5996]:

1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
! Next Payload !C! RESERVED ! Payl oad Length !
B e i S T e i T e S R S e e e s i i T S
! Protocol ID ! SPlI Size ! ERX Notify Message Type !
B o i T e e T s i i T S TR S e S S i T S g e e
! Domai n Name !
B T e o i S I i i S S N iy St S I S S

o Protocol ID (1 octet) - MJST be zero, as this nessage is rel ated
to an | KE SA

0 Security Parameter Index (SPI) Size (1 octet) - MJST be zero, in
conformance with Section 3.10 of [RFC5996].

o ERX Notify Message Type (2 octets) - MIST be 16427, the val ue
assigned for ERX

o Domain Nane (variable) - contains the domain nanme or realm as

these ternms are used in [ RFC6696] and encoded as ASClI I, as
specified in [ RFC4282].
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5. Operational Considerations

Thi s specification changes the behavior of |IKE peers, both initiators
and responders. The behavi or of backend AAA servers is not changed
by this specification, but they are required to support [RFC6696].
The sane goes for the EAP client, if it’s not integrated into the I KE
initiator (for exanple, if the EAP client is an operating system
conponent).

This specification is silent about key storage and key lifetines on
either the EAP client or the EAP server. These issues are covered in
Sections 3, 4, and 5 of [RFC6696]. The key lifetinme may be

conmmuni cated fromthe AAA server to the EAP client via the Lifetime
attribute in the EAP-Fini sh/ Re-auth nessage. |If the server does not
have a valid key, while the client does have one, regular EAP is used
(see Section 3). This should not happen if lifetinmes are

communi cated. In such a case, the IKEv2 initiator / EAP client MAY
alert the user and MAY |l og the event. Note that this does not
necessarily indicate an attack. It could sinply be a |oss of state

on the AAA server.
6. Security Considerations

The protocol extension described in this docunent extends the

aut hentication fromone EAP context, which nay or may not be part of
| KEv2, to an | KEv2 context. Successful conpletion of the protoco
proves to the authenticator, which in our case is a VPN gateway, that
the supplicant or VPN client has authenticated in sone other EAP

cont ext .

The protocol supplies the authenticator with the domain nane with

whi ch the supplicant has authenticated, but does not supply it with a
specific identity. Instead, the gateway receives an EMSKNane, which
is an epheneral ID. Wth this variant of the |KEv2 protocol, the
initiator never sends its real identity on the wire while the server
does. This is different fromthe usual |KEv2 practice of the
initiator revealing its identity first.

If the domain nane is sufficient to nake access control decisions,
this is enough. |If not, then the gateway needs to find out either
the real nane or authorization information for that particul ar user
This may be done using the AAA protocol or by sone other federation
protocol, which is out of scope for this specification
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7. | ANA Consi derati ons

| ANA has assigned a notify nmessage type of 16427 fromthe "I KEv2
Notify Message Types - Status Types" registry with the nane
" ERX_SUPPORTED" .
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