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Abstr act

Thi s docunent specifies a nmethod for | MAP and POP servers to serve
i nternationalized nessages to conventional clients. The
specification is sinple, easy to inplenent, and provides only

rudi nentary results.

Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc6858

Copyright Notice

Copyright (c) 2013 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1

Overvi ew

A conventional | MAP or POP client may open a nmil box containing
i nternationalized nessages or may even attenpt to read

i nternationalized nmessages, for instance, when a user has both
i nternationalized and conventional Mil User Agents (MJAs).

Some operations cannot be performed by conventional clients. Mst
importantly, an internationalized nmessage usually contains at |east
one internationalized address, so address-based operations are rarely
possi ble. This includes displaying the addresses, replying to
messages, and the processing of nost types of address-based signature
or security.

However, the sender’s nane, message subject, body of text, and
attachnents can easily be displayed, so a hel pful | MAP or POP server
may prefer to display as nuch of the message as possible, rather than
hi de the nessage entirely.

Thi s docunent specifies a way to present such nessages to the client.
It values sinplicity of inplenentation over fidelity of
representation, since inplenenting a high-fidelity downgrade

al gorithm such as the one specified in a conpani on docunent [RFC6857]
is likely nore work than inplenenting proper UTF-8 support for POP

[ RFC6856] and/or | MAP [ RFC6855] .

The server is assunmed to be internationalized internally and to store
messages that are internationalized nessages natively. Wen it needs
to present an internationalized nessage to a conventional client, the
server synthesizes a conventional nessage containing nost of the

i nformati on and presents the "surrogate nessage"

This specification nodifies the base | MAP specification [ RFC3501] by
rel axing a requirenent that sizes be exact and adding a reporting
requi renent as discussed in Section 3 bel ow

I nformati on Preserved and Lost

The surrogate nessage is intended to convey the nost inportant
information to the user. \Were information is |lost, the user should
consi der the nmessage inconplete rather than nodified.

The surrogate nessage is not intended to convey any information to
the client software that would require or enable it to apply specia
handling to the message. Cient authors who wish to handle

i nternationalized nessages are encouraged to inplenment POP [ RFC6856]
and/ or | MAP [ RFC6855] support for UTF-8
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Uppercase letters in exanpl es represent non-ASCI| characters.
exanpl e.comis a plain donain;, EXAMPLE. com represents a non-ASCl
domain in the .comtop-level domain.

2. 1. Enmai | Addresses

Each internationalized email address in the header fields listed
below is replaced with an invalid enail address whose displ ay- nanme
tells the user what happened.

The format of the display-name is explicitly unspecified. Anything
that tells the user what happened is good. Anything that produces an
emai | address that might belong to soneone el se is bad.

G ven an internationalized address "Fred Foo <fred@XAMPLE. con®", an
i npl enment ati on nmay choose to render it as one of these exanples:

"fred@XAMPLE. comt' <i nval i d@ nt er nati onal i zed- addr ess. i nval i d>
Fred Foo <invalid@nternationalized.invalid>

i nternati onal i zed- addr ess:

fred:;

The .invalid top-level domain is reserved as a Top Level DNS Nane

[ RFC2606]; therefore, the first two exanples are syntactically valid,
but they will never belong to anyone. Note that the display-name

of ten needs encoding (see the Message Header Extensions docunent

[ RFC2047]).

The affected header fields are "Bcc:", "Cc:", "From", "Reply-To:"
"Resent-Bcc:", "Resent-Cc:", "Resent-From", "Resent-Sender:"
"Resent-To:", "Return-Path:", "Sender:", and "To:". Any addresses
present in other header fields, such as "Received:", are not regarded

as addresses by this specification
2.2. MME Paraneters
Any M ME paraneter [ RFC2045] (whether in the nessage header or a body
part header) that cannot be presented to the client exactly as it
appears in the incom ng nmessage is silently excised.
Gven a field such as
Content-Disposition: attachnent; fil enane=FQO

the field is presented as

Content-Di sposition: attachnent
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2.3. Subject Field

If the Subject field cannot be presented to the client exactly as it
appears in the incom ng nmessage, the server presents a representation
encoded as specified in RFC 2047.

2. 4. Renmini ng Header Fields

Any header field that cannot be presented to the client, even with
the nodifications listed in Sections 2.1-2.3, is silently excised.

3. | MAP-Specific Details

| MAP allows clients to retrieve the nessage size w thout downl oadi ng
t he message, using RFCB822. S| ZE, BODY. SIZE[] and so on. The | MAP
speci fication [ RFC3501] requires that the returned size be exact.

This specification relaxes that requirement. Wen a conventiona
client requests size information for a nessage, the | MAP server is
permitted to return size information for the internationalized
nmessage, even though the size of the surrogate nessage differs.

When an | MAP server perfornms downgradi ng as part of generating FETCH
responses, it reports which nessages were synthesized using a
response code and attendant U D (Unique lIdentifier) set. This can be
hel pful to humans debuggi ng the server and/or client.

C. a U D FETCH 1:* BODY. PEEK] HEADER. FI ELDS(To From Cc)]
S: 1 FETCH (UD&65 [...]
S: 2 FETCH (UD 70 [...]
S: a OK [ DOANGRADED 70, 105, 108, 109] Done
The message-set argument to DOANGRADED cont ai ns Ul Ds.

Not e that DOWNGRADED does not necessarily nention all the

i nternationalized nessages in the mailbox. In the exanple above, we
know that U D 65 does not contain internationalized addresses in the
"From", "To:", and "Cc:" fields. It may, for exanple, contain an

i nternationalized "Subject:"

4. POP-Specific Details
The nunber of lines specified in the TOP conmand [ RFC1939] refers to
the surrogate nessage. The nessage size reported by, for exanple,

LIST may refer to either the internationalized or the surrogate
message
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5.

7.

7.

1

Security Considerations

If the internationalized nmessage uses any sort of signature that
covers header fields, the signature of the surrogate nessage al nost
certainly is invalid and may be invalid in other cases. This is a
necessary limtation of displaying internationalized nessages in

| egacy clients, since those clients do not support internationalized
header fields. These cases are discussed in nore detail in the POP
or | MAP Downgrade docunent [RFC6857]. Even though invalid, these

si gnatures shoul d not be renoved fromthe surrogate nessage, to
preserve as nuch of the information as possible fromthe origina
nessage.

If any excised information is significant, then that information does
not arrive at the recipient. Notably, the "Message-1d:"
"In-Reference-To:", and "References:" fields may be excised, which

m ght cause a | ack of context when the recipient reads the nessage.

Some POP or I MAP clients, such as Fetchnmail, downl oad nessages and
del ete the versions on the server. This may |ead to pernanent |oss
of information when the only remaining version of a nmessage is the
surrogat e nessage

O her clients cache nmessages for a very long tine, even across client
upgrades, such as the stock Android client. Wen such a client is

i nternationalized, care nust be taken so that it does not use an old
surrogate nmessage fromits cache rather than retrieve the rea
message fromthe server.

| ANA Consi derati ons
| ANA has added DOANGRADED to the "I MAP Response Codes" registry.
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