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1. I nt roducti on

Thi s docunent describes a nodel for nmanagi ng Routing Bridges
(RBridges), also known as TRILL Switches, as defined in [ RFC6325].
RBri dges provide optimal pair-w se forwarding without configuration
using IS-1S routing and encapsul ation of traffic. RBridges are
conmpati ble with previous | EEE 802.1 custoner bridges as well as |Pv4
and I Pv6 routers and end nodes. They are as invisible to current IP
routers as bridges are and, like routers, they ternmnate the bridge
spanning tree protocol. 1In creating an RBridge nanagenent nodel, the
device is viewed primarily as a custonmer bridge. For a discussion of
the probl em addressed by TRILL (Transparent |Interconnection of Lots
of Links), see [RFC5556].
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RBri dges support features specified for transparent bridges in

| EEE 802.1, and the corresponding MB nodul es are used to nanage
those features. For IS IS purposes, the corresponding MB nodule is
used to manage the protocol. This MB nodul e specifies those objects
that are TRILL-specific and hence not available in other M B nodul es.

2. The Internet-Standard Managenment Franmewor k

For a detailed overview of the documents that describe the current
I nt er net - St andard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenent |Informati on Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
hjects in the MB are defined using the nmechani sns defined in the
Structure of Managenent Information (SM). This meno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

3. Overview

The RBridge M B nodule is intended as an overall framework for

managi ng RBridges, also known as TRILL Switches. Were possible, the
M B references existing MB definitions in order to naxinize reuse.
This results in a considerable enphasis on the relationship with

ot her M B nodul es.

Starting with the physical interfaces, there are requirenents for
certain elenments of the IF-F-MB to be inplenmented. These elenents are
required in order to connect the per-port paraneters to higher-Ievel
functions of the physical device.

Transparent bridging, VLANs, traffic classes, and nulticast filtering
are supported by the TRILL protocol, and the correspondi ng nanagenent
is expected to conformto the BRIDGE-M B nodul e [ RFC4188] and to the
P- BRI DGE-M B and Q BRI DGE-M B nodul es [ RFC4363] .

The 1S-1S routing protocol is used in order to determ ne the optimm
pair-wi se forwarding path. This protocol is nmanaged using the IS-1S
M B nodul e defined in [RFC4444]. Since the TRILL protocol specifies
the use of a single level and a fixed area address of zero, sone
IS-1S MB objects are not applicable. Sonme IS-IS MB objects are
used in the TRILL protocol.
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4. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
RFC 2119 [ RFC2119].

5. Structure of the MB Mdul e
hjects in this MB nodule are arranged into subtrees. Each subtree
is organi zed as a set of related objects. The various subtrees are
shown bel ow. These are supplenented with required el enents of the
IF-MB, ISIS-MB, BRIDGE-M B, P-BRI DGE-M B, Q BRI DGE-MB, and | EEE
Bri dge M B nodul es.

5.1. Textual Conventions

Textual conventions are defined to represent object types relevant to
TRILL.

5.2. The rbridgeBase Subtree

This subtree contains system and port-specific objects applicable to
all RBridges.

5.3. The rbridgeFdb Subtree
This subtree contains objects applicable to the forwardi ng dat abase
used by the RBridge in making packet-forwardi ng deci sions. Because
it contains additional infornmation used by the TRILL protocol not
applicable to 802.1D/Q bridges, it is a superset of the correspondi ng
subtrees defined in the BRIDGE-M B and Q BRI DGE- M B.

5.4. The rbridgeVlan Subtree

This subtree describes objects applicable to VLANs configured on the
RBri dge.

5.5. The rbridgeEsadi Subtree
This subtree describes objects relevant to RBridges that support the
optional End-Station Address Distribution Information (ESADI)
pr ot ocol

5.6. The rbridgeCounters Subtree

This subtree contains statistics maintained by RBridges that can aid
in nonitoring and troubl eshooti ng networks connected by them
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5.7. The rbridgeSnoopi ng Subtree

This subtree describes objects applicable to RBridges capabl e of
snoopi ng | Pv4 and/or |1 Pv6 multicast control frames and pruning IP
multicast traffic based on detection of IP nmulticast routers and
|'i steners.

5.8. The rbridgeDtree Subtree

This subtree contains objects relevant to distribution trees conputed
by RBridges for the forwarding of multi-destination franes.

5.9. The rbridgeTrill Subtree

This subtree contains objects applicable to the TRILL IS-1S protocol
beyond what is available in the I SIS-MB.

5.10. The Notifications Subtree

The defined notifications are focused on the TRILL protoco
functionality. Notifications are defined for changes in the
Desi gnated RBri dge status and the topol ogy.

6. Relationship to Gher MB Mdul es

The IF-M B, BRI DGE-M B, P-BRIDGE-M B, Q BRI DGE-M B,

| EEE8021- BRI DGE- M B, | EEE8021-Q BRIDGE-M B, and | SI S-M B nodul es al |
contain objects relevant to the RBridge MB. Managenent objects
contained in these nodul es are not duplicated here, to reduce overl ap
to the extent possible.

The Bridge M B nodules were originally witten in the | ETF and

i mpl emrent ed by many vendors. Per [RFC4663], this has recently been
transferred to the | EEE 802.1 worki ng group. As vendors may have

i npl emented either the | ETF or | EEE Bridge MB nodul es, this RBridge
M B nodul e is designed to work with either one.

6.1. Relationshipto |IF-MB

The port identification elenments MJST be inplenented in order to
allow themto be cross-referenced. The Interfaces M B [ RFC2863]
requires that any MB nodule that is an adjunct of the Interfaces MB
clarify specific areas within the Interfaces MB nodule. These areas
were intentionally left vague in the Interfaces MB nodule to avoid
over-constraining the MB, thereby precluding nanagenent of certain
medi a types. Section 4 of [RFC2863] enunerates several areas that a
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6. 2.

6. 3.

6. 4.

R j

medi a-specific MB nodule nust clarify. The inplenentor is referred
to [ RFC2863] in order to understand the general intent of these

ar eas.

Rel ati onship to BRI DGE-M B

The following subtrees in the BRIDGE-M B [ RFC4188] contain
information relevant to RBridges when the corresponding functionality
i s inplenented.

0 dot 1dBase

0o dot1dTp

0 dotldStatic

Rel ati onship to P-BRI DGE-M B

The followi ng subtrees in the P-BRIDGE-M B [ RFC4363] contain
information relevant to RBridges when the corresponding functionality
i s inplenented.

0 dot 1dExt Base

0 dotldPriority

o dot1ldGarp

0 dotldGwrp

0 dot 1dTpHCPort Tabl e

0 dot 1dTpPort Overfl owTabl e

Rel ati onship to Q BRI DGE-M B

The following groups in the Q BRI DGE-M B [ RFC4363] contain
information relevant to RBridges when the corresponding functionality
is inplemented. This functionality is also contained in the

| EEE8021- @ BRI DGE- M B.

0 dot1lgBase

o dotlqTp

0 dotlqgStatic
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(o]

6. 5.

dot 1gVl an
dot 1vPr ot ocol

Rel ati onship to | EEE8021- BRI DGE- M B

January 2013

The following subtrees in the | EEES8021-BRI DGE-M B contain infornation
rel evant to RBridges when the corresponding functionality is
i mpl emrent ed.

(o]

(o]

6. 6.

i eee8021Bri dgeBase

i eee8021Bri dgeTp

i eee8021BridgePriority

i eee8021Bri dgeM p

i eee8021Bri dgeMhr p

i eee8021Bri dgel nt ernal Lan
i eee8021Bri dgeDot 1d

Rel ati onship to | EEE8021- Q BRI DGE-M B

The followi ng subtrees in the | EEE8021- Q BRI DGE-M B contain
information relevant to RBridges when the corresponding functionality
i s inplemented.

0 1eee8021(BridgeBase
0 1ieee8021(BridgeTp
0 1eee8021(BridgeStatic
0 1eee8021BridgeVl an
0 1ieee8021(BridgeProtoco
Ri j hsi nghani & Zebrose St andards Track
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6.7. Relationshipto ISISSMB

"Managenent | nformation Base for Internediate Systemto Internediate
System (1S-1S)" [RFC4444] defines a MB nodule for the IS-1S routing
protocol when it is used to construct routing tables for |IP networks.
Wil e nost of these objects are applicable to the TRILL | ayer 2

i mpl enentation, note the IS-IS constraints for the current version of
TRILL [ RFC6325] :

0o The TRILL IS-1S instance uses a single Level 1 IS-IS area.
o The TRILL Level 1 IS 1S area uses the fixed area address zero.
o The TRILL IS-IS instance is not used for |P address adverti senent.

o The TRILL IS-1S instance is used for only a single protocol:
TRILL.

Accordingly, tables that report | P address reachability and tables
that allow configuration or reporting of multiple IS-1S areas,
multiple IS-1S levels, or nultiple protocols will be enpty in the
ISIS-MB nodul e for the current version of TRILL.

Note al so that when nore than one instance of the 1S-1S protocol is
running on a device, as in the case of a device performng both
RBridge and IS-IS IP router functions, multiple instances of the

| SIS-M B nodul e can be distinguished by the use of SNMPv3 contexts or
SNMPv1 conmuniti es.

6.8. MB Mdul es Required for | MPORTS

The following M B nodul e i nports objects fromthe SNVWPv2- SM

[ RFC2578], SNWPv2-TC [ RFC2579], SNWPv2- CONF [ RFC2580], IF-M B

[ RFC2863], | NET- ADDRESS-M B [ RFC4001], BRI DGE-M B [ RFC4188],

and Q BRIDGE-M B [ RFC4363]. (The | EEE Bridge M B nodul es inport
simlar TGCs.)
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7. Definition of the RBridge M B Mdul e

RBRI DGE-M B DEFINITIONS ::= BEG N

-- MB for RBRIDGE devices, also known as TRILL Sw tches

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
Count er 32, Count er 64, Unsigned32, mb-2

FROM SNWVPv2- SM -- RFC2578
TEXTUAL- CONVENTI ON, Trut hVal ue, MacAddr ess, RowSt at us
FROM SNWVPv2- TC -- RFC2579
MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNIVPv2- CONF -- RFC2580
VI anl d, PortList
FROM Q BRI DGE- M B -- RFC4363
| net Addr ess, | net AddressType
FROM | NET- ADDRESS- M B -- RFC4001
Bri dgel d
FROM BRI DGE- M B -- RFC4188
I nt er facel ndex
FROM | F-M B -- RFC2863

rbri dgeM B MODULE- | DENTI TY

LAST- UPDATED "201301070000Z"

ORGANI ZATI ON "I ETF TRILL Worki ng G oup"

CONTACT- | NFO
"http://datatracker.ietf.org/wg/trill/charter/
Email: trill @etf.org

Ani | Rij hsinghani

Hewl et t - Packar d

Tel: +1 508 323 1251
Email : anil @harter. net

Kat e Zebrose

HW Enbedded
Tel : +1 617 840 9673
Ennil : zebrose@l um m t. edu”
DESCRI PTI ON

"The RBridge M B nodul e for nmanagi ng switches that support
the TRILL protocol."

REVI SI ON "201301070000Z"
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DESCRI PTI ON
"Initial version, published as RFC 6850.

Copyright (c) 2013 I ETF Trust and the persons identified as
aut hors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernitted pursuant to, and subject to
the license terns contained in, the Sinplified BSD License set
forth in Section 4.c of the I ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info)."

o= { mb-2 214}

rbridgeNotifications OBJECT IDENTIFIER ::= { rbridgeMB 0 }

rbri dgebj ects OBJECT IDENTIFIER ::= { rbridgeMB 1 }

r bri dgeConf or mance OBJECT IDENTIFIER ::= { rbridgeMB 2 }

rbri dgeBase OBJECT IDENTIFIER ::={ rbridgejects 1}
rbri dgeFdb OBJECT IDENTIFIER ::={ rbridgejects 2 }
rbri dgeVl an OBJECT IDENTIFIER ::= { rbridgeQojects 3}
rbri dgeEsadi OBJECT IDENTIFIER ::= { rbridgeQojects 4 }
r bri dgeCount er OBJECT IDENTIFIER ::= { rbridgeQojects 5}
rbri dgeSnoopi ng OBJECT IDENTIFIER ::= { rbridge(ojects 6 }
rbridgeDtree OBJECT IDENTIFIER ::={ rbridge(ojects 7 }
roridgeTrill OBJECT IDENTIFIER ::={ rbridge(ojects 8 }

Rbri dgeAddr ess ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "1x:"
STATUS current
DESCRI PTI ON
"The Medi a Access Control (MAC) address used by an RBridge
port. This may nmatch the RBridge I1S-1S System D. "
SYNTAX OCTET STRING (SIZE (6))
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Rbri dgeNi cknane ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "d"

STATUS current

DESCRI PTI ON
"The 16-bit identifier used in TRILL as an
abbreviation for the RBridge' s 48-bit 1S 1S SystemID
The val ue 0 neans a nicknane is not specified, the val ues
OxFFCO t hrough OXFFFE are reserved for future allocation
and the val ue OxFFFF is permanently reserved."

REFERENCE
"RFC 6325, Section 3.7"

SYNTAX Unsi gned32 (0..65471)

-- the rbridgeBase subtree
-- Inplenentation of the rbridgeBase subtree is mandatory for al
-- RBridges.

rbridgeBaseTrill Versi on OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The maxi mum TRILL version nunber that this RBridge
supports.”

REFERENCE
"RFC 6325, Section 3.2"

::={ rbridgeBase 1 }

rbri dgeBaseNunPorts OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "ports"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of ports controlled by this RBridge."
REFERENCE

"RFC 6325, Section 2.6.1"
::={ rbridgeBase 2 }

rbri dgeBaseFor war dDel ay OBJECT- TYPE

SYNTAX Unsi gned32 (4..30)
UNI TS "seconds"

MAX- ACCESS read-wite

STATUS current
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DESCRI PTI ON
"Modified aging tinme for address entries after an appointed
f orwar der change

The val ue of this object MIST be retained across
re-initializations of the nanagenent system"
REFERENCE
"RFC 6325, Section 4.8.3"
::={ rbridgeBase 3 }

rbri dgeBaseUni Mul ti pat hEnabl e OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The enabl ed status of unicast TRILL multi pathing.
It is enabled when true.

The val ue of this object MIST be retained across
re-initializations of the nanagenent system"
REFERENCE
"RFC 6325, Appendix C'
::={ rbridgeBase 4 }

rbri dgeBaseMul ti Mul ti pat hEnabl e OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The enabl ed status of nulti-destination TRILL rulti pathing.
It is enabl ed when true.

The val ue of this object MIST be retained across
re-initializations of the managenment system"
REFERENCE
"RFC 6325, Appendix C'
::={ rbridgeBase 5 }

rbri dgeBaseAccept EncapNonadj OBJECT- TYPE

SYNTAX Tr ut hval ue

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"Accept TRILL-encapsul ated franes from a nei ghbor wi th which
this RBridge does not have an | S-1S adjacency, when the val ue
of this object is 'true’
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The val ue of this object MIST be retained across
re-initializations of the nanagenent system"
REFERENCE
"RFC 6325, Section 4.6.2"
::={ rbridgeBase 6 }

rbri dgeBaseN cknameNunber OBJECT- TYPE

SYNTAX Unsi gned32 (1..256)
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The nunber of nicknanes this RBridge should acquire.
These can be acquired dynamically or configured
statically. This value represents the maxi num
nunber of entries in rbridgeBaseN cknaneTabl e.

The value of this object MIST be retained across
re-initializations of the nanagenent system"
REFERENCE
"RFC 6325, Section 3.7.3"
::={ rbridgeBase 7 }

rbri dgeBaseN cknanmeTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Rbri dgeBaseN cknanmeEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table that contains information about nicknanes
configured by an operator or |earned dynam cally
by this RBridge."

REFERENCE
"RFC 6325, Section 3.7"

::={ rbridgeBase 8 }

rbri dgeBaseN cknanmeEntry OBJECT- TYPE

SYNTAX Rbri dgeBaseN cknanmeEnt ry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"Alist of information for each nicknane of the RBridge."
REFERENCE

"RFC 6325, Section 3.7"
I NDEX { rbridgeBaseN cknaneNane }
::={ rbridgeBaseN cknaneTable 1 }
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Rbri dgeBaseNi cknaneEntry ::=
SEQUENCE {

r bri dgeBaseN cknanmeNane
Rbr i dgeNi cknane,

rbri dgeBaseN cknanePriority
Unsi gned32,

rbri dgeBaseN cknanmeDtrPriority
Unsi gned32,

rbri dgeBaseN cknaneType
| NTEGER,

rbri dgeBaseN cknanmeRowsSt at us
RowSt at us

}

rbri dgeBaseN cknaneName OBJECT- TYPE

SYNTAX Rbr i dgeNi cknane

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Ni cknanes are 16-bit quantities that act as
abbreviations for RBridge's 48-bit 1S IS SystemID to
achi eve a nore conpact encoding."

REFERENCE
"RFC 6325, Section 3.7"

::={ rbridgeBaseN cknaneEntry 1 }

rbri dgeBaseNi cknanmePriority OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This RBridge’'s priority to hold this nickname. Wen
the nicknanme is configured, the default value of this
object is 192. \Wien the nickname is configured, the nost
significant bit (0x80) must be set and the bottom 7 bits
have the default value of 0x40, so 0x80 + 0x40 == 0xC0
which is 192 decimal. Additionally, the bottom 7 bits
could be configured to a value other than 0x40.

The val ue of this object MIST be retained across
re-initializations of the managenment system”

REFERENCE
"RFC 6325, Section 3.7"
DEFVAL { 192 }

::={ rbridgeBaseNi cknaneEntry 2 }
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rbri dgeBaseN cknaneDtrPriority OBJECT- TYPE
SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The distribution tree root priority for this nicknane.
The default value of this object is 32768.

The val ue of this object MJIST be retained across
re-initializations of the managenment system"

REFERENCE
"RFC 6325, Section 4.5"
DEFVAL { 32768 }

::={ rbridgeBaseN cknanmeEntry 3 }

rbri dgeBaseN cknaneType OBJECT- TYPE
SYNTAX | NTEGER {
static(1l),
dynam c(2)

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object indicates the status of the entry. The
default value is static(1l).
static(l) - this entry has been configured and
will remain after the next reset of the RBridge.
dynami c(2) - this entry has been acquired by the
RBri dge ni ckname acquisition protocol."

REFERENCE
"RFC 6325, Section 3.7"
DEFVAL { static }

::={ rbridgeBaseN cknaneEntry 4 }

rbri dgeBaseN cknaneRowSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object indicates the status of the entry."
::={ rbridgeBaseN cknaneEntry 5 }
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rbri dgeBasePort Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Rbri dgeBasePortEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table that contains generic information about every
port that is associated with this RBridge."

REFERENCE
"RFC 6325, Section 5.3"

::={ rbridgeBase 9 }

rbri dgeBasePort Entry OBJECT- TYPE

SYNTAX Rbri dgeBasePort Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Alist of information for each port of the bridge."
REFERENCE

"RFC 6325, Section 5.3"
I NDEX { rbridgeBasePort }
::={ rbridgeBasePortTable 1 }

Rbri dgeBasePortEntry :: =
SEQUENCE {

rbri dgeBasePort
Unsi gned32,

rbri dgeBasePort | fl ndex
I nt erfacel ndex,

r bri dgeBasePort Di sabl e
Tr ut hval ue,

rbri dgeBasePort Tr unkPor t
Trut hval ue,

rbri dgeBasePort AccessPort
Trut hval ue,

r bri dgeBasePort P2pHel | os
Tr ut hval ue,

rbri dgeBasePort St at e
| NTEGER,

rbri dgeBasePort | nhi bitionTinme
Unsi gned32,

r bri dgeBasePor t Di sabl eLear ni ng
Tr ut hval ue,

rbri dgeBasePort Desi r edDesi gVl an
VI anl d,
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}

rbri

rbri

rbri
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rbri dgeBasePort Desi gVl an
VI anl d,

r bri dgeBasePort St pRoot
Bri dgel d,

rbri dgeBasePort St pRoot Changes
Count er 32,

rbri dgeBasePort St pWri ngC oset
Bri dgel d

dgeBasePort OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"The port nunber of the port for which this entry
contai ns RBridge nmanagenent information."
REFERENCE
"RFC 6325, Section 5.3"
::={ rbridgeBasePortEntry 1 }

dgeBasePort | fl ndex OBJECT- TYPE

SYNTAX I nt er f acel ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of the instance of the iflndex object,
defined in the IF-MB, for the interface corresponding
to this port. The RBridge port sits on top of
this interface."

::={ rbridgeBasePortEntry 2 }

dgeBasePor t Di sabl e OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Disable port bit. Wen this bit is set (true), all franes

received or to be transmtted are discarded, with the

possi bl e exception of some layer 2 control franmes that may

be generated and transmitted or received and processed
locally. Default value is 'false’

The val ue of this object MJIST be retained across
re-initializations of the managenment system"
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rbri

rbri

rbri

REFERENCE
"RFC 6325, Section 4.9.1"
DEFVAL { false }

= { rbridgeBasePortEntry 3 }

dgeBasePort Tr unkPort OBJECT- TYPE

SYNTAX Trut hval ue

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"End-station service disable (trunk port) bit. Wen this bit
is set (true), all native frames received on the port and al
native franes that woul d have been sent on the port are
di scarded. Default value is 'false’

The value of this object MIST be retained across
re-initializations of the managenment system”

REFERENCE
"RFC 6325, Section 4.9.1"
DEFVAL { false }

::={ rbridgeBasePortEntry 4 }

dgeBasePort AccessPort OBJECT- TYPE

SYNTAX Trut hval ue

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"TRILL traffic disable (access port) bit. |If this bit is
set, the goal is to avoid sending any TRILL frames, except
TRILL-Hello franes, on the port, since it is intended only
for native end-station traffic. This ensures that the link
is not on the shortest path for any destination. Default
value is 'fal se’

The value of this object MIST be retained across
re-initializations of the nanagenent system"

REFERENCE
"RFC 6325, Section 4.9.1"
DEFVAL { false }

= { rbridgeBasePortEntry 5 }

dgeBasePort P2pHel | os OBJECT- TYPE

SYNTAX Trut hval ue

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"Use point-to-point (P2P) Hellos bit. If this bit is set,
Hel l os sent on this port are 1S-1S P2P Hellos, not the
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default TRILL-Hellos. 1In addition, the IS-IS P2P three-way
handshake is used on P2P RBridge |inks. Default value is
"fal se’.

The val ue of this object MIST be retained across
re-initializations of the nanagenent system"

REFERENCE
"RFC 6325, Section 4.9.1"
DEFVAL { false }

::={ rbridgeBasePortEntry 6 }

rbri dgeBasePort St at e OBJECT- TYPE
SYNTAX | NTEGER {
uni nhi bited(1),
port | nhibited(2),
vl anl nhi bi ted(3),
di sabl ed(4),
br oken(5)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The port’s current state. |If the entire port is
inhibited, its state is portinhibited(2). |If specific VLANs
are inhibited, the state is vlanlnhibited(3), and
rbridgeVl anPort Table will tell which VLANs are inhibited.
For ports that are disabled (see rbridgeBasePortDi sabl e),
this object will have a value of disabled(4). |If the
RBri dge has detected a port that is malfunctioning, it wll
pl ace that port into the broken(5) state."

REFERENCE
"RFC 6325, Section 4.2.4. 3"

::={ rbridgeBasePortEntry 7 }

rbri dgeBasePort | nhi bitionTi me OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"Time in seconds that this RBridge will inhibit forwarding
on this port after it observes a spanning tree root bridge
change on a link or receives conflicting VLAN forwarder
informati on. The default value is 30.

The value of this object MIST be retained across
re-initializations of the managenment system”
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REFERENCE
"RFC 6325, Section 4.2.4.3"
DEFVAL { 30}

= { rbridgeBasePortEntry 8 }

rbri dgeBasePort Di sabl eLear ni ng OBJECT- TYPE

SYNTAX Trut hval ue

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"Di sabl e | earni ng of MAC addresses seen on this port.
To disable | earning, the value of this object nust be
set to 'true’. The default is 'false’

The val ue of this object MJIST be retained across
re-initializations of the managenment system"

REFERENCE
"RFC 6325, Section 4.8"
DEFVAL { false }

::={ rbridgeBasePortEntry 9 }

rbri dgeBasePort Desi r edDesi gVl an OBJECT- TYPE

SYNTAX VI anl d

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The VLAN that a Designated RBridge (DRB) will specify in
its TRILL-Hell os as the VLAN to be used by all RBridges on
the link for TRILL frames. This VLAN nust be enabl ed on
this port.

The val ue of this object MJIST be retained across
re-initializations of the managenment system "
REFERENCE
"RFC 6325, Section 4.4, 3"
::={ rbridgeBasePortEntry 10 }

rbri dgeBasePort Desi gVl an OBJECT- TYPE
SYNTAX VI anl d
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The VLAN being used on this link for TRILL franes."
REFERENCE
"RFC 6325, Section 4.4.3"
::={ rbridgeBasePortEntry 11 }
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rbri dgeBasePort St pRoot OBJECT- TYPE

SYNTAX Bri dgel d
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The bridge identifier of the root of the spanning tree,
as learned froma Bridge PDU (BPDU) received on this port.
For the Multiple Spanning Tree Protocol (MSTP), this is
the root bridge of the Conmon and Internal Spanning Tree

(CST). If no BPDU has been heard, the val ue returned
is a string of zeros."
REFERENCE

"RFC 6325, Section 4.2.4.3"
::={ rbridgeBasePortEntry 12 }

rbri dgeBasePort St pRoot Changes OBJECT- TYPE

SYNTAX Count er 32
UNI TS "changes"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines a change in the root bridge is seen from
spanning tree BPDUs received on this port, indicating a
change in bridged LAN topol ogy. Each such change may cause
the port to be inhibited for a period of time. This counter
shoul d be synchronized with ifCounterDi scontinuityTime.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenment system”
REFERENCE
"RFC 6325, Section 4.9.3.2"
::={ rbridgeBasePortEntry 13 }

rbri dgeBasePort St pWri ngQd oset OBJECT- TYPE

SYNTAX Bri dgel d
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The Bridge ID to be used as the spanning tree root in BPDUs
sent for the Wring Cl oset topol ogy solution described in

[ RFC6325]. Note that the sane value of this object nust be
set on all RBridge ports participating in this solution

The default value is all 0s. A non-zero value configured
into this object indicates that this solution is in use.

The value of this object MIST be retained across
re-initializations of the managenment system”
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REFERENCE
"RFC 6325, Appendix A 3.3"
::={ rbridgeBasePortEntry 14 }

rbri dgeConfi denceNati ve OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The confidence | evel associated with MAC addresses
| earned fromnative franes. This is applicable to
all RBridge ports.

The val ue of this object MIST be retained across
re-initializations of the nanagenent system"
REFERENCE
"RFC 6325, Section 4.8.1"
::={ rbridgeFdb 1 }

rbri dgeConfi denceDecap OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The confidence | evel associated with inner MAC addresses
| earned after decapsulation of a TRILL data frane.
This is applicable to all RBridge ports.

The val ue of this object MIST be retained across
re-initializations of the managenment system"
REFERENCE
"RFC 6325, Section 4.8.1"
::={ rbridgeFdb 2 }

rbri dgeConfi denceStati c OBJECT- TYPE
SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The confidence | evel associated with MAC addresses that
are statically configured. The default value is 255.

The value of this object MIST be retained across
re-initializations of the nanagenent system"
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REFERENCE
"RFC 6325, Section 4.8.2"
DEFVAL { 255}

::={ rbridgeFdb 3 }
-- Miltiple Forwardi ng Dat abases for RBridges

-- This allows for an instance per Fdbld, as defined in the
-- Bridge MB.

-- Each VLAN nmay have an independent FDB, or nultiple VLANs nay
-- share one

rbri dgeUni FdbTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Rbri dgeUni FdbEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table that contains information about unicast entries
for which the device has forwarding and/or filtering
information. This information is used by the
transparent bridging function in deternining howto
propagate a received frane."

REFERENCE
"RFC 6325, Section 4.8"

::={ rbridgeFdb 4 }

rbri dgeUni FdbEntry OBJECT- TYPE

SYNTAX Rbri dgeUni FdbEnt ry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"Informati on about a specific unicast MAC address for
whi ch the RBridge has sone forwardi ng and/or filtering
i nformation."

INDEX  { rbridgeFdbld, rbridgeUni FdbAddr }

::={ rbridgeUni FdbTable 1 }

Rbri dgeUni FdbEntry :: =
SEQUENCE {
rbri dgeFdbl d
Unsi gned32,
rbri dgeUni FdbAddr
MacAddr ess,
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rbri dgeUni FdbPor t
Unsi gned32,
r bri dgeUni FdbNi cknane
Rbr i dgeNi cknane,
rbri dgeUni FdbConfi dence

Unsi gned32,
rbri dgeUni FdbSt at us
| NTEGER
}
rbri dgeFdbl d OBJECT- TYPE
SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"The identity of this Filtering Database."
::={ rbridgeUni FdbEntry 1 }

rbri dgeUni FdbAddr OBJECT- TYPE

SYNTAX MacAddr ess

MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON
"A uni cast MAC address for which the device has
forwardi ng i nformation."

::={ rbridgeUni FdbEntry 2 }

rbri dgeUni FdbPort OBJECT- TYPE
SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

January 2013

"Either the value '0', or the RBridge port nunber of the
port on which a frame having a source address equal to the
val ue of the correspondi ng i nstance of rbridgeUni FdbAddr
has been seen. A value of "0 indicates that the port
number has not been | earned but that the device does have

sone i nformation about this MAC address.

I mpl enentors are encouraged to assign the port value to
this object whenever it is available, even for addresses
for which the correspondi ng val ue of rbridgeUni FdbStatus is

not |earned(3)."
::={ rbridgeUni FdbEntry 3 }

rbri dgeUni FdbNi ckname OBJECT- TYPE

SYNTAX Rbr i dgeNi cknane
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON
"The RBridge nicknanme that is placed in the egress
nicknanme field of a TRILL frame sent to this
rbri dgeFdbAddress in this rbridgeFdbld."
REFERENCE
"RFC 6325, Section 4.8.1"
::={ rbridgeUni FdbEntry 4 }

rbri dgeUni FdbConfi dence OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The confidence |l evel associated with this entry."
REFERENCE

"RFC 6325, Section 4.8.1"
::={ rbridgeUni FdbEntry 5 }

rbri dgeUni FdbSt at us OBJECT- TYPE

SYNTAX | NTEGER {
ot her (1),
invalid(2),
| ear ned(3),
sel f(4),
mgnt (5),
esadi ( 6)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The status of this entry. The meanings of the val ues
are:

other (1) - none of the foll ow ng.

invalid(2) - this entry is no longer valid (e.g., it
was | earned but has since aged out) but has not
yet been flushed fromthe table.

| earned(3) - the information in this entry was | earned
and i s being used.

self(4) - the value of the correspondi ng instance of
rbri dgeFdbAddress represents one of the device's
addresses. The correspondi ng i nstance of
rbri dgeFdbPort indicates which of the device's
ports has this address.
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mgnt (5) - the value of the correspondi ng instance of
rbri dgeFdbAddress was confi gured by nanagenent.
esadi (6) - the value of the corresponding instance of
rbri dgeFdbAddress was | earned from ESADI .
::={ rbridgeUni FdbEntry 6 }

rbri dgeUni Fi bTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Rbri dgeUni Fi bEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table that contains information about nicknanmes known by
the RBridge. |If Equal-Cost Miultipath (ECMP) is inplenented,
there are as many entries for a nicknane as there are ECW
pat hs available for it."

::={ rbridgeFdb 5 }

rbridgeUni Fi bEntry OBJECT- TYPE

SYNTAX Rbri dgeUni Fi bEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"Alist of information about nicknanes known by the RBridge.
If ECMP is inplenented, there are as nany entries as there
are ECWP paths available for a given nicknane."
I NDEX { rbridgeUni Fi bNi ckname, rbridgeUni Fi bPort,
rbri dgeUni Fi bNext Hop }
::={ rbridgeUni FibTable 1}

3

i dgeUni Fi bEntry ::=
SEQUENCE {
rbri dgeUni Fi bNi cknane
Rbri dgeN cknane,
rbri dgeUni Fi bPort
Unsi gned32,
rbri dgeUni Fi bNext Hop
Rbr i dgeN cknane,
rbri dgeUni Fi bHopCount

Unsi gned32
}
rbri dgeUni Fi bNi ckname OBJECT- TYPE
SYNTAX Rbr i dgeNi cknane

MAX- ACCESS not -accessi bl e
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STATUS current

DESCRI PTI ON
"An RBridge nicknane for which this RBridge has
forwardi ng i nformation."

::={ rbridgeUni FibEntry 1 }

rbridgeUni Fi bPort OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The RBridge port nunber of the port attached to the
next - hop RBridge for the path towards the RBridge whose
ni ckname is specified in this entry."

::={ rbridgeUni Fi bEntry 2 }

rbri dgeUni Fi bNext Hop OBJECT- TYPE

SYNTAX Rbr i dgeNi cknane

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The ni ckname of the next-hop RBridge for the path
towards the RBridge whose nicknane is specified in this
entry."

::={ rbridgeUni FibEntry 3 }

rbri dgeUni Fi bHopCount OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The hop count fromthis ingress RBridge to the egress
RBri dge whose nicknane is specified in
rbri dgeUni Fi bNi cknane. "

::={ rbridgeUni FibEntry 4 }

rbridgeMul ti Fi bTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF RbridgeMulti Fi bEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table that contains information about egress nicknanes
used for nmulti-destination frane forwarding by this
RBri dge. "

::={ rbridgeFdb 6 }

Ri j hsi nghani & Zebrose St andards Track [ Page 27]



RFC 6850 RBridges: TRILL Base M B January 2013

rbridgeMul ti Fi bEntry OBJECT- TYPE

SYNTAX RbridgeMul ti Fi bEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Alist of information about egress nicknanes used for
mul ti-destination frame forwarding by this RBridge."

INDEX { rbridgeMiltiFi bNi ckname }

c:={ rbridgeMil ti FibTable 1 }

3

i dgeMul ti Fi bEntry ::=
SEQUENCE {
rbridgeMil ti Fi bNi ckname
Rbri dgeN cknane,
rbridgeMul ti Fi bPorts

Port Li st
}
rbridgeMil ti Fi bNi ckname OBJECT- TYPE
SYNTAX Rbr i dgeNi cknane
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"The ni cknane of the nulticast distribution tree."
::={ rbridgeMilti FibEntry 1 }

rbridgeMul ti Fi bPorts OBJECT- TYPE

SYNTAX Port Li st

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The list of ports to which a frame destined to this
mul ticast distribution tree is flooded. This may be pruned
further based on other forwarding information."

c:={ rbridgeMilti Fi bEntry 2 }
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rbridgeVl anTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Rbri dgeVl anEntry

MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON
"A table that contains information about VLANs on the
RBri dge. "

::={ rbridgevVlan 1 }

rbridgeVl anEntry OBJECT- TYPE
SYNTAX Rbri dgeVl anEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Alist of information about VLANs on the RBridge."
I NDEX { rbridgeV anl ndex }
::={ rbridgeVlanTable 1 }

3

i dgeVl anEntry ::=
SEQUENCE {
rbri dgeVl anl ndex
Unsi gned32,
r bri dgeVl anFor war der Lost s
Count er 32,
rbri dgeVl anDi sabl eLear ni ng
Trut hval ue,
rbri dgeVl anSnoopi ng
| NTEGER

}

rbri dgeVl anl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4094|4096..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The VLAN-ID referring to this VLAN. "
::={ rbridgeVlanEntry 1 }

rbri dgeVl anFor war der Lost s OBJECT- TYPE

SYNTAX Count er 32
UNI TS "times"
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The nunber of times this RBridge has | ost appointed
forwarder status for this VLAN on any of its ports.

Discontinuities in the value of this counter can occur
at re-initialization of the nanagenent system"
REFERENCE
"RFC 6325, Section 4.8.3"
::={ rbridgeVlanEntry 2 }

rbri dgeVl anDi sabl eLear ni ng OBJECT- TYPE

SYNTAX Trut hval ue

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"Di sabl e | earni ng of MAC addresses seen in this VLAN
One application of this may be to restrict learning to
ESADI. To disable |earning, the value of this object
shoul d be set to "true’. The default is ’'false’

The val ue of this object MIST be retained across
re-initializations of the managenment system"

REFERENCE
"RFC 6325, Section 4.8"
DEFVAL { false }

::={ rbridgeVlanEntry 3}

rbri dgeVl anSnoopi ng OBJECT- TYPE

SYNTAX | NTEGER {
not Supported(1),
i pva(2),
i pv6(3),
i pvdv6(4)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I'P Multicast Snooping on this VLAN. For RBridges
performng both IPv4 and | Pv6 I P Milticast Snooping, the
val ue returned is ipv4v6(4)."

REFERENCE
"RFC 6325, Section 4.7"

::={ rbridgeVlanEntry 4 }
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rbridgeVl anPort Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF RbridgeVl anPortEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A table that contains information about VLANs on an RBri dge
port."

::={ rbridgeVlan 2 }

rbridgeVl anPort Entry OBJECT- TYPE
SYNTAX Rbri dgeVl anPort Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Alist of information about VLANs on the RBridge port."
INDEX  { rbridgeBasePort, rbridgeV anl ndex }
::={ rbridgeVlanPortTable 1 }

3

i dgeVl anPortEntry :: =
SEQUENCE {
rbri dgeVl anPort | nhi bited
Trut hval ue,
r bri dgeVl anPor t For war der
Tr ut hval ue,
rbri dgeVl anPort Announci ng
Trut hval ue,
rbri dgeVl anPor t Det ect edVI anMappi ng
Trut hval ue

}

rbridgeVl anPort | nhi bited OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This VLAN has been inhibited by the RBridge due to
conflicting forwarder information received from anot her
RBri dge, when the value of this object is "true’ ."

REFERENCE
"RFC 6325, Section 4.2.4. 3"

::={ rbridgeVlanPortEntry 1 }

rbri dgeVl anPor t For war der OBJECT- TYPE
SYNTAX Trut hVal ue
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This RBridge is an appointed forwarder for this VLAN
on this port, when the value of this object is "true ."
REFERENCE
"RFC 6325, Section 4.2.4.3"
::={ rbridgeVlanPortEntry 2 }

rbri dgeVl anPor t Announci ng OBJECT- TYPE

SYNTAX Trut hval ue

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"TRI LL-Hel l os tagged with this VLAN can be sent by this
RBridge on this port, when the value of this object
is "true’

The val ue of this object MIST be retained across
re-initializations of the nanagenent system"

REFERENCE
"RFC 6325, Section 4.4.3"
DEFVAL { true }

::={ rbridgeVlanPortEntry 3 }

r bri dgeVl anPor t Det ect edVI anMappi ng OBJECT- TYPE

SYNTAX Trut hval ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"VLAN mappi ng has been detected on the link attached
to this port, when the value of this object is "true’ ."

REFERENCE
"RFC 6325, Section 4.4.5"

::={ rbridgeVlanPortEntry 4 }

-- The RBridge Port Counter Table
-- These counters suppl ement counters in the Bridge MB.

-- For exanple, total franes received by a bridge port and tota
-- franes transmtted by a bridge port are reported in the

-- Port In Franes and Port Qut Franmes counters of the Bridge MB.
-- These total bridge frane counters include native as well as

-- encapsul ated franes.
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-- As another exanple, franes discarded due to excessive frane
-- size are reported in the port counter MU Exceeded Di scards
-- in the Bridge MB.

rbri dgePort Count er Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Rbri dgePort CounterEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table that contains per-port counters for this RBridge."
::={ rbridgeCounter 1 }

rbri dgePort Counter Entry OBJECT- TYPE

SYNTAX Rbri dgePort Count er Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Counters for a port on this RBridge."
I NDEX { rbridgeBasePort }
::={ rbridgePort CounterTable 1 }

Robri dgePort CounterEntry ::=

SEQUENCE {
rbri dgePort Rpf CheckFail s
Count er 32,
r bri dgePor t HopCount Exceeds
Count er 32,
rbri dgePort Opti onDr ops
Count er 32,
rbridgePortTrilllnFranes
Count er 64,
rbridgePortTrill QutFranes
Count er 64
}
rbri dgePort Rpf CheckFai | s OBJECT- TYPE
SYNTAX Count er 32
UNI TS "frames"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of times a nulti-destination frame was
dropped on this port because the Reverse Path Forwarding
(RPF) check fail ed.

Discontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
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other tinmes as indicated by the value of the
i f CounterDi scontinuityTinme object of the associated
interface."
REFERENCE
"RFC 6325, Section 4.5.2"
::={ rbridgePort CounterEntry 1 }

rbri dgePort HopCount Exceeds OBJECT- TYPE

SYNTAX Count er 32
UNI TS "franes"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines a franme was dropped on this port
because its hop count was zero.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the value of the
i f CounterDi scontinuityTime object of the associated
interface."

REFERENCE
"RFC 6325, Section 3.6"

::={ rbridgePort CounterEntry 2 }

rbri dgePort Opti onDr ops OBJECT- TYPE

SYNTAX Count er 32
UNI TS "franes"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines a franme was dropped on this port
because it contai ned unsupported options.

Discontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tines as indicated by the value of the
i f CounterDi scontinuityTinme object of the associated
interface."

REFERENCE
"RFC 6325, Section 3.5"

::={ rbridgePort CounterEntry 3 }

rbridgePortTrilllnFrames OBJECT- TYPE

SYNTAX Count er 64
UNI TS "franes"
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The nunber of TRILL-encapsul ated franmes that have been
received by this port fromits attached link, including
managenent franmes

Discontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the value of the
i f CounterDi scontinuityTime object of the associated
interface."

REFERENCE
"RFC 6325, Section 2.3"

::={ rbridgePort CounterEntry 4 }

rbridgePortTrill Qut Frames OBJECT- TYPE

SYNTAX Count er 64
UNI TS "franes"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of TRILL-encapsul ated frames that have been
transmitted by this port to its attached link, including
managenent franes.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the value of the
i f Count erDi scontinuityTime object of the associated
interface.”

REFERENCE
"RFC 6325, Section 2.3"

::={ rbridgePort CounterEntry 5 }

-- The RBridge VLAN ESADI Tabl e

rbri dgeEsadi Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Rbri dgeEsadi Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table that contains informati on about ESADI instances on
VLANs, if available."

REFERENCE
"RFC 6325, Section 4.2.5"

::={ rbridgeEsadi 1}
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rbri dgeEsadi Entry OBJECT- TYPE

SYNTAX Rbri dgeEsadi Entry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"I nformati on about an ESADI instance on a VLAN "
I NDEX { rbridgeVl anl ndex }
::={ rbridgeEsadi Table 1 }

Robri dgeEsadi Entry :: =
SEQUENCE {

rbri dgeEsadi Enabl e
Trut hval ue,

r bri dgeEsadi Confi dence
Unsi gned32,

rbridgeEsadi DrbPriority
Unsi gned32,

rbridgeEsadi Drb
Rbr i dgeAddr ess,

r bri dgeEsadi Dr bHol di ngTi ne
Unsi gned32,

rbri dgeEsadi RowsSt at us
RowSt at us

}

rbri dgeEsadi Enabl e OBJECT- TYPE

SYNTAX Tr ut hval ue

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"If the RBridge is participating in an ESAD instance for
this VLAN, the value of this object is "true’. To disable
participation, set it to 'false’

The value of this object MIST be retained across
re-initializations of the nanagenent system"
REFERENCE
"RFC 6325, Section 4.2.5"
DEFVAL { true }
::={ rbridgeEsadi Entry 1 }

rbri dgeEsadi Confi dence OBJECT- TYPE
SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Confidence | evel of address entries sent by this
ESADI instance. The default is 16.
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The val ue of this object MIST be retained across
re-initializations of the nanagenent system"

REFERENCE
"RFC 6325, Section 4.2.5"
DEFVAL { 16 }

::={ rbridgeEsadi Entry 2 }

rbri dgeEsadi DrbPriority OBJECT- TYPE
SYNTAX Unsi gned32 (0..127)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The priority of this RBridge for being selected as the
DRB for this ESADH instance.

The value of this object MIST be retained across
re-initializations of the managenment system”
REFERENCE
"RFC 6325, Section 4.2.5"
::={ rbridgeEsadi Entry 3 }

rbri dgeEsadi Drb OBJECT- TYPE
SYNTAX Rbr i dgeAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The DRB on this ESADI instance's virtual link."
REFERENCE
"RFC 6325, Section 4.2.5"
::={ rbridgeEsadi Entry 4 }

r bri dgeEsadi Dr bHol di ngTi ne OBJECT- TYPE
SYNTAX Unsi gned32 (0..127)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The holding time for this ESADH instance.

The val ue of this object MJIST be retained across
re-initializations of the managenment system"
REFERENCE
"RFC 6325, Section 4.2.5"
::={ rbridgeEsadi Entry 5 }

rbri dgeEsadi RowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"This object indicates the status of the entry."
::={ rbridgeEsadi Entry 6 }

rbri dgeSnoopi ngPort Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Rbri dgeSnoopi ngPort Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"For RBridges inplenmenting |IP Milticast Snooping,
i nformati on about ports on which the presence of |Pv4
or IPv6 nulticast routers has been detected.”
REFERENCE
"RFC 6325, Section 4.7"
::={ rbridgeSnooping 1}

rbri dgeSnoopi ngPort Entry OBJECT- TYPE

SYNTAX Rbr i dgeSnoopi ngPort Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Informati on about ports on which the presence of |Pv4
or IPv6 nmulticast routers has been detected for a
VLAN. "

I NDEX { rbridgeBasePort, rbridgeVl anl ndex }

::={ rbridgeSnoopi ngPort Table 1 }

3

i dgeSnoopi ngPort Entry ::=
SEQUENCE {
rbri dgeSnoopi ngPor t Addr Type
| NTEGER

}

r bri dgeSnoopi ngPor t Addr Type OBJECT- TYPE
SYNTAX | NTEGER {
i pva(1),
i pv6(2),
i pvdv6(3)

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The I P address type of an IP nulticast router detected
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on this port and VLAN. |f only IPv4 router(s)
are detected, the value returned is "ipvd’ . |If only
| Pv6 routers are detected, the value returned is
"ipve'. If both IPv4 and I Pv6 routers are detected on
this port and VLAN, the value returned is ’ipv4ve ."
REFERENCE
"RFC 6325, Section 4.7"
::={ rbridgeSnoopi ngPortEntry 1 }

rbri dgeSnoopi ngAddr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Rbri dgeSnoopi ngAddr Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"For RBridges inplenenting IP Milticast Snooping,
i nformati on about IP nulticast addresses being
snooped. "

REFERENCE
"RFC 6325, Section 4.8"

::={ rbridgeSnooping 2 }

r bri dgeSnoopi ngAddr Entry OBJECT- TYPE

SYNTAX Rbr i dgeSnoopi ngAddr Ent ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Information about I P nulticast addresses being
snooped. "

I NDEX { rbridgeVl anl ndex, rbridgeSnoopi ngAddr Type,

rbri dgeSnoopi ngAddr }
::={ rbridgeSnoopi ngAddr Table 1 }

Rbr i dgeSnoopi ngAddr Entry :: =

SEQUENCE {
rbri dgeSnoopi ngAddr Type
| net Addr essType,

rbri dgeSnoopi ngAddr
| net Addr ess,
rbri dgeSnoopi ngAddr Ports

Port Li st
}
rbri dgeSnoopi ngAddr Type OBJECT- TYPE
SYNTAX | net Addr essType
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MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The I P rmulticast address type for which a |listener has been
detected by this RBridge. This MB requires support for only
| Pv4 and | Pv6 address types."

REFERENCE
"RFC 6325, Section 4.7"

::={ rbridgeSnoopi ngAddrEntry 1 }

rbri dgeSnoopi ngAddr OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The IP nulticast address for which a listener has been
detected by this RBridge. The address type of this object
is specified in rbridgeSnoopi ngAddr Type. This M B requires
support for only global |IPv4 and | Pv6 addresses, so the
I ength of the object can be either 4 or 16 bytes. Hence,
the index will not exceed the ODsize linmt."

REFERENCE
"RFC 6325, Section 4.7"

::={ rbridgeSnoopi ngAddrEntry 2 }

rbri dgeSnoopi ngAddr Ports OBJECT- TYPE

SYNTAX Port Li st

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The set of ports on which a listener has been detected
for this IP nmulticast address."

REFERENCE
"RFC 6325, Section 4.7"

::={ rbridgeSnoopi ngAddrEntry 3 }

rbridgeDtreePriority OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The distribution tree root priority for this RBridge.
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rbri

rbri

rbri

rbri

The default value of this object is 32768.

The val ue of this object MJIST be retained across
re-initializations of the managenment system"
REFERENCE
"RFC 6325, Section 4.5"
::={ rbridgeDtree 1 }

dgeDt reeActi veTr ees OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The total number of trees being conputed by all RBridges
in the canmpus."

REFERENCE
"RFC 6325, Section 4.5"

::={ rbridgeDtree 2 }

dgeDt r eeMaxTr ees OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The maxi mum nunber of trees this RBridge can conpute.”
REFERENCE
"RFC 6325, Section 4.5"
::={ rbridgeDtree 3}

dgeDt r eeDesi redUseTrees OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The maxi num nunber of trees this RBridge would like to
use for transm ssion of ingress nulti-destination franes.
REFERENCE
"RFC 6325, Section 4.5"
::={ rbridgeDtree 4 }

dgeDt r eeTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Rbri dgeDtreeEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"Informati on about distribution trees being conputed
by this RBridge."
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REFERENCE
"RFC 6325, Section 4.5"
::={ rbridgeDtree 5 }

rbridgeDtreeEntry OBJECT- TYPE

SYNTAX Rbri dgeDt reeEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"List of information about distribution trees being conputed
by this RBridge."

I NDEX { rbridgeDtreeNunber }

::={ rbridgeDtreeTable 1 }

3

i dgeDtreeEntry ::=
SEQUENCE {
rbri dgeDt r eeNunber
Unsi gned32,
rbridgeDtreeN ckname
Rbri dgeN cknane,
rbri dgeDtreel ngress
Tr ut hval ue

}

rbri dgeDt reeNunber OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The tree nunber of a distribution tree being conputed by
this RBridge."

REFERENCE
"RFC 6325, Section 4.5"

::={ rbridgeDtreeEntry 1 }

rbridgeDtreeN cknane OBJECT- TYPE
SYNTAX Rbr i dgeNi cknane
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The ni ckname of the distribution tree.”
REFERENCE
"RFC 6325, Section 4.5"
c:={ rbridgeDtreeEntry 2 }

rbridgeDtreel ngress OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON
"I ndi cates whether this RBridge m ght choose this
distribution tree to ingress a nmulti-destination franme."
REFERENCE
"RFC 6325, Section 4.5"
::={ rbridgeDtreeEntry 3}

-- TRILL Nei ghbor List

rbridgeTrill M nM uDesired OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The desired mininumacceptable inter-RBridge |ink MU for
the canpus, that is, originatingLSPBufferSize.

The value of this object MIST be retained across
re-initializations of the managenment system”
REFERENCE
"RFC 6325, Section 4.3"
o= { rbridgeTrill 1}

rbridgeTrill Sz OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The mi ni mum acceptable inter-RBridge link size for the
campus for the proper operation of TRILL IS-1S."

REFERENCE
"RFC 6325, Section 4.3"

o= { rbridgeTrill 2}

rbridgeTrill MaxM uProbes OBJECT- TYPE

SYNTAX Unsi gned32 (1..255)

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The nunber of failed MIU probes before the RBridge
concludes that a particular MU is not supported by
a nei ghbor.
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The val ue of this object MIST be retained across
re-initializations of the nanagenent system"
REFERENCE
"RFC 6325, Section 4.3"
c:={ rbridgeTrill 3}

rbridgeTrill NbrTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF RbridgeTrill NorEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Information about this RBridge' s TRILL nei ghbors."
REFERENCE

"RFC 6325, Section 4.4.2.1"
o= { rbridgeTrill 4}

rbridgeTrill NbrEntry OBJECT- TYPE

SYNTAX Rori dgeTrill NorEntry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"List of information about this RBridge's TRILL nei ghbors."
I NDEX { rbridgeTrill Nor MacAddr }
;= { rbridgeTrillNborTable 1 }

3

idgeTrill NorEntry ::=
SEQUENCE {
rbridgeTrill Nor MacAddr
MacAddr ess,
rbridgeTrill NorMu
Unsi gned32,
rbridgeTrill NorFail edM uTest
Trut hval ue

}

rbridgeTrill Nor MacAddr OBJECT- TYPE
SYNTAX MacAddr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The MAC address of a neighbor of this RBridge."
REFERENCE
"RFC 6325, Section 4.4.2.1"
o= { rbridgeTrill NorEntry 1 }

rbridgeTrill NorMu OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"MIU size for this neighbor for IS 1S conmunication
pur poses. "

REFERENCE
"RFC 6325, Section 4.3.2"

c:={ rbridgeTrill NorEntry 2 }

rbridgeTrill NorFail edM uTest OBJECT- TYPE

SYNTAX Tr ut hval ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"I'f true, indicates that the neighbor’'s tested MU is |ess
than the mini num acceptable inter-bridge link MU for the
campus (1470)."

REFERENCE
"RFC 6325, Section 4.3.1"

c:={ rbridgeTrill NorEntry 3 }

rbri dgeBaseNewDr b NOTI FI CATI ON- TYPE

-- OBJECTS {1}
STATUS current
DESCRI PTI ON

"The rbridgeBaseNewDrb notification indicates that the

sendi ng agent has becone the new Desi gnated RBridge; the

notification is sent by an RBridge soon after its election

as the new DRB root, e.g., upon expiration of the Topol ogy

Change Tiner, immedi ately subsequent to its election.”
::={ rbridgeNotifications 1}

rbri dgeBaseTopol ogyChange NOTI FI CATI ON- TYPE

-- OBJECTS {1}
STATUS current
DESCRI PTI ON

"The rbridgeBaseTopol ogyChange notification is sent by an
RBri dge when any of its configured ports transition to/from
the VLAN-x designated forwarder. The notification is not
sent if an rbridgeBaseNewDrb notification is sent for the
sane transition."

::={ rbridgeNotifications 2 }
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-- Conpliance and Group sections

rbri dgeConpl i ances OBJECT | DENTI FI ER :

{ rbridgeConformance 1 }

rbri dgeG oup OBJECT IDENTIFIER ::= { rbridgeConformance 2 }

rbri dgeBaseG oup OBJECT- GROUP
OBJECTS {

rbri dgeBaseTril | Version,
r bri dgeBaseNunPort s
rbri dgeBaseFor war dDel ay,
rbri dgeBaseUni Mul ti pat hEnabl e,
rbri dgeBaseMul ti Mul ti pat hEnabl e,
rbri dgeBaseAccept EncapNonadj ,
r bri dgeBaseNi cknameNumnber

}

STATUS current

DESCRI PTI ON
"A collection of objects providing basic contro
and status information for the RBridge."

c:={ rbridgeGoup 1}

rbri dgeBaseN cknameG oup OBJECT- GROUP
OBJECTS {
rbri dgeBaseN cknanePriority,
rbri dgeBaseN cknameDtrPriority,
rbri dgeBaseN cknaneType
r bri dgeBaseNi cknanmeRowSt at us

}
STATUS current
DESCRI PTI ON
"A collection of objects providing basic contro
and status information for RBridge ni cknames."
::={ rbridgeGoup 2}

rbri dgeBasePort G oup OBJECT- GROUP
OBJECTS {

rbri dgeBasePort | fl ndex,
rbri dgeBasePort Di sabl e
r bri dgeBasePort Tr unkPort,
rbri dgeBasePort AccessPort,
rbri dgeBasePort P2pHel | os,
rbri dgeBasePort St at e,
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rbri dgeBasePort Desi r edDesi gVl an,
r bri dgeBasePor t Desi gVl an,

r bri dgeBasePor t | nhi bi ti onTi ne,
rbri dgeBasePort Di sabl eLear ni ng,
rbri dgeBasePort St pRoot ,

rbri dgeBasePort St pRoot Changes,
rbri dgeBasePort St pWri ngC oset

}
STATUS current
DESCRI PTI ON

"A collection of objects providing basic control
and status information for RBridge ports.”
{ rbridgeGoup 3}

rbri dgeFdbG oup OBJECT- GROUP
OBJECTS {

rbri dgeConfi denceNati ve,
rbri dgeConfi denceDecap,
rbri dgeConfi denceStati c,
rbri dgeUni FdbPort,

r bri dgeUni FdbN cknane,
rbri dgeUni FdbConf i dence,
rbri dgeUni FdbSt at us

}
STATUS current
DESCRI PTI ON

"A collection of objects providing information
about the Uni cast Address Dat abase."
{ rbridgeGoup 4}

rbri dgeFi bGroup OBJECT- GROUP
OBJECTS {

r bri dgeUni Fi bHopCount ,
rbridgeMiltiFi bPorts

}
STATUS current
DESCRI PTI ON

"A collection of objects providing information
about the Unicast and Multicast FIBs."
{ rbridgeGoup 5}

rbridgeVl anG oup OBJECT- GROUP
OBJECTS {

r bri dgeVl anFor war der Lost s,
rbri dgeVl anDi sabl eLear ni ng,
rbri dgeVl anSnoopi ng,
rbridgeVl anPort | nhi bit ed,
rbri dgeVl anPor t For war der ,
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rbri dgeVl anPor t Announci ng,
r bri dgeVl anPor t Det ect edVI anMappi ng

}

STATUS current

DESCRI PTI ON
"A collection of objects providing information
about VLANs on the RBridge."

::={ rbridgeGoup 6 }

rbri dgePort Count er G oup OBJECT- GROUP
OBJECTS {
rbri dgePort Rpf CheckFai | s,
rbri dgePort HopCount Exceeds,
rbri dgePort Opti onDr ops,
rbridgePortTrilllnFranes,
rbridgePortTrill Qut Franes

}

STATUS current

DESCRI PTI ON
"A collection of objects providing per-port
counters for the RBridge."

::={ rbridgeGoup 7}

rbri dgeEsadi G oup OBJECT- GROUP
OBJECTS {

rbri dgeEsadi Enabl e,
r bri dgeEsadi Confi dence,
rbridgeEsadi DrbPriority,
rbri dgeEsadi Dr b,
rbri dgeEsadi Dr bHol di ngTi ne,
rbri dgeEsadi Rowst at us

}

STATUS current

DESCRI PTI ON
"A collection of objects providing information
about ESADI instances on the RBridge."

::={ rbridgeGoup 8 }

rbri dgeSnoopi ngG oup OBJECT- GROUP
OBJECTS {
rbri dgeSnoopi ngPor t Addr Type,
rbri dgeSnoopi ngAddr Ports

}

STATUS current

DESCRI PTI ON
"A collection of objects providing informtion about
I P Multicast Snooping. This MB requires support for
only global 1Pv4 and | Pv6 address types in
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rbri dgeSnoopi ngPort Addr Type and rbri dgeSnoopi ngAddr Type,
so the I ength of rbridgeSnoopi ngAddr can be either 4 or
16 bytes."

::={ rbridgeGoup 9 }

rbridgeDtreeG oup OBJECT- GROUP
OBJECTS {

rbridgeDtreePriority,
rbridgeDtreeActiveTrees,
rbridgeDt reeMaxTr ees,
rbridgeDtreeDesiredUseTr ees,
rbridgeDtreeN cknane,
rbridgeDtreel ngress

}

STATUS current

DESCRI PTI ON
"A collection of objects providing information
about distribution trees."

::={ rbridgeG oup 10 }

rbridgeTrill Goup OBJECT- GROUP
OBJECTS {
rbridgeTrill M nM uDesired,
rbridgeTrill Sz,
rbridgeTrill MaxM uProbes,
rbridgeTrill NorMu,
rbridgeTrill NorFail edM uTest

}

STATUS current

DESCRI PTI ON
"A collection of objects providing information
about TRILL nei ghbors."

2= { rbridgeGoup 11 }

rbridgeNotificati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
rbri dgeBaseNewDr b,
rbri dgeBaseTopol ogyChange

}
STATUS current
DESCRI PTI ON
"A collection of objects describing notifications (traps)."
::={ rbridgeGoup 12 }
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rbri dgeConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON
"The conpliance statenment for support of RBridge
services."

MODULE

MANDATORY- GROUPS {
rbri dgeBaseG oup,
rbri dgeBaseN cknanmeG oup,
rbri dgeBasePort Gr oup,
rbri dgeFdbG oup,
rbri dgeFi bG oup,
rbri dgeVl anG oup,
rbridgeDtreeG oup,
rbridgeTrill G oup,
rbridgeNotificati onG oup

}
GROUP  rbridgePort Count er G oup
DESCRI PTI ON

"I'mpl enentation of this group is optional."

GROUP  rbridgeEsadi G oup
DESCRI PTI ON
"Inmpl enentation of this group is optional."

GROUP  rbridgeSnoopi ngG oup
DESCRI PTI ON
"I'mpl enentation of this group is optional."

::={ rbridgeConpliances 1 }

rbri dgeReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"When this MB is inplemented in read-only node, then
the inplenentation can claimread-only conpliance.
In that case, RBridge objects can be nonitored but
cannot be configured with this inplenmentation.”
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MODULE
MANDATORY- GROUPS {

rbri dgeBaseG oup,
rbri dgeBaseN cknaneG oup,
rbri dgeBasePort G oup,
rbri dgeFdbG oup,
rbri dgeFi bG oup,
rbri dgeVl anG oup,
rbri dgeDtreeG oup,
rbridgeTrill G oup,
rbridgeNotificati onG oup

}

OBJECT rbridgeBaseForwar dDel ay
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT rbridgeBaseUni Miul ti pat hEnabl e
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT rbridgeBaseMil ti Milti pathEnable
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT rbridgeBaseAccept EncapNonadj
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT rbridgeBaseN cknaneNumnber
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT rbridgeBaseNi cknamePriority
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT rbridgeBaseNi cknameDtrPriority
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
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OBJECT rbridgeBaseN cknaneRowsSt at us

SYNTAX | NTEGER { active(1) }

M N- ACCESS read-only

DESCRI PTI ON
"Wite access is not required, and "active’ is the only
status that needs to be supported.”

OBJECT rbridgeBasePort Di sabl e
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT rbridgeBasePort TrunkPort
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT rbridgeBasePort AccessPort
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT rbridgeBasePort P2pHel | os
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT rbridgeBasePort | nhibitionTi ne
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT rbridgeBasePort Di sabl eLear ni ng
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT rbridgeBasePort DesiredDesi gVl an
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT rbridgeBasePort St pWri ngCd oset
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.
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OBJECT rbridgeConfidenceNative
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

OBJECT rbridgeConfi denceDecap
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

OBJECT rbridgeConfidenceStatic
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT rbridgeVl anDi sabl eLear ni ng
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT rbridgeVl anPort Announci ng
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT rbridgeEsadi Enabl e
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT rbridgeEsadi Confi dence
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT rbridgeEsadi DrbPriority
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT rbridgeEsadi Dr bHol di ngTi e
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT rbridgeEsadi RowSt at us

SYNTAX | NTEGER { active(1) }
M N- ACCESS read-only
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DESCRI PTI ON
"Wite access is not required, and 'active’ is the only
status that needs to be supported.”

OBJECT rbridgeDireePriority
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT rbridgeTrill M nM uDesired
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

OBJECT rbridgeTrill MaxM uProbes
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

GROUP  rbridgePort Count er G oup
DESCRI PTI ON
"I'nmpl ementation of this group is optional.’

GROUP  rbridgeEsadi Group
DESCRI PTI ON
"I'mpl enentation of this group is optional.'

GROUP  rbridgeSnoopi ngG oup
DESCRI PTI ON
"I nmpl enentation of this group is optional.'

::={ rbridgeConpliances 2 }

END
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8.

Security Considerations

This MB relates to a systemthat will provide network connectivity
and packet-forwardi ng services. As such, inproper nanipul ation of
the objects represented by this MB may result in denial of service
to a |l arge nunber of end-users

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-write and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environnments. The support for SET operations in a non-secure

envi ronnment wi thout proper protection can have a negative effect on
networ k operations. These are the tables and objects and their
sensitivity/vulnerability:

The follow ng tables and objects in the RBRIDGE-M B can be
mani pul ated to interfere with the operation of RBridges:

o rbridgeBaseUni Mul ti pat hEnable affects the ability of the RBridge
to route unicast traffic over nultiple paths, and
rbri dgeBaseMul ti Mul ti pathEnabl e affects the ability of the RBridge
to route nmulti-destination traffic over nmultiple paths.

0 rbridgeBasePort Tabl e contains a nunber of objects that may affect
network connectivity. Actions that nay be triggered by
mani pul ating objects in this table include disabling of an RBridge
port, discarding of native packets, disabling |earning, and
ot hers.

0 rbridgeEsadi Tabl e contai ns objects that affect the operation of
the ESADI protocol used for |earning, and manipul ati on of the
obj ects contained therein can be used to confuse the |earning
ability of RBridges.

0 rbridgeDireePriority can affect conputation of distribution trees
within an RBridge canpus, thereby affecting the forwarding of
nmul ti-destination traffic.

o rbridgeTrill MnMuDesired can affect the size of packets being
used to exchange informati on between RBridges.

Sonme of the readable objects inthis MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) nmay be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
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10.

the network via SNWP. For exanple, access to network topol ogy and
RBridge attributes can reveal information that should not be
available to all users of the network.

SNWP versions prior to SNVWPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using | Psec),
there is no control as to who on the secure network is allowed to
access and GET/ SET (read/change/create/delete) the objects in this
M B nodul e.

| mpl enent ati ons SHOULD provi de the security features described by the
SNWPv3 framework (see [ RFC3410]), and inpl enentations claimng
conmpliance to the SNMPv3 standard MJUST include full support for

aut hentication and privacy via the User-based Security Mdel (USM

[ RFC3414] with the AES ci pher algorithm[RFC3826]. |Inplenmentations
MAY al so provide support for the Transport Security Mdel (TSM

[ RFC5591] in conbination with a secure transport such as SSH

[ RFC5592] or TLS/ DTLS [ RFC6353].

Further, deployment of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customner/operator
responsibility to ensure that the SNVMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitinmate
rights to indeed GET or SET (change/create/ del ete) them

For other RBridge security considerations, see [ RFC6325].
| ANA Consi derati ons

The M B nodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ue recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

rbridgeMB { nmib-2 214}
Contri butors
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