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1. Introduction

The Framework for Session Initiation Protocol (SIP) [RFC3261] Session
Pol i ci es [ RFC6794] defines a protocol framework that enables a proxy
to define and inpact policies on sessions such as the codecs or nedia
types to be used. This framework identifies two types of session
policies: session-specific and session-independent policies.
Session-specific policies are policies that are created for one
particul ar session, based on the session description of this session
They enable a network internmediary to i nspect the session description
that a UAis proposing and to return a policy specifically generated
for this session description. For exanple, an internediary could
open pinholes in a firewall/NAT for each nedia streamin a session
and return a policy that replaces the internal |IP addresses and ports
in the session description with external ones. Since session-
specific policies are tailored to a session, they only apply to the
session for which they are created. A UA requests session-specific
policies on a session-by-session basis at the tine a session is
created and the session description is known. Session-independent
policies, on the other hand, are policies that are created

i ndependently of a session and generally apply to all the SIP
sessions set up by a user agent.
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"A Franework for Session Initiation Protocol (SIP) Session Policies"

[ RFC6794] defines a nechani smthat enables UAs to discover the URIs
of session-specific policy servers. This specification defines a SIP
event package [ RFC6665] that enables UAs to subscribe to session-
specific policies on a policy server. Subscribing to session-
specific policies involves the follow ng steps (see the Session
Pol i cy Franmework [RFC6794]):

1. A user agent subnmits the details of the session it is trying to
establish to the policy server and asks whether a session using
these paraneters is perm ssible. For exanple, a user agent m ght
propose a session that contains the nedia types audi o and vi deo.

2. The policy server generates a policy decision for this session
and returns the decision to the user agent. Possible policy
decisions are (1) to deny the session, (2) to propose changes to
the session paraneters with which the session would be
acceptable, or (3) to accept the session as it was proposed. An
exanple for a policy decision is to disallow the use of video but
agree to all other aspects of the proposed session.

3. The policy server can update the policy decision at a later tine.
A policy decision update can require additional changes to the
session (e.g., because the avail abl e bandw dt h has changed) or
deny a previously accepted session (i.e., disallow the
continuation of a session).

The event package for session-specific policies enables a user agent
to subscribe to the policies for a SIP session follow ng the above
nodel . The subscriber initiates a subscription by submtting the
details of the session it is trying to establish to the notifier
(i.e., the policy server) in the body of a SUBSCRI BE request. The
notifier uses this information to deternine the policy decision for
this session. It conveys the initial policy decision to the
subscriber in a NOTIFY request and all changes to this decision in
subsequent NOTI FY requests.

2. Terninol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Event Package Formal Definition

Thi s docunent provides the details for defining a SIP event package
as required by RFC 6665 [ RFC6665] .
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3. 1.

3. 2.

3. 3.

Hi |

Event Package Nane

The nane of the event package defined in this specification is
"sessi on- spec- policy".

Event Package Paraneters
Thi s package defines the followi ng two event package paraneters

| ocal -only: The "local -only" parameter is optional and only defined
for NOTIFY requests. The "local-only" parameter indicates that
the renpte session description is not required by the notifier
It MUST be ignored if received in a SUBSCRI BE request. The usage
of the "local-only" paraneter is described in Sections 3.6, 3.8
and 3.9.

insufficient-info: The "insufficient-info" paraneter is optional and
only defined for NOTIFY requests. It is used by the notifier to
i ndi cate that a policy decision could not be nade due to
insufficient information. The "insufficient-info" paraneter MJST
be ignored if received in a SUBSCRI BE request. The usage of the
"insufficient-info" parameter is described in Sections 3.7, 3.8
and 3.9.

SUBSCRI BE Bodi es

A SUBSCRI BE for this event package MJST contain a body that describes
a Sl P session. The purpose of this body is to enable the notifier to
generate the policies in which the subscriber is interested. 1In this
event package, the Request-URI, the event package name, and event
paraneters are not sufficient to determ ne the resource a
subscription is for. However, with the session description in the
SUBSCRI BE body, the notifier can generate the requested policy
decision and create policy events for this resource.

Al'l subscribers and notifiers MIST support the MM type
"application/ nedi a- policy-dataset+xm" as defined in "A User Agent
Profile Data Set for Media Policy" [RFC6796]. The "application/

nmedi a- pol i cy-dataset+xml " format is the default format for SUBSCRI BE
bodies in this event package. Subscribers and notifiers MAY
negotiate the use of other formats capable of representing a session

Note: It has been proposed to directly use Session Description
Protocol (SDP) [ RFC4566] instead of encoding the session
descriptions in the Media Policy [ RFC6796] format. However, using
a separate format such as the Media Policy format has a nunber of
advant ages over the direct use of SDP: i) the Media Policy format
is nore flexible and allows the inclusion of information that

t & Camarillo St andards Track [ Page 4]



RFC 6795 Session Policy Event Package Decenber 2012

can’t be expressed in SDP (e.g., the target URI), ii) the Media
Policy format enables the encoding of |ocal and renote session
descriptions in a single document (not requiring the use of MM
mul ti part and new content disposition types), and iii) the Media
Policy format aligns the formats used for session-specific and
sessi on-i ndependent policies. A drawback is that it requires the
UA to encode SDP and session information in Media Policy
docunent s.

3.4. Subscription Duration

A subscription to the session-specific policy package is usually
established at the beginning of a session and term nated when the
correspondi ng session ends. A typical duration of a phone call is a
few m nutes.

Since the duration of a subscription to the session-specific policy
package is related to the lifetine of the correspondi ng session, the
value for the duration of a subscription is largely irrelevant.
However, the duration SHOULD be | onger than the typical duration of a
session. The default subscription duration for this event package is
set to two hours.

A subscription MAY be term nated before a session ends by the
notifier. For exanple, a notifier nmay term nate the subscription
after the initial policy notification has been sent to the subscriber
if it knows that these policies will not change during the session
A subscriber MJUST NOT term nate a subscription unless it is
termnating the session this subscription is for or discovers that
the notifier has been renoved fromthe list of policy servers

rel evant for this session (see the Session Policy Framework

[ RFC6794]). A subscriber MJST refresh a subscription with a
SUBSCRI BE request before the | ast SUBSCRI BE request expires to avoid
that the subscription tines out.

3.5. NOTI FY Bodi es

In this event package, the body of a notification contains the
session policy requested by the subscriber. Al subscribers and
notifiers MJST support the format "application/

medi a- pol i cy-dat aset +xm " [ RFC6796] as a format for NOTIFY bodi es.

The SUBSCRI BE request MAY contain an Accept header field. |If no such
header field is present, it has a default value of "application/

nmedi a- pol i cy-dataset+xm ™. |If the header field is present, it MJST

i ncl ude "application/nmedi a-policy-dataset+xm ", and it MAY incl ude
any other M ME type capable of representing session-specific
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policies. As defined in RFC 6665 [ RFC6665], the body of
notifications MJST be in one of the formats defined in the Accept
header of the SUBSCRI BE request or in the default fornmat.

If the notifier uses the same format in NOTIFY bodies that was used
by the subscriber in the SUBSCRI BE body (e.g., "application/

medi a- pol i cy-dataset+xm "), the notifier can expect that the
subscri ber supports all format extensions that were used in the
SUBSCRI BE body. The notifier cannot assune that the subscriber
supports other extensions beyond that and SHOULD NOT use such

ext ensi ons.

If the SUBSCRI BE request contained a representation of the |oca
session description and the subscription was accepted, then the
NOTI FY body MJST contain a policy for the | ocal session description
If the SUBSCRI BE request of an accepted subscription contained the
| ocal and the renote session description, then the NOIl FY body MJST
contain two policies: one for the local and one for the renote
session description.

3.6. Subscriber Generation of SUBSCRI BE Requests

The subscriber follows the general rules for generating SUBSCRI BE
requests defined in RFC 6665 [ RFC6665]. The subscri ber MJST provide
sufficient information in the SUBSCRI BE body to fully describe the
session for which it seeks to receive session-specific policies. The
subscri ber MJUST use the nost recent session description as a basis
for this information.

If the "application/nedi a-policy-dataset+xm" format is used in
SUBSCRI BE bodi es, the subscriber MJST provide a value for each field
that is defined for session information docunments [ RFC6796] and for

whi ch the subscriber has infornmation available. |In other words, the
subscriber MIUST fill in the elenents of a session information
docunent as conplete as possible. |[If the subscriber supports

ext ensi ons of the "application/nmedi a-policy-dataset+xm " format, the
subscri ber MJUST al so provide a value for each field defined by this
extension for session information docunents, if possible. Providing
as much information as possible avoids that a session is rejected due
to a lack of session information and the negotiation of the
informati on to be disclosed between notifier and subscri ber

Subscriptions to this event package are typically created in
conjunction with an SDP of fer/answer exchange [ RFC3264] during the
establi shment of a session (see the Session Policy Franmework
[ RFC6794]). If used with an of fer/answer exchange, the subscri ber
MUST insert the representation of the |ocal session description in
t he SUBSCRI BE body. The | ocal session description is the one that
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was created by the subscriber (e.g., the offer if the subscriber has
initiated the of fer/answer exchange). Under certain circunstances, a
UA may not have a session description when subscribing to session-
specific policies, for exanple, when it is conposing an enpty INVITE
request (i.e., an INVITE request that does not contain an offer). In
these cases, a UA SHOULD establish a subscription without including a
representation of the local session description. The UA MJST refresh
the subscription with a SUBSCRI BE request that contains this session
description as soon as the session description becones avail able, for
exanpl e, when the UA receives a 200 OK to an enpty I NVITE request. A
policy server can choose to admt a session only after the UA has

di scl osed the session descriptions.

The subscriber SHOULD al so include a representation of the renote
session description in the SUBSCRI BE body. The renote session
description is the one the subscriber has received (i.e., the answer
if the subscriber has initiated the offer/answer exchange). |In sone
scenarios, the renpte session description is not available to the
subscriber at the tinme the subscription to session-specific policies
is established. In this case, the initial SUBSCRI BE nessage SHOULD
only contain a representation of the local session description. Wen
the renote description becones avail abl e, the subscriber SHOULD
refresh the subscription by sending anot her SUBSCRI BE r equest, which
then contains the local and the renpte session description, unless

t he subscriber has received a NOTIFY request with the "local -only"
paraneter. This paranmeter indicates that the notifier does not need
to see the renote session description

A user agent can change the session description of an ongoi ng
session. A change in the session description will typically affect
the policy decisions for this session. A subscriber MJIST refresh the
subscription to session-specific policies every time the session
description of a session changes. It does this by sending a
SUBSCRI BE request, which contains the details of the updated session
descriptions.

A subscriber may receive an error that indicates a server failure in

response to a SUBSCRI BE request. 1In this case, the subscriber SHOULD
try to locate an alternative server, for exanple, using the
procedures described in [RFC3263]. If no alternative server can be

| ocated, the subscriber MAY continue with the session for which it
wanted to receive session-specific policies without subscribing to
session-specific policies. This is to avoid that a failed policy
server prevents a UA fromsetting up or continuing with a session.
Since the sessions created by the UA may not be policy conpliant

wi t hout this subscription, they may be bl ocked by policy enforcenent
mechani sms if they are in place
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Session policies can contain sensitive information. Mreover, policy
decisions can significantly inpact the behavior of a user agent. A
user agent should therefore verify the identity of a policy server
and nake sure that policies have not been altered in transit. All

i npl ement ati ons of this package MJST support Transport Layer Security
(TLS) [RFC5246] and the Session Initiation Protocol Secure (SIPS) UR
schene. A subscriber SHOULD use SIPS URI's when subscribing to
session-specific policies so that policies are transnitted over TLS.
See Section 4.

3.7. Notifier Processing of SUBSCRI BE Requests

Al'l subscriptions to session-specific policies SHOULD be

aut henti cated and aut horized before approval. However, a policy
server may frequently encounter UAs it cannot authenticate. |In these
cases, the policy server MAY provide a generic policy that does not
reveal sensitive information to these UAs. For details, see

Section 4.

The aut hori zation policy is at the discretion of the admninistrator

In general, all users SHOULD be allowed to subscribe to the session-
specific policies of their sessions. A subscription to this event
package will typically be established by a device that needs to know
about the policies for its sessions. However, subscriptions nay al so
be established by applications (e.g., a conference server). |In those
cases, an authorization policy will typically be provided for these
applications.

Responding in a tinely manner to a SUBSCRI BE request is crucial for
this event package. A notifier nust mninmze the tine needed for
processi ng SUBSCRI BE requests and generating the initial NOTIFY
request. This includes nminimzing the tine needed to generate an
initial policy decision. |In particular, a short response tinme is
important for this event package since it mnimzes the delay for
fetching policies during an I NVITE transacti on and therefore reduces
call setup tine. |In addition, subscriptions to session-specific
policies can be established while the subscriber is in an | NVITE
transaction at a point where it has received the 200 OK but before
sending the ACK. Delaying the creation of the initial NOTIFY request
woul d delay the transnission of the ACK. A nore detail ed di scussion
of this scenario can be found in the Session Policy Framework

[ RFC6794] .

A subscriber may not have di scl osed enough information in the
SUBSCRI BE request to enable the notifier to generate a policy
decision. For exanmple, a UA may have subscribed to session-specific
policies without including the representation of a session
description. The policy server SHOULD accept such a subscription.
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The policy server SHOULD generate a NOTIFY request that includes the
"insufficient-info" event package paraneter. A NOTIFY request with
this paraneter indicates that a policy decision could not be nade due
to insufficient information. The body of such a NOTIFY request can
either be enpty or contain a policy decision docunent that provides
hi nts about which infornmation was m ssing.

3.8. Notifier Generation of NOTIFY Requests

A notifier sends a notification in response to SUBSCRI BE requests as
defined in RFC 6665 [ RFC6665]. In addition, a notifier MAY send a
notification at any time during the subscription. Typically, it wll
send one every tine the policy decision this subscription is for has
changed. Wen and why a policy decision changes is entirely at the
di scretion of the administrator. A policy decision can change for
many reasons. For exanple, a network may becone congested due to an
increase in traffic and reduce the bandwi dth available to an

i ndi vidual user. Another exanple is a session that has been started
during "busi ness hours" and continues into "evening hours" where nore
bandwi dth or video sessions are available to the user according to
the service | evel agreenent.

Pol i cy decisions are expressed in the format negotiated for the

NOTI FY body (e.g., "application/nedi a-policy-dataset+xm"). The
policy docunent in a NOTIFY body MJUST represent a conplete policy
decision. Notifications that contain the deltas to previous policy
decisions or partial policy decisions are not supported in this event
package

The notifier SHOULD term nate the subscription if the policy decision
is toreject a session and if it can be expected that this decision
will not change in the foreseeable future. The notifier SHOULD keep
the subscription alive, if it rejects a session but expects that the
session can be adnitted soon. For exanple, if the session was
rejected due to a tenporary shortage of resources and the notifier
expects that these resources will becone avail able again shortly it
shoul d keep the subscription alive. The decision to reject a session
is expressed in the policy decision docunent. A session is admitted
by returning a policy decision docunent that requires some or no
changes to the session.

If the notifier has not received enough information to nake a policy
decision fromthe subscriber (e.g., because it did not receive a
session description), the notifier SHOULD NOT term nate the
subscription since it can be expected that the UA refreshes the
subscription with a SUBSCRI BE request that contains nore information
The notifier SHOULD generate a NOTIFY request with the "insufficient-
i nfo" event package paraneter to indicate that a policy decision
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could not be made due to insufficient information. This NOTIFY
request can contain an enpty body or a body that contains a policy
deci si on docunent indicating which information was nissing.

Some session-specific policies do not require the disclosure of the
renote session description to the notifier. |If a notifier determ nes
that this is the case after receiving a SUBSCRI BE request, the
notifier SHOULD include the "local-only" event paraneter in NOTIFY
requests.

3.9. Subscriber Processing of NOTlI FY Requests

A subscri ber MJUST apply the policy decision received in a NOTIFY
request to the session associated with this subscription. [If the UA
decides not to apply the received policy decision, the UA MUST NOT
set up the session and MJST terminate the session if the session is
already in progress. |If the UA has a pending INVITE transaction for
this session, the UA MJIST cancel or reject the INVITE request.

I f the subscriber receives a NOTIFY request indicating that the
session has been rejected, the subscriber MJST NOT attenpt to
establish this session. |If the notifier has term nated the
subscription after rejecting the session, the subscriber SHOULD NOT
try to re-send the sane SUBSCRI BE request again. The term nation of
the subscription by the notifier indicates that the policy decision
for this session is final and will not change in the foreseeable
future. The subscriber MAY try to re-subscribe for this session if
at | east one aspect of the session (e.g., a paraneter in the session
description or the target URI) has changed or if there is other
reason to believe that re-trying the subscription will be successfu
(e.g., because tinme has progressed significantly since the |ast
attenpt).

The notifier may keep up the subscription after rejecting a session
to indicate that it may send an updated policy decision for this
session to the subscriber at a later tine. This is useful, for
exanple, if the session was rejected due to a tenporary shortage of
resources and the notifier expects that this problemto be resol ved

shortly. In another exanple, the session was rejected because it was
attenpted in a restricted period during the day but this period is
going to end soon. 1In this case, the subscriber SHOULD not term nate

the subscription to session-specific policies.
The subscriber may receive a NOTI FY request that contains an

"insufficient-info" event package paraneter to indicate that the
SUBSCRI BE request did not contain enough information. The subscriber
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SHOULD refresh the subscription with nore conplete information as
soon as the nissing infornmation (e.g., the session description) is
avail abl e.

A subscri ber may receive an update to a policy decision for a session
that is already established. The subscriber MJST apply the new
policy decision to this session. |If a UA decides that it does not
want to apply the new policy decision, the UA MIUST terninate the
session. An updated policy decision may require the UA to generate a
re-1NVI TE or UPDATE request in this session if the session
description has changed or it nay need to termnate this session. A
policy update that requires a UAto ternm nate a session can, for
exanpl e, be triggered by the user’s account running out of credit or
the detection of an energency that requires the ternination of non-
emer gency calls.

If the subscriber receives a NOTIFY request that contains the "local -
only" event paraneter, the subscriber SHOULD NOT include the renote
session description in subsequent SUBSCRI BE requests within this
subscri pti on.

3.10. Handling of Forked Requests

This event package allows the creation of only one dialog as a result
of an initial SUBSCRIBE request. The techniques to achieve this
behavi or are described in [ RFC6665].

3.11. Rate of Notifications
It is anticipated that the rate of policy changes will be very |ow
In any case, notifications SHOULD NOT be generated at a rate of nore
than once every five seconds.

3.12. State Agents
State agents play no role in this package.

3.13. Exanpl es
The following nessage flow illustrates how a user agent (Alice's
phone) can subscribe to session-specific policies when establishing a
call (here to Bob’s phone). The flow assunes that the user agent has
al ready received the policy server URI (e.g., through configuration
or as described in the Session Policy Framework [RFC6794]), and it
does not show nessages for authentication on a transport or SIP
| evel

These call flow exanples are informati ve and not normative.
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| mpl enenters should consult the main text of this docunment for exact
protocol details.

Policy Server Alice

|
| (1) SUBSCRI BE

|
(4) 200 OK

|
|
|
|
|
|
|
|
| (8) SUBSCRI BE
|

|

(9) 200 OK

Message Detail s

|

|

|

|

|

| (5) INVITE

| ------------------ >
| (6) 200 K

| <o |
| (7) ACK
IR >
|

|

|

(1) SUBSCRIBE Alice -> Policy Server

SUBSCRI BE si ps: pol i cy@i | oxi . exanpl e.com SI P/ 2.0
Via: SIP/2.0/TLS pc. biloxi.exanpl e.com 5061

; branch=z9h&bK74bf

Max- For war ds: 70

From Alice <sips:alice@iloxi.exanple.conr;tag=8675309
To: PS <sips: policy@il oxi.exanple.conp

Call-1D: rt4353gs2egg@c. bi | oxi . exanpl e. com

CSeq: 1 SUBSCRI BE

Contact: <sips:alice@c.bil oxi.exanple.conpr

Expires: 7200

Event: session-spec-policy

Accept: application/ medi a- pol i cy-dat aset +xmni
Cont ent - Type: application/ nedi a- pol i cy-dat aset +xnl
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Cont ent - Lengt h:

[ Local session description (offer)]

(2) 200 OK Policy Server -> Alice
(3) NOTIFY Policy Server -> Alice

NOTI FY si ps: alice@c. bil oxi.exanple.com SIP/2.0
Via: SIP/2.0/TLS srvr.bil oxi.exanpl e.com 5061
; branch=z9hX4bK74br
Max- Forwards: 70
From PS <sips:policy@il oxi.exanple.conr;tag=31451098
To: Alice <sips:alice@iloxi.exanple.conp;tag=8675309
Call-1D: rt4353gs2egg@c. bil oxi . exanpl e. com
CSeq: 1 NOTIFY
Event: session-spec-policy
Subscription-State: active; expires=7200
Cont ent - Type: application/ nedi a- pol i cy-dat aset +xn1
Cont ent - Lengt h:

[Policy for local session description (offer)]
(4) 200 OK Alice -> Policy Server

(5 INVITE Alice -> Bob

(6) 200 OK Bob -> Alice

(7) ACK Alice -> Bob

(8) SUBSCRIBE Alice -> Policy Server

SUBSCRI BE si ps: pol i cy@i | oxi . exanpl e.com SI P/ 2.0
Via: SIP/2.0/TLS pc. biloxi.exanpl e. com 5061

; branch=z9hx4bKna998s

Max- Forwards: 70

From Alice <sips:alice@iloxi.exanple.conr;tag=8675309
To: PS <sips: policy@il oxi.exanpl e.conp;tag=31451098
Call-1D: rt4353gs2egg@c. bi |l oxi . exanpl e. com
CSeq: 2 SUBSCRI BE

Expi res: 7200

Event: session-spec-policy
Accept: application/ nmedi a- pol i cy-dat aset +xni
Cont ent - Type: application/ nmedi a- pol i cy-dat aset +xni
Cont ent - Lengt h: .
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4.

[ Local session description (offer)]
[ Renpt e session description (answer)]

(9) 200 K Policy Server -> Alice
(10) NOTIFY Policy Server -> Alice

NOTI FY sips:alice@c. bil oxi.exanple.comSIP/2.0
Via: SIP/2.0/TLS srvr.bil oxi.exanpl e.com 5061
; branch=z9hG4bKna998sk
Max- Forwards: 70
From PS <sips: policy@il oxi.exanple.conp;tag=31451098
To: Alice <sips:alice@iloxi.exanple.conpr;tag=8675309
Call-1D: rt4353gs2egg@c. bil oxi . exanpl e. com
CSeq: 2 NOTIFY
Event: session-spec-policy
Subscription-State: active; expires=7200
Cont ent - Type: application/ nedi a- pol i cy-dat aset +xni
Cont ent - Lengt h:

[Policy for local session description (offer)]
[Policy for renote session description (answer)]

F6 200 OK Alice -> Policy Server

Security Considerations

Session policies can significantly change the behavior of a user
agent and can therefore be used by an attacker to conprom se a user
agent. For exanple, session policies can be used to prevent a user
agent from successfully establishing a session (e.g., by setting the
avai |l abl e bandwi dth to zero). Such a policy can be subnmitted to the
user agent during a session, which may cause the UAto termnate the
sessi on.

A user agent transnits session information to a policy server. This
information may contain sensitive data the user may not want an
eavesdropper or an unauthorized policy server to see. For exanple,
the session informati on may contain the encryption keys for nedia
streans. Vice versa, session policies nay also contain sensitive

i nformati on about the network or service | evel agreenents the service
provider may not want to disclose to an eavesdropper or an

unaut hori zed user agent.
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It is therefore inportant to secure the conmuni cation between the
user agent and the policy server. The following three discrete
attributes need to be protected:

1. authentication of the policy server and, if needed, the user
agent,

2. confidentiality of the nessages exchanged between the user agent
and the policy server, and

3. ensuring that private information is not exchanged between the
two parties, even over a confidentiality-assured and
aut henti cated sessi on.

Aut hentication of the peers and protecting the confidentiality of the
policies in transit is achieved by existing SIP security nechani sns
(the use of TLS and SIPS URI schene [ RFC3261], [RFC5630]).

Accordingly, policy servers SHOULD be addressable only through a SIPS
URI. Policy server and user agent MJST support TLS. The
confidentiality of the conmunication between the policy server and
the user agent will be assured as long as the policy server supports
TLS and is reached through a SIPS URI.

Aut henticating the two parties can be performed using X 509
certificates exchanged through TLS and ot her techni ques such as HTTP
Di gest. When the user agent establishes a TLS session with the
policy server, the policy server will present it with an X 509
certificate. The user agent SHOULD ensure that the identity of the
policy server encoded in the certificate matches the URl of the
policy server the user agent has received either using the Session
Pol i cy Franmework [RFC6794] or other neans such as configuration.

When a policy server receives a new subscription (as opposed to a
refresh subscription), the policy server SHOULD try to authenticate
the user agent using any neans at its disposal. |If the user agent
has an X. 509 certificate suitable for use with TLS, the identity of

t he user agent SHOULD be contained in the certificate, or, if the
user agent does not possess a certificate, the policy server SHOULD
chal | enge the user agent using HTTP Digest. A policy server may
frequently encounter UAs it cannot authenticate. In these cases, the
policy server MAY provide a generic policy that does not reveal
sensitive information to these UAs.

If the subscriber and notifier desire to protect the integrity of the
policy exchange in an end-to-end manner, they MAY use S/IMME to
protect the session policies. However, RFC3261 cautions that

"[i]npl enenters should note, however, that there nmay be rare network
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5.

5.

6.

6.

1

1

internedi aries (not typical proxy servers) that rely on view ng or
nmodi fyi ng the bodi es of SIP nessages (especially SDP), and that
secure M ME nay prevent these sorts of intermediaries from
functioning" [ RFC3261].

And finally, the fact that the user agent and the policy server have
successful ly aut henticated each ot her and have established a secure
TLS session does not absol ve either one fromensuring that they do
not communi cate sensitive information. For exanple, a session
description may contain sensitive information -- session keys, for
exanple -- that the user agent may not want to share with the policy
server; and indeed, the policy server does not need such information
to effectively formulate a policy. Thus, the user agent should not
insert such sensitive information in a session information docunent
that it sends to the policy server. Likewi se, the policy server nay
have information that is sensitive and of no use to the user agent --
network service | evel agreenents, or network statistics, for exanple.
Thus, the policy server should refrain fromtransnitting such
information to the user agent.

| ANA Consi derati ons
Event Package Nane

This specification registers an event package as foll ows, based on
the registration procedures defined in RFC 6665 [ RFC6665] .

Package Nane: session-spec-policy
Package or Tenpl at e- Package: This is a package.
Publ i shed Docunent: RFC 6795.
Person to Contact: Vol ker Hilt, volker.hilt@ell-I|abs.com
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