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Abstr act

Thi s docunent defines Attribute-Value Pair (AVP) containers for
various priority paraneters for use with Dianmeter and the

Aut henti cation, Authorization, and Accounting (AAA) franmework. The
paraneters thensel ves are defined in several different protocols that
operate at either the network or application |ayer
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This docunent nay contain material from | ETF Docunents or |ETF
Contributions published or nmade publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
materi al may not have granted the I ETF Trust the right to all ow
nmodi fi cations of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |license fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages other
than Engli sh.

1. Introduction

Thi s docunent defines a number of Attribute-Value Pairs (AVP) that
can be used within the D aneter protocol [RFC6733] to convey a
specific set of priority paranmeters. These paraneters are specified
in other docunents, but are briefly described below. The
correspondi ng AVPs defined in Section 3 are extensions to those
defined in [ RFC5866]. W note that all the priority fields

associ ated with the AVPs defined in this docunent are extensible and
all ow for additional values beyond what may have al ready been defi ned
or registered with | ANA

Priority influences the distribution of resources and, in turn, the
QoS associated with that resource. This influence nay be
probabilistic, ranging between (but not including) 0%and 100% or it
may be in the formof a guarantee to either receive or not receive
the resource

Anot her exanpl e of how prioritization can be realized is articulated
in Appendix A 3 (the Priority Bypass Mddel) of [RFC6401]. In this
case, prioritized flows may gain access to resources that are never
shared with non-prioritized fl ows.

1.1. Oher Priority-Related AVPs

The 3rd Ceneration Partnership Project (3GPP) has defined severa

D aneter AVPs that support prioritization of sessions. The follow ng
AVPs are intended to be used for priority services (e.g., Miltinedia
Priority Service):

- Reservation-Priority AVP as defined in [ETSI]

- MPS-ldentifier AVP as defined in [3GPPa]

- Priority-Level AVP (as part of the Allocation Retention
Priority AVP) as defined in [ 3GPPb]

- Session-Priority AVP as defined in [3GPPc] and [ 3GPPd]
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Both the Reservation-Priority AVP and the Priority-Level AVP can
carry priority levels associated with a session initiated by a user
W note that these AVPs are defined fromthe allotnent set aside for
3GPP for Dianeter-based interfaces, and they are particularly ained
at I P Multinmedia Subsystem (1 MS) depl oyment environnents. The above
AVPs defined by 3GPP are to be viewed as private inplenentations
operating within a walled garden. In contrast, the priority-related
AVPs defined below in Section 3 are not constrained to | M5
environnents. The potential applicability or use-case scenarios that
i nvol ve coexi stence between the above 3GPP-defined priority-rel ated
AVPs and those defined belowin Section 3 is for further study.

2. Term nol ogy and Abbreviations

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Priority Paraneter Encoding

This section defines a set of AVPs that correlates to priority fields
defined in other protocols. This set of priority-related AVPs is for
use with the Diameter QoS application [ RFC5866] and represents a
continuation of the Iist of AVPs defined in [RFC5624]. The syntax
notation used is that of [RFC6733]. W note that the follow ng
subsections describe the prioritization field of a given protocol as
well as the structure of the AVP corresponding to that field.

We stress that neither the priority-related AVPs, nor the D aneter
protocol, performor realize the QS for a session or flow of
packets. Rather, these AVPs are part of a mechanismto deternine
validation of the priority val ue.

3.1. Dual-Priority AVP

The Dual -Priority AVP (AVP Code 608) is a grouped AVP consisting of
two AVPs, the Preenption-Priority and the Defending-Priority AVP
These AVPs are derived fromthe corresponding priority fields
specified in the "Signaled Preenption Priority Policy Elenment"

[ RFC3181] of RSVP [ RFC2205].

In [ RFC3181], the Defending-Priority value is set when the
reservati on has been adnitted by the RSVP protocol. The Preenption-
Priority field (described in [ RFC3181]) of a newly requested
reservation is conpared with the Defending-Priority value of a
previously adnmitted flow The actions taken based upon the result of
this conparison are a function of |ocal policy.
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Dual -Priority ::= < AVP Header: 608 >
{ Preenption-Priority }
{ Defending-Priority }

3.1.1. Preenption-Priority AVP

The Preenption-Priority AVP (AVP Code 609) is of type Unsignedl6.

Hi gher val ues represent higher priority. The value encoded in this
AVP is the same as the preenption-priority value that would be
encoded in the signaled preenption priority policy el enent.

3.1.2. Defending-Priority AVP

The Defending-Priority AVP (AVP Code 610) is of type Unsignedl6.

Hi gher val ues represent higher priority. The value encoded in this
AVP is the sane as the defending-priority value that woul d be encoded
in the signaled preenption priority policy el ement.

3.2. Admission-Priority AVP

The Adnission-Priority AVP (AVP Code 611) is of type Unsigned8. The
adm ssion priority associated with an RSVP flow is used to increase
the probability of session establishnment for selected RSVP fl ows.

H gher val ues represent higher priority. A given adm ssion priority
is encoded in this infornmation el ement using the sane val ue as when
encoded in the adnission-priority paraneter defined in Section 5.1 of
[ RFC6401] .

3.3. SIP-Resource-Priority AVP

The S| P-Resource-Priority AVP (AVP Code 612) is a grouped AVP
consisting of two AVPs, the SIP-Resource-Priority-Nanmespace and the
S| P- Resource-Priority-Value AVP, which are derived fromthe
correspondi ng optional header fields in [ RFC4412].

SI P-Resource-Priority ::= < AVP Header: 612 >
{ SIP-Resource-Priority-Namespace }
{ SIP-Resource-Priority-Value }
3.3.1. SIP-Resource-Priority-Nanespace AVP
The SI P-Resource-Priority-Nanespace AVP (AVP Code 613) is of type

UTF8String. This AVP contains a string that identifies a unique
ordered set of priority values as described in [ RFC4412].
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3.3.2. SIP-Resource-Priority-Val ue AVP

The S| P-Resource-Priority-Value AVP (AVP Code 614) is of type
UTF8String. This AVP contains a string (i.e., a nanmespace entry)
that identifies a menber of a set of priority values unique to the
nanespace. Exanpl es of namespaces and corresponding sets of priority
val ues are found in [RFC4412].

3.4. Application-Level -Resource-Priority AVP

The Application-Level -Resource-Priority (ALRP) AVP (AVP Code 615) is
a grouped AVP consisting of two AVPs, the ALRP-Nanespace AVP and the
ALRP- Val ue AVP

Application-Level -Resource-Priority ::= < AVP Header: 615 >
{ ALRP- Namespace }
{ ALRP-Val ue }

A description of the semantics of the paraneter val ues can be found
in [RFC4412] and in [ RFC6401]. The registry set up by [ RFC4412]
provides string values for both the priority namespace and the
priority values associated with that namespace. [RFC6401] nodifies
that registry to assign nunerical values to both the nanmespace
identifiers and the priority values within them Consequently, SIP-
Resource-Priority and Application-Level -Resource-Priority AVPs convey
the sanme priority semantics, but with differing syntax. In the
former case, an al pha-nuneric encoding is used, while the latter case
is constrained to a nuneric-only val ue.

3.4.1. ALRP-Nanespace AVP

The ALRP- Nanespace AVP (AVP Code 616) is of type Unsignedl6. This
AVP contains a nunerical value identifying the namespace of the
application-level resource priority as described in [RFC6401].

3.4.2. ALRP-Val ue AVP
The ALRP-Val ue AVP (AVP Code 617) is of type Unsigned8. This AVP
contains the priority value within the ALRP-Nanespace, as descri bed
in [ RFC6401] .

4. Exanpl es of Usage
Usage of the Dual-Priority, Admission-Priority, and Application-
Level - Resource-Priority AVPs can all be illustrated by the sanme

simpl e network scenario, although they would not all typically be
used in the same network. The scenario is as follows:
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A user with special authorization is authenticated by a Network
Access Server (NAS), which acts as a client to a Dianeter Server
supporting the user’s desired application. Once the user has

aut henti cated, the Di aneter Server provides the NAS with information
on the user’s authorized QS, including instances of the Dual -
Priority, Admi ssion-Priority, and/or Application-Level-Resource-
Priority AVPs.

Local policy governs the usage of the values conveyed by these AVPs
at the NAS to decide whether the flow associated with the user’s
application can be admtted. |If the decision is positive, the NAS
forwards the authorized QoS values as objects in RSVP signaling. In
particular, the values in the Dual-Priority AVP would be carried in
the "Signaled Preenption Priority Policy Element" defined in

[ RFC3181], and the values contained in the Adnission-Priority and
Appl i cation-Level - Resource-Priority AVPs would be carried in the
correspondi ng policy objects defined in [ RFC6401]. Each subsequent
node woul d nake its own decision taking account of the authorized QS
objects including the priority-related objects, again governed by
local policy. The exanple assunes that the user session terninates
on a host or server in the same adnministrative domain as the NAS to
avoid conplications due to the restricted applicability of [ RFC3181]
and [ RFC6401].

Local policy mght for exanple indicate:

- which value to take if both Adnission-Priority and Application-
Level - Resource-Priority are present;

- whi ch nanespace or nanespaces are recogni zed for use in
Appli cation-Level - Resource-Priority;

- which resources are subject to preenption if the values in
Dual -Priority are high enough to allowit.

A scenario for the use of the SIP-Resource-Priority AVP will differ
slightly fromthe previous one, in that the initial decision point
woul d typically be a SIP proxy receiving a session initiation request
contai ning a Resource-Priority header field and deci di ng whether to
admt the session to the domain. Like the NAS, the SIP proxy would
serve as client to a Dianeter Server during the process of user

aut henti cation, and upon successful authentication would receive back
fromthe Dianmeter Server AVPs indicating authorized QS. Anopng these
m ght be the Sl P-Resource-Priority AVP, the contents of which would
be conmpared with the contents of the Resource-Priority header field.
Again, local policy would determ ne which nanespaces to accept and
the effect of a given priority level on the adm ssion decision
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5.

5.

5.

For the sake of our exanple, suppose now that the SIP proxy signals
using RSVP to the border router that will be adnmitting the nedia
flows associated with the session. (This, of course, nmakes a few
assunptions on routing and know edge of that routing at the proxy.)
The SIP proxy can indicate authorized QoS using various objects. In
particular, it can nap the values fromthe Resource-Priority header
field to the correspondi ng nuneric val ues as defined by [ RFC6401] and
send it using the Application-Level Resource Priority Policy El enent.

| ANA Consi der ati ons
1. AVP Codes

| ANA has all ocated AVP codes for the following AVPs that are defined
in this docunent.

o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| AVP Section |
| AVP Narre Code Defi ned Data Type |
T T NN +
| Dual -Priority 608 3.1 G ouped |
| Preenption-Priority 609 3.1.1 Unsi gned16 |
| Def endi ng-Priority 610 3.1.2 Unsi gned16 |
| Admi ssion-Priority 611 3.2 Unsi gned8 |
| SI P- Resource-Priority 612 3.3 G ouped |
| SI P- Resource-Priority-Nanmespace 613 3.3.1 UTF8String |
| SI P- Resour ce-Priority-Val ue 614 3.3.2 UTF8String |
| Application-Level -Resource-Priority 615 3.4 G ouped |
| ALRP- Nanespace 616 3.4.1 Unsi gned32 |
| ALRP- Val ue 617 3.4.2 Unsi gned32 |
S IS +

2. QS Profile

| ANA has allocated a new value fromthe "QoS Profiles" subregistry of
the "Aut hentication, Authorization, and Accounting (AAA) Paraneters"”
defined in [ RFC5624] for the QS profile defined in this docunent.
The nanme of the profile is "Resource priority paraneters" (1).

Security Considerations

Thi s docunent describes an extension for conveying quality-of-service
i nformati on, and therefore follows the sane security considerations
of the Diameter QS Application [ RFC5866]. The values placed in the
AVPs are not changed by this docunment, nor are they changed in the

D aneter QS application. W reconmend the use of mechanisns to
ensure integrity when exchanging i nformati on from one protocol to an
associ ated DI AMETER AVP. Exanples of these integrity nechani sns
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8.

8.

1

woul d be use of SSMMe with the SIP Resource Priority Header (RPH),
or an INTEGRITY object within a POLI CY_DATA object within the context
of RSVP. The consequences of changing values in the Priority AVPs
may result in an allocation of additional or |ess resources.

Changes in integrity-protected val ues SHOULD NOT be ignored, and
appropriate protocol -specific error nmessages SHOULD be sent back
upstream Note that we do not use the term "MJST NOT be ignored"
because the local policy of an adm nistrative domain associated with
other protocols acts as the final arbiter. 1In addition, sone
protocol s associated with the AVPs defined in this docunent may be
depl oyed within a single adm nistrative donain or "walled garden”;

t hus, possible changes in values would reflect policies of that

admi ni strative domain

The security considerations of the Dianmeter protocol itself are

di scussed in [RFC6733]. Use of the AVPs defined in this docunent
MUST take into consideration the security issues and requirenents of
the Di aneter base protocol

The aut hors al so reconmend that readers fanmiliarize thenselves with
the security considerations of the various protocols listed in the
Normati ve References. This is because values placed in the AVPs
defined in this docunent are set/changed by other protocols.
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