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Abst r act

Thi s docunent describes how to layer the Certificate Managenent
Protocol (CWP) over HTTP. It is the "CWMPtrans" docunent referenced
in RFC 4210; therefore, this docunent updates the reference given

t herein.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc6712

Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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10, 2008. The person(s) controlling the copyright in some of this
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1. I nt roducti on

The Certificate Managenent Protocol (CMP) [ RFC4210] requires a well -
defined transfer nechanismto enable End Entities (EEs), Registration
Authorities (RAs), and Certification Authorities (CAs) to pass

PKI Message sequences between t hem

The first version of the CWP specification [ RFC2510] included a brief
description of a sinple transfer protocol layer on top of TCP. |Its
features were sinple transfer-level error handling and a nmechanismto
pol|l for outstanding PKI nmessages. Additionally, it was mentioned
that PKI nessages could al so be conveyed using file-, E-mail-, and
HTTP- based transfer, but those were not specified in detail.
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The current version of the CMP specification [ RFC4210] i ncor porated
its own polling mechanism and thus the need for a transfer protoco
providing this functionality vanished. The remaining features CWVP
requires fromits transfer protocols are connection and error
handl i ng.

Before this docunent was published as an RFC, the draft version
underwent drastic changes during the long-lasting work process. The
so-called "Direct TCP-Based Managenent Protocol" specified in

[ RFC2510] was enhanced, and at sone point a version existed where
this protocol was again transferred over HITP. As both approaches
proved to be needl ess and cunbersone, inplenenters preferred to use
plain HTTP transfer followi ng [ RFC1945] or [RFC2616]. This docunent
now reflects that by exclusively describing HITP as the transfer
protocol for CW

The usage of HTTP for transferring CMP nessages exclusively uses the
PCST nethod for requests, effectively tunneling CVMP over HTTP. Wile
this is generally considered bad practice and should not be enul at ed,
there are good reasons to do so for transferring CVW. HITP is used
as it is generally easy to inplenent and it is able to traverse
networ k borders utilizing ubiquitous proxies. Most inportantly, HITP
is already commonly used in existing CMP inplenentations. Oher HITP
request net hods, such as GET, are not used because PKI nanagenent
operations can only be triggered using CMP' s PKI nessages, which need
to be transferred using a POST request.

Wth its status codes, HTTP provides needed error reporting
capabilities. General problens on the server side, as well as those
directly caused by the respective request, can be reported to the
client.

As CWP inplenments a transaction ID, identifying transactions spanning
over nore than just a single request/response pair, the statel essness
of HTTP is not blocking its usage as the transfer protocol for CWP
nessages.

2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. HITP-Based Protoco
For direct interaction between two entities, where a reliable

transport protocol like TCP is available, HITTP SHOULD be utilized for
conveyi ng CVMP nessages.
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3.1. HITP Versions

| mpl enent ati ons MUST support HTTP/ 1.0 [ RFC1945] and SHOULD support
HTTP/ 1.1 [ RFC2616].

3.2. Persistent Connections

HTTP persi stent connections [ RFC2616] allow nultiple interactions to
take place on the same HTTP connection. However, neither HITP nor
the protocol specified in this docunent are designed to correlate
messages on the same connection in any neani ngful way; persistent
connections are only a performance optinmization. In particular
internmedi aries can do things |ike mx connections fromdifferent
clients into one "upstream connection, termninate persistent
connections, and forward requests as non-persistent requests, etc.
As such, inplenentations MJUST NOT infer that requests on the sane
connection conme fromthe sane client (e.g., for correlating PKI
messages Wi th ongoing transactions); every nessage is to be eval uated
in isolation.

3.3. Ceneral Form

A DER-encoded [I TU. X690. 1994] PKI Message [ RFC4210] is sent as the
entity-body of an HTTP POST request. |If this HITP request is
successful, the server returns the CMP response in the body of the
HTTP response. The HTTP response status code in this case MJST be
200; other "Successful 2xx" codes MJST NOT be used for this purpose.
HTTP responses to pushed CMP Announcenent nessages (i.e., CA
Certificate Announcenent, Certificate Announcenent, Revocation
Announcenent, and Certificate Revocation List (CRL) Announcenent)
utilize the status codes 201 and 202 to identify whether the received
i nformati on was processed.

Whil e "Redirection 3xx" status codes MAY be supported by

i npl enmentations, clients should only be enabled to automatically
follow them after careful consideration of possible security
implications. As described in Section 5, "301 Moved Pernmanent!|y"
could be m sused for permanent denial of service.

Al'l applicable "Oient Error 4xx" or "Server Error 5xx" status codes
MAY be used to informthe client about errors.

3.4. Media Type

The Internet Media Type "application/pkixcnp" MJIST be set in the HTTP
Cont ent - Type header field when conveying a PKI Message.
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3.5. Conmuni cati on Workfl ow

In CMP, nost communication is initiated by the EEs where every CMW
request triggers a CWMP response nmessage fromthe CA or RA

The CVMP Announcenent nessages described in Section 3.7 are an
exception. Their creation nmay be triggered by certain events or done
on a regular basis by a CA. The recipient of the Announcenent only
replies with an HTTP status code acknow edgi ng the receipt or

i ndicating an error, but not with a CMP response.

If the receipt of an HITP request is not confirned by receiving an
HTTP response, it MJST be assuned that the transferred CMP nessage
was not successfully delivered to its destination

3.6. HITP Request - UR
The Request-URl is fornmed as specified in [ RFC3986].

A server inplenentati on MUST handl e Request-URlI paths, with or
without a trailing slash, as identical

An exanpl e of a Request-Line and a Host header field in an HITP/ 1.1
header, sending a CMP request to a server, located in the "/cnp" path
of the host "exanple.cont, would be

POST /cnp HTTP/ 1.1
Host: exanpl e. com

or in the absoluteURl form

PCST http://exanple.comfcnp/ HITP/ 1.1
Host: exanpl e. com

3.7. Pushing of Announcenents

A CWMP server may create event-triggered announcenents or generate
themon a regular basis. It MAY utilize HTTP transfer to convey them
to a suitable recipient. In this use case, the CWP server acts as an
HTTP client, and the recipient needs to utilize an HTTP server. As
no request nessages are specified for those announcenents, they can
only be pushed to the recipient.

If an EE wants to poll for a potential CA Key Update Announcenent or

the current CRL, a PKI Information Request using a General Message as
described in Appendix E.5 of [RFC4210] can be used.
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When pushi ng Announcenent nessages, PKIMessage structures are sent as
the entity-body of an HTTP POST request.

Sui tabl e reci pients for CWP announcenents mght, for exanple, be
repositories storing the announced information, such as directory
services. Those services listen for incom ng nessages, utilizing the
same HTTP Request-URlI schene as defined in Section 3.6.

The foll owi ng PKI Messages are announcenents that may be pushed by a
CA. The prefixed nunbers reflect ASN. 1 nunbering of the respective
el ement .

[15] CA Key Updat e Announcenent
[16] Certificate Announcenent
[17] Revocation Announcenent
[18] CRL Announcenent

CMP Announcenent nessages do not require any CVMP response. However,
the recipi ent MUST acknow edge receipt with an HTTP response havi ng
an appropriate status code and an enpty body. Wen not receiving
such a response, it MJST be assuned that the delivery was not
successful. |If applicable, the sending side MAY try sending the
Announcenent again after waiting for an appropriate time span

I f the announced issue was successfully stored in a database or was
al ready present, the answer MJST be an HTTP response with a "201
Created" status code and an enpty nessage body.

In case the announced information was only accepted for further
processing, the status code of the returned HITP response MAY al so be
"202 Accepted". After an appropriate delay, the sender nay then try
to send the Announcenent again and may repeat this until it receives
a confirmation that it has been successfully processed. The
appropriate duration of the delay and the option to increase it

bet ween consecutive attenpts should be carefully considered.

A receiver MUST answer with a suitable 4xx or 5xx HTTP error code
when a probl em occurs.

3. 8. HTTP Consi der ati ons

While all defined features of the HITP protocol are available to

i mpl enent ati ons, they SHOULD keep the protocol utilization as sinple
as possible. For exanple, there is no benefit in using chunked
Transfer-Encodi ng, as the length of an ASN.1 sequence i s known when
starting to send it.
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There is no need for the clients to send an "Expect" request-header
field with the "100-continue" expectation and wait for a "100
Continue" status as described in Section 8.2.3 of [RFC2616]. The CWP
payl oad sent by a client is relatively small, so having extra
messages exchanged is inefficient, as the server will only sel dom
reject a nessage wi thout evaluating the body.

4. Inplenentati on Considerations

| mpl enentors should be aware that inplenentations night exist that
use a different approach for transferring CVP over HTTP, because this
docunent has been under devel opnent for nore than a decade. Further

i mpl enent ati ons based on earlier drafts of this docunent night use an
unregi stered "application/pkixcnp-poll" M M type.

5. Security Considerations

The followi ng aspects need to be considered by inplenenters and
users:

1. There is the risk for denial-of-service attacks through resource
consunption by openi ng many connections to an HITP server.
Therefore, idle connections should be term nated after an
appropriate tineout; this nmay al so depend on the available free
resources. After sending a CVMP Error Message, the server should
cl ose the connection, even if the CWP transaction is not yet
fully conpl et ed.

2. Wthout being encapsulated in effective security protocols, such
as Transport Layer Security (TLS) [RFC5246], there is no
integrity protection at the HITP protocol |evel. Therefore,

i nformati on fromthe HTTP protocol should not be used to change
state of the transaction.

3. dient users should be aware that storing the target |ocation of
an HTTP response with the "301 Moved Pernmanentl|y" status code
could be exploited by a man-in-the-nmddle attacker trying to
bl ock them permanently from contacting the correct server

4. If no nmeasures to authenticate and protect the HITP responses to
pushed Announcenent nessages are in place, their information
regardi ng the Announcenent’s processing state may not be trusted.
In that case, the overall design of the PKI system nust not
depend on the Announcenents being reliably received and processed
by their destination.
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5. CMP provides inbuilt integrity protection and authentication
The i nformati on comuni cated unencrypted in CMP nessages does not
contain sensitive informati on endangering the security of the PK
when intercepted. However, it mght be possible for an
eavesdropper to utilize the available information to gather
confidential technical or business critical information
Therefore, users of the HITP transfer for CVMP nmight want to
consi der using HTTP over TLS according to [ RFC2818] or virtua
private networks created, for exanple, by utilizing Internet
Protocol Security according to [ RFC4301]. Conpli ant
i npl ement ati ons MJST support TLS with the option to authenticate
both server and client.

6. | ANA Consi derati ons

The 1 ANA has already registered the MM nedia type "application/

pki xcmp" for identifying CVW sequences due to an request nade in
connection with [ RFC2510].

No further action by the I ANA is necessary for this docunent or any
antici pated updates.
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