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DNAME Redirection in the DNS
Abst r act

The DNAME record provides redirection for a subtree of the donmain
nane tree in the DNS. That is, all nanes that end with a particul ar
suffix are redirected to another part of the DNS. This docunent
obsol etes the original specification in RFC 2672 as well as updates
the docunent on representing | Pv6 addresses in DNS (RFC 3363).

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc6672
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10, 2008. The person(s) controlling the copyright in sonme of this
material may not have granted the I ETF Trust the right to all ow
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1

1

I ntroduction

DNAME is a DNS resource record type originally defined in RFC 2672
[ RFC2672]. DNAME provides redirection froma part of the DNS nane
tree to another part of the DNS nane tree.

The DNAME RR and the CNAME RR [ RFC1034] cause a | ookup to
(potentially) return data corresponding to a domai n nane different
fromthe queried domain name. The difference between the two
resource records is that the CNAME RR directs the | ookup of data at
its owner to another single name, whereas a DNAME RR directs | ookups
for data at descendants of its owner’s nane to correspondi ng nanes
under a different (single) node of the tree.

For exanple, take |ooking through a zone (see RFC 1034 [ RFC1034],
Section 4.3.2, step 3) for the domain nane "foo.exanple.con, and a
DNAME resource record is found at "exanple.cont indicating that all

queries under "exanple.cont be directed to "exanple.net". The |ookup
process will return to step 1 with the new query nane of
"foo.exanple.net". Had the query nane been "ww. f 00. exanpl e. cont',

t he new query nane woul d be "ww. f 00. exanpl e. net".

This docunment is a revision of the original specification of DNAME in
RFC 2672 [RFC2672]. DNAME was conceived to help with the probl em of
mai nt ai ni ng addr ess-to-nane nappings in a context of network
renunbering. Wth a careful setup, a renunbering event in the
networ k causes no change to the authoritative server that has the
addr ess-to-nanme mappi ngs. Exanples in practice are cl assless reverse
address space del egati ons.

Anot her usage of DNAME lies in aliasing of nane spaces. For exanple,
a zone adm nistrator may want subtrees of the DNS to contain the same
i nformati on. Exanples include punycode [ RFC3492] alternates for
domai n spaces.

This revision of the DNAVE specification does not change the wire
format or the handling of DNAME resource records. Discussion is
added on problens that may be encount ered when usi ng DNAVE

1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED' "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [ RFC2119].

Rose & W ngaards St andards Track [ Page 4]



RFC 6672 DNAME Redirection June 2012

2. The DNAME Resource Record
2. 1. For mat

The DNAME RR has mmenoni ¢ DNAME and type code 39 (decimal). It is
CLASS-insensitive.

Its RDATA is conprised of a single field, <target>, which contains a
fully qualified domain nane that MJST be sent in unconpressed form

[ RFC1035] [RFC3597]. The <target> field MIUST be present. The
presentation format of <target> is that of a domain nane [ RFC1035].
The presentation format of the RRis as foll ows:

<owner > <ttl> <cl ass> DNAME <t ar get >

The effect of the DNAME RR is the substitution of the record’s
<target> for its owner nane, as a suffix of a domain nanme. This
substitution is to be applied for all nanes bel ow the owner nane of
the DNAME RR.  This substitution has to be applied for every DNAME RR
found in the resolution process, which allows fairly lengthy valid
chai ns of DNAME RRs.

Details of the substitution process, nethods to avoid conflicting
resource records, and rules for specific corner cases are given in
the foll ow ng subsections.

2.2. The DNAME Substitution

When followi ng step 3 of the algorithmin RFC 1034 [ RFC1034], Section
4.3.2, "start matching down, |abel by label, in the zone" and a node
is found to own a DNAME resource record, a DNAME substitution occurs.
The name being sought may be the original query name or a nane that
is the result of a CNAME resource record being followd or a
previously encountered DNAVE. As in the case when finding a CNAME
resource record or NS resource record set, the processing of a DNAME
wi || happen prior to finding the desired donai n nane.

A DNAME substitution is performed by replacing the suffix |abels of
t he nane bei ng sought matching the owner nanme of the DNAME resource
record with the string of |abels in the RDATA field. The matching
| abel s end with the root label in all cases. Only whole | abels are
repl aced. See the table of exanples for comobn cases and corner
cases.

In the table below, the QNAME refers to the query nane. The owner is
t he DNAME owner domain name, and the target refers to the target of
the DNAME record. The result is the resulting name after performnng
the DNAME substitution on the query name. "no nmatch" neans that the
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query did not match the DNAME, and thus no substitution is perforned
and a possible error nessage is returned (if no other result is
possible). Thus, every line contains one exanple substitution. In
t he exanples below, ’'cyc’ and ’'shortloop’ contain |oops.

QNAMVE owner DNAME target result

com exanpl e. com exanpl e. net. <no natch>
exanpl e. com exanpl e. com exanpl e. net. [0]

a. exanpl e. com exanpl e. com exanpl e. net. a. exanpl e. net .
a. b. exanpl e. com exanpl e. com exanpl e. net . a. b. exanpl e. net .
ab. exanpl e.com b. exanpl e.com exanple. net. <no natch>

f 00. exanpl e. com exanpl e. com exanpl e. net. f 00. exanpl e. net.
a. x.exanpl e.com x.exanple.com exanple. net. a. exanpl e. net..
a. exanpl e. com exanpl e. com y. exanpl e. net. a.y.exanple. net.
cyc. exanpl e.com exanpl e. com exanpl e. com cyc. exanpl e. com
cyc. exanpl e.com exanpl e. com c. exanmpl e.com cyc. c. exanpl e. com
short | oop. X. X. X. . short | oop. Xx.
short | oop. Xx. X. . short | oop

[0] The result depends on the QITYPE. |If the QITYPE = DNAME, then
the result is "exanple.com", else "<no match>".

Tabl e 1. DNAME Substitution Exanples

It is possible for DNAMEs to form | oops, just as CNAMEsS can form

| oops. DNAMEs and CNAMEs can chain together to formloops. A single
corner case DNAME can forma |l oop. Resolvers and servers should be
cautious in devoting resources to a query, but be aware that fairly

| ong chains of DNAVMES may be valid. Zone content administrators
should take care to ensure that there are no | oops that could occur
when usi ng DNAME or DNAME/ CNAME redirection

The domai n name can get too long during substitution. For exanple,
suppose the target nane of the DNAME RR is 250 octets in length
(multiple labels), if an incom ng QNAME that has a first |abel over 5
octets in length, the result would be a nane over 255 octets. |If
this occurs, the server returns an RCODE of YXDOVAIN [ RFC2136]. The
DNAME record and its signature (if the zone is signed) are included
in the answer as proof for the YXDOVAIN (val ue 6) RCODE.

2.3. DNAME Omner Nane Matching the QNAME

Unli ke a CNAME RR, a DNAME RR redirects DNS nanes subordinate to its
owner nane; the owner nanme of a DNAME is not redirected itself. The
domai n nane that owns a DNAME record is all owed to have ot her
resource record types at that domain name, except DNAMEs, CNAMEs, or
other types that have restrictions on what they can coexist wth.
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When there is a match of the QITYPE to a type (or types) al so owned by
t he owner nane, the response is sourced fromthe owner nanme. For
exanpl e, a QTYPE of ANY would return the (available) types at the
owner nane, not the target nane.

DNAVE RRs MUST NOT appear at the sanme owner nane as an NS RR unl ess
the owner nanme is the zone apex; if it is not the zone apex, then the
NS RR signifies a del egation point, and the DNAME RR nust in that
case appear below the zone cut at the zone apex of the child zone.

If a DNAVE record is present at the zone apex, there is still a need
to have the customary SOA and NS resource records there as well.
Such a DNAME cannot be used to mirror a zone conpletely, as it does
not nmirror the zone apex.

These rul es al so all ow DNAME records to be queried through caches
that are RFC 1034 [ RFC1034] conpliant and are DNAME unaware.

2.4. Nanes next to and bel ow a DNAME Record

Resource records MJUST NOT exi st at any subdomain of the owner of a
DNAME RR. To get the contents for nanes subordinate to that owner
nane, the DNAME redirection nust be invoked and the resulting target
queried. A server MAY refuse to load a zone that has data at a
subdonmai n of a donmain name owning a DNAME RR.  |f the server does

| oad the zone, those nanes bel ow the DNAME RR wi || be occluded as
described in RFC 2136 [ RFC2136], Section 7.18. Al so, a server ought
to refuse to load a zone subordinate to the owner of a DNAME record
in the ancestor zone. See Section 5.2 for further discussion rel ated
to dynani c update.

DNAME is a singleton type, meaning only one DNAME is all owed per
name. The owner nane of a DNAME can only have one DNAME RR, and no
CNAME RRs can exist at that nane. These rules make sure that for a
singl e domai n nane, only one redirection exists; thus, there's no
confusi on about which one to follow. A server ought to refuse to

| oad a zone that violates these rules.

2.5. Conpression of the DNAME Record
The DNAME owner nanme can be conpressed |ike any other owner nane.
The DNAME RDATA target name MJST NOT be sent out in conpressed form

and MUST be downcased for DNS Security Extensions (DNSSEC)
val i dati on.
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3.

3.

Al t hough the previous DNAME specification [ RFC2672] (that is
obsol eted by this specification) tal ked about signaling to all ow
conpression of the target name, such signaling has never been
specified, nor is it specified in this docunent.

RFC 2672 (obsol eted by this docunent) states that the Extended DNS
(EDNS) version has a nmeans for understandi ng DNAME and DNAME t ar get
nane conpression. This docunent revises RFC 2672, in that there is
no EDNS version signaling for DNAME

Processi ng
1. CNAME Synthesis

When preparing a response, a server performnming a DNAME substitution
will, in all cases, include the relevant DNAME RR i n the answer
section. Relevant cases includes the foll ow ng:

1. The DNAME is being enployed as a substitution instruction.

2. The DNAME itself matches the QTYPE, and the owner nane natches
QNAVE

When t he owner nanme nat ches the QNAME and the QTYPE mat ches anot her
type owned there, the DNAME is not included in the answer.

A CNAME RRwith Tinme to Live (TTL) equal to the correspondi ng DNAME
RR i s synthesized and included in the answer section when the DNAVE
is enployed as a substitution instruction. The owner nane of the
CNAME is the QNAME of the query. The DNSSEC specification ([RFC4033]
[ RFC4034] [ RFC4035]) says that the synthesized CNAME does not have to
be signed. The signed DNAME has an RRSIG and a validating resol ver
can check the CNAME agai nst the DNAMVE record and validate the
signature over the DNAME RR

Servers MJST be able to answer a query for a synthesized CNAME. Like
other query types, this invokes the DNAME, and then the server

synt hesi zes the CNAME and places it into the answer section. |If the
server in question is a cache, the synthesized CNAME s TTL SHOULD be
equal to the decrenmented TTL of the cached DNAME

Resol vers MJUST be able to handl e a synthesized CNAME TTL of zero or a
val ue equal to the TTL of the correspondi ng DNAME record (as sone

ol der, authoritative server inplenentations set the TTL of

synt hesi zed CNAMES to zero). A TTL of zero nmeans that the CNAME can
be di scarded i medi ately after processing the answer.
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3. 2.

Server Al gorithm

Below is the revised version of the server algorithm which appears
in RFC 2672, Section 4.1.

1

Set or clear the value of recursion available in the response
dependi ng on whether the nane server is willing to provide
recursive service. |If recursive service is available and
requested via the RD bit in the query, go to step 5; otherw se,
step 2.

Search the avail able zones for the zone which is the nearest
ancestor to QNAME. |If such a zone is found, go to step 3;
ot herwi se, step 4.

Start matchi ng down, |abel by label, in the zone. The matching
process can term nate several ways

A. |If the whole of QNAME is natched, we have found t he node.

If the data at the node is a CNAME, and QIYPE does not match
CNAME, copy the CNAME RR into the answer section of the
response, change ONAME to the canonical name in the CNAME RR
and go back to step 1.

O herwi se, copy all RRs which match QIYPE into the answer
section and go to step 6.

B. If a match would take us out of the authoritative data, we
have a referral. This happens when we encounter a node with
NS RRs marking cuts along the bottom of a zone.

Copy the NS RRs for the sub-zone into the authority section

of the reply. Put whatever addresses are available into the
addi tional section, using glue RRs if the addresses are not

avail able fromauthoritative data or the cache. Go to step

4.

C. If at some label, a match is inpossible (i.e., the
correspondi ng | abel does not exist), look to see whether the
| ast | abel nmatched has a DNAME record.

If a DNAVE record exists at that point, copy that record into
the answer section. |f substitution of its <target> for its
<owner> in QNAME woul d overflow the | egal size for a <domain-
nane>, set RCODE to YXDOVAI N [ RFC2136] and exit; otherw se,
performthe substitution and continue. The server MJST
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synt hesi ze a CNAME record as descri bed above and include it
in the answer section. Go back to step 1

If there was no DNAMVE record, |look to see if the "*" | abe
exi st s.

If the "*" | abel does not exist, check whether the name we
are looking for is the original QNAVE in the query or a nane
we have followed due to a CNAVE or DNAME. |f the nane is
original, set an authoritative name error in the response and
exit. Oherw se, just exit.

If the "*" | abel does exist, nmatch RRs at that node agai nst

QTYPE. |If any match, copy theminto the answer section, but
set the owner of the RRto be QNAME, and not the node with
the "*" label. If the data at the node with the "*" label is

a CNAME, and QI'YPE doesn’t match CNAME, copy the CNAME RR
into the answer section of the response changi ng the owner
nane to the QNAME, change QNAME to the canonical name in the
CNAME RR, and go back to step 1. Oherwise, go to step 6.

4. Start matching down in the cache. |If ONAME is found in the
cache, copy all RRs attached to it that match QI'YPE into the
answer section. If QNAME is not found in the cache but a DNAMVE
record is present at an ancestor of QNAVE, copy that DNAME record
into the answer section. |If there was no del egation from
authoritative data, ook for the best one fromthe cache, and put
it inthe authority section. Go to step 6.

5. Use the local resolver or a copy of its algorithmto answer the
query. Store the results, including any internedi ate CNAMES and
DNAMES, in the answer section of the response.

6. Using local data only, attenpt to add other RRs that may be
useful to the additional section of the query. Exit.

Note that there will be at npst one ancestor with a DNAME as
described in step 4 unless sone zone's data is in violation of the
no-descendants limtation in Section 3. An inplenmentation m ght take
advantage of this linmtation by stopping the search of step 3c or
step 4 when a DNAME record i s encountered.

3.3. Wldcards
The use of DNAME in conjunction with wildcards is di scouraged

[ RFC4592]. Thus, records of the form"*.exanpl e. com DNAME
exanpl e. net” SHOULD NOT be used.
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The interacti on between the expansion of the wildcard and the
redirection of the DNAME is non-deternministic. Due to the fact that
the processing is non-determ nistic, DNSSEC validating resolvers nay
not be able to validate a wildcarded DNAVE

A server MAY give a warning that the behavior is unspecified if such
a wildcarded DNAME is | oaded. The server MAY refuse it, refuse to
| oad the zone, or refuse dynam c updates.

3.4. Acceptance and I nternedi ate Storage

Recursive cachi ng name servers can encounter data at nanes bel ow the
owner nane of a DNAME RR, due to a change at the authoritative server
where data frombefore and after the change resides in the cache.
This conflict situation is a transitional phase that ends when the
old data times out. The caching nane server can opt to store both
old and new data and treat each as if the other did not exist, or
drop the old data, or drop the |Ionger domain nanme. |n any approach
consi stency returns after the older data TTL tines out.

Recur sive caching nane servers MJST perform CNAME synt hesis on behal f
of clients.

If a recursive caching name server encounters a DNSSEC val i dated
DNAME RR that contradicts information already in the cache (excl uding
CNAME records), it SHOULD cache the DNAME RR, but it MAY cache the
CNAME record received along with it, subject to the rules for CNAME
If the DNAME RR cannot be validated via DNSSEC (i.e., not BOGUS, but
not able to validate), the recursive caching server SHOULD NOT cache
the DNAME RR but MAY cache the CNAME record received along with it,
subject to the rules for CNAME

3.4.1. Resolver A gorithm

Below is the revised version of the resolver algorithm which appears
in RFC 2672, Section 4.2.

1. See if the answer is in local information or can be synthesized
froma cached DNAME; if so, return it to the client.

2. Fi nd the best servers to ask

3. Send queries until one returns a response.
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4. Analyze the response, either

A

If the response answers the question or contains a nane
error, cache the data as well as return it back to the
client.

If the response contains a better del egation to other
servers, cache the delegation information, and go to step 2.

If the response shows a CNAME and that is not the answer
itself, cache the CNAME, change the SNAME to the canonica
nane in the CNAVE RR, and go to step 1.

If the response shows a DNAME and that is not the answer
itself, cache the DNAME (upon successful DNSSEC validation if
the client is a validating resolver). |If substitution of the
DNAVE s target nanme for its owner name in the SNAME woul d
overflow the legal size for a domain nanme, return an

i mpl enent ati on- dependent error to the application; otherw se,
performthe substitution and go to step 1

If the response shows a server failure or other bizarre
contents, delete the server fromthe SLIST and go back to
step 3.

4. DNAME Discussions in O her Docunents

In Section 10.3 of [RFC2181], the discussion on MX and NS records
touches on redirection by CNAMEsS, but this also holds for DNAMEs.

Section 10.3 ("MX and NS records") of [RFC2181] states:

The domai n nane used as the value of a NS resource record,
or part of the value of a MX resource record nust not be
an alias. Not only is the specification clear on this
point, but using an alias in either of these positions
neither works as well as m ght be hoped, nor well fulfills
the anbition that may have led to this approach. This
domai n name nust have as its val ue one or nore address

records. Currently those will be A records, however in
the future other record types giving addressing
informati on may be acceptable. It can al so have other

RRs, but never a CNAME RR

The DNAME RR i s discussed in RFC 3363, Section 4, on A6 and DNAME
The opening prenise of this section is denonstrably wong, and so the
concl usi on based on that premise is wong. In particular, [RFC3363]
deprecates the use of DNAVE in the I Pv6 reverse tree. Based on the
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experience gained in the neantine, [RFC3363] is revised, dropping all
constraints on having DNAME RRs in these zones [ RFC6434]. This would
greatly inprove the manageability of the IPv6 reverse tree. These
changes are nade explicit bel ow

In [ RFC3363], the followi ng paragraph is updated by this docunent,
and the use of DNAME RRs in the reverse tree is no |onger deprecated.

The issues for DNAME in the reverse mapping tree appears to be
closely tied to the need to use fragnented A6 in the main tree: if
one is necessary, so is the other, and if one isn’'t necessary, the
other isn't either. Therefore, in noving RFC 2874 to experinental
the intent of this document is that use of DNAVE RRs in the reverse
tree be deprecat ed.

5. Oher |Issues with DNAME
There are several issues to be aware of about the use of DNAME
5.1. Canoni cal Hostnanes Cannot Be bel ow DNAME Omners

The nanes listed as target nanes of MX, NS, PTR, and SRV [ RFC2782]
records must be canoni cal hostnames. This nmeans no CNAME or DNAME
redirection may be present during DNS | ookup of the address records
for the host. This is discussed in RFC 2181 [ RFC2181], Section 10. 3,
and RFC 1912 [RFC1912], Section 2.4. For SRV, see RFC 2782

[ RFC2782], page 4.

The upshot of this is that although the | ookup of a PTR record can

i nvol ve DNAMEs, the nanme listed in the PTR record cannot fall under a
DNAVE. The sane holds for NS, SRV, and MX records. For exanpl e,
when punycode [ RFC3492] alternates for a zone use DNAME, then the NS
MX, SRV, and PTR records that point to that zone nust use nanes that
are not aliases in their RDATA. Then, what nust be done is to have
the domai n names with DNAME substitution already applied to it as the
MX, NS, PTR, and SRV data. These are valid canonical hostnanes.

5.2. Dynanic Update and DNAME

DNAME records can be added, changed, and renoved in a zone using
dynami ¢ update transactions. Adding a DNAME RR to a zone occl udes
any domai n nanes that may exist under the added DNAME

If a dynanic update nessage attenpts to add a DNAME with a given
owner name, but a CNAME is associated with that nane, then the server
MUST ignore the DNAME. |If a DNAME is already associated with that
nane, then it is replaced with the new DNAME. O herw se, add the
DNAVE. |If a CNAME is added with a given owner nane, but a DNAME is

Rose & W ngaards St andards Track [ Page 13]



RFC 6672 DNAME Redirection June 2012

associated with that name, then the CNAME MJUST be ignored. Sinilar
behavi or occurs for dynanic updates to an owner nanme of a CNAME RR
[ RFC2136] .

5.3. DNSSEC and DNAME

The followi ng subsections specify the behavior of inplenentations
t hat understand bot h DNSSEC and DNAME (synt hesis).

5.3.1. Signed DNAME, Unsigned Synt hesized CNAME

In any response, a signed DNAVE RR i ndicates a non-term na
redirection of the query. There mght or mght not be a server-
synt hesi zed CNAME in the answer section; if there is, the CNAME will
never be signed. For a DNSSEC validator, verification of the DNAME
RR and then that the CNAME was properly synthesized is sufficient

pr oof .

5.3.2. DNAME Bit in NSEC Type Map

In any negative response, the NSEC or NSEC3 [ RFC5155] record type
bi t map SHOULD be checked to see that there was no DNAME that coul d
have been applied. |If the DNAME bit in the type bitmap is set and
the query nane is a subdonmain of the closest encloser that is
asserted, then DNAME substitution should have been done, but the
substitution has not been done as specified.

5.3.3. DNAME Chains as Strong as the Wakest Link

A response can contain a chain of DNAME and CNAME redirections. That
chain can end in a positive answer or a negative reply (no nane error
or no data error). Each step in that chain results in resource
records being added to the answer or authority section of the
response. Only if all steps are secure can the AD (Authentic Data)
bit be set for the response. |If one of the steps is bogus, the
result is bogus.

5.3.4. Validators Must Understand DNAME
Bel ow are exanpl es of why DNSSEC val i dators MJST under st and DNAME

In the exanples, SOA records, w ldcard denial NSECs, and ot her
mat eri al not under di scussi on have been omtted or shortened.
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5.3.4.1. Invalid Name Error Response Caused by DNAME in Bitnmap

;; Header: QR AA RCODE=3( NXDOMAI N)
;5 OPT PSEUDGCSECTI ON
; EDNS: version: 0, flags: do; udp: 4096

;; Question

f 0o. bar. exanple.com IN A

7, Authority

bar. exanpl e. com NSEC dub. exanpl e.com A DNAME
bar. exanpl e.com RRSI G NSEC [valid signature]

If this is the received response, then only by understanding that the
DNAMVE bit in the NSEC bitrmap neans that foo. bar.exanpl e.com needed to
have been redirected by the DNAVE, the validator can see that it is a
BOGUS reply froman attacker that collated existing records fromthe
DNS to create a confusing reply.

If the DNAME bit had not been set in the NSEC record above, then the
answer woul d have validated as a correct nane error response

5.3.4.2. Valid Name Error Response Invol ving DNAVE in Bitmap

;; Header: QR AA RCODE=3( NXDOMAI N)
7, OPT PSEUDOSECTI ON:
; EDNS: version: 0, flags: do; udp: 4096

;; Question

cee.exanple.com INA

;; Authority

bar. exanpl e. com NSEC dub. exanpl e.com A DNAMVE
bar. exanpl e.com RRSI G NSEC [valid signature]

Thi s response has the sane NSEC records as the exanpl e above, but

with this query nane (cee.exanple.com, the answer is validated
because 'cee’ does not get redirected by the DNAME at ' bar’
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5.3.4.3. Response with Synthesi zed CNAME

;; Header: QR AA RCODE=0( NOERROR)
;5 OPT PSEUDGCSECTI ON
; EDNS: version: 0, flags: do; udp: 4096

;; Question

f 0o. bar. exanple.com IN A

i Answer

bar. exanpl e. com DNAME bar. exanpl e. net.

bar. exanpl e. com RRSI G DNAME [valid signature]
f 0o. bar. exanpl e. com CNAME f oo. bar. exanpl e. net .

The response shown above has the synthesized CNAME i ncl uded.

However, the CNAME has no signature, since the server does not sign
online. So this response cannot be trusted. It could be altered by
an attacker to be foo. bar.exanpl e.com CNAME bl a. bl a. exanpl e. The
DNAME record does have its signature included, since it does not
change. The validator nust verify the DNAME signhature and then
recursively resolve further in order to query for the

f 00. bar. exanpl e. net A record.

6. Exanples of DNAME Use in a Zone

Bel ow are sone exanples of the use of DNAME in a zone. These
exanpl es are by no neans exhaustive.

6.1. Organizational Renaning

I f an organi zation with domai n name FROBOZZ. EXAMPLE. NET becane part
of an organi zation with donmai n nane ACMVE. EXAMPLE. COM it m ght ease
transition by placing information such as this in its old zone.

frobozz. exanpl e. net. DNAME frobozz- di vi si on. acne. exanpl e. com
MX 10 mai | hub. acne. exanpl e. com

The response to an extended recursive query for

www. frobozz. exanpl e. net woul d contain, in the answer section, the
DNAME record shown above and the relevant RRs for ww. frobozz-

di vi si on. acre. exanpl e. com

I f an organi zation wants to have aliases for nanes, for a different
spelling or | anguage, the sanme exanple applies. Note that the MX RR
at the zone apex is not redirected and has to be repeated in the
target zone. Also note that the services at nail hub or ww. frobozz-
di vi si on. acne. exanpl e. com have to recogni ze and handl e the ali ases.
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6.2. Cassless Delegation of Shorter Prefixes

The cl assl ess schenme for in-addr.arpa del egation [ RFC2317] can be
extended to prefixes shorter than 24 bits by use of the DNAME record.
For exanple, the prefix 192.0.8.0/22 can be del egated by the

foll owi ng records.

$ORIG N 0.192.in-addr. ar pa.

8/ 22 NS ns. sl ash- 22- hol der . exanpl e. com
8 DNANVE 8.8/22

9 DNANVE 9.8/22

10 DNANVE 10. 8/ 22

11 DNANME 11. 8/ 22

A typical entry in the resulting reverse zone for some host with
address 192.0.9.33 might be as follows:

$ORI G N 8/22.0.192.in-addr. ar pa.
33.9 PTR sonehost . sl ash- 22- hol der. exanpl e. com

The advisory remarks in [ RFC2317] concerning the choice of the "/"
character apply here as well.

6.3. Network Renunbering Support

If | Pv4d network renunbering were comon, maintenance of address space
del egation could be sinplified by using DNAME records instead of NS
records to del egate.

$ORI G N new styl e.in-addr. ar pa.

189. 190 DNAME i n-addr. exanpl e. net.

$ORI G N i n-addr. exanpl e. net.

188 DNAME i n-addr. cust oner. exanpl e. com
$ORI G N i n-addr. cust oner. exanpl e.

1 PTR WWw. cust oner . exanpl e. com

2 PTR mai | hub. cust oner . exanpl e. com
; etc ...

This would allow the address space 190.189.0.0/16 assigned to the ISP
"exanpl e. net" to be changed w thout having to alter the zone data
describing the use of that space by the ISP and its custoners.
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Renunbering | Pv4 networks is currently so arduous a task that
updating the DNSis only a snall part of the labor, so this schene
may have a |low value. But it is hoped that in I Pv6 the renunbering
task will be quite different, and the DNAME nechani sm may play a
useful part.

7. | ANA Consi derati ons

The DNAME resource record type code 39 (decimal) originally was
regi stered by [RFC2672] in the DNS Resource Record (RR) Types
registry table at http://ww.iana. org/assi gnnent s/ dns- paraneters

| ANA has updated the DNS resource record registry to point to this
docunent for RR type 39.

8. Security Considerations

DNAME redirects queries el sewhere, which may inpact security based on
policy and the security status of the zone with the DNAME and the
redirection zone's security status. For validating resolvers, the

| owest security status of the links in the chain of CNAME and DNAME
redirections is applied to the result.

If a validating resolver accepts w |l dcarded DNAVEsS, this creates
security issues. Since the processing of a wldcarded DNAME i s non-
determnistic and the CNAVE that was substituted by the server has no
signature, the resolver may choose a different result than what the
server neant, and consequently end up at the wong destination. Use
of wildcarded DNAMEs is discouraged in any case [ RFC4592].

A validating resol ver MIUST understand DNAME, according to [ RFC4034].
The exanples in Section 5.3.4 illustrate this need.
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Appendi x A, Changes from RFC 2672

A1l

Changes to Server Behavi or

Maj or changes to server behavior fromthe origi nal DNAME
specification are sunmari zed bel ow

(o]

A 2.

The rul es for DNAME substitution have been clarified in
Section 2. 2.

The EDNS option to signal DNAME understandi ng and conpressi on has
never been specified, and this docunent clarifies that there is no
signaling method (Section 2.5).

The TTL for synthesized CNAME RRs is now set to the TTL of the
DNAME, not zero (Section 3.1).

Recursive caching servers MJST perform CNAVE synt hesis on behal f
of clients (Section 3.4).

The revised server algorithmis detailed in Section 3.2.

Rul es for dynam c update nessages adding a DNAME or CNAME RRto a
zone where a CNAME or DNAME al ready exists are detailed in
Section 5. 2.

Changes to dient Behavi or

Maj or changes to client behavior fromthe origi nal DNAME
specification are sunmari zed bel ow

(o]

Cients MIST be able to accept synthesized CNAME RR's with a TTL
of either zero or the TTL of the DNAME RR that acconpani es the
CNAME RR

DNSSEC- awar e clients SHOULD cache DNAME RRs and MAY cache

synt hesi zed CNAME RRs they receive in the same response. DNSSEC
aware clients SHOULD al so check the NSEC/ NSEC3 type bitmap to
verify that DNAME redirection is to be done. DNSSEC validators
MUST under st and DNAME (Section 5.3).

The revised client algorithmis detailed in Section 3.4.1
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