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1

I ntroduction

There is a need to provide a nethod of carrying a packet service over
an MPLS PSN in a way that provides isolation between the two
networks. The server MPLS network may be an MPLS network or a
network conformng to the MPLS Transport Profile (MPLS-TP) [ RFC5317].
The client nay al so be either an MPLS network or a network conform ng
to the MPLS-TP. Considerations regarding the use of an MPLS network
as a server for an MPLS-TP network are outside the scope of this
docunent .

Where the client equi pnment is connected to the server equipnent via a
physical interface, the sanme data-link type nust be used to attach
the clients to the Provider Edge (PE) equi pnments, and a pseudow re
(PW of the same type as the data-link nmust be used [ RFC3985]. The
reason that interworking between different physical and data-link
attachnent types is specifically disallowed in the pseudow re
architecture is because this is a conplex task and not a sinple bit-
mappi ng exercise. The interworking is not linmted to the physica
and data-link interfaces and the state-nmachines. It also requires a
conpati bl e approach to the fornmation of the adjacenci es between
attached client network equi pment. As an exanple, the reader should
consi der the differences between router adjacency formation on a
point-to-point |ink conpared to a nultipoint-to-nultipoint interface
(e.g., Ethernet).

A further consideration is that two adjacent MPLS Label Switching
Routers (LSRs) do not sinply exchange MPLS packets. They exchange |IP
packets for adjacency formation, control, routing, |abel exchange,
managenent, and nonitoring purposes. In addition, they may exchange
data-1ink packets as part of routing (e.g., IS IS Hellos and IS-IS
Li nk State Packets) and for Operations, Adm nistration, and

Mai nt enance (OAM) purposes such as the Link-Layer Discovery Protoco
[ 1 EEE. 802. 1AB. 2009]. Thus, the two clients require an attachnment
mechani smthat can be used to nultiplex a nunber of protocols. In
addition, it is essential to the correct operation of the network

| ayer that all of these protocols fate share

Wiere the client LSR and server PE are co-located in the sane

equi prent, the data-link layer can be sinplified to a point-to-point
Et hernet used to nmultiplex the various data-link types onto a
pseudowire. This is the nethod described in this docunent.

Appendi x A provides information on alternative approaches to
provi ding a packet PWthat were considered by the PWE3 Wirking G oup
and the reasons for using the nethod defined in this specification.
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1.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Network Reference Model

The network reference nodel for the packet pseudow re operating in an
MPLS network is shown in Figure 1. This is an extension of Figure 3
"Pre-processing within the PANE3 Network Reference Mddel" from

[ RFC3985] .

PW PW
End Service End Service
| |
| <------- Pseudowire ------- >|
| |
| Server |
| | <- PSN Tunnel ->| |
| \Y \Y |
------- B B [
) | | | |
Client ) | MPLS| PE1 | PWL | PE2 | MPLS] ( dient
MPLS PSN )+ LSRI+. . ... ... i + LSR2+( MPLS PSN
) | | | | | | (

) | | | | | (
------- B B e e e - -
N N
| |
| _ |
| <---- Enul ated Service----- >|
| |
Vi rtual physical Vi rtual physi cal

term nation term nation

Figure 1: Packet PW Network Reference Model

In this nodel, the LSRs (LSR1 and LSR2) are part of the client MPLS
PSN. The PEs (PEl1 and PE2) are part of the server PSNthat is to be
used to provide connectivity between the client LSRs. The attachnent
circuit that is used to connect the MPLS LSRs to the PEs is a virtua
interface within the equi pnent. A packet pseudowire is used to

provi de connectivity between these virtual interfaces. This packet
pseudowire is used to transport all of the required layer 2 and | ayer
3 protocol s between LSR1 and LSR2.
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3.

dient Network-Layer Model

The packet PWappears as a single point-to-point link to the client

| ayer. Network-layer adjacency formation and nai nt enance between the
client equipnents will follow the normal practice needed to support
the required relationship in the client layer. The assignnent of
metrics for this point-to-point link is a matter for the client
layer. 1In a hop-by-hop routing network, the nmetrics would nornally
be assigned by appropriate configuration of the enbedded client

net wor k-1 ayer equi prent (e.g., the enbedded client LSR). Were the
client was using the packet PWas part of a traffic-engineered path,
it is up to the operator of the client network to ensure that the
server-|layer operator provides the necessary service-|evel agreenent.

Forwar di ng Model

The packet PWforwarding nodel is illustrated in Figure 2. The
forwardi ng operation can be likened to a virtual private network
(VPN), in which a forwarding decision is first taken at the client
| ayer, an encapsulation is applied, and then a second forwardi ng
decision is taken at the server |ayer.

o +
| |
| Fommemm e + Fommemm e +
| | Pkt Ao + | |
------ + Fo--mme---+ PWL - - - -+ R
| | dient | AC  +----- + | Server | |
Cient | | LSR | | LSR | | Server
Network | | | Pkt +o-- - + | | | Network
------ + Fomme e+ PW2 - oo+ Fommm -
|| | AC  4----- + | |
| F + F +
| |
o +

Fi gure 2: Packet PW Forwardi ng Mdel

A packet PWPE conprises three components: the client LSR, a PW
processor, and a server LSR Note that [RFC3985] does not formally
i ndi cate the presence of the server LSR because it does not concern
itself with the server layer. However it is useful in this docunent
to recogni ze that the server LSR exists.

It may be useful to first recall the operation of a |ayer 2 PWsuch
as an Ethernet PW[RFC4448] within this nodel. The client LSR is not
present, and packets arrive directly on the attachment circuit (AC
that is part of the client network. The PWfunction undertakes any
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header processing, if configured to do so; it then optionally pushes
the PWcontrol word (CW and finally pushes the PWIabel. The PW
function then passes the packet to the LSR function, which pushes the
| abel needed to reach the egress PE and forwards the packet to the
next hop in the server network. At the egress PE, the packet
typically arrives with the PWIlabel at the top of the stack; the
packet is thus directed to the correct PWinstance. The PWinstance
performs any required reconstruction using, if necessary, the CW and
the packet is sent directly to the attachment circuit.

Now | et us consider the case of client-layer MPLS traffic being
carried over a packet PW An LSR belonging to the client layer is
enbedded within the PE equi pnent. This is a type of native service
processing el ement [RFC3985]. The client LSR determ nes the next hop
in the client layer, and pushes the | abel needed by the next hop in
the client layer. It then encapsul ates the packet in an Ethernet
header setting the Ethertype to MPLS, and the client LSR passes the
packet to the correct PWinstance. The PWinstance then proceeds as
defined for an Ethernet PW][ RFC4448] by optionally pushing the
control word, then pushing the PWIlabel, and finally handing the
packet to the server-layer LSR for delivery to the egress PE in the
server | ayer.

At the egress PE in the server layer, the packet is first processed
by the server LSR, which uses the PWIlabel to pass the packet to the
correct PWinstance. This PWinstance processes the packet as
described in [RFC4448]. The resultant Ethernet encapsul ated client
packet is then passed to the egress client LSR, which then processes
the packet in the normal manner

Not e that al though the description above is witten in terns of the
behavi or of an MPLS LSR, the processing nodel would be sinilar for an
| P packet or any other protocol type.

Note that the semantics of the PWbetween the client LSRs is a point-
to-point I|ink.
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5.

Packet PW Encapsul ation

The client network-Ilayer packet encapsulation into a packet PWis
shown in Figure 3.

o e e m e e e e e e e e e e oo oo - +

| dient |

| Net wor k- Layer |

| Packet | n octets
| |

o e e e e e e e e e e e e e e e e e m o +

| |

| Et her net | 14 octets
| Header |

| - +

| |

S S +

| Optional Control Word | 4 octets
. +

| PW Label | 4 octets
T +

| Server MPLS Tunnel Label(s) | n*4 octets (4 octets per |abel)
o e e e e e e e e e e e e e e e e e m o +

Fi gure 3: Packet PW Encapsul ation

This conforns to the PWprotocols stack as defined in [RFC4448]. The
protocol stack is unremarkabl e except to note that the stack does not
retain 32-bit alignnment between the virtual Ethernet header and the
PWoptional control word (or the PWI abel when the optional
conponents are not present in the PWheader). This loss of 32 bits
of alignment is necessary to preserve backwards conpatibility with

t he Et hernet PW design [ RFC4448]

Et hernet Raw Mbde (PWtype 5) MJST be used for the packet PW

The PEs MAY use a |ocal Ethernet address for the Ethernet header used
to encapsul ate the client network-|ayer packet or MAY use the special
Et hernet addresses "Packet PWEt hA" or "Packet PWEt hB" as descri bed

bel ow.

| ANA has all ocated two uni cast Ethernet addresses [ RFC5342] for use
with this protocol, referred to as "Packet PWEt hA" and " Packet PWEt hB".
Where [ RFC4447] signaling is used to set up the PW the LDP peers
nunerically conpare their |IP addresses. The LDP PE with the higher-
value | P address will use Packet PWEt hA, whilst the LDP peer with the
| ower-val ue | P address uses Packet PWEt hB.
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Where no signaling PWprotocol is used, suitable Ethernet addresses
MUST be configured at each PE

Al t hough this PWrepresents a point-to-point connection, the use of a
mul ticast destination address in the Ethernet encapsulation is

REQUI RED by sone client-layer protocols. Peers MJST be prepared to
handl e a nmulticast destination address in the Ethernet encapsul ation

6. Ethernet and | EEE 802.1 Functional Restrictions

The use of Ethernet as the encapsul ation nmechanismfor traffic

bet ween the server LSRs is a conveni ence based on the wi despread
availability of existing hardware. 1In this application, there is no
requi renent for any Ethernet feature other than its protoco

mul ti pl exi ng capability. Thus, for exanple, a server LSRis not
required to inplenent the Ethernet OAM

The use and applicability of VLANs, |EEE 802.1p, and | EEE 802. 1Q
taggi ng between PEs is not support ed.

Poi nt-to-nul ti point and nul tipoint-to-nultipoint operation of the
virtual Ethernet is not supported.

7. Congestion Considerations

A packet pseudowire is normally used to carry IP, MPLS and their
associ at ed support protocols over an MPLS network. There are no
congestion consi derations beyond those that ordinarily apply to an IP
or MPLS network. Wiere the packet protocol being carried is not IP
or MPLS and the traffic volunes are greater than that ordinarily
associ ated with the support protocols in an |IP or MPLS network, the
congestion consi derations devel oped for PW apply [ RFC3985]

[ RFC5659] .

8. Security Considerations
The virtual Ethernet approach to packet PWintroduces no new security

risks. A nore detail ed discussion of pseudowire security is given in
[ RFC3985], [RFC4447], and [ RFC3916].
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9.

10.

11.

11.

11.

| ANA Consi der ati ons

| ANA has allocated two Et hernet unicast addresses from "Il ANA Uni cast
48-bit MAC Addresses”.

Addr ess Usage Ref er ence
00- 00- 5E- 00- 52- 00 Packet PWEt hA [ RFC6658]
00- 00- 5E- 00- 52-01 Packet PWEt hB [ RFC6658]
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Appendi x A, Encapsul ati on Approaches Consi dered

A nunber of approaches to the design of a packet pseudowire (PW were
i nvestigated by the PWE3 Wirking G oup and were discussed in | ETF
meetings and on the PWE3 list. This section describes the approaches
that were anal yzed and the technical issues that the authors took
into consideration in arriving at the approach described in the main
body of this docunent. This appendix is provided so that engineers
considering alternative optimzations can have access to the
rationale for the selection of the approach described in this
docunent .

In a typical network, there are usually no nore that four network-

| ayer protocols that need to be supported: |Pv4, |Pv6, MPLS, and
Connectionl ess Network Service (CLNS). However, any sol ution needs
to be scalable to a |larger nunber of protocols. The approaches
considered in this appendix all satisfy this mninmmrequirenment but
vary in their ability to support |arger nunbers of network-Iayer

pr ot ocol s.

Additionally, it is beneficial if the conplete set of protocols
carried over the network in support of a set of CE peers fate share.
It is additionally beneficial if a single OAM session can be used to
noni tor the behavior of this conplete set. During the investigation
various views were expressed as to where these benefits lay on the
scale fromabsolutely required to "nice to have", but in the end,
they were not a factor in reaching our conclusion

Four candi date approaches were anal yzed:
1. A protocol identifier (PID) in the PWcontrol word (CW
2. A PID I abel
3. Parallel PW - one per protoco
4. Virtual Ethernet
A.1. A Protocol ldentifier in the Control Wrd
In this approach, a Protocol ldentifier (PID) is included in the PW
control word (CW by appending it to the generic control word
[ RFC4385] to nmake a 6-byte CW (it was thought that this approach
woul d include 2 reserved bytes to provide 32-bit alignnment, but then

this was optimized out). A variant of this is just to use a 2-byte
PID without a control word.
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This is a sinple approach and is basically a virtual PPP interface

wi t hout the PPP control protocol. This has a snmaller MIU than, for
exanpl e, a virtual Ethernet would need; however, in forwarding terns,
it is not as sinple as the PID label or multiple PWapproaches

descri bed next and may not be depl oyable on a nunber of existing

har dwar e pl atforns.

A. 2. PID Label

In this approach, the PIDis indicated by including a |abel after the
PW I abel that indicates the protocol type, as shown in Figure 4.

o m e e e e e eae oo +
| dient

| Net wor k- Layer |

| Packet | n octets

| |

o e e m e e e e e e e e e e oo oo - +

| Optional Control Wrd | 4 octets
e +

| PI D Label (S=1) | 4 octets

Fom e m e e e e e e e e e e e +

| PW Label | 4 octets

o e e m e e e e e e e e e e oo oo - +

| Server MPLS Tunnel Label (s) | n*4 octets (four octets per |abel)
e +

Fi gure 4: Encapsul ation of a Pseudowire wth
a Pseudow re Load-Bal anci ng Labe

In the PID | abel approach, a new Label Distribution Protocol (LDP)
Forwar di ng Equi val ence O ass (FEC) elenent is used to signal the
mappi ng between protocol type and the PID | abel. This approach
complies with [ RFC3031].

A simlar approach to PID | abel is described in Section 3.4.5 of

[ RFC5921]. In this case, when the client is a network-1ayer packet
service such as IP or MPLS, a service |abel and denultiplexer |abe
(whi ch may be conbi ned) are used to provide the necessary
identifications needed to carry this traffic over an LSP

The aut hors surveyed the hardware designs produced by a nunber of
conpani es across the industry and concluded that whilst the approach
conplies with the MPLS architecture, it may conflict with a nunber of
designers’ interpretations of the existing MPLS architecture. This
led to concerns that the approach may result in unexpected
difficulties in the future. Specifically, there was an assunption in
many designs that a forwardi ng deci sion should be nade on the basis
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of a single label. Wilst the approach is attractive, it cannot be
supported by many commodity chip sets, and this would require new
har dwar e, which would increase the cost of deploynent and del ay the
i ntroduction of a packet PWservice.

A 3. Parallel PW

In this approach, one PWis constructed for each protocol type that
nmust be carried between the PEs. Thus, a conplete packet PWwould
consi st of a bundle of PW. This nodel would be very sinple and
efficient froma forwardi ng point of view The nunber of parallel
PW required would nornmally be relatively small. In a typica
network, there are usually no nore that four network-layer protocols
that need to be supported: |Pv4, |1Pv6, MPLS, and CLNS. However, any
solution needs to be scalable to a I arger nunmber of protocols.

There are a nunber of serious downsides with this approach

1. Froman operational point of view, the lack of fate sharing
bet ween the protocol types can lead to conplex faults that are
difficult to diagnose

2. There is an undesirable trade-off in the OAMrelated to the first
point. W would have to run an OAM on each PWand bi nd t hem
together, which |eads to significant protocol and software
conmpl exity and does not scale well. Alternatively, we would need
to run a single OAM session on one of the PW as a proxy for the
others and then diagnose any nore conplex failures on a case-by-
case basis. To some extent, the issue of fate sharing between
protocols in the bundle (for exanple, the assuned fate sharing
between CLNS and IPin IS 1S) can be nmitigated through the use of
Bi di rectional Forwardi ng Detection (BFD).

3. The need to configure, manage, and synchroni ze the behavior of a
group of PW as if they were a single PWleads to an increase in
control - pl ane conpl exity.

The Parall el PWnechanismis therefore an approach that sinplifies
the forwarding plane, but only at a cost of a considerable increase
in other aspects of the design, in particular, operation of the PW

A 4. Virtual Ethernet

Using a virtual Ethernet to provide a packet PWwould require PEs to
include a virtual (internal) Ethernet interface and then to use an
Et hernet PW[RFC4448] to carry the user traffic. This is
conceptual ly sinple and can be inplenented today w thout any further
standards action, although there are a nunber of applicability
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A 5.

Bry

considerations that it are useful to bring to the attention of the
communi ty.

Conceptually, this is a sinple approach, and sone depl oyed equi pnents
can already do this. However, the requirenent to run a conplete

Et hernet adjacency led us to conclude that there was a need to
identify a sinpler approach. The packets encapsul ated in an Ethernet
header have a |larger MIU than the other approaches, although this is
not considered to be an issue on the networks needing to carry packet
PWs.

The virtual Ethernet nechanismwas the first approach that the

aut hors consi dered, before the nerits of the other approaches
appeared to nake themnore attractive. As we shall see bel ow,
however, the other approaches were not wi thout issues, and it appears
that the virtual Ethernet is the preferred approach to providing a
packet PW

Recommended Encapsul ation

The operational conplexity and the breaking of fate-sharing
assunptions associated with the parallel PWapproach woul d suggest
that this is not an approach that should be further pursued.

The PID | abel approach gives rise to the concerns that it will break

inmplicit behavioral and |abel-stack size assunptions in nmany

i mpl enent ations. Whilst those assunptions may be addressed with new

hardware, this would delay the introduction of the technology to the

point where it is unlikely to gain acceptance in conpetition with an

approach that needs no new protocol design and is al ready supportable
on many exi sting hardware platforns.

The PIDin the CWleads to the nost compact protocol stack, is
sinmple, and requires mninmal protocol work. However, it is a new
forwardi ng design and, apart fromthe issue of the |arger packet
header and the sinpler adjacency fornmation, offers no advantage over
the virtual Ethernet.

The above considerations bring us back to the virtual Ethernet, which
is a well-known protocol stack with a well-known (internal) client
interface. It is already inplenented in nmany hardware pl atforns and
is therefore readily deployable. After considering a nunber of
initially promsing alternatives, the authors conclude that the
sinplicity and existing hardware make the virtual Ethernet approach
to the packet PWthe nost attractive sol ution
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