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Abst r act

This meno presents extensions to the Abuse Reporting Format (ARF) and
Sender Policy Franmework (SPF) specifications to allow for detailed
reporting of message authentication failures in an on-demand fashion

This meno updates RFC 4408 by providing an | ANA registry for SPF
nmodi fi ers.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6652

Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

The Abuse Reporting Format [ ARF] defines a message format for sending
reports of abuse in the nessaging infrastructure, with an eye toward
aut onati ng both the generation and consunption of those reports.

The Sender Policy Franework [SPF] is one nechani smfor nessage sender
aut hentication; it is "path-based", nmeaning it authenticates the
route that a nmessage took fromorigin to destination. The output is
a verified donmain nane that can then be subjected to sone sort of

eval uation process (e.g., conparison to a known-good |ist, subm ssion
to a reputation service, etc.).

Thi s docunent extends [SPF] to add an optional reporting address and
other parameters. Extension of [ARF] to add features required for
the reporting of these incidents is covered in [ ARF- AUTHFAI L] and

[ ARF- AS] .

This docunent additionally creates a an | ANA registry of [SPF] record
nmodi fiers to avoid nodifier namespace colli sions.
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2. Definitions
2.1. Key Wrds

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

2.2. Inported Definitions
The [ ABNF] token "qgp-section” is defined in [ M Mg]
"local -part" is defined in [ MAIL].
"addr-spec" is defined in [ MAIL].

3. Optional Reporting Address for SPF

There exi st cases in which an ADninistrative Managenent Donai n ( ADVD)
(see [EMAIL- ARCH]) enploying [SPF] for announcing sending practices
may want to know when nmessages are received via unauthorized routing.
Currently, there is no such nethod defined in conjunction with
standardi zed approaches such as [ARF]. Similar information can be
gathered using a specially crafted [ SPF] record and a special DNS
server to track [SPF] record | ookups.

Thi s docunent defines the follow ng optional "nodifier" (as defined
in Section 4.6.1 of [SPF]) to SPF records, using the formdefined in
that specification

ra= Reporting Address (plain-text; OPTIONAL; no default). MJST be a
| ocal -part (see Section 3.4.1 of [MAIL]) specifying an e-mail
address to which a report SHOULD be sent when mail claimng to
be fromthis domain (see Section 2.4 of [SPF] for a description
of how domains are identified for SPF checks) has failed the
eval uation algorithmdescribed in [SPF], in particular because a
message arrived via an unauthorized route. To generate a
conpl ete address to which the report is sent, the Verifier
sinply appends to this value an "@ foll owed by the
SPF-conpl i ant domain per Section 4.1 of [SPF]. ra= nodifiers in
a record that was reached by follow ng an "include" mechani sm
(defined in Section 5.2 of [SPF]) MJST be ignored.

ABNF:

spf-report-tag = "ra=" qgp-section
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rp= Requested Report Percentage (plain-text; OPTIONAL; default is
"100"). The value is an integer fromO to 100 inclusive that
i ndi cates what percentage of incidents of SPF failures, selected
at random are to cause reports to be generated. The report
generator SHOULD NOT issue reports for nore than the requested
percentage of incidents. An exception to this night be sonme
out - of - band arrangenent between two parties to override it with
some nutually agreed value. Report generators MAY nake use of
the "Incidents:" field in [ARF] to indicate that there are nore
reportabl e incidents than there are reports.

ABNF:
spf-rp-tag = "rp=" 1*12DIGAT "/" 1*12DIG T

rr= Requested Reports (plain-text; OPTIONAL; default is "all"). The
val ue MUST be a col on-separated |ist of tokens representing
those conditions under which a report is desired. See
Section 4.1 for a list of valid tags.

ABNF:

spf-rr-type = ( "all™ / "e" [ "f" [ "s" [ "n" )

spf-rr-tag = "rr=" spf-rr-type *( ":" spf-rr-type )
In the absence of an "ra=" tag in the SPF record, the "rp=" and "rr="
tags MJIST be ignored, and the report generator MJST NOT issue a

report.
4. Requested Reports

This neno al so includes, as the "rr" tokens defined above, the neans
by which the sender can request reports for specific circunstances of
interest. Verifiers MJST NOT generate reports for incidents that do
not match a requested report and MJUST ignore requests for reports not
included in this list.
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4.1. Requested Reports for SPF Failures

The
al |

e

June 2012

followi ng report requests are defined for SPF results:

Al'l reports are requested.

Reports are requested for nessages that produced
of "TenpError" or "PernError"

Reports are requested for nessages that produced
of "Fail".

Reports are requested for nessages that produced
of "SoftFail".

Reports are requested for nessages that produced
of "Neutral™ or "None"

5. | ANA Consi derati ons

As required by [I ANA-CONS], this section contains reg
i nformation for the new [ SPF] nodifiers.

5.1. SPF Modifier Registration

| ANA has created the Mdifier

an SPF result

an SPF result

an SPF result

an SPF result

stry

Nanmes registry under Sender Policy

Framewor k Parameters, to include a list of all registered SPF
nmodi fi er names and their defining docunments.

New

registrations or updates are to be published in accordance with

n [ 1 ANA- CONS] .
ng i nformation:

its use is

the "Specification Required" guidelines as described
New regi strations and updates MJST contain the foll ow
1. Nane of the nodifier being registered or updated
2. The docunent in which the specification of the nodifier is
publ i shed
3. New or updated status, which MJST be one of the follow ng:
Current: The field is in current use
Deprecated: The field mght be in current use but
di scour aged
Hi storic: The field is no longer in current use
Kitterman St andards Track
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6.

6. 1.

Ki t

An update nmay nake a notation on an existing registration indicating
that a registered field is historic or deprecated if appropriate.

Fomm e e e o - B f S +
| MODIFIER | REFERENCE | STATUS
B S S Fomm e e o +
| exp | RFC 4408 | Current
| redirect | RFC 4408 | Current
| ra | (this docunent) | Current
| rp | (this docunment) | Current
| rr | (this docunent) | Current
B S S Fomm e e o +

Security Considerations

Inherited considerations: inplenenters are advised to consider the
Security Considerations sections of [SPF], [ARF], [ARF-AS], and
[ ARF- AUTHFAI L] .

In addition to the advice in the Security Considerations section of
[ ARF- AS], these additional considerations apply to the generation of
[ SPF] authentication failure reports:

Identity Sel ection

Preventing an [SPF] failure for SPF authentication failure reports is
essential to mitigate the risk of data | oops.

If the [SMIP] return address to be used will not be the NULL
return address, i.e., "MAIL FROM <>", then the selected return
address MJST be selected such that it will pass [SPF] MAI L FROM
checks upon initial receipt.

If the report is passed to the Message Subnission Agent (MSA) (MBA
is described in [EMAIL- ARCH] using [SMIP]), the HELQ EHLO conmand

paraneter SHOULD al so be selected so that it will pass [SPF] HELO

checks.

Report Vol une

It is inmpossible to predict the volunme of reports this facility wll
generate when enabl ed by a report receiver. An inplenmenter ought to
antici pate substantial volune, since the anmount of abuse occurring at
recei vers cannot be known ahead of time, and may vary rapidly and
unpr edi ct abl y.
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Appendi x B. Exanpl es

B.1. SPF DNS Record for Domain That Sends No Mail but Requests Reports
v=spfl ra=postnaster -all

B.2. Mninml SPF DNS Record Change to Add a Reporting Address

v=spf 1l nx:exanpl e.org ra=postnaster -all

B.3. SPF DNS Record with Reporting Address, Report Percentage, and
Request ed Report Type

v=spf 1l nx:exanple.org -all ra=postnaster rp=10 rr=e
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