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Abstr act

Security incidents, such as system conproni ses, worns, Viruses

phi shing incidents, and denial of service, typically result in the

| oss of service, data, and resources both human and system Service
provi ders and Computer Security |Incident Response Teans need to be
equi pped and ready to assist in communicating and tracing security
incidents with tools and procedures in place before the occurrence of
an attack. Real-tine Inter-network Defense (RID) outlines a
proactive inter-network comunication nmethod to facilitate sharing

i nci dent-handling data while integrating existing detection, tracing,
source identification, and mtigation nmechanisns for a conplete

i nci dent-handling solution. Conbining these capabilities in a
communi cati on system provides a way to achi eve higher security levels
on networks. Policy guidelines for handling incidents are
recomended and can be agreed upon by a consortiumusing the security
recomendat i ons and considerations. This docunent obsol etes RFC
6045.

Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww.rfc-editor.org/infol/rfc6545
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1. Introduction

Organi zations require help fromother parties to identify incidents,
mtigate malicious activity targeting their conputing resources, and
to gain insight into potential threats through the sharing of
information. This coordination nmight entail working with a service
provider (SP) to filter attack traffic, working with an SP to resol ve
a configuration issue that is unintentionally causing problens,
contacting a renote site to take down a bot network, or sharing

wat ch-1ists of known nalicious |P addresses in a consortium The
term"SP" is to be interpreted as any type of service provider or
Comput er Security I ncident Response Team (CSIRT) that may be invol ved
in RID comuni cations.

I nci dent handling involves the detection, reporting, identification
and nitigation of an incident, whether it be a benign configuration
issue, IT incident, an infraction to a service |evel agreement (SLA),
system conproni se, socially engi neered phishing attack, or a denial -
of -service (DoS) attack, etc. Wen an incident is detected, the
response may include sinply filing a report, notification to the
source of the incident, a request to an SP for resolution/nmitigation
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or a request to locate the source. One of the nore difficult cases
is that in which the source of an attack is unknown, requiring the
ability to trace the attack traffic iteratively upstreamthrough the
network for the possibility of any further actions to take place. In
cases when accurate records of an active session between the target
or victimsystem and the source or attacking systemare avail abl e,
the source is easy to identify.

Real -time inter-network defense (RID) outlines a proactive inter-
net wor k conmuni cati on method to facilitate sharing incident-handling
data while integrating existing detection, tracing, source
identification, and mtigation mechanisns for a conplete incident
handl i ng solution. RID provides a secure nethod to conmuni cate

i ncident information, enabling the exchange of Incident Object
Description and Exchange Format (| ODEF) [RFC5070] Extensible Markup
Language (XM.) docunments. RID considers security, policy, and
privacy issues related to the exchange of potentially sensitive

i nformati on, enabling SPs or organi zations the options to nake
appropriate decisions according to their policies. RIDincludes
provisions for confidentiality, integrity, and authentication

The data in RID nessages is represented in an XML [ XM_1. 0] docunent
using the 1ODEF and RID. By following this nodel, integration with
other aspects for incident handling is sinplified. Methods are

i ncorporated into the comunication systemto indicate what actions
need to be taken closest to the source in order to halt or nitigate
the effects of the incident or attack at hand. R Dis intended to
provide a nethod to comunicate the rel evant informati on between

CSI RTs while being conpatible with a variety of existing and possible
future detection-tracing and response approaches. Incidents nay be
extended to include Information Technology (IT) incidents, where RID
enabl es the conmmuni cation between or within providers for non-
security I T incidents.

Security and privacy considerations are of high concern since
potentially sensitive informati on may be passed through R D nessages.
RI D nessagi ng takes advantage of XM. security, privacy, and policy
information set in the RID schenma. The RI D schema defines
communi cati on-specific nmetadata to support the communicati on of | ODEF
docunents for exchanging or tracing information regarding incidents.
RI D nessages are encapsul ated for transport, which is defined in a
separate docunent [RFC6546]. The authentication, integrity, and

aut hori zation features that RID and RID transport offer are used to
achi eve a necessary |level of security.

Coordinating with other CSIRTs is not strictly a technical problem

There are numerous procedural, trust, and | egal considerations that
m ght prevent an organi zation fromsharing information. RID provides
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i nformati on and options that can be used by organi zati ons who nust
then apply their own policies for sharing information. O ganizations
nmust devel op policies and procedures for the use of the RI D protoco
and | ODEF.

1.1

Changes from RFC 6045

Thi s docunent contains the followi ng changes with respect to its
predecessor [ RFC6045]:

(o]

Thi s docunent is Standards Track, while [ RFC6045] was published as
| nf or mati onal

Thi s docunent obsol etes [ RFC6045] and noves it to Historic status.

This docunent refers to the updated RID transport specification
[ RFC6546], where appropriate.

Edits reflected in this updated version of RID are primarily

i mprovenents to the informational descriptions. The descriptions
have been updated to clarify that | ODEF and RI D can be used for

all types of incidents and are not limted to network security
incidents. The | anguage has been updated to change the focus from
attacks to incidents, where appropriate. The term "network

provi der" has been replaced with the nore generic termof "service
provider". Several introductory informational sections have been
renoved as they are not necessary for the inplenentation of the
protocol. The sections include:

* 1.3. Attack Types and R D Messagi ng,

* 2. RIDIntegration with Network Provider Technol ogi es,
* 3.1. Integrating Trace Approaches, and

* 3.2. Superset of Packet Information for Traces.

An option for a star topol ogy has been included in an
i nformati onal section to neet current use-case requirenents of
those who provide reports on incident information

The schema version was increnented. The schema has changed to

i ncl ude | ODEF [ RFC5070] enveloped in RIDin the RIDPolicy class
usi ng the new Report Schenma cl ass, to include one verified erratum
to include additional enunerations in the Justification attribute,
to renmove the AcrossNational Boundaries regi on enuneration, to add
t he Dat aWt hHandl i ngRequi renents enuneration in TrafficTypes, and
to change the nane of the RequestAuthorization MsgType to
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1.2.

Acknowl edgenent. Additional text has been provided to clarify
definitions of enunerated values for sonme attributes. The
Request Aut hori zati on nane was replaced with Acknow edgenent to
nmore accurately represent the function of that message type. Text
was clarified to note the possible use of this nessage in response
to Query and Report nessages. The attributes were fixed in the
schena to add 'lang’ at the RID class |evel for |anguage support.

The TraceRequest and Investigation nessages have been col |l apsed
into a single nmessage with the requirenent to set the MsgType
according to the functionality required for automation. The
message descriptions were identical with the exception of the
MsgType, which renmins an exception dependi ng on the desired
function. Since both of the enunerations for MsgType are each a
Request, ’lnvestigation’ is now 'lnvestigati onRequest’. Content
may vary within the | ODEF docunent for the type of Request
speci fi ed.

The I ncident Query nmessage description nane and MsgType enuneration
val ue in the schema have been changed to the nore generic nanme of

"Query’.

Cui dance has been inproved to ensure consistent inplenentations
and use of XM. encryption to provide confidentiality based on data
mar kers, specifically the iodef:restriction attribute in the | ODEF
and | CDEF- RI D schemas. The attribute may al so be present in | ODEF
ext ensi on schenmas, where the guidance also applies. Additiona
gui dance and restrictions have been added for XM requirenents.

Al'l of the normative text fromthe Security Considerations section
has been noved to a new section, Security Requirenents.

The order in which the RID schema is presented in Section 5 has
been changed to match the order in the | ODEF-RI D schena.

Addi tional text has been provided to explain the content and
i nteracti ons between entities in the exanples.

Addi tional references have been provided to inprove
interoperability with stricter guidance on the use of XML digita
si gnatures and encryption

Normati ve and I nformative

Sections 1, 2, 3, and 12 provide hel pful background information and
considerations. RID systens participating in a consortiumare

REQU RED to fully inplenent Sections 4, 5, 6, 7, 8 9, 10, and 11 to
prevent interoperability concerns.
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1.3. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Characteristics of Incidents

An incident may be defined as a benign configuration issue, IT
incident, an infraction to a service |level agreement (SLA), system
conprom se, a wormor Trojan infection, or a single- or nultiple-
source deni al -of-service attack. The goal of tracing a security
incident may be to identify the source or to find a point on the
network as close to the origin of the incident as possible. |ncident
tracing can be used to identify the source(s) of an attack in order
to halt or mtigate the undesired behavior or to correct an
identified issue. RID nessages can be conmuni cated between entities
to report or investigate any type of incident and allow for actions
to be taken when the source of the incident or a point closer to the
source is known or has been identified. Methods to acconplish
nmtigation may include renediation of a configuration issue,
filtering or rate-limting the traffic close to the source, or taking
the host or network offline. Care nmust also be taken to ensure that
the systens involved in the RID comuni cations are not abused and to
use proper analysis in determning if attack traffic is, in fact,
attack traffic at each SP involved in the investigation.

I nvestigating security incidents can be a difficult task since
attackers go to great lengths to obscure their identity. |In the case
of a security incident, the true source mght be identified through
an existing established connection to the attacker’s point of origin.
However, the attacker may not connect to the conpromised systemfor a
long period of time after the initial conpronise or may access the
systemthrough a series of conprom sed hosts spread across the
network. O her methods of obscuring the source may include targeting
the host with the sane attack fromnultiple sources using both valid
and spoofed source addresses. This tactic can be used to conprom se
a machine and leave the difficult task of locating the true origin
for the administrators. Attackers use many techni ques, which can
vary between individuals or even organi zed groups of attackers.

Thr ough anal ysis, the techniques may be grouped into indicators of
conpronmi se to be shared via IODEF and RID, further assisting with the
i mprovenent of detection capabilities. Security incidents, including
di stributed denial - of-service (DDoS) attacks, can be difficult or
nearly inpossible to trace because of the nature of the attack. Sone
of the difficulties in investigating attacks include the follow ng:

o the incident or attack originates fromnultiple sources;
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o the incident may | everage social -engi neering techni ques or other
nmet hods to gain access to resources and intellectual property
usi ng what appears to be legitimate access nethods such as
out bound web sessions from user systens;

o the attack may include various types of traffic neant to consune
server resources, such as a SYN flood attack wi thout a significant
increase in bandwidth utilization

o the type of traffic could include valid destination services,
whi ch cannot be bl ocked since they are essential services to
busi ness, such as DNS servers at an SP or HITP requests sent to an
organi zation connected to the Internet;

o the attack may utilize varying types of packets including TCP
UbP, I CWP, or other |IP protocols;

o the attack may be from "zonbi es" or |arge botnets, which then
require additional searches to locate a controlling server as the
true origin of the attack

o the attack may use a very small nunber of packets from any
particul ar source, thus nmaking a trace after the fact nearly
i mpossi bl e;

o the indicators of a conpromi se may be difficult to detect.

If the source(s) of an incident cannot be determ ned from | P address
information, it may be possible to trace the traffic based on
characteristics of the incident such as tracing the increased

bandwi dth utilization or the type of packets seen by the client. In
the case of packets with spoofed source addresses, it is not a
trivial task to identify the source of an attack

| ODEF, any extensions to | ODEF, and RI D can be used to detail an

i ncident, characteristics of the incident (as it evolves), the

i nci dent history, and conmunications of the incident to facilitate
the resolution and reporting of the incident.

3. Communi cati on between CSI RTs and Service Providers

Expediting the communicati on between CSIRTs and SPs is essential when
responding to a security-related incident, which nmay cross network
access points between service providers. As a result of the urgency
involved in this inter-service-provider security incident

communi cati on, there nust be an effective systemin place to
facilitate the interaction. This comunication policy or nethod
shoul d i nvol ve nmultiple nmeans of communication to avoid a single
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point of failure. Enmail is one way to transfer information about the
i nci dent, packet traces, etc. However, enail nmay not be received in
atinely fashion or be acted upon with the same urgency as a phone
call or other conmunication nechanismlike RID

A technical solution to trace traffic across a single SP nmay include
honegrown or conmercial systens for which R D nessagi ng nust
accommodat e the input requirements. The incident-handling system
used on the SP's backbone by the CSIRT to coordinate the trace across
the single network requires a nethod to accept, process, and rel ay
RI D nessages to the system as well as to wait for responses fromthe
systemto continue the RID request process as appropriate. |In this
scenari o, each service provider maintains its own system capabl e of
communi cating via RID and integrates with a nmanagenent station used
for monitoring and analysis. An alternative for providers |acking
sufficient resources may be to have a neutral third party with access
to the provider’s network resources who could be used to performthe
i nci dent-handling functions. This could be a function of a centra
organi zation operating as a CSIRT for countries as a whole or within
a consortiumthat nmay be able to provide centralized resources

Consortiuns could consist of a federation or a group of service
providers or CSIRTs that agrees to participate in the RID

conmruni cati on protocol with an agreed-upon policy and conmuni cation
protocol facilitating the secure transport of |ODEF-RI D XM
documents. Transport for RI D nessages is specified in [ RFC6546] .

One goal of RIDis to prevent the need to pernmt access to other

net wor ks’ equi pnent. RID provides a standard nessagi ng nechanismto
enabl e the communi cation of incident-handling infornation to other
providers in a consortiumor in neighboring networks. The third
party mentioned above may be used in this technical solution to
assist in facilitating incident handling and possibly traceback
through smaller providers. The RI D nessagi ng mechani sm may be a

| ogi cal or physical out-of-band network to ensure that the

communi cation is secure and unaffected by the state of the network
under attack. The two nanagenent net hods woul d acconmopdat e t he needs
of larger providers to maintain full managenent of their network, and
the third-party option could be available to smaller providers who

| ack the necessary human resources to performincident-handling
operations. The first method enables the individual providers to
involve (via a notification and alerting systen) their network
operations staff to authorize the continuance of a trace or other
necessary response to a RI D comuni cation request through their

net wor k.
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The network used for the communication shoul d consist of out-of-band
or protected channels (direct comrunication |inks) or encrypted
channel s dedicated to the transport of RI D nessages. The

communi cation |inks would be direct connections (virtual or physical)
bet ween peers who have agreed-upon use and abuse policies through a
consortium Consortiuns night be |linked through policy conparisons
and additional agreenents to forma larger web or iterative network
of peers that correlates to the traffic paths avail able over the

| arger web of networks or is based on regions and | ogi cal groups.
Contact information, |IP addresses of R D systens, and ot her

i nformati on nust be coordi nated between bil ateral peers by a
consortium and nmay use existing databases, such as the routing
arbiter. The security, configuration, and Confidence rating schenes
of the RID nessaging peers nust be negotiated by peers and nust neet
certain overall requirements of the fully connected network
(I'nternet, governnment, education, etc.) through the peering and/or a
consortium based agreenent.

RI D nessagi ng established with clients of an provider may be
negotiated in a contract as part of a val ue-added service or through
a service level agreement (SLA). Further discussion is beyond the
scope of this document and may be nore appropriately handled in
peering or service |level agreenents.

Procedures for incident handling need to be established and wel |
known by anyone that may be involved in incident response. The
procedures should al so contain contact information for interna
escal ati on procedures, as well as for external assistance groups such
as a CSIRT, CERT Coordination Center (CERT/CC), dobal Information
Assurance Certification (G AC, and the U S. Federal Bureau of

I nvestigations (FBI) or other assisting government organization in
the country of the investigation

3.1. Inter-Service-Provider RID Messagi ng

RI D provides a protocol and format that ensures interoperability

bet ween vendors for the inplenmentation of an incident nessaging
mechani sm  The nessages shoul d neet several requirenents in order to
be neaningful as they traverse nultiple networks. RID provides the
framewor k necessary for comuni cati on between networks involved in
the incident handling, possible traceback, and mitigation of a
security incident. Several nessage types described in Section 4.2
are necessary to facilitate the handling of a security incident. The
message types include the Report, Query, Request, Acknow edgenent,
and Result nessage.

The Report nessage is used when an incident is to be filed on a RID
system or associ ated dat abase, where no further action is required.
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A Query nessage is used to request infornmation on a particul ar
incident. A Request message with options set to ' TraceRequest’ is
used when the source of the traffic nmay have been spoofed. In that
case, each SP in the upstream path who receives this Request will

i ssue a trace across the network to determ ne the upstream source of
the traffic. The Acknow edgenent and Result nessages are used to
communi cate the status and result of a Request. The Request nessage
with options set to 'Investigati onRequest’ nay be sent to any party
assisting in an incident investigation. The Investigati onRequest

| everages the bilateral relationships or a consortiunis

i nterconnections to mtigate or stop problematic traffic close to the
source. Routes could determine the fastest path to a known source IP
address in the case of an |Investigati onRequest. A Request nessage
(set to 'TraceRequest’ or 'lnvestigati onRequest’) sent between RID
systenms to stop traffic at the source through a bordering network
requires the information enunerated bel ow

1. Enough information to enable the network adnmnistrators to nake a
deci si on about the inportance of continuing the trace.

2. The incident or |P packet information needed to carry out the
trace or investigation

3. Contact information of the origin of the RID communication. The
contact information could be provided through the Autononobus
System Nunber (ASN) [ RFC1930] or Network Infornmation Center (N Q)
handl e information listed in the Registry for Internet Nunbers or
ot her Internet databases.

4. Network path information to help prevent any routing | oops
t hrough the network from perpetuating a trace. |If a RID system
receives a Request with MsgType set to ' TraceRequest’ that
contains its own information in the path, the trace nust cease
and the RID system shoul d generate an alert to informthe network
operations staff that a tracing | oop exists.

5. Aunique identifier for a single attack. This identifier should
be used to correlate traces to nultiple sources in a DDoS attack

Use of the conmunication network and the RI D protocol nust be for
pre-approved, authorized purposes only. It is the responsibility of
each participating party to adhere to guidelines set forth in both a
gl obal use policy established through the peering agreenents for each
bil ateral peer or agreed-upon consortium guidelines. The purpose of
such policies is to avoid abuse of the system the policies shall be
devel oped by a consortiumor participating entities. The globa
policy may be dependent on the domain it operates under; for exanple,
a governnent network or a commercial network such as the Internet
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woul d adhere to different guidelines to address the individua
concerns. Privacy issues nust be considered in public networks such
as the Internet. Privacy issues are discussed in the Security

Requi rements section, along with other requirenments that nust be
agreed upon by participating entities.

RI D requests nust be legitimate incidents and not used for purposes
such as sabotage or censorship. An exanple of such abuse of the
systemincludes a request to rate-limt legitimate traffic to prevent
i nformati on from bei ng shared between users on the Internet
(restricting access to online versions of papers) or restricting
access froma conpetitor’s product in order to sabotage a business.

The RI D system should be configurable to either require user input or
automatically continue traces. This feature enables a network
manager to assess the avail abl e resources before continuing a Request
message set to ’lnvestigati onRequest’ or ’TraceRequest’. |If the
Confidence rating (provided in IODEF) is low, it may not be in the
provider’'s best interest to continue the Request with options set to
"I nvestigationRequest’ or ’'TraceRequest’. The Confidence ratings
nmust adhere to the specifications for selecting the percentage used
to avoid abuse of the system Requests nust be issued by authorized
individuals fromthe initiating CSIRT, set forth in policy guidelines
establ i shed t hrough peering or a SLA

3.2. RID Conmuni cation Topol ogy

The nost basic topology for communicating RID systens is a direct
connection or a bilateral relationship as illustrated bel ow.

Figure 1: Direct Peer Topol ogy

Wthin the consortium nodel, several topologies night be agreed upon
and used. One would | everage bilateral network peering rel ationships
of the menbers of the consortium The peers for RID would match that
of routing peers, and the |ogical network borders woul d be used.

Thi s approach nay be necessary for an iterative trace where the
source i s unknown. The nodel |ooks |ike the above di agram however,
there nmay be an extensive nunber of interconnections of bilatera

rel ationships formed. Also within a consortiumnodel, it may be
useful to establish an integrated nmesh of networks to pass RID
messages. This may be beneficial when the source address is known,
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4,

4.

4.

and an interconnection nmay provide a faster route to reach the

cl osest upstream peer to the source of the attack traffic if direct
communi cati on between SPs is not possible. An exanple is illustrated
bel ow.

Direct connection to network that is not an i nmedi ate network peer
Fi gure 2: Mesh Peer Topol ogy

By using a fully nmeshed nodel in a consortium broadcasting R D
requests woul d be possible, but not advisable. By broadcasting a
request, RID peers that nmay not have carried the attack traffic on
their network woul d be asked to performa trace for the potential of
decreasing the tine in which the true source was identified. As a
result, many networks woul d have utilized unnecessary resources for a
Request that nmay have al so been unnecessary.

A star topology nmay be desirable in instances where a peer nay be a
provi der of incident information. This requires trust relationships
to be established between the provider of information and each of the
consuners of that information. Exanples may include country-I|eve

CSI RTs or service providers distributing incident information to
organi zati ons.

Message Fornmats
1. RID Data Types
RIDis derived fromthe | ODEF data nodel and inherits all of the data
types defined in the | ODEF nodel. One data type is added by RI D
BOOLEAN.
1.1. Bool ean
A bool ean value is represented by the BOOLEAN data type.
The BOOLEAN data type is inplenented as "xs: bool ean" [ XM.schena] in
the schema. Note that there are two | exical representations for

bool ean in [ XM.scherma]: '1' or 'true’ for TRUE and 'O’ or ’'false’ or
FALSE.

Moriarty St andards Track [ Page 13]



RFC 6545 RI D April 2012

4.2. RID Message Types

The five RI D nessage types described bel ow MJST be inplenmented. RID
nmessages uses both the | ODEF [ RFC5070] and RI D docunent, which MJST
be encapsul ated for transport as specified in [ RFC6546]. The
nmessages are generated and received on designated systens for RID
communi cati ons. Each RI D nessage type, along with an exanple, is
described in the followi ng sections. The | ODEF-RID schena is

i ntroduced in Section 5 to support the described R D nessage types.

1. Request. This nessage type is used when a request
(" I'nvestigati onRequest’ or ’'TraceRequest’) is needed. The
pur pose of the Request nessage (set to ’'lnvestigati onRequest’) is
to | everage the existing peer relationships in order to notify
the SP closest to the source of the valid traffic of a security-
rel ated incident for any necessary actions to be taken. The
Request (set to 'TraceRequest’) is used when the traffic has to
be traced iteratively through networks to find the source by
setting the MsgType to ' TraceRequest’. The
"I nvestigati onRequest’ MsgType is used for all other Request
nmessages.

2.  Acknow edgenment. This nessage is sent to the initiating RID
system from each of the upstreamprovider’'s RI D systens to
provide informati on on the status of a Request. The
Acknowl edgenent is also used to provide a reason why a Request,
Report, or Query was not accepted.

3. Result. The Result nmessage is used to provide a final report and
the notification of actions taken for a Request. This nessage is
sent to the initiating CSIRT through the network of RID systens
in the path of the trace as notification that the source of the
attack was | ocated.

4. Report. This nessage is used to report a security incident, for
which no action is requested. This may be used for the purpose
of correlating attack information by CSIRTs, sharing incident
i nformation, statistics and trending information, etc.

5. Query. This nessage is used to request information about an
incident or incident type froma trusted system comunicating via
RID. The response is provided through the Report nessage.

Wien an application receives a RID nessage, it nust be able to

determ ne the type of nessage and parse it accordingly. The nessage
type is specified in the RIDPolicy class. The RI DPolicy class may
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al so be used by the transport protocol to facilitate the
communi cation of security incident data to trace, investigate, query,
or report information regarding security incidents.

5. |1 CDEF-RI D Schena

There are three classes included in the RID extension required to
facilitate RID comrmuni cati ons. The RequestStatus class is used to

i ndi cate the approval status of a Request nessage; the |ncident Source
class is used to report whether or not a source was found and to
identify the source host(s) or network(s); and the RIDPolicy class
provides information on the agreed-upon policies and specifies the
type of communication nessage being used.

The RI D schema defines communi cati on-specific nmetadata to support the
exchange of incident information in an | ODEF docunment. The intent in
mai nt ai ni ng a separate schenma and not using the Additional Data
extension of IODEF is the flexibility of sendi ng nessages between RI D
hosts. Since RIDis a separate schena and R D nessages include both
the RID and | ODEF docunents, the RI D nessage acts as an envel ope in
that policy and security defined at the RI D nessage | ayer are applied
to both documents. One reason for maintaining separate schemas is
for flexibility, where the RIDPolicy class can be easily extracted
for use in the RID nessage and by the transport protocol

The security requirements of sending incident information between
entities include the use of encryption. The RIDPolicy information is
not required to be encrypted, so separating out this data fromthe

| ODEF XML document renoves the need for decrypting and parsing the

| ODEF docunent to determine how it should be handled at each RID
host .

The purpose of the RIDPolicy class is to specify the nessage type for
the receiving host, facilitate the policy needs of RI D, and provide
routing information in the formof an IP address of the destination
RI D system

The security requirenments and policy guidelines are discussed in
Section 9. The policy is defined between RID peers and within or
bet ween consortiuns. RIDPolicy is meant to be a tool to facilitate
the defined policies. This MJST be used in accordance with policy
set between clients, peers, consortiuns, and/or regions. Security,
privacy, and confidentiality MJST be considered as specified in this
docunent .
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The RID schema is defined as foll ows:

|

ENUM | ang | <>---{0..1}----[ RIDPolicy ]
|
| <>---{0..1}----[ RequestStatus ]

| <>---{0..1}----[ IncidentSource ]

Figure 3: The R D Schema

The aggregate classes that constitute the RID schenma in the iodef-rid
nanespace are as foll ows:

RI DPol i cy

Zero or One. The RIDPolicy class is used by all nessage types to
facilitate policy agreenents between peers, consortiuns, or
federations, as well as to properly route nessages.

Request St at us

Zero or One. The RequestStatus class is used only in

Acknowl edgenent nessages. The nmessage reports back to the CSIRT
or SP in the Acknow edgenent nessage to provide status on a
Request or if an error or problemoccurs with the receipt or
processing of a Report, Query, or Result nessage.

I nci dent Sour ce

Zero or One. The IncidentSource class is used in the Result
message only. The | ncident Source provides the infornmation on the
identified source host or network of an attack trace or

i nvestigation.

Each of the three listed classes may be the only class included in
the RID class, hence the option for zero or one. In sone cases,

RI DPol i cy MAY be the only class in the RID definition when used by
the transport protocol [RFC6546], as that information should be as
smal | as possible and nmay not be encrypted. The Request Status
message MJST be able to stand al one without the need for an | ODEF
docunent to facilitate the comunication, linmting the data
transported to the required el ements per [RFC6546].
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The RID class has one attri bute:
| ang

One. REQU RED. ENUM A valid | anguage code per [RFC5646]
constrained by the definition of "xs:language" inherited from
[ XML.1. 0] .

5.1. RIDPolicy dass

The RIDPolicy class facilitates the delivery of RI D nessages and is
al so referenced for transport in the transport docunent [RFC6546].
The RIDPolicy Class includes the ability to enbed an | ODEF docunent
or XML docunents that conformto schemas other than | ODEF in the
Report Schema el enent .

e +
| RIDPolicy |
o e e e e e e e i e oo +
|
ENUM restriction [<>---cmmmeeo- - [ Node ]
ENUM MsgType |
ENUM MsgDest i nati on | <>---{0..1}----[ IncidentID ]

|
|
I
| ENUM ext - MsgType |

| ENUM ext - MsgDestination|<>---{1..*}----[ PolicyRegion ]
| |

| | <>---{21..*}----[ TrafficType ]
|
|

| <>---{0..1}----[ ReportSchenma ]

Figure 4: The RIDPolicy d ass

The aggregate elements that constitute the RIDPolicy class are as
fol | ows:

Node

One. The Node class is used to identify a host or network device,
inthis case to identify the system comuni cati ng RI D nessages,
and the usage is determ ned by the MsgDestination attribute. The
base definition of this class is reused fromthe | ODEF

speci fication [ RFC5070], Section 3.16. See Section 11 of this
docunent for Internationalization considerations.
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I ncidentI D

Po

Zero or one. dobal reference pointing back to the IncidentlD
defined in the | ODEF data nodel. The IncidentlD includes the nane
of the CSIRT, an incident nunber, and an instance of that

incident. The instance nunber is appended with a dash separating
the values and is used in cases for which it nay be desirable to
group incidents. Exanples of incidents that may be grouped

i ncl ude botnets, polynorphic attacks, DDoS attacks, mnultiple hops
of conprom sed systens found during an investigation, etc.

i cyRegi on

One or many. REQUI RED. The values for the attribute "region" are
used to determi ne what policy area may require consideration
before a trace can be approved. The PolicyRegi on may include
multiple selections fromthe attribute Iist in order to fit al
possi bl e policy considerati ons when crossing regions, consortiuns,
or networKks.

region

One or many. REQUI RED. ENUM The attribute region is used to
identify the expected sharing range of the incident infornation
The region nay be within a region or defined by existing

rel ati onshi ps such as those of a consortiumor a client to a
servi ce provider.

1. dientToSP. Aclient initiated the request to their service
provider (SP). A client may be an individual, enterprise, or
other type of entity (government, commercial, education
etc.). An SP may be a network, teleconmunications,
infrastructure, or other type of SP where a client-to-vendor
rel ati onshi p has been established. The client-to-vendor
relationship will typically have established contracts or
agreenents to define expectations and trust rel ationshi ps.

2. SPToCient. An SP initiated a RID request or report to a
client. Aclient may be an individual, enterprise, or other
type of entity (governnent, commercial, education, etc.). An
SP may be a network, tel econmunications, infrastructure, or
other type of SP where a client-to-vendor relationship has
been established. The client-to-vendor relationship wll
typically have established contracts or agreenents to define
expectations and trust rel ationshi ps.
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IntraConsortium Incident information that should have no
restrictions within the boundaries of a consortiumwith the
agr eed- upon use and abuse guidelines. A consortiumis a well-
defined group with established menbers and trust rel ationships
specific to sharing within that group. A consortium would
typically define the types of data that can be shared in
advance, define the expectations on protecting that data, as
wel | as have established contractual agreenents. Exanples of
consortiuns may include industry-focused sharing conmunities
(financial, governnent, research and education, etc.) or cross
i ndustry sharing communities (for instance, organizations
within local proximty that forma sharing group).

Peer ToPeer. Incident information that should have no
restrictions between two peers but nmay require further

eval uati on before continuance beyond that point with the
agr eed- upon use and abuse gui delines. PeerToPeer
conmuni cati ons may involve any two individuals or entities
that decide to share information directly with each other

Bet weenConsortiuns. |Incident information that should have no
restrictions between consortiunms that have established agreed-
upon use and abuse gui delines. BetweenConsortiuns is used
when two consortiuns (as defined in IntraConsortium above)
share data. The types of data that can be shared

Bet weenConsortiuns should be identified in their agreenents
and contracts along with expectations on how that data should
be handl ed and pr ot ect ed.

ext-val ue. An escape value used to extend this attribute.
See | ODEF [ RFC5070], Section 5. 1.

TrafficType

One or many. REQUI RED. The values for the attribute "type" are
meant to assist in deternmining if a trace is appropriate for the
SP receiving the request to continue the trace. Miltiple values
may be selected for this el enent; however, where possible, it
shoul d be restricted to one value that nost accurately describes
the traffic type.

type

One or many. REQU RED. ENUM The attribute type is used to
identify the type of information included in the RI D nessage or
the type of incident.

Moriarty

St andards Track [ Page 19]



RFC 6545

Moriarty

RI D April 2012

Attack. This option SHOULD only be selected if the traffic is
related to an information security incident or attack. The
type of attack MJST also be listed in nore detail in the | ODEF
Met hod and | npact classes for further clarification to assist
in determining if the trace can be continued ([ RFC5070],
Sections 3.9 and 3.10.1).

Network. This option MJST only be selected when the trace is
related to network traffic or routing issues.

Content. This category MJIST be used only in the case in which
the request is related to the content and regiona

restrictions on accessing that type of content exist. This is
not malicious traffic but may be used for determ ni ng what
sources or destinations accessed certain materials available
on the Internet, including, but not limted to, news,

technol ogy, or inappropriate content.

Dat aW t hHandl i ngRequi renents. This option is used when data
shared nmay have additional restrictions for handling,
protection, and processing based on the type of data and where
it resides. Regulatory or legal restrictions nay be inposed
on specific types of data that could vary based on the

| ocation, region or nation, of the data or where it

originated. The | ODEF docunent, as well as any extensions,
included with the RI D nessage should indicate the specific
restrictions to be considered. The use of this enuneration
flag is not |egally binding.

Audi enceRestriction. This option is used to indicate that the
message contains data that should be viewed by a restricted
audi ence. This setting should not be used for nornal
incidents or reporting as it could slow response times. The
content rmay be a business-relevant notification or request.
This option MAY be used by a business partner to report or
request assistance if an incident has affected a supply chain.
This option may al so be used if the content is relevant to
regul atory obligations, |egal (eDiscovery), or other use cases
that require managenent attention

Oher. If this option is selected, a description of the
traffic type MJUST be provided so that policy decisions can be
made to continue or stop the investigation. The infornmation
shoul d be provided in the | ODEF nmessage in the Expectation
class or in the History class using a H storyltemlog. This
may al so be used for incident types other than information-
security-related incidents.
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ext-val ue. An escape value used to extend this attribute.
See | ODEF [ RFC5070], Section 5. 1.

Report Schema

Zero or One. The ReportSchema class is used by the nessage
types that require the full |1 ODEF schema to be included in the
RI D envel ope. Alternate schenas nmay be included if approved by
the Designated Reviewer and registered by | ANA for use with

Rl D.

The RIDPolicy class has five attributes:

restriction

OPTIONAL. ENUM  This attribute indicates the disclosure

gui delines to which the sender expects the recipient to adhere.
This guideline provides no real security since it is the choice
of the recipient of the docunent to honor it. This attribute
follows the sane guidelines as "restriction" used in | ODEF.

MsgType

Moriarty

One. REQU RED. ENUM The type of RID nessage sent. The five
types of nmessages are described in Section 4.2 and can be noted
as one of the six selections bel ow, where a Request is set to
either 'l nvestigati onRequest’ or ’'TraceRequest’.

1. TraceRequest. This Request nessage nmay be used to initiate
a TraceRequest or to continue a TraceRequest to an upstream
network closer to the source address of the origin of the
security incident.

2.  Acknow edgenent. This nessage is sent to the initiating
RI D system from each of the upstream RI D systens to provide
i nformati on on the request status in the current network.

3. Result. This nessage indicates that the source of the
attack was |l ocated, and the nessage is sent to the
initiating RID systemthrough the RID systenms in the path
of the trace

St andards Track [ Page 21]



RFC 6545

RI D April 2012

4. InvestigationRequest. This Request nessage type is used

when the source of the traffic is believed to be valid.
The purpose of the Investigati onRequest is to | everage the
exi sting peer or consortiumrelationships in order to
notify the SP closest to the source of the valid traffic
that sone event occurred, which nay be a security-rel ated
i nci dent.

5. Report. This nmessage is used to report a security incident

for which no action is requested in the | ODEF Expectation
class. This may be used for the purpose of correlating
attack information by CSIRTs, gathering statistics and
trendi ng i nfornation, etc.

6. Query. This nessage is used to request information froma
trusted RID system about an incident or incident type.

Additionally, there is an extension attribute to add new
enuner at ed val ues:

ext-val ue. An escape value used to extend this attribute. See
| ODEF [ RFC5070], Section 5. 1.

MsgDesti nati on

Moriarty

One. REQUIRED. ENUM The destination required at this | eve
may either be the RI D nessaging systemintended to receive the
request, or, in the case of a Request with MsgType set to

"I nvestigati onRequest’, the source of the incident. 1In the
case of an Investigati onRequest, the RID systemthat can help
stop or mitigate the traffic may not be known, and the nessage
may have to traverse RI D nessaging systens by follow ng the
routing path to the RID system closest to the source of the
attack traffic. The Node elenment lists either the RID system
or the I P address of the source, and the neaning of the val ue
in the Node elenent is determ ned by the MsgDestination

el enent .

1. RIDSystem The I P address of the next upstream system
accepting RID comunications is REQURED and is listed in
the Node el ement of the RIDPolicy class. |If NodeName
el ement of the Node class is used, it contains a DNS domain
nane. The originating RID systemis required to check that
this domain nane resolves to the IP address to which the
RI D nessage is sent. This check may be performed in
advance of sending the nessage and the result saved for
future use with additional RI D nessages
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2. SourceOflncident. The Address el enent of the Node el enent
contains the | P address of the incident source, and the
NodeName el ement of the Node class is not used. The IP
address is REQU RED when this option is selected. The IP
address is used to determ ne the path of systens accepting
RI D communi cations that will be used to find the cl osest
RID systemto the source of an attack in which the IP
address used by the source is believed to be valid and a
Request nessage with MsgDestination set to
"I nvestigati onRequest’ is used. This is not to be confused
wi th the I ncidentSource class, as the defined value here is
froman initial Request (’lnvestigati onRequest’ or
"TraceRequest’), not the source used in a Result nessage.

3. ext-value. An escape value used to extend this attribute.
Al'l extensions shall specify the contents and neani ng of
the Node el ement of RIDPolicy. See |ODEF [ RFC5070],
Section 5.1, on extensibility. |[|f the NodeNane el enent of
the Node class is used by an extension, NodeNane nay
contain an Internationalized Domain Nane (IDN); see
Section 11 for applicable requirenents. All extensions
SHOULD use an | P address in the Address el enent of the Node
class as the primary nmeans of Node identification

MsgType- ext

OPTIONAL. STRING A neans by which to extend the MsgType
attribute. See | ODEF [ RFC5070], Section 5.1.

MsgDesti nati on- ext

OPTIONAL. STRING A neans by which to extend the
MsgDestination attribute. See | ODEF [ RFC5070], Section 5.1

5.1.1. ReportSchema
The Report Schena class is an aggregate class in the R DPolicy class.

The | ODEF schema is the approved schema for inclusion in R D nessages
via the ReportSchema cl ass.
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ENUM Ver si on |

|

| STRING ext-Version | <>---{1}------- [ XM_Docunent ]
| ENUM XM_Schenal D

| STRING ext-XM.Schemal D | <>---{0..1}----] URL |
I I

| | <>---{0..*}----[ Signature ]
I I

o e e e e e e e e oo +

Fi gure 5: The ReportSchenma d ass
The elements that constitute the ReportSchema class are as foll ows:
XM.Docunent

One. The XM.Docunent is a conplete XM. docunent defined by the
i odef: Ext ensi onType class. This class follows the guidelines
in [RFC5070], Section 5, where the data type is set to ’'xnl’
and neaning is set to 'xm’ to include an XM. docunent.

URL

Zero or One. URL. A reference to the XM. schema of the XM
docunent included. The URL data type is defined in [RFC5070],
Section 2.15, as "xs:anyURI" in the schema. The schenalLocation
for IODEF is already included in the RID schena, so this is not
necessary to include a URL for | ODEF docunents. The list of
regi stered schemas for inclusion will be maintai ned by | ANA

Si gnature

Zero to many. The Signature uses the iodef: ExtensionType cl ass
to enable this element to contain a detached or envel oped
signature. This class follows the guidelines in [ RFC5070]
Section 5 where the data type is set to 'xm’' and nmeaning is
set to 'xm’ to include an XM. docunent. This elenment is used
to encapsul ate the detached signature based on the iodef:
Recordltem class within the | ODEF docunent to verify the
originator of the nessage or to include the envel oped
signature. |f other schemas are used instead of |ODEF, they
MUST provi de gui dance on what class to use if a detached
signature is provided for this purpose.
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The Report Schena cl ass has four attributes:

Ver si on

OPTI ONAL. One. The Version attribute is the version nunber of
the specified XML schema. That schenma nust be an approved
version of | ODEF or a schena registered with 1 ANA for use with
RID. The I ANA registry for nmanagi ng schemas other than | ODEF
is specified in Section 12.

ext-val ue. An escape value used to extend this attribute.
See | ODEF [ RFC5070], Section 5. 1.

ext - Ver si on

OPTIONAL. ©One. The ext-Version attribute is the version
nunber of the included XML schema. This attribute is used if a
schena other than | ODEF or an | ANA-regi stered schema that has
been added to the enunerated list for Version is included.

XMLSchenal D

OPTI ONAL. One. The XM.Schemal D attribute is the identifier

t he defi ned nanespace [ XMLNanes], of the XM. schena of the XM
docunent included. The XM.Schenal D and Versi on specify the
format of the XM.Docunent elenent. The only permtted val ues,
i ncl ude the nanespace for | ODEF [ RFC5070],
"urn:ietf:parans: xm :ns:iodef-1.0", any future | ETF-approved
versi ons of | ODEF, and any nanespace included in the | ANA-
managed |ist of registered schenas for use with RID. The | ANA
regi stry for managi ng schenmas other than | ODEF is specified in
Section 12.

ext-val ue. An escape value used to extend this attribute.
See | ODEF [ RFC5070], Section 5. 1.

ext - XM_LSchenmal D

Moriarty

OPTI ONAL. One. The ext-XM.Schemal D attribute is the
identifier (defined namespace) of the XM. schema of the XM
docunent included. The ext-XM.Schenal D and ext-Version specify
the format of the XM.Docunent el enent and are used if the

i ncl uded schema is not | ODEF version 1.0 or an | ANA-regi stered
schena that has been added to the enunerated list for
XM_Schemal D
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5.2. Request Status

The RequestStatus class is an aggregate class in the RID class.

|
ENUM restriction |
ENUM Aut hori zat i onSt at us |
ENUM Justification |
STRI NG ext - Aut hori zati onSt at us
STRI NG ext-Justification |
|

Fi gure 6: The Request Status C ass
The RequestStatus class has five attributes:
restriction

OPTIONAL. ENUM  This attribute indicates the disclosure

gui delines to which the sender expects the recipient to adhere.
This guideline provides no real security since it is the choice
of the recipient of the document to honor it. This attribute
follows the sane guidelines as "restriction" used in | ODEF.

Aut hori zat i onSt at us

One. REQU RED. ENUM The listed values are used to provide a
response to the requesting CSIRT of the status of a Request,
Report, or Query.

1. Approved. The trace was approved and will begin in the
current SP.

2. Denied. The trace was denied in the current SP. The next
cl osest SP can use this nmessage to filter traffic fromthe
upstream SP using the exanple packet to help nitigate the
effects of the attack as close to the source as possible.
The Acknow edgenent nessage nust be passed back to the
originator and a Result nmessage nust be used fromthe
closest SP to the source in order to indicate actions taken
in the | ODEF Hi story cl ass.
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Pending. Awaiting approval; a timeout period has been
reached, which resulted in this Pending status and
Acknowl edgenent nessage bei ng generat ed.

ext-val ue. An escape value used to extend this attribute.
See | ODEF [ RFC5070], Section 5. 1.

Justification

OPTIONAL. ENUM  Provides a reason for a Denied or Pending
nessage.

1. SystenResource. A resource issue exists on the systens
that would be involved in the request.

2. Authentication. The enveloped digital signature
[ RFC3275] failed to validate

3. AuthenticationOigin. The detached digital signature
for the original requestor on the Recordltementry
failed to validate.

4. Encryption. The recipient was unable to decrypt the
request, report, or query.

5. Unrecogni zedFormat. The format of the provided docunent
was unrecogni zed.

6. Cannot Process. The docunent coul d not be processed.
Reasons nay include |egal or policy decisions.
Resol ution nmay require comunication outside of this
protocol to resolve legal or policy issues. No further
nmessages SHOULD be sent until resol ved.

7. Oher. There were other reasons this request could not
be processed.

8. ext-value. An escape value used to extend this
attribute. See | ODEF [ RFC5070], Section 5.1.

Aut hori zat i onSt at us- ext

OPTIONAL. STRING A neans by which to extend the
Aut hori zationStatus attribute. See | ODEF [ RFC5070], Section
5. 1.
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Justification-ext

OPTIONAL. STRING A neans by which to extend the
Justification attribute. See |IODEF [RFC5070], Section 5.1.

5.3. Incident Source

The I ncidentSource class is an aggregate class in the RID class.

D S [ Sour ceFound ]

<>---{0..*}----[ Node ]

Figure 7: The Incident Source Cl ass
The el enments that constitute the |IncidentSource class follow
Sour ceFound

One. BOOLEAN. The Source class indicates if a source was
identified. If the source was identified, it is listed in the
Node el ement of this class.

True. Source of incident was identified.
Fal se. Source of incident was not identified.

Node

Zero or many. The Node class is used to identify a system
identified as part of an incident. |If this elenent is used,
the Address el ement of the Node el enent MJUST contain the IP
address of the system |If the NodeNane el enent of the Node
class is used, it contains a DNS domain nane that has been
checked to ensure that it resolved to that | P address when the
check was performed. See Section 11 of this docunent for

i nternationalization considerations for NodeNane. The base
definition of this class fromthe | ODEF ([ RFC5070], Section
3.16) can be expanded to include other identifiers.
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The | nci dent Source class has one attribute:
restriction

OPTIONAL. ENUM  This attribute indicates the disclosure

gui delines to which the sender expects the recipient to

adhere. This guideline provides no real security since it is the
choi ce of the recipient of the docunent to honor it. This
attribute follows the same guidelines as "restriction” used in
| ODEF.

5.4. RI D Nane Spaces

The RI D schema decl ares a nanespace of

"urn:ietf:parans: xm:ns:iodef-rid-2.0" and registers it per

[ RFC3688]. Each | ODEF-RI D docunent MUST use the "iodef-rid-2.0"
nanespace in the top-level elenment R D-Docunent. It can be
referenced as foll ows:

<RI D- Docunent version="2.0" |ang="en- US"
xmns:iodef-rid="urn:ietf:params: xm :ns:iodef-rid-2.0"
xm ns: xsi ="http://ww. w3c. org/ 2001/ XM_Schenma- i nst ance"
xsi : schemalLocati on="urn:ietf:paramnms: xm :ns:iodef-rid-2.0.xsd">
5.5. Encodi ng

RI D docunents MJST begin with an XM. decl arati on and MJST specify the

XML version used; also, the use of UTF-8 encoding is REQU RED

([ RFC3470], Section 4.4). RIDconfornms to all XML data encodi ng

conventions and constraints.

The XML declaration with no character encoding will read as foll ows:
<?xm version="1.0" encodi ng="UTF-8"?>

The follow ng characters have special neaning in XM. and MJST be

escaped with their entity reference equivalent: "&"', "<", ">", "\""
(doubl e quotation mark), and "'" (apostrophe). These entity
references are "&anp;", "&t;", "&gt;", "&quot;", and "&apos;"

respectively.
5.6. Including | ODEF or O her XM. Docunents

In order to support the changing activity of CSIRTS, the R D schema
can include an | ODEF or other data nodel. The IODEF is also

ext ensi bl e, enabling the schemas to evolve along with the needs of
CSIRTs. This section discusses how to include the | ODEF XM. docunent
or other XM. docunents to |leverage the security and trust
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rel ati onshi ps established through the use of RID. These techniques
are designed so that adding new data will not require a change to the
RI D schena. This approach al so supports the exchange of private XM
docunents relevant only to a closed consortium XM docunents can be
i ncl uded through the ReportSchema class in the RIDPolicy class. The
XMLDocunent attribute is set to 'xml’ to allow for the inclusion of
full | ODEF or other XML docunents. The follow ng guidelines MIUST be
fol | owed:

1. The included schema MJST define a separate nanespace, such as the
decl ared nanespace for | CDEF of
"urn:ietf:parans: xm:ns:iodef-1.0"

2. Wen a parser encounters an included XM. docunent it does not
understand, the included docunent MJUST be ignored (and not
processed), but the remai nder of the docunent MJUST be processed.
Parsers will be able to identify the XML docunments for which they
have no processing |ogic through the nanespace decl aration
Parsers that encounter an unrecogni zed el enent in a nanespace
that they do support SHOULD reject the docunent as a syntax
error.

3. I nplenentati ons SHOULD NOT downl oad schemas at runtine due to the
security inplications, and included docunents MJUST NOT be
required to provide a resolvable |ocation of their schena.

The exanpl es included in Section 7 denonstrate how an | ODEF docunent
is included. The included schema of | ODEF is represented in
Report Schema as fol |l ows:

Version: "1.0"
XMLSchemal D: "urn:ietf:params: xm : ns:iodef-1.0"

URL: "http://ww.iana.org/assignments/xm -registry/schema/
i odef -1.0. xsd"

The URL is optionally included for | CDEF since it is already in the
RI D schema, and the schenmalLocation is defined.

5.6.1. Including XM. Docunents in RI D

XM. schenmas nay be registered for inclusion in a RID nessage. This
may i nclude schemas other than | ODEF or updated versions of | ODEF.
The registered I ANA information for additional schemas MJST include
the specification name, version, specification Uniform Resource
Identifier (URI), and namespace. The follow ng provides an exanpl e
of the necessary information for additional schemas beyond | ODEF.
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Exanpl e Nane ( XXXX)

Schema Nane: XXXX 1.1

Ver si on: 1.1

Nanespace: <regi stered nanespace>
Specification URI: http://ww. exanpl e. conl’ XXXX

The version attribute of the ReportSchema class is populated with the
approved versions of | ODEF or any additional schemas regi stered by
| ANA; see Section 12.

The XMLSchenmal D of the ReportSchema class is populated with the
nanespace of the included schema. The attribute enuneration val ues
i nclude the nanmespace for | ODEF and any schena registered by | ANA
see Section 12.

The URL el enent of the ReportSchema class is populated with the
Specification URl value of the included schenma

6. RID Messages

The |1 ODEF nodel is followed as specified in [RFC5070] for each of the
RI D nessage types. The RID schema is used in conbination with | ODEF
docunents to facilitate RI D conmuni cations. Each nessage type varies
slightly in format and purpose; hence, the requirenents vary and are
specified for each. Al classes, elenents, attributes, etc., that
are defined in the | ODEF-Docunment are valid in the context of a RID
nmessage; however, sone listed as optional in | ODEF are mandatory for
RID as listed for each nessage type. The | ODEF nodel MJST be fully

i npl enented for RID nessages that include | ODEF payl oads to ensure
proper parsing of those nessages.

Note: The inplenmentation of RID may automate the ability to fill in
the content required for each nessage type from packet input,

i ncident data, situational awareness information, or default val ues
such as those used in the EventData cl ass.

6.1. Request

Description: This nessage type is used to request assistance in a
conmput er security investigation. The investigation request may be
directed to another party that can assist with forensics and continue
the investigation (the incident nay have originated on the SP network
to which the Request was sent), or it may be directed to an SP to
trace the traffic froman unknown source. The Request nmessage with
MsgType set to 'Investigati onRequest’ may | everage the existing

bil ateral peer relationships in order to notify the SP closest to the
source of the valid traffic that sone event occurred, which nay be a
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security-related incident. A Request nessage with the MsgType set to
"TraceRequest’ nay be sent to an upstream peer to trace back through

the network to locate the source of malicious traffic. The follow ng
information is REQUI RED for Request nessages and is provided through

the follow ng data structures:

RI D I nformation:
Rl DPol i cy

RI D nessage type, IncidentlD, and destination policy
i nformation

| ODEF | nformati on:
Ti mestanps (DetectTinme, StartTime, EndTinme, ReportTine).
Incident ldentifier (Incident class, IncidentlD)

Confidence rating of security incident (Inpact and Confidence
cl ass).

Systemclass is used to list both the Source and Destination

Expectation class should be used to request any specific actions
to be taken close to the source.

Path information of nested RID systens, beginning with the request
originator used in the trace using | ODEF EventData with category
set to 'infrastructure’

Event, Record, and Recordltem cl asses to include exanpl e packets
and other information related to the incident. Note: Event

i nformation included here requires a second instance of EventData
in addition to that used to convey SP path contact information.

Standards for encryption and digital signatures [RFC3275] [ XMsig]
[ XMLencrypt]:

Digital signature frominitiating CSIRT or provider system sending
the RI D nessage, passed to all systens receiving the Request using
a detached XML digital signature on a Recordlitementry, placed in
an instance of the Signature el enent.

Digital signature of sending CSIRT or SP for authenticity of the
RI D nessage, fromthe CSIRT or provider creating this nmessage
usi ng an envel oped XML digital signature on the | ODEF document,
pl aced in an instance of the Signature el enent.
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XML encryption as required by policy, agreenents, and data
mar ker s

Security requirements include the ability to encrypt [ XM.encrypt] the
contents of the Request nmessage using the public key of the
destination RID system The incident nunber increases whether the
Request nessage has the MsgDestination set to 'Investigati onRequest’
or 'TraceRequest’ in order to ensure uni queness within the system
The rel ayi ng peers al so append their Autononous System (AS) or RID
systeminformation using the path informati on as the Request nessage
was relayed through SPs. This enables the response (Result nessage)
to utilize the same path and trust relationships for the return
message, indicating any actions taken. The request is recorded in
the state tables of both the initiating and destination SP RID
systens. The destination SP is responsible for any actions taken as
a result of the request in adherence to any service |level agreenents
or policies. The SP MIUST confirmthat the traffic actually
originated fromthe suspected system before taking any action and
confirmthe reason for the request. The request may be sent directly
to a known RID systemor routed by the source address of the attack
using the MsgDestination of RIDPolicy set to 'SourceOfIncident’.

Note: Any internmediate parties in a TraceRequest MJIST be able to view
RI DPol i cy informati on of respondi ng nessage types in order to
properly direct RID nessages.

A DDoS attack can have many sources, resulting in nultiple traces to
| ocate the sources of the attack. It may be valid to continue
multiple traces for a single attack. The path information enables
the administrators to deternmine if the exact trace already passed
through a single network. The Incident Identifier nust also be used
to identify nmultiple Requests froma single incident. |If a single
Request results in divergent paths of Requests, a separate instance
number MJUST be used under the same IncidentlD. The IncidentlD

i nstance nunber of | ODEF can be used to correlate related incident
data that is part of a larger incident.

6.2. Acknow edgenent

Description: The Acknow edgenment is also used to provide a status to
any nessage type and to provide a Justification if the message could
not be processed for any reason. This nmessage is sent to the
initiating RID systemfromthe next upstream provider’s application
or system designated for accepting RI D communi cations to provide

i nformati on on the request status in the current SP

The following information is REQU RED for Acknow edgenent nessages
and is provided through the follow ng data structures:
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RI D I nformation:
Rl DPol i cy

RI D nessage type, IncidentlD, and destination policy
i nformation

Request St at us cl ass:
Status of Request

Standards for encryption and digital signatures [RFC3275], [XMsig],
[ XM_encrypt]:

Digital signature of responding CSIRT or provider for authenticity
of Trace Status Message, fromthe CSIRT or provider creating this
message using an envel oped XM digital signature.

XML encryption as required by policy, agreenents, and data
mar ker s

A nmessage is sent back to the initiating CSIRT or provider’s systemn
it accepts RID comunications of the trace as status notification
This message verifies that the next RID systemin the path has

recei ved the nmessage fromthe previous systemin the path. This
nmessage al so verifies that the trace is now continuing, has stopped,
or is pending in the next upstream CSIRT or provider’s RI D system
The Pending status is automatically generated after a 2-ninute

ti meout w thout system predefined or administrator action to approve
or disapprove the trace continuance. |If a Request is denied, the
originator and sending peer (if they are not the sane) MJST both
receive the nmessage. This provides the sending peer with the option
to take action to stop or mitigate the traffic as close to the source
as possi bl e.

6.3. Result

Description: This nessage indicates that the trace or investigation
has been conpl eted and provides the result. The Result nmessage

i ncludes information on whether or not a source was found, and the
source information is provided through the IncidentSource class. The
Result information MJST go back to the originating RID systemthat
began the investigation or trace. A provider nmay use any nunber of

i nci dent-handling data sources to ascertain the true source of an
attack. Al of the possible information sources may or nay not be
readily tied into the RID conmuni cati ons system
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The following information is REQU RED for Result nessages and will be
provided through the followi ng data structures:

RID I nformati on:
RI DPol i cy

RI D nessage type, Incidentl D, and destination policy
i nfornmation

I nci dent Sour ce

The I ncident Source class of the RID schena is used to note
if a source was identified and provide the source
address(es) or other Node information.

| ODEF | nformati on:
Ti restanps (DetectTine, StartTinme, EndTinme, ReportTine).
Incident ldentifier (lncident class, IncidentlD)

Trace nunber is used for multiple traces of a single
incident; it MJST be included if the response is specific to
an instance of an incident.

Confidence rating of security incident (lnmpact and Confidence
cl ass).

Systemclass is used to list both the Source and Destination
Information used in the attack and nmust note if the traffic is
spoofed, thus requiring in RID an upstream Request set to

" TraceRequest ' .

H story class "atype" attribute is used to note any actions
t aken.

H story class al so notes any other background information
i ncl udi ng notes about the Confidence level or rating of the
result information.

Path information of nested RID systens, beginning with the
request originator used in the trace using | ODEF EventData with
category set to 'infrastructure’'. The last SP listed is the SP
that |ocated the source of the traffic (the provider sending
the Result nessage).
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Event, Record, and Recordltem classes to include exanple
packets and other infornation related to the incident
(optional). Note: Event information included here requires a
second instance of EventData in addition to that used to convey
SP path contact information.

Standards for encryption and digital signatures [RFC3275],
[ XMLsig], [ XM.encrypt]:

Digital signature of source CSIRT or provider for authenticity
of Result message, fromthe CSIRT or provider creating this
message using an envel oped XM digital signature.

XML encryption as required by policy, agreenents, and data
mar kers.

A nmessage is sent back to the initiating CSIRT or provider’s RID
systemto notify the CSIRT that the source has been | ocated. The
actual source information may or nay not be included, depending on
the policy of the network in which the client or host is attached.
Any action taken by the SP to act upon the discovery of the source of
a trace should be included. The SP may be able to automate the
adjustnent of filters at their border router to bl ock outbound access
for the machi ne(s) discovered as a part of the attack. The filters
may be conprehensive and block all Internet access until the host has
taken the appropriate action to resolve any security issues. The SP
may be linmted in their options for filtering due to agreenments or
other restrictions resulting in | ess conprehensive filters, such as
rate-limting the ingress traffic as close to the source as possible.

Security and privacy requirenents discussed in Section 9 MJST be
taken into account.

Note: The History class has been expanded in | ODEF to acconmodate al
of the possible actions taken as a result of a RID Request using the
"iodef:atype", or action type, attribute. The History class should
be used to note all actions taken close to the source of a trace or

i nci dent using the nost appropriate option for the type of action
along with a description. The "atype" attribute in the Expectation
cl ass can al so be used to request an appropriate action when a
Request is nmade.

6.4. Report
Description: This nessage or docunment is sent to a RID systemto
provide a report of a security incident. This nessage does not

require any actions to be taken, except to file the report on the
receiving RID system or associ at ed dat abase.
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The following information is REQU RED for Report nessages and will be
provided through the followi ng data structures:

RID I nformati on:

RI DPol i cy RID nessage type, IncidentlD, and destination policy
i nformation

The followi ng data is RECOMMENDED if avail able and can be provided
through the follow ng data structures:

| ODEF | nf ormati on:
Ti mestanps (DetectTinme, StartTinme, EndTinme, ReportTine).
Incident ldentifier (Incident class, IncidentlD)

Trace nunber is used for nultiple traces of a single
incident; it MJST be included if the Report is specific to
an instance of an incident.

Confidence rating of security incident (Inpact and Confidence
cl ass).

Systemclass is used to list both the Source and Destination
Information used in the attack

Event, Record, and Recordltem cl asses are used to include
exanpl e packets and other information related to the incident
(optional).

Standards for encryption and digital signatures [RFC3275],
[ XMLsi g], [XM.encrypt]:

Digital signature frominitiating RID system passed to al
systens receiving the report using an envel oped XM. digita
signature, placed in an instance of the Signature el enent.

XML encryption as required by policy, agreenents, and data
mar ker s.

Security requirenments include the ability to encrypt [ XM.encrypt] the
contents of the Report nessage using the public key of the
destination RID system Senders of a Report nessage shoul d note that
the informati on may be used to correlate security incident

i nformati on for the purpose of trending, pattern detection, etc., and
may be shared with other parties unless otherw se agreed upon wth
the receiving RID system Therefore, sending parties of a Report
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message may obfuscate or renove destination addresses or other
sensitive informati on before sending a Report nessage. A Report
nmessage may be sent either to file an incident report or to respond
to a Query, and data sensitivity must be considered in both cases.
The SP path information is not necessary for this nessage, as it wll
be conmuni cated directly between two trusted RI D systens.

6.5. Query

Description: The Query nessage is used to request incident
information froma trusted RID system The request can include the
i nci dent nunber, if known, or detailed information about the

incident. If the incident nunber is known, the Report nessage
containing the incident information can easily be returned to the
trusted requestor using automated nethods. |f an exanpl e packet or

other unique information is included in the Query, the return report
may be autonated; otherw se, analyst intervention nmay be required.

The following infornmation is REQU RED for a Query nessage and is
provided through the followi ng data structures:

RID I nformati on:
RI DPol i cy

RI D nessage type, IncidentlD, and destination policy
i nformation

| ODEF I nformation (optional):
Ti restanps (DetectTine, StartTinme, EndTinme, ReportTine).
Incident Identifier (lncident class, IncidentlD)
Trace nunber is used for multiple traces of a single
incident; it MJST be included if the Query is an instance of

an incident.

Confidence rating of security incident (lnmpact and Confidence
cl ass).

Systemclass is used to list both the Source and Destination
Information used in the attack

Event, Record, and Recordltem cl asses are used to include

exanpl e packets and other information related to the incident
(optional).
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Standards for encryption and digital signatures [RFC3275],
[ XMLsig], [ XM.encrypt]:

Digital signature fromthe CSIRT or SP initiating the RID
message, passed to all systens receiving the Query using an
envel oped XML digital signature, placed in an instance of the
Si gnature el enent.

XML encryption as required by policy, agreenents, and data
mar ker s.

The proper response to the Query nessage is a Report nessage.
Multiple incidents may be returned for a single query if an incident
type is requested. In this case, the receiving system sends an | ODEF
docunent containing nultiple incidents or all instances of an
incident. The systemsending the reply may preset a limt to the
nunber of docunents returned in one report. The recommended limt is
5, to prevent the docunents from beconming too large. Oher transfer
met hods may be better suited than RID for |large transfers of data.
The Confidence rating may be used in the Query nessage to select only
i ncidents with an equal or higher Confidence rating than what is
specified. This may be used for cases when information is gathered
on a type of incident but not on specifics about a single incident.
Source and Destination Informati on may not be needed if the Query is
i ntended to gather data about a specific type of incident.

7. RI D Communi cati on Exchanges

The follow ng section outlines the communication flows for RID and
al so provides exanpl es of nessages.

The possi bl e set of nessage exchanges i ncl ude:

0 Request: Asynchronous Request for assistance and/or action to be
taken, MAY involve nultiple systems and iterative Requests

MsgType set to 'Investigati onRequest’ or ' TraceRequest’
Possi bl e responses:

+ Acknow edgenent (OPTIONAL for InvestigationRequest)

+ Result (REQUI RED unl ess Acknow edgenent was set to 'no’)

+ Report (OPTIONAL; zero or nore; Report can be sent
unsol i cited)
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0 Query: Synchronous request for information
MsgType set to ' Query
Possi bl e responses:

+ Acknow edgenent (OPTIONAL if yes; REQU RED if no Report will
be sent)

+ Report (REQUI RED unl ess Acknow edgenent was set to 'no’)

0 Report: Asynchronous information report; nmay be pushed to systens
or may be a response to a Query

MsgType set to ' Report’
Possi bl e responses:
+ Acknow edgenent (OPTI ONAL)

Processing considerations for the | ODEF docunent and any | ODEF

i ncluded el enents or attributes MIUST follow the guidelines specified
in [RFC5070], Section 4. [RFC3023] and [RFC3470] specify

requi renents and best practices for the use of XML in | ETF
application protocols. RID and | ODEF docunents MUST be wel | -forned
(see [ RFC3470], Section 4.1) and MJST be validated against the
appropriate schema. |Internal or external DID subsets are prohibited
in RID, see [ RFC3023], Section 3.

Conments can be ignored by conform ant processors for RI D or | ODEF
docunents (see [ RFC3470], Section 4.6) and are included bel ow for

i nformational purposes only. The first exanpl e denonstrates the use
of a detached digital signature. Subsequent exanples do not include
the detached signature required for some nessage types. The
signature is applied after the nmessage is created as denonstrated in
the first exanple.

Note: For each exanple listed bel ow, [RFC5735] addresses were used.
Assume that each IP address listed is actually a separate network
range held by different SPs. Addresses were used from/27 network
ranges.

7.1. Upstream Trace Conmuni cati on Fl ow
The di agram bel ow outlines the RI D Request conmunication flow for a

TraceRequest between RID systens on different networks tracing an
attack. The Request nessage with MsgDestination set to
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drains. Information such as the Source and Destination |Infornation,
associ at ed packets, and the incident may be desirable to maintain for
a period of tine determ ned by administrators

The conmuni cation fl ow denonstrates that an Acknow edgenent nessage
is sent to both the downstream peer and the original requestor. |If a
Request in a traceback is denied, the downstream peer has the option
to take an action and respond with a Result message. The originator
of the request may follow up with the downstream peer of the SP

i nvol ved using a Request with the MsgType set to

"I nvestigati onRequest’ to ensure that an action is taken if no
response is received. Nothing precludes the originator of the
request frominitiating a new Request with the MsgType set to
"TraceRequest’ thereby bypassing the SP that denied the request, if a
trace is needed beyond that point. Another option nmay be for the
initiator to send an 'l nvestigati onRequest’ to an SP upstream of the
SP that denied the request. This action assunes enough infornmation
was gathered to discern the true source of the attack traffic from

t he incident-handling infornmation.

The proper response to a TraceRequest is an Acknow edgenent nessage.
The Acknow edgenent nessage lets the requestor know if the trace will
continue through the next upstreamnetwork. |If there is a problem
with the request, such as a failure to validate the digital signature
or decrypt the request, an Acknow edgenent nessage MJUST be sent to
the requestor and the downstream peer (if they are not one and the
sanme) providing the reason why the nessage could not be processed.
Assum ng that the trace continued, additional TraceRequests with the
response of an Acknow edgenment nessage woul d occur, thereby passing
the request upstreamin the path to the source of the traffic related
to the incident. Once a source is found, a Result nessage is sent to
the originator of the trace, as deternined by the SP path infornmation
provi ded through the docunent instance of EventData, where contact is
set to 'infrastructure’. The SP path information is al so used when
sendi ng the Acknow edgenment nessages to the first entry (the trace
originator) and the last nested entry (the downstream peer). The
Result message is encrypted [ XM_encrypt] for the originator providing
i nformati on about the incident source and any actions taken. |If the
originator fails to decrypt or authenticate the Result nessage, an
Acknowl edgenent nessage is sent in response; otherw se, no return
message is sent. The final Acknow edgenent to the Result message is
depicted as optional in the diagramabove. |f an Acknow edgenent
nmessage is sent with the Request Status set to Denied, a downstream
peer receiving this nessage nay choose to take action to stop or
mtigate the traffic at that point in the network, as close to the
source as possible. [If the downstream peer chooses this option, it
woul d send a Result nmessage to the trace originator
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7.1.1. RID TraceRequest Exanpl e

The exanple listed is of a Request nessage with MsgDestination set to
" TraceRequest’ based on the incident report exanple fromthe | ODEF
docunent. The RID classes were included as appropriate for a Request
message of this type using the RIDPolicy class. The exanple given is
that of a CSIRT reporting a DoS attack in progress to the upstream
SP. The request asks the next SP to continue the trace and have the
traffic mitigated closer to the source of the traffic. The exanple
Request nessage is the first step of a TraceRequest as depicted in
the previous diagram where 'Attack Dest’ is represented by
192.0.2.67 (and SP-1). The 'Attack Src’ is later identified in the
Result nmessage exanple as 192.0.2.37 and initially as tracing cl oser
to 192.0.2.35. SP-1 is identified in the Request as CSIRT- FOR- OUR-
DOVAIN, and SP-2 is identified in the RID docunment for the Request as
the ' RIDSystem in 'MsgDestination as 192.0.2.3 using the Node
class. SP-3 is later used in the Result nmessage and the

adm nistrator is identified as 'Adm n-contact@O.1.1.2" as they
searched for 192.0.2.35; the adm nistrator may be different than the
constituency contact (an additional Request with MsgDestination set
to ' TraceRequest’ occurred between SP-2 to SP-3 that is not

included). SP-3 is the service provider for 192.0.2.32/27 and was
able to take the action to rate-limt their traffic. The SP-1, SP-2,
and SP-3 information would be replaced with the appropriate (and
valid) email and other contact information in real usages. The Node
class enables nultiple methods to identify a system such as a fully
qual i fied domain nanme or the |P address to be provided for the SP
Any mappi ng of existing relationships fromthe SP Node information to
the nane, contact, digital signature verification informtion and
other identifying or trust information is provided at the application
| ayer to support end users of the incident nmanagenent system A
packet is provided in this exanple to enable any traces to be
performed by SP-2 and SP-3 to performtraces to the attack source
before taking the requested action to 'rate-limt’ the traffic. The
subnet of 192.0.2.0 uses a 27-bit mask in the exanpl es bel ow

In the follow ng exanple, use of [XM.sig] to generate digita
signatures follows the guidance of [XMsig] 1.0. Version 1.1 of

[ XMLsi g] supports additional digest algorithms. Reference [ RFC4051]
for URIs intended for use with XM. digital signatures, encryption
and canonicalization. SHA-1 SHOULD NOT be used; see [RFC6194] for
further details.

Note: Due to the limt of 72 characters per line, sone |ine breaks
were added in the exanples and schemas in this docunent.
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<?xm version="1. 0" encodi ng="UTF-8" standal one="no" ?>
<i odef-rid: RID | ang="en- US"
xm ns:iodef-rid="urn:ietf:params: xm :ns:iodef-rid-2.0"
xm ns:iodef="urn:ietf:params: xm : ns:iodef-1.0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocati on="urn:ietf: parans: xm :ns:iodef-rid-2.0">
<i odef-rid: RIDPolicy MsgDestination="RI DSysten' MgType="TraceRequest">
<i odef-rid: PolicyRegi on region="IntraConsortiuni/>
<i odef : Node>
<i odef : Addr ess cat egory="i pv4-addr">192. 0. 2. 3</i odef : Addr ess>
</ i odef : Node>
<iodef-rid: TrafficType type="Attack"/>
<i odef : I nci dent | D name=" CERT- FOR- OUR- DOVAI N' >

CERT- FOR- OUR- DOVAI N#207- 1

</i odef: | ncidentl| D>

<I--

| ODEF- Docunent included in RID -->

<i odef-rid: Report Schema Version="1.0">
<i odef-rid: XM_Docunent dtype="xm" neani ng="xm ">
<| ODEF- Docunent | ang="en">

Moriarty

<i odef: I ncident purpose="traceback" restriction="need-to-know'>

<i odef: I nci dent | D nanme=" CERT- FOR- OUR- DOVAI N' >
CERT- FOR- OUR- DOVAI N#207- 1
</i odef : I nci dent | D>
<i odef : Det ect Ti me>2004- 02- 02T22: 49: 24+00: 00</ i odef : Det ect Ti me>
<i odef: Start Ti ne>2004- 02- 02T22: 19: 24+00: 00</ i odef: Start Ti me>
<i odef : Report Ti me>2004- 02- 02T23: 20: 24+00: 00</ i odef : Report Ti me>
<i odef: Descri pti on>
Host involved in DoS attack
</i odef : Descri pti on>
<i odef : Assessnent >
<i odef: | npact conpletion="failed" severity="1ow'
type="dos"/ >
</i odef : Assessnent >
<i odef: Contact role="creator" type="organi zati on">
<i odef: Cont act Nane>Const it uency-contact for 192.0.2.35
</ i odef : Cont act Nanme>
<i odef: Enmmi | >Const it uency-contact @92. 0. 2. 35</i odef : Enai | >
</i odef : Cont act >
<i odef : Event Dat a>
<i odef: Fl ow>
<i odef: Syst em cat egor y="sour ce" >
<i odef : Node>
<i odef: Addr ess cat egory="i pv4-addr">192. 0. 2. 35
</i odef : Addr ess>
</i odef : Node>
<i odef: Service ip_protocol ="6">
<i odef: Port >38765</i odef: Port >
</i odef : Servi ce>
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</i odef : Syst enp
<i odef: System cat egory="t arget" >
<i odef : Node>
<i odef : Addr ess cat egory="i pv4-addr">192. 0. 2. 67
</i odef : Addr ess>
</ i odef : Node>
<i odef: Service ip_protocol ="6">
<i odef: Port >80</i odef: Port >
</i odef : Servi ce>
</i odef : Syst enp
</i odef : Fl ow>
<i odef: Expectation action="rate-limt-host" severity="high">
<i odef: Descri pti on>
Rate-limt traffic close to source
</ i odef : Descri pti on>
</i odef : Expect ati on>
<i odef: Recor d>
<i odef : Recor dDat a>
<i odef: Descri pti on>
The | Pv4 packet included was used in the described attack
</ i odef : Descri pti on>
<i odef: Recordl tem dt ype="i pv4- packet ">450000522ad9
0000f f 06c41f c0a801020a010102976d0050103e020810d9
4a1350021000ad6700005468616e6b20796f 7520666f 7220
6361726566756c6c792072656164696e6720746869732052
46432e0a
</i odef: Recordl t enr
</i odef : Recor dDat a>
</i odef : Recor d>
</ i odef : Event Dat a>
<i odef: Hi story>
<i odef:Hi storyltemaction="rate-limt-host">
<i odef: Dat eTi me>
2001- 09- 14T08: 19: 01+00: 00
</i odef : Dat eTi ne>
<i odef: I nci dent | D nane=" CSI RT- FOR- OUR- DOVAI N' >
CSI RT- FOR- OUR- DOVAI N#207- 1
</i odef: | nci dent | D>
<i odef: Descri pti on>
Notification sent to next upstream SP closer to 192.0.2.35
</i odef : Descri pti on>
</i odef: Hi storyltenp
</i odef: Hi story>
</i odef : I nci dent >
</ | ODEF- Docunent >
</iodef-rid: XM_.Docunent >
<l-- End of | ODEF-Docunent included in RID -->
<l-- Start of detached XML signature included in RID -->
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<i odef-rid: Signature dtype="xm" neani ng="xm ">
<Signature xm ns="http://ww. w3. org/ 2000/ 09/ xm dsi g#"
| d="dsi g- 123456" >
<Si gnedl nf 0>
<Canoni cal i zat i onMet hod
Al gorithnm="http://ww. w3. org/ 2001/ 10/ xml - exc- cl4n#"/ >
<Si gnat ur eMet hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha256"/ >
<Reference URI ="">
<Tr ansf or ns>
<Transform Al gorithn="http://ww. w3. org/ 2001/ 10/ xm - exc- c14n#"/ >
<Transform Al gorithne"http://ww. w3. or g/ 2002/ 06/ xm dsi g-filter2">
<XPat h xm ns="http://ww. w3. org/ 2002/ 06/ xm dsi g-filter2"
xm ns: dsig="http://ww. w3. org/ 2000/ 09/ xm dsi g#"
xm ns:dsig-trans="http://ww. w3. org/ 2002/ 06/ xm dsi g-filter2"
Filter="intersect">
//dsig:Signature[@d = ’dsig-123456"]/
ancestor::iodef-rid: Report Schena/
i odef-rid: XM_.Docunent /| ODEF- Docunent [ 1] /i odef: I ncident[1]/
i odef : Event Dat a[ 1] /i odef : Record[ 1] /i odef: Recor dDat a[ 1] /
i odef: Recordl t enf 1] </ XPat h></ Tr ansf or m></ Tr ansf or ns>
<Di gest Met hod Al gorithn="http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >
<Di gest Val ue>
NQuI hPj dZuzJnPi / hWs2dwJ T1dR+vgcZV8npenCVN5g=
</ Di gest Val ue>
</ Ref er ence></ Si gnedl nf 0>
<Si gnat ur eVal ue>
I nq/ ePQAAVPpXxCROI f Cp9sMsWOr / AdT3C2GR/ zaN1V+hz/ NApOygUj M TCOnx+RvGPNk Q' RV(q
BEI DgZQUENQZn/ uShnt 0t Q6xpBf axF1DCosLgi Zy+2j FzpXr woN/ j HNgt xR/ 9QLWnZ+1 7V6
LEEJ73Kut +dOnaTCHl yi 64ab2Pqs VURXQApXUKbhMKhze Tl qvFLK93KG sI Mi6Cb+n2u/ ABy
Lkc+gf | IYUWPADxkQcyex6hMBRYTRUSY 7) VDOK4d8KFP2g85i 69YLt SUuO1WLNpOaf pJ4a9
MKOE7I SMNRnC8wW kI CAsSXi BRgyaEwaSy/ cl ybl OvCTPqGOYh3/ SZg==
</ Si gnat ur eVal ue>
<Keyl nf 0>
<KeyVal ue>
<RSAKeyVal ue>
<Modul us>
z8adr X9nDS8Ox | xN+f ui 33wi z4ZYgb4xPbROMS5pOp1 A8k VpHSEWSNG OB/ dMs2a4di | xy ALV
hOr 86 QXWH Wb T2l C2ny+hi +j WWRwWXr vgTY3ZAFgePvz2GdRhVN cUbQx 04Pa4l 2nivZ\WH/ QOF
n7YpqPBDDxI Gq/ xyFPuYq/ 4y 7Y+Ah+vHO2ZSai § bj 8F38Xr Ghwl cbFVyK8AMKK3z 0z \WiX86
uMEqQVC Ws6] 2KAWIbA] EpgZH JY87i / DgnFgxf ndg3or u+Yei EPVRY8hyQoYbt gr yveZOHT
gnCHNS/ 53U9j SSOcyb/ ADuj 1upf yNoG MWQ 74 hc5pTvuWAl 4Fnw==</ Mbdul us>
<Exponent >AQAB</ Exponent >
</ RSAKeyVal ue>
</ KeyVal ue>
</ Keyl nf 0>
</ Si gnat ur e>
</i odef-rid: Si gnat ure>
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<l-- End of detached XM. signature included in RID -->
</i odef -ri d: Report Schena>
</i odef-rid: Rl DPolicy>
</iodef-rid: Rl D>

7.1.2. Acknow edgenent Message Exanple

The exanpl e Acknow edgenent nessage is in response to the Request
nmessage |isted above. The SP that received the request is responding
to approve the trace continuance in their network.

<iodef-rid: RID | ang="en"
xm ns:iodef-rid="urn:ietf:parans: xm:ns:iodef-rid-2.0"
xm ns:iodef="urn:ietf:parans: xm : ns:i odef-1.0">
<i odef-rid: Rl DPolicy MsgType="Acknow edgenent"
MsgDesti nati on="RI DSyst ent >
<i odef-rid: PolicyRegi on regi on="IntraConsortiunt/>
<i odef : Node>
<i odef: Address category="i pv4-addr">192. 0. 2. 67</i odef : Addr ess>
</ i odef : Node>
<iodef-rid: TrafficType type="Attack"/>
<i odef: I nci dent | D nanme=" CERT- FOR- OUR- DOVAI N' >
CERT- FOR- OUR- DOVAI N#207- 1
</i odef : | nci dent | D>
</i odef-rid: Rl DPolicy>
<i odef-rid: Request Status Aut hori zati onSt at us="Approved"/ >
</iodef-rid: RI D>

7.1.3. Result Message Exanple

The exanple Result nessage is in response to the Request listed
above. This nessage type only cones after an Acknow edgenent within
the Request flow of nessages where a TraceRequest is in progress. It
may be a direct response to a Request with the MsgType set to

"I nvestigati onRequest’. This nessage provides information about the
source of the attack and the actions taken to mitigate the traffic.
The Result nessage is typically the last nessage in a Request flow,
however, an Acknow edgenent MAY follow if there are any issues

recei ving or processing the Result.

<i odef-rid: RID | ang="en"
xm ns:iodef-rid="urn:ietf:parans: xm:ns:iodef-rid-2.0"
xm ns:iodef="urn:ietf:parans: xm :ns:iodef-1.0">
<i odef-rid: Rl DPolicy MsgType="Result"
MsgDesti nati on="RI DSyst ent' >
<i odef-rid: PolicyRegi on regi on="IntraConsortiunt/>
<i odef : Node>
<i odef: Addr ess category="i pv4-addr">192. 0. 2. 67</i odef : Addr ess>
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</i odef : Node>
<iodef-rid: TrafficType type="Attack"/>
<i odef: I nci dent | D nanme=" CERT- FOR- OUR- DOVAI N' >
CERT- FOR- OUR- DOVAI N#207- 1
</i odef : I nci dent | D>
<!-- | ODEF- Docunent included in RID -->
<i odef-rid: Report Schema Versi on="1.0">
<i odef-rid: XM_Docunent dtype="xm" neani ng="xm ">
<i odef : | ODEF- Docunent | ang="en">
<i odef:Incident restriction="need-to-know' purpose="traceback">
<i odef: I nci dent| D name=" CERT- FOR- OQUR- DOVAI N' >
CERT- FOR- OUR- DOVAI N#207- 1
</ i odef : | nci dent | D>
odef : Det ect Ti ne>2004- 02- 02T22: 49: 24+00: 00</ i odef : Det ect Ti me>
odef : Start Ti ne>2004- 02- 02T22: 19: 24+00: 00</i odef: Start Ti me>
odef : Report Ti me>2004- 02- 02T23: 20: 24+00: 00</ i odef : Report Ti me>
odef : Descri pti on>Host involved in DoS attack</i odef: Description>
odef: Assessnent >
<i odef: | npact severity="low' conpletion="failed"
type="dos"/ >
</i odef : Assessnent >
<i odef: Contact role="creator" type="organizati on">
<i odef: Cont act Nane>Const it uency-contact for 192.0.2.35
</ i odef : Cont act Nanme>
<i odef: Enmmi | >Const it uency-contact @92. 0. 2. 35</i odef : Enai | >
</i odef : Cont act >
<i odef : Event Dat a>
<i odef: Contact rol e="adm n" type="organi zati on">
<i odef : Cont act Nane>Admi n-contact for 192.0.2.35
</ i odef : Cont act Nanme>
<i odef : Emai | >Adni n- cont act @O0. 1. 1. 2</i odef : Emai | >
</i odef : Cont act >
<i odef: Fl ow>
<i odef: Syst em cat egory="i nt er redi at e" >
<i odef : Node>
<i odef : Addr ess cat egory="i pv4-addr">192. 0. 2. 35
</i odef : Addr ess>
</i odef : Node>
</i odef : Syst enp
</i odef : FI ow>
<i odef : Event Dat a>
<i odef: Contact role="adm n" type="organi zati on">
<i odef : Cont act Name>Admi n-contact for 192.0.2.3
</ i odef : Cont act Name>
<i odef : Emai | >Adm n-cont act @92. 0. 2. 3</i odef : Emai | >
</i odef : Cont act >
<i odef: Fl ow>
<i odef: System cat egory="i nter nedi ate" >

<i
<
<
<i
<
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<i odef : Node>
<i odef: Address cat egory="i pv4-addr">192.0.2.3
</i odef : Addr ess>
</i odef : Node>
</i odef : Syst enp
</ i odef : Fl ow>
</ i odef : Event Dat a>
</i odef : Event Dat a>
<i odef : Event Dat a>
<i odef: Fl ow>
<i odef: Syst em cat egor y="sour ce" >
<i odef : Node>
<i odef: Addr ess cat egory="i pv4-addr">192. 0. 2. 35
</i odef : Addr ess>
</i odef : Node>
<i odef: Service ip_protocol ="6">
<i odef: Port >38765</i odef: Port >
</i odef : Servi ce>
</i odef : Syst enp
<i odef: System cat egory="t arget">
<i odef : Node>
<i odef : Addr ess cat egory="i pv4-addr">192. 0. 2. 67
</i odef : Addr ess>
</ i odef : Node>
<i odef: Service ip_protocol ="6">
<i odef: Port >80</i odef: Port >
</i odef : Servi ce>
</i odef : Syst enp
</i odef : Fl ow>
<i odef : Expect ati on severity="high" action="rate-limt-host">
<i odef: Descri pti on>
Rate-limt traffic close to source
</ i odef : Descri pti on>
</i odef : Expect ati on>
<i odef: Recor d>
<i odef : Recor dDat a>
<i odef: Descri pti on>
The | Pv4 packet included was used in the described attack
</ i odef : Descri pti on>
<i odef: Recordl tem dt ype="i pv4- packet ">450000522ad9
0000f f 06c41f c0a801020a010102976d0050103e020810d9
4a1350021000ad6700005468616e6b20796f 7520666f 7220
6361726566756¢c6c792072656164696e6720746869732052
46432e0a
</i odef: Recordl t enr
</i odef : Recor dDat a>
</i odef : Recor d>
</ i odef : Event Dat a>
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<i odef: Hi story>
<i odef:Hi storyltemaction="rate-limt-host">
<i odef: Dat eTi ne>2004- 02- 02T22: 53: 01+00: 00</ i odef : Dat eTi me>
<i odef: I ncidentl D nane="CSlI RT- FOR- OUR- DOVAI N' >
CSI RT- FOR- OUR- DOVAI N#207- 1
</i odef : I nci dent | D>
<i odef: Descri pti on>
Notification sent to next upstream SP closer to 192.0.2.35
</ i odef : Descri pti on>
</i odef: Hi storyltenr
<i odef:Historyltem action="rate-limt-host">
<i odef : Dat eTi me>2004- 02- 02T23: 07: 21+00: 00</ i odef : Dat eTi me>
<i odef: I nci dentl D nanme="CSI| RT- FOR- SP3" >
CSI RT- FOR- SP3#3291- 1
</i odef: | nci dent | D>
<i odef: Descri pti on>
Host rate-limted for 24 hours
</i odef : Descri pti on>
</i odef: Hi storyltenr
</iodef: H story>
</i odef : I nci dent >
</i odef : | ODEF- Docunent >
</iodef-rid: XM_.Docunent >
<l-- End of | ODEF-Docunent included in RID -->
</i odef -ri d: Report Schena>
</iodef-rid: Rl DPolicy>
<i odef-rid: | nci dent Sour ce>
<i odef -ri d: Sour ceFound>t rue</i odef - ri d: Sour ceFound>
<i odef: Node>
<i odef: Addr ess category="i pv4-addr">192. 0. 2. 37</i odef : Addr ess>
</i odef : Node>
</i odef-rid: I ncident Source>
</iodef-rid: Rl D>

7.2. Investigation Request Conmunication Fl ow

The di agram bel ow outlines a RI D Request conmuni cation flow between
RID systens on different networks for a security incident with a
known source address. Therefore, MsgDestination is set to

"I nvestigati onRequest’ for the Request nessage and is included in the

di agram bel ow as "l nvestigation”. The proper response to a Request
with the MsgDestination set to 'lnvestigationRequest’ is a Result
message. |If there is a problemw th the Request, such as a failure

to validate the digital signature or decrypt the Request, an
Acknow edgenent nessage is sent to the requestor. The

Acknowl edgenent nessage shoul d provide the reason why the nessage
coul d not be processed.
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Att ack Dest SP-1 SP-2 Attack Src
1. Attack | Attack

reported | detected
2. Det er mi ne source

of security incident
3. 0---lnvestigation---->

4. Resear ch
i nci dent and
det ermi ne appropriate
actions to take

Figure 9: Investigation Request Conmunication Fl ow
7.2.1. Investigation Request Exanple

The followi ng exanple only includes the RIDspecific details. The

| ODEF and security nmeasures are simlar to the TraceRequest, with the
exception that the source is known, the receiving RID systemis known
to be close to the source, and the MsgDestination is set to

"I nvestigati onRequest’. The source known is indicated in the | ODEF
docunent, which allows for incident sources to be listed as spoofed,

i f appropriate.

This flow does not include a Result nessage because the request is
deni ed as shown in the Acknow edgenent response.

SP-1 is represented by CERT- FOR- OUR- DOMAIN and 192.0.2.67. SP-2 is
identified by 192,0.2.98. |In this exanple, SP-2 is the service
provi der for systenms on the 192.0.2.32/27 subnet. The contact for
the host 192.0.2.35 is known at the start of the request as

" Constituency-contact @0.1.1.2’

<i odef-rid: RID | ang="en"
xm ns:iodef-rid="urn:ietf:parans: xm:ns:iodef-rid-2.0"
xm ns:iodef="urn:ietf:paranms: xm : ns:iodef-1.0">
<iodef-rid: RIDPolicy MsgType="Investi gati onRequest"
MsgDesti nati on="Sour cef | nci dent ">
<i odef-rid: PolicyRegi on regi on="Peer ToPeer"/ >
<i odef : Node>
<i odef : Addr ess cat egory="i pv4-addr">192. 0. 2. 98</i odef : Addr ess>
</ i odef : Node>
<iodef-rid: TrafficType type="Attack"/>
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<i odef: I nci dent | D nanme=" CERT- FOR- OUR- DOMAI N' >
CERT- FOR- OUR- DOVAI N#208- 1
</i odef: | nci dent | D>
<!-- | ODEF- Docunent included in RID -->
<i odef-rid: Report Schema Version="1.0">
<i odef-rid: XM_Docunent dtype="xm" neani ng="xm ">
<i odef: | ODEF- Docunent | ang="en">
<i odef: I ncident restriction="need-to-know' purpose="other">
<i odef: I nci dent| D nanme=" CERT- FOR- OQUR- DOVAI N' >
CERT- FOR- OUR- DOVAI N#208- 1
</i odef : I nci dent | D>
<i odef : Det ect Ti me>2004- 02- 05T08: 13: 33+00: 00</ i odef : Det ect Ti me>
<i odef: Start Ti ne>2004- 02- 05T08: 13: 31+00: 00</i odef: Start Ti me>
<i odef : EndTi ne>2004- 02- 05T08: 13: 33+00: 00</ i odef : EndTi me>
<i odef : Report Ti mne>2004- 02- 05T08: 13: 35+00: 00</ i odef : Report Ti me>
<i odef: Descri pti on>Host involved in DoS attack</iodef: Description>
<i odef : Assessnent >
<i odef: | npact severity="low' conpletion="failed" type="recon"/>
</i odef : Assessnent >
<i odef: Contact role="creator" type="organization">
<i odef: Cont act Nanme>Const it uency-contact for 192.0.2.35
</i odef : Cont act Nane>
<i odef: Emai | >Consti t uency-contact @O0. 1. 1. 2</i odef : Emai | >
</i odef : Cont act >
<i odef : Event Dat a>
<i odef: Fl ow>
<i odef: Syst em cat egor y="source" >
<i odef: Node>
<i odef : Addr ess cat egory="i pv4-addr">192. 0. 2. 35
</ i odef : Addr ess>
</i odef : Node>
<i odef: Service ip_protocol ="6">
<i odef: Port>41421</i odef: Port >
</i odef: Servi ce>
</i odef : Syst enp
<i odef: System cat egory="t arget">
<i odef : Node>
<i odef: Addr ess cat egory="i pv4-addr">192. 0. 2. 67
</i odef : Addr ess>
</i odef : Node>
<i odef: Service ip_protocol ="6">
<i odef : Port >80</i odef: Port >
</i odef : Servi ce>
</i odef : Syst enp
</i odef : Fl ow>
<i odef : Expect ati on severity="hi gh" action="investigate">
<i odef: Descri pti on>
I nvesti gate whet her source has been conproni sed
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</i odef : Descri pti on>
</ i odef : Expect ati on>
</ i odef : Event Dat a>
<i odef: Hi story>
<i odef: Hi storyltem acti on="bl ock-host">
<i odef : Dat eTi me>2004- 02- 05T08: 19: 01+00: 00</ i odef : Dat eTi me>
<i odef: I nci dent | D nanme=" CSI RT- FOR- OUR- DOVAI N' >
CSl RT- FOR- OUR- DOVAI N#208- 1
</i odef: | nci dent | D>
<i odef: Descri pti on>
I nvestigation request sent to SP for 192.0.2.35
</i odef : Descri pti on>
</i odef: Hi storyltenr
</iodef: H story>
</i odef : I nci dent >
</i odef : | ODEF- Docunent >
</i odef - ri d: XM_Docunent >
<!-- End of | ODEF-Docunent included in RID -->
</i odef -ri d: Report Schena>
</iodef-rid: Rl DPolicy>
</iodef-rid: Rl D>

7.2.2. Acknow edgenent Message Exanple

The exanpl e Acknow edgenent nessage is in response to the Request
listed above. The SP that received the request was unable to
validate the digital signature used to authenticate the sending RID
system

<iodef-rid: RID | ang="en"
xm ns:iodef-rid="urn:ietf:parans: xm:ns:iodef-rid-2.0"
xm ns:iodef="urn:ietf:paranms: xm : ns:iodef-1.0">
<i odef-rid: Rl DPolicy MsgType="Acknow edgenent"
MsgDesti nati on="RI DSyst ent >
<i odef -rid: PolicyRegi on regi on="IntraConsortiunt/>
<i odef : Node>
<i odef: Addr ess cat egory="i pv4-addr">192. 0. 2. 67</i odef : Addr ess>
</ i odef : Node>
<iodef-rid: TrafficType type="Attack"/>
<i odef: I nci dent | D nanme=" CERT- FOR- OUR- DOVAI N' >
CERT- FOR- OUR- DOVAI N#208- 1
</i odef : | nci dent| D>
</i odef-rid: Rl DPolicy>
<i odef -ri d: Request St at us Aut hori zati onSt at us="Deni ed"
Justification="Aut hentication"/>
</iodef-rid: Rl D>
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7.3. Report Communication Fl ow

The di agram bel ow outlines the RI D Report communication flow between
RI D systens on different SPs.

SP-1 SP-2

1. Generate incident information
and prepare Report nessage

3. File report in database
Fi gure 10: Report Conmunication Fl ow

The Report comuni cation flowis used to provide information on
incidents. Incident information may be shared between CSI RTs or
other entities using this format. Wen a report is received, the RID
system nust verify that the report has not already been filed. The

i nci dent nunber and incident data, such as the hexadeci mal packet and
i ncident class information, can be used to conpare with existing

dat abase entries. The Report nessage typically does not have a
response. |If there is a problemw th the Report nessage, such as a
failure to validate the digital signature [ RFC3275] or decrypt the
request, an Acknow edgenent nessage is sent to the requestor. The
Acknow edgenent nessage should provide the reason why the nessage
coul d not be processed.

7.3.1. Report Exanple

The followi ng exanple only includes the RID-specific details. This
report is an unsolicited Report nessage that includes an |IPv4 packet.
The | ODEF docunent and digital signature is simlar to the Request
exanple with MsgDestination set to ’TraceRequest’

This exanple is a nmessage sent from SP-1, CERT- FOR- OQUR- DOVAI N at
192.0.2.67, to SP-2 at 192.0.2.130 for informational purposes on an
attack that took place.

<i odef-rid: RID | ang="en"
xm ns:iodef-rid="urn:ietf:parans: xm:ns:iodef-rid-2.0"
xm ns:iodef="urn:ietf:parans: xm :ns:iodef-1.0">
<i odef-rid: RIDPolicy MsgType="Report" MsgDestinati on="RlI DSyst ent >
<i odef-rid: PolicyRegi on regi on="Peer ToPeer"/ >
<i odef : Node>
<i odef : Addr ess category="i pv4-addr">192. 0. 2. 130</i odef : Addr ess>
</ i odef : Node>
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<iodef-rid: TrafficType type="Attack"/>
<i odef: I nci dent| D nanme=" CERT- FOR- OQUR- DOVAI N' >
CERT- FOR- OUR- DOVAI N#209- 1
</iodef:Incidentl D>
<l-- | ODEF- Docunent included in RID -->
<i odef -ri d: Report Scherma>
<i odef-rid: XM_Docunent dtype="xm" neani ng="xm ">
odef : | ODEF- Docunent | ang="en">
odef: I ncident restriction="need-to-know' purpose="reporting">
<i odef: I ncident| D nane=" CERT- FOR- OQUR- DOVAI N' >
CERT- FOR- OUR- DOVAI N#209- 1
</i odef : | nci dent | D>
<i odef : Det ect Ti me>2004- 02- 05T10: 21: 08+00: 00</ i odef : Det ect Ti me>
<i odef: Start Ti ne>2004- 02- 05T10: 21: 05+00: 00</ i odef : Start Ti me>
<i odef : EndTi ne>2004- 02- 05T10: 35: 00+00: 00</ i odef : EndTi me>
<i odef : Report Ti mne>2004- 02- 05T10: 27: 38+00: 00</ i odef : Report Ti ne>
<i odef: Description>Host illicitly accessed adm n account
</i odef : Descri pti on>
<i odef : Assessnent >
<i odef: | npact severity="high" conpletion="succeeded"
type="adm n"/ >
<i odef: Confi dence rating="high"/>
</i odef : Assessnent >
<i odef: Contact role="creator" type="organi zation">
<i odef: Cont act Nanme>Consti t uency-contact for 192.0.2.35
</ i odef : Cont act Nane>
<i odef: Ermai | >Consti t uency-contact @O0. 1. 1. 2</i odef : Enai | >
</i odef : Cont act >
<i odef : Event Dat a>
<i odef : Fl ow>
<i odef: Syst em cat egor y="source" >
<i odef : Node>
<i odef : Addr ess cat egory="i pv4-addr">192. 0. 2. 35
</i odef : Addr ess>
</i odef : Node>
<i odef: Service ip_protocol ="6">
<i odef : Port >32821</i odef: Port >
</i odef : Servi ce>
</i odef : Syst enp
<i odef: Syst em cat egory="t arget ">
<i odef : Node>
<i odef : Addr ess cat egory="i pv4-addr">192. 0. 2. 67
</i odef : Addr ess>
</i odef : Node>
<i odef: Service ip_protocol ="6">
<i odef: Port>22</i odef: Port >
</i odef : Servi ce>
</i odef : Systenp

<
<
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</i odef: Fl ow>
</ i odef : Event Dat a>
<i odef : Hi story>
<i odef: Historyltem action="rate-limt-host">

Apri

2012

<i odef : Dat eTi me>2004- 02- 05T10: 28: 00+00: 00</ i odef : Dat eTi me>

<i odef: I nci dent | D nane="CSI RT- FOR- OUR- DOVAI N' >
CSI RT- FOR- OUR- DOVAI N#209- 1
</i odef: | nci dent | D>
<i odef: Descri pti on>
Incident report sent to SP for 192.0.2.35
</i odef : Descri ption>
</i odef: Hi storyltenp
</i odef: Hi story>
</i odef : | nci dent >
</i odef : | ODEF- Docunent >
</iodef-rid: XM_.Docunent >
<l-- End of | ODEF-Docunent included in RID -->
</i odef - ri d: Report Schena>
</i odef-rid: Rl DPolicy>
</iodef-rid: Rl D>

7.4. Query Conmuni cation Fl ow

The di agram bel ow outlines the RID Query conmuni cation flow between

RI D systens on different networks.
SP-1 SP-2
1. Generate a request for

i nformati on on a specific
i nci dent nunber or incident type

3. Verify policy information
and determine if matches exi st
for requested infornation

5. Associate report to request
by incident nunber or type
and file report(s).

Fi gure 11: Query Comuni cati on Fl ow

The Query nessage comuni cation receives a response of a Report
message. |If the Report nessage is enpty, the respondi ng host did not

Moriarty St andards Track

[ Page 56]



RFC 6545 RI D April 2012

have i nfornation available to share with the requestor. The incident
nunber and responding RID system as well as the transport, assist in
the associ ati on of the request and response since a report can be
filed and is not always solicited. |If there is a problemwth the
Query nessage, such as a failure to validate the digital signature or
decrypt the request, an Acknow edgenent nessage is sent to the
requestor. The Acknow edgenent nessage shoul d provi de the reason why
t he message coul d not be processed.

7.4.1. CQuery Exanple

The Query request may be received in several fornats as a result of
the type of query being performed. |f the incident nunber is the
only information provided, the | ODEF docunent and | P packet data nay
not be needed to conplete the request. However, if a type of
incident is requested, the incident nunber rermains NULL, and the IP
packet data will not be included in the | ODEF Recordltem cl ass; the
other incident information is the main source for conparison. |In the
case in which an incident nunber nmay not be the sane between CSIRTs,
the incident nunber and/or |IP packet information can be provided and
used for conparison on the receiving RID systemto generate (a)
Report message(s).

This query is sent to 192.0.2.3, inquiring about the incident with
the identifier CERT-FOR OUR- DOMAI N#210-1. The Report wll be
provided to the requestor identified and verified through the

aut hentication and digital signature information provided in the RID
message. An exanple Report is provided above.

<iodef-rid: RID | ang="en"
xm ns:iodef-rid="urn:ietf:parans: xm:ns:iodef-rid-2.0"
xm ns:iodef="urn:ietf:paranms: xm : ns:iodef-1.0">
<i odef-rid: RI DPolicy MsgType="Query"
MsgDesti nati on="RI DSyst ent >
<i odef -rid: Poli cyRegi on regi on="Peer ToPeer"/ >
<i odef : Node>
<i odef: Address cat egory="i pv4-addr">192. 0. 2. 3</i odef : Addr ess>
</ i odef : Node>
<iodef-rid: TrafficType type="Attack"/>
<i odef: I nci dent | D nanme=" CERT- FOR- OUR- DOVAI N' >
CERT- FOR- OUR- DOVAI N#210- 1
</i odef : | nci dent| D>
</i odef-rid: Rl DPolicy>
</iodef-rid: R D>
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8. RID Schema Definition

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema xm ns:iodef-rid="urn:ietf:paranms: xm :ns:iodef-rid-2.0"
xm ns:iodef="urn:ietf:paranms: xm : ns:iodef-1.0"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schenma"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
t ar get Namespace="urn:ietf:params: xm : ns:i odef-rid-2.0"
el ement For mDef aul t ="qual i fi ed" attri but eFornDefaul t="unqualified">
<xs:inmport nanmespace="urn:ietf:parans: xm :ns:iodef-1.0"
schemalLocati on="http://ww. i ana. or g/ assi gnment s/ xm -regi stry/ schena/
i odef -1.0.xsd"/>
<xs:inmport nanespace="http://ww. w3. org/ 2000/ 09/ xm dsi g#"
schenmaLocation="http://ww. w3. or g/ TR/ xnl dsi g- cor e/
xm dsi g- cor e- schena. xsd"/ >

P R R

EE R R R R R R R R R R R R R R R R I R I R I R I S

***  Real-time Inter-network Defense - RID XML Schema *oxk
*rx Namespace - iodef-rid, April 2012 *ox K
kKK The nanespace is defined to support transport of | ODEF kKK
*k K docunents for exchangi ng incident information. i
EE IR I bk S bk S S R Rk S S S b S S Rk S S kb S I kR S S S b S S S kS
-->

<I--RI D nessages act as an envel ope for | ODEF and RI D docunents
to support the exchange of incident information-->

====== Real -Tine Inter-network Defense - RI D ======
==== Suggested definition for RI D nessagi ng ======

<Xs:annot ati on>
<xs: docunent ati on>XM. Scherma w apper for | ODEF</xs: docunentati on>
</ xs: annot ati on>
<xs: el enent nane="RI D' type="iodef-rid: Rl DType"/>
<xs: conpl exType nane="RI DType" >
<XS:sequence>
<xs:elenment ref="iodef-rid: R DPolicy" mnCccurs="0"/>
<xs: el ement ref="iodef-rid: Request Status" m nCccurs="0"/>
<xs:element ref="iodef-rid:IncidentSource” m nCccurs="0"/>
</ xs: sequence>
<xs:attribute name="I|ang"
type="xs: | anguage" use="required"/>
</ xs: conpl exType>

<l--Used in Acknow edgenment Message for R D-->
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<xs: el enent nane="Request St at us" type="i odef-rid: Request St at usType"/ >
<xs: conpl exType nanme="Request St at usType" >
<xs:attribute name="AuthorizationStatus" use="required">
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<xs: whi t eSpace val ue="col | apse"/ >
<xs: enuneration val ue="Approved"/>
<xs: enuneration val ue="Deni ed"/>
<xs:enuneration val ue="Pendi ng"/ >
<xs:enuneration val ue="ext-val ue"/>
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute name="ext-Aut hori zati onSt at us"
type="xs:string" use="optional"/>
<xs:attribute nane="Justification">
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<xs: whi t eSpace val ue="col | apse"/ >
<xs:enuneration val ue="Syst enResource"/ >
<xs:enuneration val ue="Aut hentication"/>
<xs:enuneration val ue="Aut henticationOrigin"/>
<xs:enuneration val ue="Encryption"/>
<xs: enuneration val ue="Unrecogni zedFor mat "/ >
<xs:enuneration val ue="Cannot Process"/ >
<xs:enuneration value="Qther"/>
<xs:enuneration val ue="ext-val ue"/>
</xs:restriction>
</ xs:si npl eType>
</ xs:attribute>
<xs:attribute name="ext-Justification"
type="xs:string" use="optional"/>
<xs:attribute name="restriction" type="iodef:restriction-type"/>
</ xs: conpl exType>

<l--Incident Source Information for Result Message-->

<xs: el ement nane="Inci dent Source" type="iodef-rid:|ncidentSourceType"/>
<xs: conpl exType nane="I|nci dent Sour ceType" >
<XSs: sequence>
<xs:el ement ref="iodef-rid: SourceFound"/>
<xs: el ement ref="iodef: Node" m nQccurs="0"
maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="restriction" type="iodef:restriction-type"/>
</ xs: conpl exType>
<xs: el ement nane="Sour ceFound" type="xs:bool ean"/>
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====== Real -Tine Inter-network Defense Policy - RIDPolicy ======
====== Definition for R DPolicy for messaging

<Xs:annot ati on>

<xs: docunentati on>RI D Policy used for transport of
messages</ xs: docunent ati on>

</ xs: annot ati on>

<I-- RIDPolicy information with setting information listed in RID
docunentation -->

<xs: el ement nane="RI DPolicy" type="iodef-rid: R DPolicyType"/>
<xs: conpl exType nane="RI DPol i cyType" >
<XSs: sequence>
<xs:element ref="iodef-rid:PolicyRegi on" maxOccurs="unbounded"/>
<xs: el ement ref="iodef: Node"/>
<xs: el enment ref="iodef-rid: TrafficType" maxCccurs="unbounded"/>
<xs: el enment ref="iodef:lncidentlD'" m nCccurs="0"/>
<xs:elenent ref="iodef-rid: ReportSchema" ni nCccurs="0"/>
</ xs: sequence>
<xs:attribute name="MsgType" use="required">
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<xs: whit eSpace val ue="col | apse"/ >
<xs:enuneration val ue="TraceRequest"/>
<xs:enuneration val ue="Acknow edgenent"/ >
<xs:enuneration value="Result"/>
<xs:enuneration val ue="lnvestigati onRequest"/>
<xs:enuneration val ue="Report"/>
<xs:enuneration val ue="Query"/>
<xs:enuneration val ue="ext-val ue"/ >
</xs:restriction>
</ xs:si npl eType>
</ xs:attribute>
<xs:attribute name="ext-MsgType" type="xs:string" use="optional"/>
<xs:attribute name="MsgDestination" use="required">
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN" >
<xs: whi t eSpace val ue="col | apse"/ >
<xs: enuneration val ue="RlI DSystent'/ >
<xs:enuneration val ue="Source | nci dent"/>
<xs: enuneration val ue="ext-val ue"/ >
</xs:restriction>
</ xs:si npl eType>
</xs:attribute>
<xs:attribute name="ext-MsgDestination" type="xs:string"
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use="optional "/ >
<xs:attribute name="restriction" type="iodef:restriction-type"/>
</ xs: conpl exType>
<xs: el ement nane="PolicyRegi on">
<xs: conpl exType>
<xs:attribute nane="regi on" use="required">
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<xs: whi t eSpace val ue="col | apse"/>
<xs:enuneration value="dient ToSP"/>
<xs:enuneration val ue="SPTod ient"/>
<xs:enuneration val ue="IntraConsortium/>
<xs:enuneration val ue="Peer ToPeer"/>
<xs: enuneration val ue="Bet weenConsortiuns"/>
<xs:enuneration val ue="ext-val ue"/>
</xs:restriction>
</ xs:si npl eType>
</ xs:attribute>
<xs:attribute name="ext-region"
type="xs:string" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nane="TrafficType">
<xs: conpl exType>
<xs:attribute name="type" use="required">
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<xs: whi t eSpace val ue="col | apse"/ >
<xs:enuneration val ue="Attack"/>
<xs:enuneration val ue="Net work"/ >
<xs:enuneration val ue="Content"/>
<xs: enuneration val ue="Dat aW t hHandl i ngRequi r enent s"/ >
<xs:enuneration val ue="Audi enceRestriction"/>
<xs:enuneration val ue="Qther"/>
<xs:enuneration val ue="ext-val ue"/>
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
<xs:attribute name="ext-type"
type="xs:string" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >
<l--Used to include an envel oped XM. docunent in RID ->
<xs: el enent nane="Report Schema" type="iodef-rid: Report SchemaType"/>
<xs: conpl exType nane="Report SchemaType" >
<XSs: sequence>
<xs:element ref="iodef-rid: XM_Docunent” m nCccurs="1"
maxQOccurs="1"/>
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<xs:elenment ref="iodef-rid:URL" m nCccurs="0"
maxQccur s="1"/ >
<xs:elenment ref="iodef-rid:Signature" nmi nCccurs="0"
maxCccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="Version" use="optional">
<xs: si npl eType>
<xs:restriction base="xs: NMTOKEN' >
<xs: whi t eSpace val ue="col | apse"/>
<xs:enuneration val ue="1.0"/>
<xs:enuneration val ue="ext-val ue"/ >
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
<xs:attribute name="ext- Version"
type="xs:string" use="optional"/>
<xs:attribute name="XM.Schenal D' use="optional ">
<xs: si npl eType>
<xs:restriction base="xs:anyURl ">
<xs: whit eSpace val ue="col | apse"/ >
<xs:enuneration value="urn:ietf:parans:xm :ns:iodef-1.0"/>
<xs:enuneration val ue="ext-val ue"/>
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute name="ext-XM.Schenal D'
type="xs:string" use="optional"/>
</ xs: conpl exType>
<xs: el ement nane=" XM_.Docunent "
type="i odef : Ext ensi onType"/ >
<xs: el enment nane="URL"
type="xs:anyURl "/ >
<xs: el enent nane="Si gnat ure"
type="i odef : Ext ensi onType"/ >
</ xs: schema>

9. Security Requirenents
9.1. XM Digital Signatures and Encryption

RI D | everages existing security standards and data markings in

RI DPolicy to achieve the required | evels of security for the exchange
of incident information. The use of standards includes TLS and the
XML security features of encryption [ XMeencrypt] and digita
signatures [RFC3275] [XM.sig]. The standards provide clear mnethods
to ensure that nessages are secure, authenticated, and authorized;
meet policy and privacy guidelines; and nmaintain integrity. XM
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Si gnature Best Practices [ XM.Si gBP] shoul d be referenced by
i mpl enenters for information on inproving security to nitigate
att acks.

As specified in the relevant sections of this docunent, the XM
digital signature [RFC3275] and XM. encryption [ XM.encrypt] are used
in the follow ng cases:

XML Digital Signature

(o]

The originator of a Request MJST use a detached signature to sign
at least one of the original elenments contained in the Recordltem
class to provide authentication to all upstream participants in
the trace or those involved in the investigation. Al instances
of Recordltem provided by the originator may be individually
signed, and additional Recordltementries by upstream peers in the
trace or investigation nmay be signed by the peer adding the data,
while maintaining the original Recordltementry(s) and detached
signature(s) fromthe original requestor. It is inportant to note
that the data is signed at the Recordlitemlevel. Since multiple
Recordltenms may exi st within an | ODEF docunent and may origi nate
fromdifferent sources, the signature is applied at the Recordltem
I evel to enable the use of an XM. detached signature. Exclusive
canoni cali zation [ XM.Canon] is REQUI RED for the detached signature
and not the references, as the XM. docunent generated is then
included in the RID nessage within the Signature el ement of the
Report Schema class. This signature MJST be passed to all

reci pients of the Request nessage.

If a Request does not include a Recordltementry, a tinmestanp MJST
be used to ensure there is data to be signed for the nmulti-hop

aut henti cation use case. The DateTine el enent of the iodef:
RecordDat a cl ass ([ RFC5070], Section 3.19.1) is used for this

pur pose.

For all nessage types, the full | ODEF-RI D docunment MJST be signed
usi ng an envel oped signature by the sending peer to provide

aut hentication and integrity to the receiving RID system The
signature is placed in an instance of the Signature el ement.

XML Signature Best Practices [ XM.Si gBP] gui dance SHOULD be
followed to prevent or mitigate security risks. Exanples include
the recomendation to authenticate a signature prior to processing
(executing potentially dangerous operations) and the
reconmendation to lint the use of URIs since they nmay enabl e
cross-site scripting attacks or access to local information
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0 XM Path Language (XPath) 2.0 [ XM_Path] MJST be followed to
specify the portion of the XM. docunent to be signed. XPath is
used to specify a location within an XM. docunent. Best practice
recomendati ons for using XPath [ XM.Si gBP] SHOULD be referenced to
reduce the risk of denial-of-service attacks. The use of XSLT
transforns MUST be restricted according to security guidance in
[ XMLSi gBP] .

XML Encryption

o The | ODEF-RI D docunent MAY be encrypted to provide an extra |ayer
of security between peers so that not only the nessage is
encrypted for transport. This behavior would be agreed upon
bet ween peers or a consortium or determ ned on a per-nessage
basi s, depending on security requirenents. It should be noted
that there are cases for transport where the RI DPolicy class needs
to be presented in clear text, as detailed in the transport
docunent [ RFC6546] .

0 A Request, or any other nessage type that may be rel ayed through
RI D systens before reaching the intended destination as a result
of trust relationships, MAY be encrypted specifically for the
intended recipient. This may be necessary if the RID network is
bei ng used for nessage transfer, the internedi ate parties do not
need to have know edge of the request contents, and a direct
communi cati on path does not exist. |In that case, the RI DPolicy
class is used by internediate parties and as such, RIDPolicy is
mai ntai ned in clear text.

o0 The action taken in the Result nessage nay be encrypted using the

key of the request originator. |In that case, the internediate
parties can view the RIDPolicy information and know the trace has
been conpleted and do not need to see the action. |If the use of

encryption were limted to sections of the nessage, the History
class informati on would be encrypted. Oherwise, it is
RECOMVENDED to encrypt the entire | ODEF- RI D docunent and use an
envel oped signature for the originator of the request. The

exi stence of the Result message for an incident would tell any
intermedi ate parties used in the path of the incident

i nvestigation that the incident handling has been conpl et ed.

o0 The iodef:restriction attribute sets expectations for the privacy
of an incident and is defined in Section 3.2 of RFC 5070.
Fol | owi ng the guidance for XML encryption in the Security
Requi rements section, the iodef:restriction attribute can be set
in any of the RID classes to define restrictions and encryption
requirenents for the exchange of incident information. The
restriction options enable encryption capabilities for the
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conpl et e exchange of an | ODEF docunent (i ncluding any extensions),
within specific classes of | CDEF, or | ODEF extensions, where nore
limted restrictions are desired. The restriction attribute is
contained in each of the RID classes and MJST be used in
accordance with confidentiality expectations for either sections
of the | ODEF docunent or the conplete | ODEF docunent. Consortiuns
and organi zati ons shoul d consider this gui dance when creating
exchange poli ci es.

0 Expectations based on how restriction is set:

* |f restrictionis set to 'private', the class or docunent MJST
be encrypted for the recipient using XM. encryption and the
public key of the recipient. See Section 9.3 for a discussion
on public key infrastructure (PKI) and other security
requirenents

* |f restriction is set to 'need-to-know , the class or docunent
MUST be encrypted to ensure only those with need-to-know access
can decrypt the data. The docunment can either be encrypted for
each individual for which access is intended or be encrypted
with a single group key. The nmethod used SHOULD adhere to any
certificate policy and practices agreenents between entities
for the use of RID. A group key in this instance refers to a
single key (symetric) that is used to encrypt the bl ock of
data. The users with need-to-know access privil eges may be
gi ven access to the shared key via a secure distribution
nmet hod, for exanple, providing access to the symmetric key
encrypted with each of the user’s public keys.

* |f restrictionis set to 'public’, the class or docunent MJST
be sent in clear text. This setting can be critical if certain
sections of a docunent or an entire docunment are to be shared
Wi thout restrictions. This provides flexibility within an
incident to share certain information freely where appropriate.

* |If restrictionis set to 'default’, the information can be
shared according to an information disclosure policy pre-
arranged by the conmunicating parties.

0 Expectations based on placenent of the restriction setting:

* |f restriction is set within one of the RID classes, the
restriction applies to the entire | ODEF docunent.

* |f restriction is set within individual | ODEF cl asses, the

restriction applies to the specific |IODEF class and the
children of that class.
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The fornmation of policies is a very inportant aspect of using a
nmessagi ng systemlike RID to exchange potentially sensitive

i nformati on. Many consi derati ons shoul d be invol ved for peering
parties, and sone guidelines to protect the data, systems, and
transport are covered in this section. Policies established should
provi de guidelines for conmmuni cation nethods, security, and fall-back
procedures. See Sections 9.4 and 9.5 for additional infornmation on
consortiums and PKI considerations.

The security considerations for the storage and exchange of
information in R D nessagi ng may i ncl ude adherence to | ocal

regional, or national regulations in addition to the obligations to
protect client information during an investigation. RIDPolicy is a
necessary tool for listing the requirenents of nessages to provide a
nmet hod to categorize data elements for proper handling. Controls are
al so provided for the sending entity to protect nessages fromthird
parties through XML encryption.

RI D provides a nethod to exchange incident-handling requests and
Report messages between entities. Adnministrators have the ability to
base decisions on the avail able resources and other factors of their
network and maintain control of incident investigations within their
own network. Thus, RID provides the ability for participating
networ ks to manage their own security controls, |leveraging the
information listed in RIDPolicy.

RIDis used to transfer or exchange XM. docunents in an | ODEF format
or using another | ANA-registered format. |nplenentations SHOULD NOT
downl oad schemas at runtine due to the security inplications, and

i ncl uded docunments MJUST NOT be required to provide a resolvable

| ocation of their schena.

9.2. Message Transport

A transport specification is defined in a separate docunent

[ RFC6546]. The specified transport protocols MJST use encryption to
provide an additional level of security and integrity, while
supporting mutual authentication through bidirectional certificate
usage. Any subsequent transport nethod defined should take advant age
of existing standards for ease of inplenentation and integration of
RI D systens. Session encryption for the transport of R D messages is
enforced in the transport specification. The privacy and security
considerations are addressed fully in RID to protect sensitive
portions of docunents and to provide a nethod to authenticate the
messages. Therefore, R D nessages do not rely on the security
provided by the transport |ayer alone. The encryption requirenents
and considerations for RID nessages are discussed in Section 9.1 of

t hi s docunent.

Moriarty St andards Track [ Page 66]



RFC 6545 RI D April 2012

Consortiuns nay vary their selected transport nechani sns and t hus
deci de upon a nutual protocol to use for transport when comruni cating
with peers in a neighboring consortiumusing RID. RID systens MJST

i npl ement and depl oy HTTPS as defined in the transport docunent

[ RFC6546] and optionally MAY support other protocols such as the

Bl ocks Extensi bl e Exchange Protocol (BEEP) [RFC3080]. Bindings would
need to be defined to enabl e support for other transport protocols.

Systens used to send authenticated R D nessages between networks MJST
use a secured systemand interface to connect to a border network’s
RI D systenms. Each connection to a RID system MIST neet the security
requi renents agreed upon through the consortiumregul ati ons, peering,
or SLAs. The RID system MUST |isten for and send RI D nessages on
only the designated port, which also MUST be over an encrypted tunne
nmeeting the mininmumrequirenent of algorithns and key | engths
established by the consortium peering, or SLA. The selected
cryptographic algorithns for symretric encryption, digita

signatures, and hash functions MJST neet m ni num security |evels of
the tines. The encryption strength MJUST adhere to inport and export
regul ati ons of the involved countries for data exchange.

Qut - of - band conmmuni cati ons dedicated to SP interaction for RID
messagi ng woul d provi de additional security as well as guaranteed
bandwi dth during a denial -of-service attack. For exanple, an out-of-
band channel may consist of |ogical paths defined over the existing
networ k. Qut-of -band comuni cations nmay not be practical or possible
bet ween service providers, but provisions should be considered to
protect the incident managenent systens used for RI D nessagi ng.

Met hods to protect the data transport nmay al so be provided through
session encryption.

9.3. Public Key Infrastructure

It is RECOWENDED that RID, the XML security functions, and transport
protocols properly integrate with a PKI nmanaged by the consortium
federate PKIs within a consortium or use a PKI nanaged by a trusted
third party. Entities MAY use shared keys as an alternate solution
al though this may linit the ability to validate certificates and
could introduce risk. For the Internet, a few exanples of existing
efforts that could be | everaged to provide the supporting PKlI include
the Regional Internet Registry’'s (RIR s) PKI hierarchy, vendor issued
certificates, or approved issuers of Extended Validation (EV)
Certificates. Security and privacy considerations related to
consortiunms are discussed in Sections 9.4 and 9. 5.

The use of PKI between entities or by a consortium SHOULD adhere to

any applicable certificate policy and practices agreenents for the
use of RID. [RFC3647] specifies a commonly used fornmat for
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certificate policy (CP) and certification practices statenents (CPS)
Systens with predefined relationships for RID include those who peer
directly or through a consortiumw th agreed-upon appropriate use
agreements. The agreenents to trust other entities rmay be based on
assurance |l evels that could be determ ned by a conparison of the CP
CPS, and/or RID operating procedures. The initial conparison of
policies and the ability to audit controls provide a baseline
assurance level for entities to formand maintain trust

rel ationships. Trust relationships nay al so be defined through a
bri dged or hierarchical PKI in which both peers belong. |If shared
keys or keys issued froma common CA are used, the verification of
controls to deternine the assurance level to trust other entities may
be limted to the RID policies and operating procedures.

XML security functions utilized in RID require a trust center such as
a PKI for the distribution of credentials to provide the necessary

| evel of security for this protocol. Layered transport protocols
also utilize encryption and rely on a trust center. Public key
certificate pairs issued by a trusted Certification Authority (CA)
MAY be used to provide the necessary | evel of authentication and
encryption for the RID protocol. The CA used for RI D nessaging nust
be trusted by all involved parties and may take advantage of siml ar
efforts, such as the Internet2 federated PKI or the ARNRIR effort
to provide a PKI to service providers. The PKlI used for

aut hentication al so provides the necessary certificates needed for
encryption used for the RID transport protocol [RFC6546].

9.3.1. Authentication

Hosts receiving a RID nessage MJST be able to verify that the sender
of the request is valid and trusted. Using digital signatures on a
hash of the RID nessage with an X 509 version 3 certificate issued by
a trusted party MJUST be used to authenticate the request. The X 509
version 3 specifications as well as the digital signature
specifications and path validation standards set forth in [ RFC5280]
MUST be followed in order to interoperate with a PKlI designed for
simlar purposes. Full path validation verifies the chaining
relationship to a trusted root and also perfornms a certificate
revocation check. The use of digital signhatures in RID XM. nessages
MUST follow the World Wde Wb Consortium (WBC) reconmendations for
signature syntax and processing when either the XML encryption

[ XM_Lencrypt] or digital signature [ XMsig] [RFC3275] is used within a
docunent .
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It might be helpful to define an extension to the authentication
schene that uses attribute certificates [ RFC5755] in such a way that
an application could autonatically determ ne whet her human
intervention is needed to authorize a request; however, the

speci fication of such an extension is out of scope for this docunent.

The use of pre-shared keys nay be considered for authentication at
the transport layer. |If this option is selected, the specifications
set forth in "Pre-Shared Key G phersuites for Transport Layer
Security (TLS)" [RFC4279] MJIST be followed. Transport specifications
are detailed in a separate docunment [RFC6546].

9.3.2. Milti-Hop Request Authentication

The use of multi-hop authentication in a Request is used when a
Request is sent to nmultiple entities or SPs in an iterative nanner.
Mul ti-hop authentication is REQU RED i n Requests that involve
nmultiple SPs where Requests are forwarded iteratively through peers.
Bilateral trust relationships MAY be used between peers; nulti-hop
aut henti cati on MUST be used for cases where the originator of a
nmessage i s authenticated several hops into the nessage flow

For practical reasons, SPs may want to prioritize incident-handling
events based upon the i nmedi ate peer for a Request, the originator of
a request, and the listed Confidence rating for the incident. In
order to provide a higher assurance |level of the authenticity of a
Request, the originating RID systemis included in the Request al ong
with contact information and the information of all RID systens in
the path the trace has taken. This information is provided through
the | ODEF Event Data cl ass, which nests the list of systens and
contacts involved in a trace, while setting the category attribute to
"infrastructure"

To provide nulti-hop authentication, the originating R D system MJST
include a digital signature in the Request sent to all systems in the
upstream path. The digital signature fromthe RID systemis
perfornmed on the Recordlitemclass of the | ODEF foll owing the XM
digital signature specifications fromWC [ XM.sig] using a detached
signature. The signature MJST be passed to all parties that receive
a Request, and each party MJST be able to performfull path
validation on the digital signature [RFC5280]. 1In order to
acconmodat e that requirenent, the Recordltem data MJST renmin
unchanged as a request is passed al ong between providers and is the
only element for which the signature is applied. |If additiona
Recordltenms are included in the docunent at upstream peers, the
initial Recordltementry MJST still remain with the detached
signature. The subsequent Recordltem el enents nmay be signed by the
peer adding the incident information for the investigation. A second
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benefit to this requirenent is that the integrity of the filter used
is ensured as it is passed to subsequent SPs in the upstreamtrace of
the incident. The trusted PKI al so provides the keys used to
digitally sign the Recorditemclass for a Request to neet the

requi renent of authenticating the original request. Any host in the
path of the trace should be able to verify the digital signature
using the trusted PKI

In the case in which an enterprise using RID sends a Request to its
provider, the signature fromthe enterprise MJST be included in the
initial request. The SP may generate a new request to send upstream
to nenbers of the SP consortiumto continue the investigation. |If
the original request is sent, the originating SP, acting on behal f of
the enterprise network under attack, MJUST also digitally sign, with
an envel oped signature, the full | ODEF docunent to assure the
authenticity of the Request. An SP that offers RID as a service may
be using its own PKI to secure RID comunications between its RID
system and the attached enterprise networks. SPs participating in
the trace MJST be able to determine the authenticity of RID requests.

9.4. Consortiunms and Public Key Infrastructures

Consortiuns are an ideal way to establish a conmunication web of
trust for RID nmessaging. It should be noted that direct

rel ati onshi ps may be ideal for sone comuni cations, such as those
bet ween a provider of incident information and a subscriber of the
i ncident reports. The consortium could provide centralized
resources, such as a PKI, and established guidelines and contro
requirenents for use of RID. The consortium may assist in
establishing trust relationshi ps between the participating SPs to
achi eve the necessary | evel of cooperation and experience-sharing
anong the consortiumentities. This may be established through PKI
certificate policy [RFC3647] reviews to determ ne the appropriate
trust levels between organi zations or entities. The consortium may
al so be used for other purposes to better facilitate comunication
anong SPs in a conmon area (lnternet, region, governnent, education,
private networks, etc.).

Using a PKI to distribute certificates used by RID systens provides
an al ready established nmethod to Iink trust rel ationships between
consortiuns that peer with SPs belonging to a separate consortium
In other words, consortiuns could peer with other consortiuns to
enabl e communi cation of RI D nmessages between the participating SPs.
The PKI al ong with Menoranduns of Agreenment could be used to link
border directories to share public key information in a bridge, a
hi erarchy, or a single cross-certification relationship.

Moriarty St andards Track [ Page 70]



RFC 6545 RI D April 2012

Consortiuns al so need to establish guidelines for each participating
SP to adhere to. The RECOMMENDED gui del i nes i ncl ude:

o Physical and logical practices to protect R D systens;

0 Network- and application-layer protection for RI D systens and
communi cati ons;

0 Proper use guidelines for RID systens, nmessages, and requests; and

o A PKI, certificate policy, and certification practices statenent
to provide authentication, integrity, and privacy.

The functions described for a consortiums role parallel those of a
PKI federation. The PKI federations that currently exist are
responsi ble for establishing security guidelines and PKI trust
nodel s. The trust nodels are used to support applications to share
i nformati on using trusted nethods and protocols.

A PKI can also provide the sane | evel of security for comunication
between an end entity (enterprise, educational, or governnent
customer network) and the SP

9.5. Privacy Concerns and System Use Gui del i nes

Privacy issues raise many concerns when information-sharing is
required to achieve the goal of stopping or nitigating the effects of
a security incident. The RIDPolicy class is used to automate the
enforcement of the privacy concerns listed within this docunent. The
privacy and system use concerns for the system conmunicating RID
messages and ot her integrated conponents include the follow ng:

Servi ce Provi der Concerns:

o Privacy of data nonitored and/or stored on Intrusion Detection
Systens (I DSs) for attack detection

0 Privacy of data nonitored and stored on systenms used to trace
traffic across a single network.

o Privacy of incident information stored on incident nmanagenent
systens participating in R D conmunications.

Cust omer Attached Networks Participating in RID with SP
0 Custoner networks may include enterprise, educational, governnent,

or other networks attached to an SP participating in RID
Custoners shoul d review data handling policies to understand how
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data will be protected by a service provider. This information
will enable custonmers to deci de what types of data at what
sensitivity level can be shared with service providers. This

i nformati on could be used at the application layer to establish
sharing profiles for entities and groups; see Section 9.6.

Custoners shoul d request information on the security and privacy
considerations in place by their SP and the consortium of which
the SP is a menber. Custoners should understand if their data
were to be forwarded, how it mnight be sanitized and howit will be
protected. In advance of sharing data with their SP, custoners
shoul d al so understand if limtations can be placed on how it wll
be used.

Customers should be aware that their data can and will be sent to
other SPs in order to conplete a trace unless an agreenent stating
otherwise is made in the service |evel agreements between the
custoner and SP. Custoners considering privacy options may lint
the use of this feature if they do not want the data forwarded.

Parties Involved in the Attack:

(0]

Privacy of the identity of a host involved in an attack or any
i ndi cators of conprom se

Privacy of information such as the source and destination used for
commruni cati on purposes over the nmonitored or Rl D connected
net wor k(s) .

Protection of data from being viewed by internediate parties in
the path of an Request request shoul d be considered.

Consortium Consi derati ons:

(0]

System use restrictions for security incident handling within the
|l ocal region’s definitions of appropriate traffic. Wen
participating in a consortium appropriate use guidelines should
be agreed upon and entered into contracts.

System use prohibiting the consortiums participating SPs from
i nappropriately tracing traffic to |l ocate sources or mtigate
traffic unlawmfully within the jurisdiction or region

I nt er-Consorti um Consi der ati ons:

(0]

System use between peering consortiuns shoul d consi der any
gover nnent communi cation regul ati ons that apply between those two
regi ons, such as encryption export and inport restrictions.
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0 System use between consortiuns SHOULD NOT request traffic traces
and actions beyond the scope intended and permitted by |aw or
i nter-consortium agreenents.

0 System use between consortiuns shoul d consi der national boundary
i ssues and request limts in their appropriate system use
agreenents. Appropriate use should include restrictions to
prevent the use of the protocol for limting or restricting
traffic that is otherwise pernmitted within the country in which
the peering consortiumresides.

The security and privacy considerations |isted above are for the
consortiuns, SPs, and enterprises to agree upon. The agreed-upon
policies may be facilitated through use of the R DPolicy class and
application-layer options. Sone privacy considerations are addressed
through the RID guidelines for encryption and digital signatures as
described in Section 9. 1.

RIDis useful in deternmining the true source of an incident that
traverses nultiple networks or to comunicate security incidents and
autonate the response. The information obtained fromthe

i nvestigation may deternmine the identity of the source host or the SP
used by the source of the traffic. 1t should be noted that the trace
mechani sm used across a single SP may al so rai se privacy concerns for
the clients of the network. Methods that may raise concern include
those that involve storing packets for sone length of time in order
to trace packets after the fact. Mnitoring networks for intrusions
and for tracing capabilities also raises concerns for potentially
sensitive valid traffic that may be traversing the nonitored network.
I DSs and single-network tracing are outside of the scope of this
docunment, but the concern should be noted and addressed within the
use guidelines of the network. Sonme |IDSs and single-network trace
mechani sms attenpt to properly address these issues. RID is designed
to provide the informati on needed by any single-network trace
mechani sm The provider’s choice of a single trace nechani sm depends
on resources, existing solutions, and local legislation. Privacy
concerns in regard to the single-network trace nust be dealt with at
the client-to-SP | evel and are out of scope for R D nmessaging.

The identity of the true source of an attack being traced through R D
could be sensitive. The true identity listed in a Result nessage can
be protected through the use of encryption [ XM.encrypt] envel opi ng
the | ODEF docunent and RID Result information, using the public
encryption key of the originating SP. Alternatively, the action
taken nmay be listed without the identity being revealed to the
originating SP. The ultinmate goal of the RI D communication systemis
to stop or mtigate attack traffic, not to ensure that the identity
of the attack traffic is known to involved parties. The SP that
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identifies the source should deal directly with the involved parties
and proper authorities in order to determ ne the guidelines for the

rel ease of such information, if it is regarded as sensitive. In sone
situations, systens used in attacks are conproni sed by an unknown
source and, in turn, are used to attack other systens. In that

situation, the reputation of a business or organization my be at
stake, and the action taken nmay be the only additional information
reported in the Result nessage to the originating system |If the
security incident is a minor incident, such as a zonbie system used
in part of a |large-scale DDoS attack, ensuring the systemis taken
off the network until it has been fixed may be sufficient. The
decision is left to the systemusers and consortiuns to determ ne
appropriate data to be shared given that the goal of the
specification is to provide the appropriate technical options to
remai n conpliant. The textual descriptions should include details of
the incident in order to protect the reputation of the unknow ng
attacker and prevent the need for additional investigation. Local
state, or national laws may dictate the appropriate reporting action
for specific security incidents.

Privacy becones an issue whenever sensitive data traverses a network.
For exanple, if an attack occurred between a specific source and
destination, then every SP in the path of the trace becones aware

that the cyber attack occurred. 1In a targeted attack, it may not be
desirable that informati on about two nation states that are battling
a cyber war woul d becone general know edge to all internediate

parties. However, it is inportant to allowthe traces to take place
in order to halt the activity since the health of the networks in the
path could al so be at stake during the attack. This provides a
second argunment for allowi ng the Result nessage to only include an
action taken and not the identity of the offending host. |In the case
of a Request or Report, where the originating SP is aware of the SP
that will receive the request for processing, the free-formtext
areas of the docunent could be encrypted [ XM_encrypt] using the
public key of the destination SP to ensure that no other SP in the
path can read the contents. The encryption is acconplished through
the WBC [ XMLencrypt] specification for encrypting an el enent.

In sone situations, all network traffic of a nation nay be granted
through a single SP. 1In that situation, options nmust support sending
Result messages from a downstream peer of that SP. That option

provi des an additional |evel of abstraction to hide the identity and
the SP of the identified source of the traffic. Legal action may
override this technical decision after the trace has taken place, but
that is out of the technical scope of this docunent.
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Privacy concerns when using an Request nessage to request action
close to the source of valid attack traffic need to be consi dered.
Al though the intermediate SPs may relay the request if there is no
direct trust relationship to the closest SP to the source, the
intermediate SPs do not require the ability to see the contents of
the packet or the text description field(s) in the request. This
nmessage type does not require any action by the internmediate RID
systens, except to relay the packet to the next SP in the path.
Therefore, the contents of the request may be encrypted for the
destination system The internediate SPs only need to know how to
direct the request to the manager of the ASN in which the source IP
addr ess bel ongs.

Traces nmust be legitimte security-related incidents and not used for
pur poses such as sabotage or censorship. An exanple of such abuse of
the systemincludes a request to block or rate-limt legitimte
traffic to prevent information from being shared between users on the
Internet (restricting access to online versions of papers) or
restricting access froma conpetitor’s product in order to sabotage a
busi ness.

Intra-consortium RI D comruni cati ons rai se additional issues,
especially when the peering consortiuns reside in different regions
or nations. Request nessages and requested actions to mitigate or
stop traffic nust adhere to the appropriate use guidelines and yet
prevent abuse of the system First, the peering consortiunms nust
identify the types of traffic that can be traced between the borders
of the participating SPs of each consortium The traffic traced
should be linmted to security-incident-related traffic. Second, the
traces permitted within one consortium if passed to a peering
consortium nay infringe upon the peering consortiunm s freedom of -
information aws. An exanple would be a consortiumin one country
permitting a trace of traffic containing objectionable materi al

outl aned within that country. The RID trace may be a valid use of
the systemw thin the confines of that country’s network border
however, it may not be permtted to continue across network
boundari es where such content is pernitted under law. By continuing
the trace in another country's network, the trace and response could
have the effect of inproperly restricting access to data. A
continued trace into a second country nay break the | aws and
regul ati ons of that nation. Any such traces MJST cease at the
country’s border.

The privacy concerns listed in this section address issues anong the
trusted parties involved in a trace within an SP, a RID consortium
and peering RID consortiuns. Data used for RI D comruni cations nust
al so be protected fromparties that are not trusted. This protection
is provided through the authentication and encryption of docunents as
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they traverse the path of trusted servers and through the |oca
security controls in place for the incident managenent systems. Each
RI D system MJUST perform a bidirectional authentication when sending a
RI D nessage and use the public encryption key of the upstream or
downstream peer to send a nessage or docunment over the network. This
means that the docunent is decrypted and re-encrypted at each RID
systemvia TLS over a transport protocol such as [RFC6546]. The RID
nmessages may be decrypted at each RID systemin order to properly
process the request or relay the information. Today' s processing
power is nmore than sufficient to handle the nminimal burden of
encrypting and decrypting relatively small typical R D nessages.

9.6. Sharing Profiles and Policies

The application |layer can be used to establish workflows and rul esets
specific to sharing profiles for entities or consortiums. The
profiles can | everage sharing agreenents to restrict data types or
classifications of data that are shared. The level of information or
classification of data shared with any entity nmay be based on
protection levels offered by the receiving entity and periodic
validation of those controls. The profile may also indicate how far

i nformati on can be shared according to the entity and data type. The
profile may al so indicate whether requests to share data from an
entity nust go directly to that entity.

In sone cases, pre-defined sharing profiles will be possible. These
i nclude any use case where an agreenent is in place in advance of
sharing. Exanples may be between clients and SPs, entities such as
partners, or consortiunms. There may be other cases when sharing
profiles may not be established in advance, such as an organi zation
dealing with an incident who requires assistance froman entity that
it has not worked with before. An organization may want to establish
sharing profiles specific to possible user groups to prepare for
possi bl e incident scenarios. The user groups could include business
partners, industry peers, service providers, experts not part of a
service provider, |law enforcenent, or regulatory reporting bodies.

Workfl ows to approve transactions may be specific to sharing profiles
and data types. Application devel opers should include capabilities
to enabl e these decision points for users of the system

Any expectations between entities to preserve the weight and

adm ssibility of evidence should be handl ed at the policy and
agreenment level. A sharing profile may include notes or an indicator
for approvers in workflows to reflect if such agreenents exist.
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10.

11.

Security Considerations

RI D has nmany security requirenments and considerations built into the
design of the protocol, several of which are described in the
Security Requirenents section. For a conplete view of security,
considerations include the availability, confidentiality, and
integrity concerns for the transport, storage, and exchange of

i nformation.

Protected tunnel s between systens accepting R D conmuni cations are
used to provide confidentiality, integrity, authenticity, and privacy
for the data at the transport layer. Encryption and digita
signatures are al so used at the | ODEF docunent |evel through RID
options to provide confidentiality, integrity, authenticity, privacy
and traceability of the document contents at the application |ayer.
Trust relationships are based on PKlI and the conparison/validation of
security controls for the incident nanagenment systens conmunicati ng
via RID. Trust levels can be established in cross-certification
processes where entities conpare PKI policies that include the
speci fi ¢ managenment and handling of an entity’'s PKI and certificates
i ssued under that policy. [RFC3647] defines an Internet X 509 Public
Key Infrastructure Certificate Policy and Certification Practices
Framewor k that may be used in the conparison of policies to establish
trust levels and agreenents between entities, an entity and a
consortium and consortiuns. The agreenents SHOULD consi der key
management practices including the ability to perform path validation
on certificates [RFC5280], key distribution techniques [ RFC2585], and
Certificate Authority and Registration Authority managenent

practi ces.

The agreenents between entities SHOULD al so i ncl ude a conmon
under st andi ng of the usage of RI D security, policy, and privacy
options discussed in both the Security Requirenents and Security
Consi derations sections. The formality, requirenents, and conplexity
of the agreenents for the certificate policy, practices, supporting
infrastructure, and the use of RID options SHOULD be deci ded by the
entities or consortiuns creating those agreenents.

Internationalization |Issues

The Node class identifies a host or network device. This docunent
reuses the definition of Node fromthe | ODEF specification [ RFC5070],
Section 3.16. However, that docunent did not clearly specify whether
a NodeName could be an Internationalized Domain Nane (IDN). RID
systems MJUST treat the NodeNane class as a domai n nanme sl ot

[ RFC5890]. RID systenms SHOULD support IDNs in the NodeNane cl ass.

If they do so, the UTF-8 representati on of the domain name MJST be
used, i.e., all of the domain nane’s |abels MJUST be U | abels
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expressed in UTF-8 or NR-LDH | abel s [ RFC5890]; A-labels MJST NOT be
used. An application communicating via RID can convert between
A-1abel s and U-1abels by using the Punycode encodi ng [ RFC3492] for
A-1abel s as described in the protocol specification for
Internationalized Domain Names in Applications [ RFC5891].

| ANA Consi derations
Thi s docunent uses URNs to describe XM. nanespaces and XM. schenas
[ XM_Lschema] confornming to a registry mechani sm described in
[ RFC3688] .
Regi stration request for the iodef-rid nanespace

URI: urn:ietf:paranms:xm:ns:iodef-rid-2.0

Regi strant Contact: |ESG

XM.: None. Nanespace URIs do not represent an XM. specification
Regi stration request for the iodef-rid XM. schena:

URI: urn:ietf:parans: xm :schema:iodef-rid-2.0

Regi strant Contact: |ESG

XM.: See Section 8, "RI D Scherma Definition", of this docunent.
The follow ng registry has been created and i s now managed by | ANA

Nane of the registry: "XM. Schemas Exchanged via RI D'

Nanmespace details: Aregistry entry for an XM. Scherma Transferred
via RI D consists of:

Schena Nane: A short string that represents the schenma
referenced. This value is for reference only in the table.
The version of the schema MJUST be included in this string to
allow for nultiple versions of the same specification to be in
the registry.

Version: The version of the registered XML schema. The version
is a string that SHOULD be formatted as nunbers separated by a
"." (period) character.
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Nanespace: The nanespace of the referenced XM. schema. This is
represented in the RID ReportSchema class in the XM.Schemal D
attribute as an enunerated value is represented by a URN or

URI .

Specification URI: A UR [RFC3986] fromwhich the registered
specification can be obtained. The specification MJST be
publicly available fromthis URI

Ref erence: The reference to the docunent that describes the
schenn.

Information that nust be provided to assign a new val ue: The above
list of information.

Fields to record in the registry: Schema Nane, Version, Nanmespace,
Specification URI, Reference

Initial registry contents: See Section 5.6.1.

Al'l ocation Policy: Expert Review [ RFC5226] and Specification
Requi red [ RFC5226] .

The Designated Expert is expected to consult with the MLE (Managed

I nci dent Li ghtwei ght Exchange) working group or its successor if any
such WG exists (e.g., via email to the working group’s mailing list).
The Designated Expert is expected to retrieve the XM. schena
specification fromthe provided URI in order to check the public
availability of the specification and verify the correctness of the
URI. An inportant responsibility of the Designated Expert is to
ensure that the XM. schema is appropriate for use in RID

The followi ng registry has been created and i s now nmanaged by | ANA
Name of the registry: "R D Enumeration List"

The registry is intended to enable enuneration value additions to
attributes in the iodef-rid XM. schena.

Fields to record in the registry: Attribute Name, Attribute Val ue,
Descri ption, Reference

Initial registry content: none.

Al l ocation Policy: Expert Review [ RFC5226]
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The Designated Expert is expected to consult with the MLE (Managed

I nci dent Lightwei ght Exchange) working group or its successor if any
such WG exists (e.g., via email to the working group’s mailing list).
The Designated Expert is expected to review the request and validate
the appropriateness of the enuneration for the attribute. If a
specification is associated with the request, it MJST be revi ened by
t he Designated Expert.

Sunmary

Security incidents have always been difficult to trace as a result of
spoof ed sources, resource limtations, and bandw dth utilization
probl ens. |Incident response is often slow even when the | P address
is known to be valid because of the resources required to notify the
responsi ble party of the attack and then to stop or nitigate the
attack traffic. Methods to identify and trace attacks near real tine
are essential to thwarting attack attenpts. SPs need policies and
automat ed nethods to conbat the hacker’'s efforts. SPs need automated
nmoni toring and response capabilities to identify and trace attacks
qui ckly wi thout resource-intensive side effects. Integration with a
centralized conmruni cation systemto coordinate the detection

tracing, and identification of attack sources on a single network is
essential. RID provides a way to integrate SP resources for each
aspect of attack detection, tracing, and source identification and
ext ends the communi cation capabilities anbng SPs. The conmmunication
i s acconplished through the use of flexible | ODEF XM.- based docunents
passed between incident-handling systens or RID systens. A Request
is conmuni cated to an upstream SP and may result in an upstreamtrace
or in an action to stop or nmtigate the attack traffic. The nessages
are comuni cated anong peers with security inherent to the RID
messagi ng schene provi ded t hrough existing standards such as XM
encryption and digital signatures. Policy information is carried in
the RID nessage itself through the use of the RIDPolicy. RID
provides the tinely comunication anong SPs, which is essential for

i nci dent handl i ng.
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