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notifications, to allow notifications to be sent over SIP MESSAGE
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1. Introduction
1.1. Overview

The Notify extension [RFC5435] to the Sieve mail filtering |anguage
[ RFC5228] is a framework for providing notifications by enploying
URI's that specify the notification nmechanism (See RFC 5435 for
details about the notivation and use cases.) This docunment defines
how Session Initiation Protocol (SIP) URIs [ RFC3261] are used to
generate notifications via SIP MESSAGE [ RFC3428].

1.2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
This docunent inherits terminology fromthe Sieve email filtering

| anguage [ RFC5228], the Sieve Notify extension [RFC5435], and RFC
3261 [ RFC3261].
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2. Definition

The SI P MESSAGE nmechani sm defined in this docunment results in the
sending of a SIP MESSAGE request to notify a recipient about an emil
nessage.

2.1. Notify Paraneter "nethod"

The "met hod" paraneter MJST be a URI that conforns to the SIP or SIPS
URI schene (as specified in RFC 3261 [ RFC3261]) and that identifies a
SIP or SIPS recipient of the notification. The URI MAY include the
resource identifier portion of a SIP address and URI paraneters. The
URI MJST include the URI paraneter "nethod", with the val ue
"MESSAGE". Exanple:

notify "sip:romeo@xanpl e. com met hod=MESSAGE"

Note that future specifications mght extend this docunment and define
Si eve notifications that use SIP nethods other than "MESSACGE"

The processing application MIUST forma request according to the rules
specified in RFC 3261 [ RFC3261].

Note that other URI schenes can also trigger SIP processing, but only
SIP and SIPS are defined here. Future extensions night define other
Si eve notification nmethods that use SIP through other URI schenes.

2.2. Notify Tag ":fronf

The value of the ":fronm tag MJST use the SIP "Front' header field
syntax; if the ":fronmf value is specified, has valid syntax, and is
valid according to the inplenentation-specific security checks (see
Section 3.3 of Sieve Notify [RFC5435]), then the notification SHOULD
i nclude the "Front SIP header field containing the value of the
":from notify tag. |If the specified value is not valid, then it is
i gnor ed.

Al SIP authentication, including challenges and client certificates,
SHOULD be done in the context of the Sieve engine -- the Sieve engine
is the identity being authenticated. This avoids security issues
associated with the Sieve engine’'s having access to the end user’s
SI P authentication credentials. The Sieve engi ne MAY use server-w de
credentials (including applicable certificates) that are the sane for
all scripts. Aternatively, it MY, for auditing purposes, use
different sets of Sieve-engine credentials when operating on behal f
of different users.
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See Section 22 of RFC 3261 [ RFC3261] for nore information about SIP
aut henti cati on.

2.3. Notify Tag ":options"

Handling of the ":options" tag is inplenentation specific. This
docunent doesn’t require presence of any option and doesn't define

how options are processed.

2.4. Notify Tag ":inportance"

The ":inportance" tag is intended to convey the inportance of the SIP
MESSAGE notification, not the inportance of the email nessage that
generated the notification. The value of the ":inportance" tag MAY,

therefore, be transformed into SIP "Priority" header field (in
addition to or instead of including it in the body of the nessage).
Not e that because the Sieve ":inportance"” tag only has three val ues,
not all SIP "Priority" values can be represented in the
transformation. |If this transformation is done, the value of the
"Priority" header field MJST be "urgent" if the value of the
"rinportance" tag is "1", "normal" if the value of the ":inportance"
tag is "2", and "non-urgent" if the value of the ":inportance" tag is
"3". There is no mapping to the SIP val ue "energency", nor to any
addi ti onal values that m ght be defined.

2.5. Notify tag ": nmessage"

If the ":message" tag is included, it MJST be transfornmed into the
message body of a SI P MESSACE, which MJST have Content-Type val ue of
"text/plain" with CHARSET="UTF-8". |If the ":nmessage" tag is not

i ncluded, a default nessage will be used. The values of the "Front
and "Subject" header fields of the triggering enmail nessage are
particularly useful to users receiving notifications, and including
themin the default nmessage is generally a good idea, as shown in
Section 3.2 below (However, see the Security Considerations,
Section 5.) The default body mi ght also include the value of the
":inmportance" tag, if one is specified.

Note that in no case is the actual triggering nmessage body incl uded
in the notification.

| npl enent ati ons MUST conply with the SIP MESSACE size lints, as
di scussed in Section 8 of RFC 3428 [ RFC3428].

Mel ni kov, et al. St andards Track [ Page 4]



RFC 6468 Sieve Notification: SIP MESSACGE February 2012

2.6. Oher Definitions

An inplementati on MUST ignore any URI paraneter it does not
understand (the URI MJUST be processed as if the paraneter were not
present). The URI "body" paraneter can serve the same purpose as the
Si eve ":nessage" tag, providing the nessage body of the SIP MESSAGE
request. |If both are present at the sane tine, the Sieve processing
MUST i gnore the "body" paraneter.

Using the ":nmessage" tag has advantages over using the "body"
paraneter. Because the ":nmessage"” tag is part of the "notify"
statenent syntax, it can be easier to include it in a script, and to
do things such as variable substitutions [RFC5229] with it. It is
al so easier to include non-ASCI| characters in the ":nmessage" tag
because such characters have to be encoded if they are within UR
paraneters, but can be included directly in UTF-8 in Sieve tag

val ues.

The policy for retrying delivery of failed notifications is specified
in RFC 3261 [ RFC3261], according to the SIP error code returned
during an attenpt to deliver a SIP notification. In other words,
unlike the situation with sone other Sieve notification nethods,
retries for SIP MESSAGE notifications are controlled by the
notification protocol itself (SIP)

2.7. Test notify method capability
Absent use of SIP extensions such as [ RFC3856], it is inpossible to
tell in advance whether the notification recipient is online and able
to receive a SIP MESSAGE. Expect the notify nethod capability test
for "online" to frequently return "maybe" for this notification
nmet hod.

3. Examples
In the follow ng exanples, the sender of the enmil has an address of
juliet@xanple.org, the entity to be notified has a SI P address of
<si p: ronmeo@xanpl e. con>, and the notification service has a SIP
address <sip:notifier@xanple.conp.

3.1. Exanple 1
The following is a basic Sieve notify action with only a nethod:

notify "sip:romeo@xanpl e. com nmet hod=MESSAGE"
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The resulting SI P MESSACGE request might be as follows:

MESSAGE si p: romeo@xanpl e.com SIP/ 2.0

Via: SIP/2.0/ TCP notifier.exanple.combranch=29hG4bK776sgdkse
Max- Forwar ds: 70

From sip:notifier@xanple.comtag=32328

To: sip:ronmeo@xanpl e. com

Call -1 D: asd88asd77a@l. 2. 3. 4

CSeq: 1 MESSAGE

Date: Sat, 13 Nov 2010 23:29:00 GWI

Content - Type: text/plain

Content - Lengt h: 53

<juliet@xanple.conr wote: Contact me inmmedi ately!

In the exanpl e above, the emnil nessage was received from
juliet@xanpl e.comand had "Subject: Contact nme inmediately!"

3.2. Exanple 2

The following is a nore advanced Sieve notify action with a nmethod,
i mportance, subject, and nessage:

notify :inportance "1"
. message "You got new nmil!"
"si p: ronmeo@xanpl e. com nmet hod=MESSAGE?subj ect =S| EVE"

MESSAGE si p: romeo@xanpl e. com SI P/ 2.0
Via: SIP/2.0/ TCP notifier.exanple.combranch=z9hG&4bK776sgdkse
Max- Forwards: 70

From sip:notifier@xanple.comtag=32328
To: sip:roneo@xanpl e. com

Subj ect: SIEVE

Priority: urgent

Call -1 D. asd88asd77a@l. 2. 3.4

CSeq: 1 MESSAGE

Date: Fri, 08 Apr 2011 06:54: 00 GV
Content - Type: text/plain

Cont ent - Length: 19

You got new mail!
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4.

Requi rement s Conf ormance Checkl i st

Section 3.8 of Sieve Notify [RFC5435] specifies a set of requirenents
for Sieve notification nmethods. A checklist is provided here to show
conformance of the SIP MESSAGE notification method.

1. No new Sieve tags have been added to the "notify" action

2. An inplementation of the SIP MESSAGE notification nmethod SHOULD
NOT nodify the final notification text, except to conply with
SIP MESSAGE length limts. Deploynents MAY nmake operationa
deci si ons about notification text, for reasons such as privacy
and confidentiality. Mdification of characters thensel ves
shoul d not be necessary, since the SIP MESSAGE body is encoded
in UTF-8 [ RFC3629] .

3. An inmpl enentation MAY ignore parameters specified in the
":inmportance" and ":options" tags.

4, A default nessage is suggested in Section 2.5.
5. A notification sent via the SIP MESSAGE notification nmethod MAY

i nclude the Date header field containing the date-tinme of the
nonent when the SIP MESSAGE notificati on was generated.

6. The notification source is identified through the SIP "From"
header field, via the Sieve Notify ":from' tag (see
Section 2.2).

7. An i npl enentation MJUST NOT include any extraneous information

not specified in parameters to the notify action

8. An inplenentation MJST ignore any URI paraneters it does not
understand (i.e., the URl MJST be processed as if the action or
paraneter were not present). See Section 2.6 for nore details.

9. The notify nethod capability test for the "online" notification-
capability behaves as described in Section 2.7.

10. The policy for retrying delivery of failed notifications is
specified in RFC 3261 [ RFC3261], as noted in Section 2.6.

Security Considerations

Dependi ng on the information included, sending a notification can be,
froma confidentiality point of view, conparable to forwarding nail
to the notification recipient. Care nust be taken when automatically
forwardi ng i nformation, such as the sender and the subject of a
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message, to ensure that confidential information is not sent into an
i nsecure environnment or over an insecure channel. Depending upon the
environnment, this mght entail using SIPS URI's, not sending

i nformati on about the subject and/or the sender, or applying
heuristics to the nessage to determ ne what may be sent.

As required by RFC 3428, user agents that support the SIP NMESSAGE
request MJST inplement end-to-end authentication, body integrity, and
body confidentiality mechanisms. At the tine of this witing, there
is not wi despread depl oynent of SIP end-to-end security, so there can
be cases where it is not possible to use it, even though it is

i npl enented on one end. It’'s inportant to note that such situations
are open to exposure of user credentials, nessage content, and other
private information via man-in-the-niddle and ot her passive attacks.

The Sieve Notify extension specifies that notification methods MJST
provi de mechani sms for avoiding notification loops. |In this case,
the SIP protocol itself prevents |oops, and no explicit work is
needed within the notification nechanism In situations where a SIP
MESSAGE notification can result in an email nessage that could
generate another SIP MESSAGE notification, |oop prevention through
rate detection and limting mght be necessary. An inplenentation
m ght detect too many notifications within a given tinme period, too
many triggered by a particular sender, too many with the sane
subject, or the like, and shut off the affected notifications for a
period of tine or until manual intervention turns them back on

If SIP MESSACE requests night be billed by the nessage, or the use of
them m ght deplete a user’s quota of nessages, notification by this

mechani sm can present a situation where soneone using a | arge nunber
of messages to generate a |large nunber of notifications will cause a
significant expense to the recipient. Because there is no externa

way an attacker can tell that this is the case, such an attack woul d
likely be a random or nui sance attack. Neverthel ess, users m ght be
war ned of potential costs when they set up SIP MESSAGE notifications.

O her security considerations given in the Sieve base specification
[ RFC5228], the Sieve Notify extension [ RFC5435], and RFC 3261
[ RFC3261] are also relevant to this docunent.

6. | ANA Considerations
The following tenplate provides the | ANA registration of the Sieve
notification mechani smspecified in this docunent. This infornmation

has been added to the list of Sieve notification mechanisns
mai nt ai ned at <http://ww.iana. org/assi gnnents/sieve-notification>
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8.

8.

To: iana@ ana.org
Subj ect: Registration of new Sieve notification nechanism
Mechani sm nane: si p- message
Mechani sm URI: SI P/ SIPS as specified in RFC 3261 [ RFC3261]
Mechani sm speci fic options: none
St andards Track/ | ESG approved experimental RFC nunber: [RFC6468]
Person and enmil address to contact for further information:

See authors of [RFC6468]

Acknowl edgenent s
Thi s docunent borrows sone text from RFC 5437 [ RFC5437].

Henni ng Schul zri nne (hgs@s. col unbi a. edu) was a special contri butor
to this docunment, with early work and reviews.

The authors would like to thank Adam Roach and Eric Burger for their
hel pful comments. Ben Canpbell did a very thorough RAI-teamreview,
as well as a followup review to nake sure we resolved all of his

i ssues satisfactorily. This docunent was greatly inproved by their

i nput .

Q an Sun contributed text to this docunent.
Ref er ences
1. Nornative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Levels", BCP 14, RFC 2119, March 1997.

[ RFC3261] Rosenberg, J., Schul zrinne, H, Camarillo, G, Johnston
A., Peterson, J., Sparks, R, Handley, M, and E
School er, "SIP: Session Initiation Protocol"”, RFC 3261
June 2002.

[ RFC3428] Canmpbell, B., Rosenberg, J., Schul zrinne, H, Huitema, C.,
and D. Qurle, "Session Initiation Protocol (SIP) Extension
for Instant Messaging", RFC 3428, Decenber 2002.

[ RFC3629] Yergeau, F., "UTF-8, a transformation format of [|SO
10646", STD 63, RFC 3629, Novenber 2003.

[ RFC5228] Cuenther, P. and T. Showalter, "Sieve: An Email Filtering
Language", RFC 5228, January 2008.

Mel ni kov, et al. St andards Track [ Page 9]



RFC 6468 Sieve Notification: SIP MESSACGE February 2012

[ RFC5435] Mel nikov, A, Leiba, B., Segnuller, W, and T. Martin,
"Sieve Email Filtering: Extension for Notifications",
RFC 5435, January 2009.

8. 2. I nformati ve References

[ RFC3856] Rosenberg, J., "A Presence Event Package for the Session
Initiation Protocol (SIP)", RFC 3856, August 2004.

[ RFC5229] Homme, K., "Sieve Email Filtering: Variables Extension",
RFC 5229, January 2008.

[ RFC5437] Saint-Andre, P. and A Ml nikov, "Sieve Notification
Mechani sm Extensi bl e Messagi ng and Presence Prot ocol
(XWPP)", RFC 5437, January 2009.

Aut hors’ Addr esses

Al exey Mel ni kov

| sode Linited

5 Castl e Business Village

36 Station Road

Hanpton, M ddl esex TwWi2 2BX

UK

EMai | : Al exey. Mel ni kov@ sode. com
URI : http://ww. nel ni kov. ca/
Barry Lei ba

Huawei Technol ogi es

Phone: +1 646 827 0648
EMai | : barryl ei ba@onputer.org
URI : http://internet nessagi ngt echnol ogy. or g/

Kepeng Li

Huawei Technol ogi es

Huawei Base, Bantian, Longgang District
Shenzhen, Guangdong 518129

P. R China

Phone: +86-755-28974289
EMai | ;. |i kepeng@uawei . com

Mel ni kov, et al. St andards Track [ Page 10]



