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Abstract

The devel opnent of new technology is driven by scientific research
The Internet, with its roots in the ARPANET and NSFNet, is

no exception. Mny of the fundanental, long-terminprovements to the
architecture, security, end-to-end protocols and nmanagenent of the
Internet originate in the related acadenic research comunities.

Even shorter-term nore conmercially driven extensions are oftentinmes
derived from acadenic research. Wen interoperability is required
the | ETF standardi zes such new technology. Tinely and rel evant
standardi zati on benefits from continuous input and review fromthe
academni c research conmunity.

For an individual researcher, it can however be quite puzzling howto
begin to nost effectively participate in the | ETF and arguably to a
much | esser degree, the IRTF. The interactions in the |ETF are

nmuch different than those in acadenmic conferences, and effective
participation follows different rules. The goal of this document is
to highlight such differences and provide a rough guideline that will
hopeful |l y enabl e researchers new to the I ETF to becone successfu
contributors nore quickly.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunment at
its discretion and nakes no statenment about its value for

i npl enment ati on or depl oynent. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741.
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I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6417

Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
document authors. All rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document.
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1

I ntroduction

In tel econmuni cations, standards are essential. Mre often than not,
technol ogy interoperability requires an agreenent on a single
standard for a given problem However, unlike nost research
standards devel opnents are driven by particular real-world problens
and require solutions that are not only theoretically correct, but
need to be inplenmentable with state-of-the-art technology in a cost-
ef fective manner, and nust be increnentally deployable in the actua
Internet by the involved stakeholders. |In other words, standards
shoul d be both theoretically correct and practically applicable. 1In
the acadenic world, the forner is often nore inportant than the
latter!

In the | ETF, a practically applicable solution that has sone well -
defined and acceptabl e deficiencies trunps a theoretically conplete
and optinmal solution that cannot be depl oyed. Likew se, a solution
to an interesting theoretical problemthat does not exist in the

depl oyed Internet at |arge does not require urgent standardization
Finally, standardization oftentimes focuses on pi eceneal inprovenents
to existing technology in order to enhance secondary aspects, which
does not excite an academ c researcher |ooking to solve juicy

pr obl ens.

These differences between acadenic research and I nternet
standardi zati on are the main reason why many researchers initially
struggl e when they begin to participate in the | ETF. Synptons of
this struggle occur, for exanple:

o for ideas that are too far outside the | ETF s areas of current
wor k

o for ideas that are too high-level for the | ETF to begin protocol -
| evel work on

o for proposals that solve problens that are not expected to arise
for a very long tine

o if there is a reluctance to give others a say in how a research
i dea is being made concrete, or giving over change contro
entirely

o if there is a feeling that the | ETF "does not listen" to themor
does not have "the right people"

o if there seens to be no working group or other venue to bring the
work to
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o if the researchers are not interested in topics such as security,
performance, and operational managenent -- topics that the | ETF
wi Il consider carefully

0 when the process seens too time consum ng

o when the researchers do not have the resources to keep the | ETF
effort active for an extended period of tine

o if there is not a convincing enough argunent for the | ETF to start
wor ki ng on sonething, despite great sinulation results

o if the research idea is just not inplenmentable in today's Internet

This docunent attenpts to give sonme basic advice that researchers

m ght want to take into account when deciding to approach the | ETF
with their ideas, in order to inprove their success probability. It
is intended to conplenment the nore general advice in [RFC4144] about
"How to Gain Prominence and Influence in Standards O gani zati ons"

O her, nore general advice and detailed explanations of the structure
and i nner workings of the | ETF can be found in "The Tao of |ETF"

[ RFC4677] .

The aut hors have been involved in several research projects,

i ncluding coll aborative ones, which have sought to standardi ze sone
of their results at the | ETF, and we hope to pass on sone advice
(sonetines that we have | earned the hard way!). The advice is split
into three groups: before you approach the | ETF; how to get the | ETF
to start work on your proposal; and finally how to increase the
chances of success once work has begun

2. Is the |ETF the Ri ght Venue?

A researcher shoul d consider whether the IETF is the right venue
before bringing a proposal toit. A way to do so is to inmagine that
the | ETF has standardi zed your proposal and it has been depl oyed, and
ask yourself two questions:

1. How would the Internet be better?
2. What Internet nodes woul d have been upgraded?

It is very inportant to have a clear explanation about the notivation
for your proposal: what would its benefits be? What problemdoes it
solve? Many ideas do not bring a clear benefit to the Internet in
the near term (of course they may still be fine pieces of research!).
In the past, the | ETF has often devel oped protocols that ended up not
bei ng used, so it now thinks harder about the benefits before
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starting new work and nakes sure that it solves a current,
significant problemrather than one that may theoretically arise in
the future. It is best to be specific about what inprovenment your
proposal woul d nake and the use cases in which this would be seen

It is also inportant to have a sinple description of what additions
or changes are needed and to whi ch nodes (be they end-hosts, routers,
nmi ddl eboxes, etc.). |Is it substituting for an existing | ETF protoco
or supplementing one? Again, it is best to be specific: Do both ends
need to adopt the new protocol? Can it fall back or interoperate
with the existing | ETF protocol? Do the "first novers" (the first
nodes that include your protocol) get an inprovenent, or do the "l ast
nmovers" gain nost? Wat assunptions do you nake about the network or
host (perhaps that the host is nulti-honed or there are no

ni ddl eboxes on the path)? While thinking about these things, it is
al so worthwhil e considering operational practices and business
nmodels. If you will likely break sone of these, you will inevitably
face sone opposition in the | ETF.

If it is hard to answer these questions, it may indicate that the
idea is too high-level or abstract for the IETF. Then it nmay be
better to approach the I RTF (the research armof the | ETF); the | ETF
needs a specific protocol-level proposal before it can begin work,
while the I RTF considers work that is not yet mature enough for
standardi zati on. Another danger is that the IETF is the wong
standards body, as a different one would need to standardize your

pr oposal

If your idea involves replacing several |ETF protocols and/or
upgradi ng several types of nodes sinmultaneously, it is probably best
to rethink: the IETF finds it alnbst inpossible to handl e radical
"clean slate" proposals that change I ots of things at once. Perhaps
you can trimoff a subset of your idea that's a snmaller initial step
requiring only an increnental change to an existing protocol, but you
need to consider whether it is still useful

Finally, before bringing a proposal to the | ETF, you need to be aware
that there are intellectual property inplications. For exanple, it
will affect any patents you want to file. Less obviously, you grant
the 1ETF the right to publish your contribution and you should inform
the 1ETF if your proposal is covered by a patent. For nore

i nformati on about the rights you grant to the | ETF, the best thing to
read is the IETF's "Note Well" [NoteWell] and the docunents |linked to
fromthere.
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3. Howto Get the |ETF to Start Wrk on Your Proposal?

Havi ng decided that the IETF is the right venue, you now need to
persuade the IETF to start work on your idea. W discuss three steps
that should hel p; they can be done in parallel. W then briefly

di scuss how to forma new working group (WG, if that is necessary.

3.1. ldentify the Right Part of the I|ETF

The IETF is a large organi zation; therefore, you need to communicate
with the right part of it. The IETF is organized in areas such as
routing, security, or transport. Wthin those areas, working groups
are responsi ble for a specific topic. The | ETF consists of over 100
Wes. So, a good step is to identify whether there is already a W&
suitable for your work

If yes, then join the WG s mailing |list and send email and perhaps
wite an Internet-Draft. A WG s current set of specific itens is
defined inits "Charter"; be aware that if your proposal falls
outside the W6 s current charter, then it would have to be extended
before formal work could begin. Mst Wes think about re-chartering
every year or two, although nost allow for sone limted di scussion on
items outside their current charter

If no suitable WG exists, then you should identify the right Area.
The W&s are clustered into "Areas" with a comon theme such as
security, with one or two Area Directors in charge of each Area. You
may have to get a new WG created within the nost relevant Area; this
is asignificantly difficult step (see bel ow).

Finding the right Wsis akin to finding the right conference or
journal to submit to. Wile a poor choice of conference will get

your paper rejected as irrelevant, the IETF is friendlier, as nost WG
Chairs and Area Directors will try to redirect your work to a better
W5 if you choose poorly. However, ending up with the right "venue"
is critical, as only then will you collaborate with the right group
of peopl e.

3.2. Build a Comunity

St andards require agreement and approval by a w de range of people.
Theref ore you need to persuade others of the nerits of your idea. In
practice you need to go further and persuade others to do work. At a
mnimm this will be to thoroughly review your proposal and
preferably it will be to develop and test it with you. The |IETF
community needs to see evidence of w der support, interest, and
commitnent. A lack of reaction neans work will not go forward
(silence is not consent!). At an early stage, support could be
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denonstrated through comments on the mailing list. It is a very good
idea to have sone Internet-Drafts jointly authored with people from
beyond your research team perhaps an industry player. For exanple,
you coul d develop a "use cases" docunment with a "user", such as an
operator.

Wirking with others has the extra benefit that it will help to
clarify your idea and explain better its benefits and how it works.
There are many experts in the | ETF who can help stress test the idea
technically and advi se about process and culture. You need to get
some of theminvolved as early as possible.

It may well be worth trying to hold an infornmal session at an | ETF
meeting. This can help build a community of interest for your idea;
see the advice in [ BAR-BOF].

3.3. CQutline Your Protoco

You al so need to describe your proposal in a way that others can
understand. Your initial document should outline the protocol. It
is counter-productive to detail every aspect, unless the protocol is
incredibly sinple. Firstly, too nuch detail swanps people with

i nformati on that they cannot process. Mst people understand things
by | earning about them several tines at increasing |levels of detail
Secondly, providing only an outline nakes people feel that they have
a chance of naking worthwhile suggestions and changes, so they are
nore likely to actively engage with you. Thirdly, working out
details is generally sonmething that a wi der group of people is better
at than an isolated individual. Fourthly, in order for the IETF to
start work, it is nore inportant to convince the IETF that there is a
problemthat it needs to solve than to convince it about the nerits
of your sol ution.

A good idea is to docunent a "protocol nodel", as described in

[ RFC4101]: "a short description of the systemin overviewform... to
answer three basic questions: 1. Wat problemis the protocol trying
to achieve? 2. What nessages are being transmtted and what do they
mean? 3. What are the inportant, but unobvious, features of the

pr ot ocol ?"

It is best to send your contributions in the formof an Internet-
Draft (I-D). Wile it may seema burden to convert your nice paper
or slides into the idiosyncratic format of an I-D, this is the fornmat
that | ETF people are used to reading. Also, extracting the | ETF-

rel evant parts of publications into an I-Dwill often help to
identify aspects that need nore work by the | ETF, such as protoco
details gl ossed over.
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3.4. Establish a New Wrking G oup

You only need to establish a new W if the idea falls outside the
scope of existing Wes. Establishing a new W5 nearly always requires
a specific session, called a "BoF" (Birds of a Feather), at one of
the ETF s face-to-face neetings. Here the pros and cons of the
proposed WG are debated. As part of the preparation for the BoF, you
need to:

0 Build a cormmunity (see above)

0 Docunent the benefits: for exanple, a problem statenment and/or use
cases

o Docunent the architecture: for exanple covering assunptions and
requi renents on a solution

0 Suggest specific work itens for the proposed W5 typically the
protocol to be standardized and the supporting infornmationa
docunent s

CGetting approval to hold a BoF and running a successful BoF neeting
are both quite difficult. Wrking with someone experienced and
readi ng the guidance in [RFC5434] are highly recommended

4., How to Increase the Chances that the | ETF Successfully Standardi zes
Your Proposa

Congratul ati ons, you got the IETF to agree to start working on your
proposal. Now it only remains to do the actual work! In this
section, we give sone advice about ways of working that will increase
t he chances that the standardization runs snoothly.

4.1. Conmit Enough Tinme, Energy, and Perseverance

Those new to standards bodi es may be surprised how | ong and how nuch
effort it takes to standardi ze sonet hi ng.

Success at the IETF requires active participation: to convince others
your idea is worthwhile, to build nomentum to gain consensus.

Al t hough 1 ETF work is done mainly through mailing lists, in practice,
face-to-face tinme is critical, especially for new or substantia

work. |If possible, go to the three | ETF neetings a year.

It takes quite a long time for a proposal to turn into an | ETF

standard, even if the proposal is mature when it is first presented.
There are many steps: building a conmunity of interest, convincing
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the IETF to start work, working through suggestions fromtechnica
experts and incorporating their inprovenents, gaining consensus,
getting detailed reviews (any | ETF publication gets significantly
nmore reviews than an acadeni c publication), going through the fornal
| ETF approval process, and so on. Even if you can work full tine on
the proposal, effort is required fromother people who can’t. Also,
the IETF tends to work in intensive bursts, with activity
concentrated in the run-up to and then at the | ETF neetings, with
lulls of low activity in between.

The | ETF proceeds by "rough consensus”. Unlike sone other standards
bodi es, there is no voting and no top-down process fromrequirenents
to architecture to protocol. The downside of this is that the | ETF

is not good at nmking decisions. Hence you need to persevere and
guard agai nst decisions unwi nding. On the other hand, if the
consensus is to reject your proposal or there is little interest in
it, persevering is likely to be a waste of tinme -- you should
probably give up or restart at Section 2.

Al'l this nmeans that it takes a considerable length of tine to

conpl ete something at the IETF. Two years is probably a m ni num

So, although a typical three-year research project sounds like plenty
of time to do standardi zation, if you haven’t already raised the idea
within the first year, you're probably too late to conplete
standardi zati on before your project ends. Since it’'s quite likely
that | ETF standardi zati on won’t be finished when your project ends,

it is particularly inportant to convince others to help, so that the
work is nore likely to be conpleted afterwards.

4.2. Be Open and Focus CQut
It is helpful to come to the IETF with an open mnind-set.

Co- aut horship is good. Sone standards bodi es val ue trophy authors,
who indicate their support but don't actually do any work. 1In the

| ETF, it is nmuch better if co-authors are actually investing cycles
on devel opi ng the proposal, whereas sinple indications of support can
be nade on the mailing list or at the meetings.

In particular, if the IETF is going to standardi ze sonething, then in
effect, it takes ownership; it is no longer "yours". Indeed, a good
m | est one of success is when your individual docunent beconmes a WG
draft, as then it is owed by the Wa  The research nentality is a
bit different, as it prizes authorship and confidentiality unti

publi cati on.

It is very inportant to be open to working with others. One specific
reason is to get help on aspects beyond your expertise or beyond what
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you've had tinme to think about -- perhaps how to nake your protoco
nore secure, or howto ensure it is congestion-friendly, or how it
i mpacts network managenment. The | ETF ensures that any protocol it
standardi zes has thought carefully about such aspects.

Al so, the | ETF works by col |l aboration. For exanple, there may be two
proposals to solve a problem |In acadenia their proponents nay treat
each other as rivals and for exanple wite "rel ated work" sections
that point out flaws and shortcomings of the opposition. At the

| ETF, they will soon work together on a conmon docunent, typically a
synthesis of the conpeting proposals, and be sensitive to each other
in order to help build consensus. You will also have to get support,
or at |east not vehenent opposition, from|ETF people working on
other topics. So you need to be aware of what el se the | ETF i s doing
(in case your proposal conflicts) and what other problens exist in
the Internet today (in case your proposal exacerbates them.

Finally, collaborative research projects sonetines find it difficult
to be open to working with others. Firstly, such projects typically
have a consortium agreenent about confidentiality -- it nust not
prevent you from engagi ng properly day-to-day with people outside the
project. Secondly, you may have to spend considerable effort on
intra-project coordination -- but, an individual researcher only has
so much energy and enthusiasm for collaborating, so if you spend a
ot of tinme liaising between different groups within your project,
then you have little left for working with the | ETF.

4.3. Seek Resolution, Not Perfection

The research mind-set is often to investigate very thoroughly al

possi ble details about an idea -- to seek perfection -- sonetines
with no particular deadline. The IETF nind-set is to get sonething
done and out there that works, albeit inperfectly; if people find it
useful, then there will be another iteration to inprove it, probably
to neet needs that only beconme apparent on w descal e deploynment. The
phil osophy is to find a reasonable solution to the probl emthat
currently exists. Tinme spent over-optimnzing nay sinply nean that
the sol ution has been superseded (perhaps the probl em has been sol ved
in sone other way, or perhaps the problemwas so significant that a
di fferent approach had to be found to avoid the problen).

4.4, 1npl enent

The I ETF is very inpressed by actual inplenentations: "running code"
It hel ps snooth the standards process, it hel ps people believe it
really works, and it hel ps you and ot hers di scover any issues. An

i npl ementation that others can download and try is extrenely hel pfu
in getting your protocol actually deployed -- presumably, that is
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your real objective, not sinply to get an | ETF standard! 1In the
I onger term you may need to think about how to get it incorporated
in the Linux kernel, for instance.

Overall, it is very hard to get a protocol in actual w despread use.
There are far nore | ETF protocols on paper than in use.

5. Exanples

In this section, we include sonme exanples in which the authors have
been deeply invol ved and have managed (we believe) to bring the
research output of a collaborative research project successfully into
the | ETF.

5.1. Miltipath TCP

Mul tipath TCP (MPTCP) enables a regular TCP connection to use

nmul tiple paths sinultaneously. |t extends TCP to all ow the use of
multiple | P addresses by each endpoint. This work is one output of
the Trilogy research project which was brought to the | ETF for
standardi zation, and it is currently making good progress. W
provide a brief overview of the steps taken

The first stage was doing sone early socialization of the nain ideas
of MPTCP. Presentations were nade in several relevant WGs: the
Routi ng Research Group (July 2008) and the Transport Area Open
nmeeting (July 2008 and March 2009). |In addition, a mailing list was
created, open to anyone who was interested in discussing Miltipath-
TCP-rel ated issues in the | ETF context, and a public Wb page was
created containing Miltipath-TCP-rel ated material, including papers,
Internet-Drafts, presentations, and code. The feedback received was
encour agi ng enough to continue with the effort of bringing the work
to the | ETF.

Once we verified that the proposed i deas had potential traction in
the I ETF, the next step was to identify the proper venue for the
proposed work. There were two choices, nanely, to go for a BoF, with
aviewto a new W or totry to add additional work itens to an
existing W5 in particular TCPM seenmed a good candi date. After
talking to the Area Directors, it seened that having a BoF was the

ri ght approach, at least for the initial discussion stage. So, a BoF
proposal was subnmitted to the Transport ADs for the I ETF 75 neeting
held in Stockholmin July 2009. The initial BoF proposal was crafted
by Trilogy people, but was sent to the open nailing list for

di scussion and nodification fromthe rest of the community. The BoF
request was approved and the MPTCP BoF was held at the | ETF 75
nmeet i ng.
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The general feedback received during the BoF was that there was
enough interest and energy in the conmmunity to do this work within
the ETF. A first charter draft was posted on the mailing list for
comrents a couple of nonths after the BoF. After a nmonth or so of
charter discussion on the nmailing list, the MPTCP worki ng group was
created in Cctober 2009. The charter includes deliverables due to
March 2011.

The MPTCP wor ki ng group has, so far, nade significant progress and
nost of the milestones have been delivered on schedul e [ MPTCP]

5.2. Congestion Exposure

Congesti on Exposure enabl es sendi ng end-hosts to i nformthe network
about the congestion encountered by previous packets on the same
flow This allows the network devices to act upon the congestion

i nformati on and the perceived user behavior. Like the MPTCP work, it
is an output of the Trilogy research project and has been
successfully brought to the IETF. W next describe the steps
followed to do so.

In this case, early socialization included presentations at the

I nternet Congestion Control Research G oup and the Internet Area
nmeeting at the |ETF 75 neeting in July 2009, the creation of an open
mailing list to discuss Congestion Exposure related issues in the

| ETF, and posting the related materials such as papers, |nternet
drafts, and code in a public web page. In addition, an infornmal
open neeting (sonmetines called a Bar-BoF in | ETF parlance) was held
during the I ETF 75 neeti ng.

After processing the feedback received in the Bar-BoF, a BoF proposa
was submitted to the Internet Area ADs for the |ETF 76 nmeeting in
Novenber 2009. The BoF was accepted and was held as planned. While
t he feedback received in the BoF was positive, the | ESG was uncertain
about chartering a working group on this topic. (The IESGis the

| ETF' s managenent body and consists of all the Area Directors.) In
order to address the remaining concerns of the | ESG another BoF was
held at the follow ng | ETF neeti ng.

After nuch debate, the CONEX W5 was approved by the | ESG but the
scope of its charter was limted conpared with the original proposal
This was due to sonme concerns regarding the proposed allocation of
the last bit in the | Pv4 header. The CONEX WG serves as a good
exanple to illustrate the kind of conprom se that is necessary when
research aspiration neets Internet standardization. The CONEX WG
[CONEX] held its first neeting at the IETF 78 neeting in July 2010
Its charter contains deliverables through Novenber 2011
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6.

Security Considerations
Thi s docunent has no known security inplications.
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