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Abst r act

Many current applications use the certificate-based authentication
features in Transport Layer Security (TLS) to allowclients to verify
that a connected server properly represents a desired domai n nane.
Typically, this authentication has been based on PKI X certificate
chains rooted in well-known certificate authorities (CAs), but
additional information can be provided via the DNS itself. This
document describes a set of use cases in which the DNS and DNS
Security Extensions (DNSSEC) could be used to nake assertions that
support the TLS authentication process. The main focus of this
docunent is TLS server authentication, but it also covers TLS client
aut hentication for applications where TLS clients are identified by
domai n nanes.

Status of This Meno

This docunment is not an Internet Standards Track specification; it is
published for infornational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the I ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6394.
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1. Introduction

Transport Layer Security (TLS) is used as the basis for security
features in many nodern Internet application service protocols to
provi de secure client-server connections [ RFC5246]. It underlies
secure HITP and secure emai|l [RFC2818] [RFC2595] [RFC3207], and
provi des hop-by-hop security in real-tine multinedia and instant-
nmessagi hg protocols [ RFC3261] [ RFC6120].

Application service clients typically establish TLS connections to
application servers identified by DNS domai n nanes. The process of
obtaining this "source" donmain is application specific [RFC6125].
The nane could be entered by a user or found through an automated
di scovery process such as an SRV or NAPTR record. After obtaining
the address of the server via an A or AAAA DNS record, the client
conducts a TLS handshake with the server, during which the server
presents a PKI X certificate [ RFC5280]. The TLS layer perforns PKI X
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validation of the certificate, including verification that the
certificate chains to one of the client’s trust anchors. If this
validation is successful, then the application |ayer deterni nes

whet her the DNS nane for the application service presented in the
certificate matches the source domain nane [ RFC6125]. Typically, if
the nane matches, then the client proceeds with the TLS connection

The certificate authorities (CAs) that issue PKIX certificates are
asserting bindings between domai n nanes and the public keys they
certify. Application service clients are verifying these bindi ngs
and nmaki ng aut horization decisions -- whether to proceed with
connections -- based on them

Clients thus rely on CAs to correctly assert bindings between public
keys and domai n nanes, in the sense that the holder of the
correspondi ng private key should be the domain holder. Today, an
attacker can successfully authenticate as a given application service
domain if he can obtain a "nmis-issued" certificate fromone of the

widely used CAs -- a certificate containing the victimapplication
service's donain nane and a public key whose correspondi ng private
key is held by the attacker. |If the attacker can additionally insert

hinself as a "man in the m ddl e" between a client and server (e.g.
t hrough DNS cache poi soning of an A or AAAA record), then the
attacker can convince the client that a server of the attacker’s
choice legitimately represents the victinm s application service.

Wth the advent of DNSSEC [ RFC4033], it is now possible for DNS nane
resolution to provide its information securely, in the sense that
clients can verify that DNS i nformati on was provi ded by the domain
operator and not tanpered with in transit. The goal of technol ogies
for DNS-based Authentication of Naned Entities (DANE) is to use the
DNS and DNSSEC to provi de additional information about the
cryptographic credentials associated with a domain, so that clients
can use this information to increase the | evel of assurance they
receive fromthe TLS handshake process. This docunment describes a
set of use cases that capture specific goals for using the DNS in
this way, and a set of requirenments that the ultimte DANE nechani sm
shoul d sati sfy.

Finally, it should be noted that although this docunment wll
frequently use HTTPS as an exanple application service, DANE is
intended to apply equally to all applications that nmake use of TLS to
connect to application services identified by domai n nanes.
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2.

Definitions

Thi s docunent al so nmakes use of standard PKI X, DNSSEC, and TLS
term nol ogy. See RFC 5280 [ RFC5280], RFC 4033 [ RFC4033], and

RFC 5246 [ RFC5246], respectively, for these terns. In addition,
terns related to TLS-protected application services and DNS nanes are
taken from RFC 6125 [ RFC6125].

Note in particular that the term"server" in this docunment refers to
the server role in TLS, rather than to a host. Miltiple servers of
this type may be co-located on a single physical host, often using
different ports, and each of these can use different certificates.

Thi s docunent refers several times to the notion of a "donain

hol der". This termis understood to nmean the entity that is

aut horized to control the contents of a particular zone. For
exanpl e, the registrants of 2nd- or 3rd-level domains are the hol ders
of those domains. The holder of a particular domain is not
necessarily the entity that operates the zone.

It should be noted that the presence of a valid DNSSEC signature in a
DNS reply does not necessarily inply that the records protected by
that signature were authorized by the domain holder. The distinction
bet ween the hol der of a domain and the operator of the corresponding
zone has several security inplications, which are discussed in the

i ndi vi dual use cases bel ow.

Use Cases

In this section, we describe the major use cases that the DANE
mechani sm shoul d support. This list is not intended to represent all
possi bl e ways that the DNS can be used to support TLS authentication
Rather, it represents the specific cases that conprise the initial
goal s for DANE.

In the use cases below, we will refer to the following dramatis
per sonae:

Alice: The operator of a TLS-protected application service on the
host alice. exanpl e.com and adm ni strator of the correspondi ng
DNS zone.

Bob: A client connecting to alice.exanple.com

Charlie: A well-known CA that issues certificates with domai n nanes
as identifiers.
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Gscar: An outsourcing provider that operates TLS-protected
application services on behalf of custoners.

Trent: A CA that issues certificates with domai n nanmes as
identifiers, but is not generally well-known.

These use cases are franed in terns of adding verification steps to
TLS server identity checking on the part of application service
clients. |In application services where the clients are also
identified by domain nanes (e.g., Extensible Messaging and Presence
Protocol (XMPP) server-to-server connections), the same

consi derati ons and use cases are applicable to the application
server’s checking of identities in TLS client certificates.

3.1. CA Constraints

Alice runs a website on alice.exanple.comand has obtained a
certificate fromthe well-known CA Charlie. She is concerned that
other well-known CAs might issue certificates for alice.exanple.com
wi t hout her authorization, which clients would accept. Alice would
like to provide a mechanismfor visitors to her site to know that
they shoul d expect alice.exanple.comto use a certificate issued
under the CA that she uses (Charlie) and not another CA. That is,
Alice is recomending that the client verify that there is a valid
certificate chain fromthe server certificate to Charlie before
accepting the server certificate. (For exanple, in the TLS
handshake, the server might include Charlie's certificate in the
server Certificate nessage’'s certificate |list structure [ RFC5246]).

When Bob connects to alice.exanple.com he uses this nechanismto
verify that the certificate presented by the server was issued under
the proper CA, Charlie. Bob also perforns the nornmal PKI X validation
procedure for this certificate, in particular verifying that the
certificate chains to a trust anchor (possibly Charlie’'s CA if Bob
accepts Charlie’'s CA as a trust anchor).

Alice nay wish to provide sinmilar information to an external CA
operator, Charlie. Prior to issuing a certificate for

al i ce. exanpl e.comto soneone claimng to be Alice, Charlie needs to
verify that Alice is actually requesting a certificate. Alice could
i ndi cate her preferred CA using DANE to CAs as well as relying
parties. Charlie could then check to see whether Alice said that her
certificates should be issued by Charlie or another CA. Note that
this check does not guarantee that the precise entity requesting a
certification fromCharlie actually represents Alice -- only that
Al'ice has authorized Charlie to issue certificates for her domain to
properly authorized individuals.
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In principle, DANE informati on expressing CA constraints can be
presented with or w thout DNSSEC protection. Presenting DANE

i nformati on wi thout DNSSEC protection does not introduce any new

vul nerabilities, but neither does it add nmuch assurance. Deletion of
records renoves the protection provided by this constraint, but the
client is still protected by CA practices (as now). Injected or

nodi fied fal se records are not useful unless the attacker can al so
obtain a certificate for the target donain. Thus, in the worst case,
tanpering with these constraints increases the risk of false
authentication to the level that is now standard.

Usi ng DANE i nformation for CA constraints without DNSSEC provi des a
very snall increnental security feature. Many comopn attacks agai nst
TLS connections already require the attacker to inject false A or
AAAA records in order to steer the victimclient to the attacker’s
server. An attacker that can already inject false DNS records can

al so provide fake DANE i nformation (w thout DNSSEC) by sinply
spoofing the additional records required to carry the DANE

i nformation.

Injected or nodified fal se DANE i nformati on of this type can be used
for denial of service, even if the attacker does not have a
certificate for the target domain. |If an attacker can nodify DNS
responses that a target host receives, however, there are already
much sinpler ways of denying service, such as providing a false A or
AAAA record. In this case, DNSSEC is not hel pful, since an attacker
could still cause a denial of service by blocking all DNS responses
for the target domain.

Continuing to require PKIX validation also limts the degree to which
DNS operators (as distinct fromthe holders of domains) can interfere
with TLS authentication through this nechanism As above, even if a
DNS operator falsifies DANE records, it cannot masquerade as the
target server unless it can also obtain a certificate for the target
domai n.

3.2. Service Certificate Constraints

Alice runs a website on alice.exanple.comand has obtained a
certificate fromthe well-known CA Charlie. She is concerned about
addi tional, unauthorized certificates being issued by Charlie as well
as by other CAs. She would like to provide a way for visitors to her
site to know that they should expect alice.exanple.comto present a
specific certificate. In TLS terms, Alice is letting Bob know that
this specific certificate must be the first certificate in the server
Certificate nessage’s certificate_list structure [ RFC5246].
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When Bob connects to alice.exanple.com he uses this nechanismto
verify that the certificate presented by the server is the correct
certificate. Bob also perfornms the normal PKI X validation procedure
for this certificate, in particular verifying that the certificate
chains to a trust anchor

The security inplications for this case are the sane as for the "CA
Constrai nts" case above.

3.3. Trust Anchor Assertion and Domai n-|ssued Certificates

Alice would like to be able to generate and use certificates for her
website on alice.exanple.comw thout involving an external CA at all
Allice can generate her own certificates today, nmaking self-signed
certificates and possibly certificates subordinate to those
certificates. Wen Bob receives such a certificate in a TLS
handshake, however, he doesn’t automatically have a way to verify
that the issuer of the certificate is actually Alice, because he
doesn’'t necessarily possess Alice's corresponding trust anchor. This
concerns himbecause an attacker could present a different
certificate and performa man-in-the-middle attack. Bob would like
to protect against this.

Alice would thus Iike to publish information so that visitors to her
site can know that the certificates presented by her application
services are legitimately hers. Wen Bob connects to

al i ce. exanpl e.com he uses this information to verify that the
certificate presented by the server has been issued by Alice. Since
Bob can bind certificates to Alice in this way, he can use Alice’s CA
as a trust anchor for purposes of validating certificates for
alice.exanple.com Alice can additionally recommend that clients
accept only her certificates using the CA constraints described
above.

As in Section 3.1 above, Alice may wish to represent this information
to potential third-party CAs (Charlie) as well as to relying parties
(Bob). Since publishing a certificate in a DANE record of this form
aut hori zes the holder of the corresponding private key to represent
alice.exanple.com a CA that has received a request to issue a
certificate fromalice.exanple.comcould use the DANE i nformation to
verify the requestor’s authorization to receive a certificate for
that donmmin. For exanple, a CA night choose to issue a certificate
for a given donain nane and public key only when the hol der of the
domai n name has provisioned DANE i nformation with a certificate
contai ni ng the public key.
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Note that this use case is functionally equivalent to the case where
Alice doesn't issue her own certificates, but uses Trent’s CA, which
is not well-known. In this case, Alice would be advising Bob that he
should treat Trent as a trust anchor for purposes of validating
Alice’s certificates, rather than a CA operated by Alice herself.

Bob woul d thus need a way to securely obtain Trent’s trust anchor

i nformati on, nanely through DANE i nfornation.

Alice’s advertising of trust anchor material in this way does not
guarantee that Bob will accept the advertised trust anchor. For
exanpl e, Bob m ght have out-of-band information (such as a
pre-existing local policy) that indicates that the CA advertised by
Alice (Trent’s CA) is not trustworthy, which would I ead himto decide
not to accept Trent as a trust anchor, and thus to reject Alice’'s
certificate if it is issued under Trent’'s CA

Providing trust anchor material in this way clearly requires DNSSEC,
since corrupted or injected records could be used by an attacker to
cause clients to trust an attacker’s certificate (assuning that the
attacker’s certificate is not rejected by some other |ocal policy).
Del eted records will only result in connection failure and denial of
service, although this could result in clients re-connecting w thout
TLS (a downgrade attack), depending on the application. Therefore,
in order for this use case to be safe, applications nust forbid
clients fromfalling back to unsecured channel s when records appear
to have been deleted (e.g., when a nissing record has no NSEC or
NSEC3 record).

By the same token, this use case puts the nost power in the hands of
DNS operators. Since the operator of the appropriate DNS zone has

de facto control over the content and signing of the zone, he can
create false DANE records that bind a nalicious party’'s certificate
to a domain. This risk is especially inportant to keep in nind in
cases where the operator of a DNS zone is a different entity than the
hol der of the dommin, as in DNS hosting/outsourcing arrangenents,
since in these cases the DNS operator night be able to make changes
to a donmamin that are not authorized by the holder of the donain.

It should be noted that DNS operators already have the ability to
obtain certificates for domai ns under their control, under certain CA
policies. In the current system CAs need to verify that an entity
requesting a certificate for a domain is actually the legitimte

hol der of that domain. Typically, this is done using information
publ i shed about that domain, such as WHO S emai| addresses or special
records inserted into a domain. By nanipul ating these values, it is
possi bl e for DNS operators to obtain certificates fromsone well -
known certificate authorities today wi thout authorization fromthe
true domain hol der.
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3.4. Del egated Services

In addition to guardi ng agai nst CA nis-issue, CA constraints and
certificate constraints can al so be used to constrain the set of
certificates that can be used by an outsourcing provider. Suppose
that Oscar operates alice. exanple.comon behalf of Alice. 1In
particular, Oscar then has de facto control over what certificates to
present in TLS handshakes for alice.exanple.com |In such cases,
there are a few ways that DNS-based information about TLS
certificates could be configured; for exanple:

1. Alice has the A/AAAA records in her DNS and can sign them al ong
with the DANE record, but Oscar and Alice now need to have tight
coordination if the addresses and/or the certificates change.

2. Alice refers to Gscar’s DNS by del egating a sub-domai n nane to
Gscar, and has no control over the A/ AAAA, DANE, or any other
pi eces under GCscar’'s control

3. Alice can put DANE records into her DNS server but del egate the
address records to Gscar’s DNS server. This nmeans that Alice can
control the usage of certificates, but Oscar is free to nove the
servers around as needed. The only coordination needed is when
the certificates change, and then it woul d depend on how t he DANE
record is set up (i.e., a CAor an end-entity certificate
poi nter).

VWhi ch of these deploynent patterns is used in a given deploynent will
determ ne what sort of constraints can be expressed by which actors.
In cases where Alice controls DANE records (1 and 3), she can use CA
and certificate constraints to control what certificates Oscar
presents for Alice’'s application services. For instance, Alice night
require Gscar to use certificates under a given set of CAs. This
control, however, requires that Alice update DANE records when Oscar
needs to change certificates. Cases where Oscar controls DANE
records allow Oscar to naintain nore autonony fromAlice, but by the
sanme token, Alice cannot enforce any requirenments on the certificates
that Oscar presents in TLS handshakes.
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4.

O her Requirenents

In addition to supporting the above use cases, the DANE nechani sm
must satisfy several |ower-level operational and protoco
requi renents and goal s.

Multiple Ports: DANE should be able to support nultiple application
services with different credentials on the same naned host,
di stingui shed by port nunber

No Downgrade: An attacker who can tanper with DNS responses nust not
be able to nake a DANE-conpliant client treat a site that has
depl oyed DANE and DNSSEC |i ke a site that has depl oyed neither

Encapsul ation: |If there is DANE information for the nane
alice.exanple.com it nust only affect application services hosted
at alice. exanpl e. com

Predictability: dient behavior in response to DANE infornation nust
be defined in the DANE specification as precisely as possible,
especially for cases where DANE i nformation might conflict with
PKI X i nf or mati on.

Qpportuni stic Security: The DANE nechanismnust allow a client to
determi ne whether DANE information is available for a site, so
that a client can provide the highest |evel of security possible
for a given application service. dients that do not support DANE
shoul d continue to work as specified, regardl ess of whether DANE
information is present or not.

Conbi nation: The DANE nmechani sm nust allow nultiple DANE statenents
of the above forms to be conbined. For exanple, a domain hol der
shoul d be able to specify that clients should accept a particul ar
certificate (Section 3.2) as well as any certificate issued by its
own CA (Section 3.3). The precise types of conbination allowed
wi |l be defined by the DANE protocol

Rol | -over: The DANE nechanismnust allow a site to transition from
usi ng one DANE nechanismto another. For exanple, a donmain hol der
shoul d be able to migrate fromusing DANE to assert a donai n-

i ssued certificate (Section 3.3) to using DANE to require an
external CA (Section 3.1), or vice versa. The DANE nmechani sm nust
al so allow roll-over between records of the sane type, e.g., when
changi ng CAs.

Si mpl e Key Managenent: DANE shoul d have a node in which the domain
hol der only needs to maintain a single long-lived public/private
key pair.
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7.

7.

M ni nal Dependencies: It should be possible for a site to depl oy
DANE wi t hout al so depl oyi ng anything el se, except DNSSEC

M nimal Options: Ideally, DANE should have only one operating node.
Practically, DANE should have as few operati ng nodes as possi bl e.

Wl dcards: The nechanismfor distributing DANE infornmation shoul d
all ow the use of DNS wildcard labels (*) for setting DANE
information for all names within a wildcard expansion

Redi rection: The nechanismfor distributing DANE information shoul d
wor k when the application service nane is the result of follow ng
a DNS redirection chain (e.g., via CNAVE or DNAME)
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Security Considerations

The prinmary focus of this docunent is the enhancenent of TLS

aut henti cation procedures using the DNS. The general effect of such
mechani sms is to increase the role of DNS operators in authentication
processes, either in place of or in addition to traditional third-
party actors such as conmercial certificate authorities. The
specific security inplications of the respective use cases are

di scussed in their respective sections above.
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