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Abst r act

The El ectronic Data Interchange - Internet Integration (EDIINT) ASl
AS2, and AS3 nessages were designed specifically for the transport of
EDI docunents. Since multiple interchanges could be placed within a
singl e EDI document, there was not a need for sending multiple ED
docunents in a single nessage. As adoption of EDIINT grew, other
uses devel oped aside fromsingle EDI docunent transport. Somne
transactions required nultiple attachnents to be interpreted together
and stored in a single nmessage. This Informational RFC describes how
mul ti pl e docunents, including non-ED payl oads, can be attached and
transmitted in a single EDIINT transport message. The attachnents
are stored within the MME nultipart/related structure. A nininal
list of content-types to be supported as attachnents is provided.

Status of This Meno

This docunment is not an Internet Standards Track specification; it is
published for infornational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the I ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6362
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Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Thi s docunent may contain material from|ETF Docunents or |ETF
Contributions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sonme of this
material may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornmat
it for publication as an RFC or to translate it into |anguages other
t han Engli sh.
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1. Introduction

The primary work of the EDI I NT working group (WG was to develop a
secure neans of transporting ED documents over the Internet. This
was described in the three W5 devel oped standards for secure
transport over SMIP ASl1 [ RFC3335], HITP AS2 [ RFC4130], and FTP AS3

[ RFC4823]. For nost uses of EDI, all relevant information to

conpl ete a single business transaction could be stored in a single
docunent. As adoption of EDIINT grew, new industries and busi nesses
began using AS2 and al so needed to include multiple documents in a
singl e nessage to conplete a trading-partner transaction. These
docunents were a variety of MME nedia types. This Informational RFC
descri bes how to use the MME nultipart/related body structure within
EDI | NT messages to store nultiple docunent attachments. Details of
conmputing the nessage integrity check (MC) value over this body are
covered. A nmnimmlisting of MME nmedia types to support within the
multipart/related body is given along with information on extracting
t hese docunents.

1.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Using Multiple Attachnments in EDI | NT
2.1. Miltipart/Related Structure

Mul tiple payl oad attachnents for EDI | NT nessages are stored within a
multipart/related M ME body [ RFC2387]. The nultipart/rel ated
structure allows nultiple MM attachnments or nessage payl oads to be
conmuni cated in a single structure and nessage.

The attached payl oads can be of any M ME content-type dependi ng on
the tradi ng-partner agreenment, but Section 2.5 lists the
content-types that MJST be supported. The use and format of the
multipart/ related body follows the rules in RFC 2387 [ RFC2387],
including the required type paraneter to determ ne the root body
part. The use of the optional start paraneter i s RECOVMENDED.
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2.2. EDI| NT- Feat ures Header

To indicate support for nultiple attachments (MAs), an EDI I NT
application MIUST use the EDI I NT-Features header [ RFC6017]. The

EDI | NT- Feat ures header indicates that the instance application can
support various features, such as certification exchange. The header
is present in all nmessages fromthe instance application, not just
those that feature certification exchange.

For applications inplementing multiple attachnments, the
MA- Feat ur e- Nane MUST be used within the EDI | NT-Feat ures header as
listed in this ABNF [ RFC5234] syntax:

MA- Feat ure- Nane = "mul tipl e-attachnents"

An exanpl e of the EDI I NT-Features header in a nessage from an
application supporting MA

EDI | NT- Features: multiple-attachments
2.3. MC Calculation

M C calculation in an EDI I NT nessage with nultiple attachnents is
perforned in the sane manner as for a single ED payload. The only
difference is calculating the nessage integrity check (MC) over the
whol e nultipart/related body rather than a single ED payl oad.
Section 5.2.1 of AS1 [RFC3335] and Section 4 of EDI I NT COMPRESSI ON

[ RFC5402] describe the MC cal cul ations used for a single payl oad
docunent within an EDI I NT nmessage. The approach is sunmarized bel ow
for the nultipart/related body. Refer to stated sections above for
nore details.

For a conpressed but unsigned nessage, regardl ess of encryption, the
MC is calculated over the unconpressed nultipart/rel ated body

i ncludi ng any applied Content-Transfer-Encoding. The body MJIST be
canoni cal i zed according to the procedure described in the underlying
transport protocol (e.g., HITP AS2 [ RFC4130]) before the MCis

cal cul at ed

For an encrypted but unsigned and unconpressed nessage, the MCis
cal cul ated on the decrypted nmultipart/related body, including the
header and all attached docunents. The body MJUST be canonicali zed
according to the procedure described in the underlying transport
protocol (e.g., HITP AS2 [ RFC4130]) before the MC is cal cul at ed.
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2.

2.

4.

5.

For an unsi gned and unencrypted nessage, the M C is calcul ated over
the data inside the multipart/rel ated boundaries prior to

Cont ent - Transf er - Encodi ng. However, unsi gned and unencrypted
nmessages SHOULD NOT be sent due to |lack of security.

If the expected M C value differs fromthe calcul ated M C val ue, al
attachnents MJUST be considered invalid and retransnitted.

Docunent Processing

Upon recei pt of an EDIINT nessage with nultiple attachnents, the
recei ving user agent MJST be able to extract the attached payl oads
fromthe nmessage rather than only renoving the nultipart/rel ated body
fromthe message. The storing or processing of the docunments as they
relate to the pending transaction is inplenentation dependent.
Content - Types to Support

Docunents of the following MM nedia types MAY be found in a

mul tipart/related body and MJUST be accepted by the user agent.
However, any nedia type can be used dependi ng upon industry need, and
other nedia types MAY be accepted dependi ng upon the trading-partner
agreenment. Please see [MMEREG for the definitions of the nedia
types |isted bel ow

appl i cation/ xm

appl i cati on/ pdf

appl i cati on/ nsword

application/rtf

application/octet-stream

application/zip

i mage/ gi f

i mage/tiff

i mage/ j peg

text/plain

Meador s I nf or mat i onal [ Page 5]



RFC 6362 Multiple Attachnments for EDI I NT August 2011

text/htm
text/rtf
text/xm

3. Exanpl e Message

Bel ow i s an exanple AS2 nessage that uses two attachnents. The first
attachnment is an XM. docunent, which is the root attachnment, and the
second attachnment is a PDF docunment. The content of both the XML and
PDF docunents, as well as the applied digital signature, has been
omtted for size consideration. This exanple is provided as an
illustration only and is not considered part of the specification

If the exanple conflicts with the definitions specified above or in
the other referenced RFCs, the exanple is considered invalid.

POST /as2 HITP/ 1.1
Host: www. exanpl e. com 8080
Connection: Cose, TE
Message- | D: <1109712943488@0. 65. 122. 242>
Subject: Miltiple Attachnment Exanple
Date: Tue, 01 Mar 2005 21:37:03 GMI
AS2- To: Tradi ngPart ner
AS2- From User
AS2-Version: 1.2
EDI | NT- Features: multipl e-attachments
Di sposition-Notification-To: http://ww. exanpl e. conf as2
Di sposition-Notification-Options:
si gned-r ecei pt - prot ocol =opti onal , pkcs7-si gnat ure;
si gned-recei pt-m cal g=optional , sha-1
Content-type: nultipart/signed;
prot ocol ="appl i cation/ pkcs7-si gnature"; m cal g=sha-1,;
boundar y=" QUTER- BOUNDARY"
Content-1ength: 207440

- - QUTER- BOUNDARY
Content-type: nultipart/rel ated; boundary="| NNER- BOUNDARY";
start="<root.attachnent>"; type="application/xmn"

- - | NNER- BOUNDARY

Content-type: application/xmn
Content-I1D. <root.attachnent>
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4.

[ XML DOCUMENT]

- - | NNER- BOUNDARY
Content-type: application/ pdf
Content-1D: <2nd. attachnent >

[ PDF DOCUMENT]
- - | NNER- BOUNDARY- -

- - QUTER- BOUNDARY
Content-type: application/pkcs7-signature

[ DI G TAL SI GNATURE]
- - OQUTER- BOUNDARY- -
Security Considerations

Mul tiple attachnments have security concerns that are very sinmlar to
those described in the three EDI I NT transport standards. These

i nclude the inportance of using strong cryptography and the necessity
of using valid certificates and chaining to a trusted certification
authority (CA). Please refer to these standards -- SMIP ASl

[ RFC3335], HTTP AS2 [ RFC4130], and FTP AS3 [ RFC4823] -- for details
of their security considerations.

The only additional security consideration is that if the MC
calculation by the user agent differs fromthe expected MC
calculation, all the attached docunents MJST be considered invalid.
Because the M C calculation is over the nultipart/rel ated body, the
M C validates the content integrity of all the docunents.
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