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Abst r act

Thi s docunent updates RFC 4944, "Transnission of |Pv6 Packets over

| EEE 802.15.4 Networks". This docunment specifies an | Pv6 header
conpression format for |1Pv6 packet delivery in Low Power Wreless
Personal Area Networks (6LOWPANs). The conpression fornat relies on
shared context to allow conpression of arbitrary prefixes. How the
information is naintained in that shared context is out of scope.
Thi s docunent specifies conpression of nulticast addresses and a
framework for conpressing next headers. UDP header conpression is
specified within this franmework

Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc6282
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I ntroduction

The [| EEE802. 15. 4] standard specifies an MIU of 127 bytes, vyielding
about 80 octets of actual Media Access Control (MAC) payload with
security enabled, on a wireless link with a |ink throughput of 250
kbps or | ess. The 6LoWPAN adaptation format [ RFC4944] was specified
to carry | Pv6 datagrans over such constrained links, taking into
account limted bandwi dth, nenory, or energy resources that are
expected in applications such as wirel ess sensor networks. [RFC4944]
defines a Mesh Addressing header to support sub-IP forwarding, a
Fragnent ati on header to support the IPv6 m ni mum MU requi r enent

[ RFC2460], and statel ess header conpression for |Pv6 datagrans
(LOWPAN HC1 and LOWPAN HC2) to reduce the relatively large | Pv6 and
UDP headers down to (in the best case) several bytes

LOAPAN HC1 and LOWPAN HC2 are insufficient for nost practical uses of
IPv6 in 6LOWPANs. LOWPAN HCl1 is nost effective for link-Iloca

uni cast conmuni cation, where | Pv6 addresses carry the |ink-1loca
prefix and an Interface ldentifier (11D) directly derived from | EEE
802. 15. 4 addresses. |In this case, both addresses may be conpletely
elided. However, though |ink-local addresses are comonly used for

| ocal protocol interactions such as I Pv6 Nei ghbor Discovery

[ RFC4861], DHCPv6 [ RFC3315], or routing protocols, they are usually
not used for application-layer data traffic, so the actual val ue of
this conpression mechanismis linited

Rout abl e addresses must be used when conmunicating with devices
external to the 6LOWPAN or in a route-over configuration where |P
forwardi ng occurs within the 6LoWPAN. For routabl e addresses,

LOANPAN HC1 requires both | Pv6 source and destination addresses to
carry the prefix in-line. |In cases where the Mesh Addressi ng header
is not used, the IID of a routable address nust be carried in-Iline.
However, LOWPAN HCl1 requires 64 bits for the 11D when carried in-line
and cannot be shortened even when it is derived fromthe | EEE

802. 15.4 16-bit short address. When the destination is an |IPv6
mul ti cast address, LOAPAN HCl requires the full 128-bit address to be
carried in-Iline.

As a result, this docunent defines an encoding format, LOAPAN | PHC,
for effective conpression of Unique Local, dobal, and multicast |Pv6
Addr esses based on shared state within contexts. In addition, this
docunent al so introduces a number of additional inprovenents over the
header conpression format defined in [ RFC4944].

LOAPAN | PHC al | ows for conpression of sonme conmonly used | Pv6 Hop
Limt values. |If the 6LOWPAN is a mesh-under stub, a Hop Limt of 1
for inbound and a default value such as 64 for outbound are usually
enough for application-layer data traffic. Additionally, a Hop Limt
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val ue of 255 is often used to verify that a conmmunicati on occurs over
a single-hop. This specification enables conpression of the | Pv6 Hop
Limt field in those combn cases, whereas LOAPAN HCl1 does not.

Thi s docunent al so defines LOAPAN_NHC, an encoding format for
arbitrary next headers. LOAPAN | PHC i ndi cates whether the foll ow ng
header is encoded using LOAPAN NHC. |If so, the bits immediately
followi ng the conpressed | Pv6 header start the LOAPAN_NHC encodi ng.
In contrast, LOAPAN HCl coul d be extended to support conpression of
next headers using LOAPAN HC2, but only for UDP, TCP, and | C\VPVv6.
Furthernore, the LOAPAN HC2 octet sits between the LOAPAN HCl oct et
and unconpressed | Pv6 header fields. This specification noves the
next header encoding bits to follow all |Pv6-related bits, allow ng
for a properly layered structure and direct support for |Pv6

ext ensi on headers.

Usi ng LOAPAN_NHC, this document defines a conpression nechanismfor
UDP. Wil e [RFC4944] defines a conpression nechanismfor UDP, that
mechani sm does not enabl e checksum conpressi on when rendered possi bl e
by additional upper-I|ayer nmechani snms such as upper-|ayer Message
Integrity Check (MC). This specification adds the capability to
elide the UDP checksum over the 6LOWPAN, which enabl es saving of a
further two octets.

Al so, using LOAPAN NHC, this docunent defines encoding fornats for
| Pv6-in-1Pv6 encapsul ation as well as | Pv6 Extension Headers. Wth
LOAPAN_HC1 and LOAPAN_HC2, chains of next headers cannot be encoded
efficiently.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Specific Updates to RFC 4944

Thi s docunent specifies a header conpression format that is intended
to replace that defined in Section 10 of [RFC4944]. Inplenmentation
of Section 10 of [RFC4944] is now NOT RECOMVENDED. New

i npl ement ati ons MAY i nmpl enent deconpressi on according to Section 10
of [ RFC4944] but SHOULD NOT send packets conpressed according to
Section 10 of [RFC4944].

A conpliant inplenmentation of [RFC4944] as updated by this docunent
MUST be able to properly process a packet received that makes use of
the provisions of this docunent. A conpliant inplenentation MAY

i npl enent addi ti onal LOWPAN NHC types (Section 4) that nmay be

& Thubert St andards Track [ Page 4]



RFC 6282 | Pv6 Datagrams on | EEE 802. 15.4 Sept ember 2011

Hui

registered (Section 5) in the future. It is out of scope of this
docunent how a conpressor |learns that a deconpressor has additiona
capabilities.

Section 5.3 of [RFC4944] al so defines how to fragment conpressed | Pv6
datagrans that do not fit within a single link frame. Section 5.3 of
[ RFC4944] defines the fragnent header’s datagram size and

dat agram of f set val ues as the size and offset of the | Pv6 datagram
bef ore conpression. As a result, all fragnment payl oad outside the
first fragment nust carry their respective portions of the |IPv6

dat agram bef ore conpression. This docunment does not change that
requirenent. Wien using the fragnentation nmechani smdescribed in
Section 5.3 of [RFC4944], any header that cannot fit within the first
fragment MUST NOT be conpressed

The header conpression format defined in this docunent preenpts the
ESC di spatch val ue defined in Section 5.1 of [RFC4944]. Instead, the
val ue of 01 000000 is reserved as a replacenent value for ESC, to be
finally assigned with the first assignnment of extension bytes.

| Pv6 Header Conpression

In this section, we define the LOAPAN | PHC encodi ng format for
conpressing the I Pv6 header. To enable effective conpression
LOANPAN | PHC relies on information pertaining to the entire 6LoWPAN.
LOWPAN_I| PHC assunes the following will be the commobn case for 6LOWPAN
conmuni cation: Version is 6; Traffic Cass and Fl ow Label are both
zero; Payload Length can be inferred fromlower |ayers fromeither

t he 6LoWPAN Fragnent ati on header or the |EEE 802.15.4 header; Hop
Limt will be set to a well-known val ue by the source; addresses
assigned to 6LOWPAN interfaces will be formed using the Iink-loca
prefix or a small set of routable prefixes assigned to the entire
6LOWPAN, addresses assigned to 6LoWPAN interfaces are formed with an
I1D derived directly fromeither the 64-bit extended or the 16-bit
short | EEE 802. 15. 4 addresses.

| Dispatch + LOAPAN | PHC (2-3 octets) | In-line | Pv6 Header Fields

Fi gure 1: LOAPAN_| PHC Header

The LOWPAN | PHC encoding utilizes 13 bits, 5 of which are taken from
the rightnost bits of the dispatch type. The encoding may be
ext ended by another octet to support additional contexts. Any
i nformati on fromthe unconpressed | Pv6 header fields carried in-line
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foll ow the LOAPAN | PHC encodi ng, as shown in Figure 1. 1In the best
case, the LOAPAN | PHC can conpress the | Pv6 header down to two octets
(the dispatch octet and the LOAPAN | PHC encoding) with |ink-Iocal
comuni cati on.

When routing over multiple I P hops, LOAPAN | PHC can conpress the | Pv6
header down to 7 octets (1-octet dispatch, 1-octet LOANPAN | PHC,
1-octet Hop Limit, 2-octet Source Address, and 2-octet Destination
Address). The Hop Limt may not be conpressed because it needs to
decremented at each hop and may take any value. Stateful address
conpression nust be applied to the source and destination | Pv6

addr esses because they do not statelessly match the source and
destination |link-layer addresses on internmedi ate hops.

LOAWPAN_I PHC Encodi ng For nat

This section specifies the format of the LOAPAN | PHC encodi ng t hat
descri bes how an | Pv6 header is conpressed. The encoding can be 2
octets long for the base encoding or 3 octets |ong when an additional
context encoding is present. The |Pv6 header fields that are not
fully elided are placed imediately after the LOAPAN | PHC, either in
a conpressed formif the field is partially elided or literally.

1. Base For mat
0 1

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5
S AR g S S S

| O] 2] 1] TF |NH| HUM |CIDSAC SAM | M|DAC| DAM |
B T ST LT T S T I
Fi gure 2: LOAPAN_I PHC base Encodi ng

TF: Traffic O ass, Flow Label: As specified in [RFC3168], the 8-bit
IPv6 Traffic Class field is split into two fields: 2-bit Explicit
Congestion Notification (ECN) and 6-bit Differentiated Services
Code Poi nt (DSCP).
00: ECN + DSCP + 4-bit Pad + Fl ow Label (4 bytes)
01: ECN + 2-bit Pad + Flow Label (3 bytes), DSCP is elided.
10: ECN + DSCP (1 byte), Flow Label is elided.

11: Traffic dass and Fl ow Label are elided.
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NH: Next Header:
O0: Full 8 bits for Next Header are carried in-Iline.

1: The Next Header field is conpressed and the next header is
encoded usi ng LOAPAN NHC, which is discussed in Section 4.1.

HLIM Hop Linmt:
00: The Hop Limt field is carried in-line.
01: The Hop Limt field is conpressed and the hop limt is 1
10: The Hop Limt field is conpressed and the hop linit is 64.
11: The Hop Limt field is conpressed and the hop linmt is 255.
CID: Context ldentifier Extension
0: No additional 8-bit Context ldentifier Extension is used. |If
cont ext - based conpression is specified in either Source Address
Conpression (SAC) or Destination Address Conpression (DAC),

context O is used.

1: An additional 8-bit Context Identifier Extension field
i medi ately follows the Destination Address Mdde (DAM fi el d.

SAC:. Source Address Conpression
0: Source address conpression uses statel ess conpression

1. Source address conpression uses stateful, context-based
conpr essi on.

SAM Sour ce Address Mode
I f SAC=0:
00: 128 bits. The full address is carried in-Iline.
01: 64 bits. The first 64-bits of the address are elided.

The val ue of those bits is the link-local prefix padded wth
zeros. The remaining 64 bits are carried in-line.
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10: 16 bits. The first 112 bits of the address are eli ded.
The value of the first 64 bits is the Iink-1ocal prefix
padded with zeros. The following 64 bits are 0000: O0ff:
f e00: XXXX, where XXXX are the 16 bits carried in-Iine.

11: O bits. The address is fully elided. The first 64 bits
of the address are the link-local prefix padded with zeros.
The remaining 64 bits are conputed fromthe encapsul ating
header (e.g., 802.15.4 or |Pv6 source address) as specified
in Section 3.2.2.

I f SAC=1:
00: The UNSPECI FI ED addr ess,

01: 64 bits. The address is derived using context information
and the 64 bits carried in-line. Bits covered by context
informati on are always used. Any IID bits not covered by
context information are taken directly fromthe
corresponding bits carried in-line. Any remaining bits are
zero.

10: 16 bits. The address is derived using context information
and the 16 bits carried in-line. Bits covered by context
informati on are always used. Any IID bits not covered by
context information are taken directly fromtheir
corresponding bits in the 16-bit to |IID mapping gi ven by
0000: 00f f: f e00: XXXX, where XXXX are the 16 bits carried in-
line. Any remamining bits are zero

11: O bits. The address is fully elided and is derived using
context information and the encapsul ati ng header (e.g.
802. 15.4 or 1Pv6 source address). Bits covered by context
informati on are always used. Any IID bits not covered by
context information are conputed fromthe encapsul ating
header as specified in Section 3.2.2. Any renmining bits
are zero.

M Ml ticast Conpression
0: Destination address is not a nulticast address.

1: Destination address is a nulticast address.
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DAC. Destination Address Conpression
0: Destination address conpression uses statel ess conpression

1: Destination address conpression uses stateful, context-based
conpr essi on.

DAM Destinati on Address Mbde:

If MO and DAC=0 This case matches SAC=0 but for the destination
addr ess:

00: 128 bits. The full address is carried in-Iine.

01: 64 bits. The first 64-bits of the address are elided.
The value of those bits is the link-1ocal prefix padded wth
zeros. The remaining 64 bits are carried in-line.

10: 16 bits. The first 112 bits of the address are elided.
The value of the first 64 bits is the Iink-1ocal prefix
padded with zeros. The following 64 bits are 0000: O0ff:
f e00: XXXX, where XXXX are the 16 bits carried in-Iine.

11: O bits. The address is fully elided. The first 64 bits
of the address are the link-local prefix padded with zeros.
The remaining 64 bits are conmputed fromthe encapsul ating
header (e.g., 802.15.4 or |Pv6 destination address) as
specified in Section 3.2.2.

If MO and DAC=1
00: Reser ved

01: 64 bits. The address is derived using context information
and the 64 bits carried in-line. Bits covered by context
informati on are always used. Any IID bits not covered by
context information are taken directly fromthe
corresponding bits carried in-line. Any remaining bits are
zero.

10: 16 bits. The address is derived using context information
and the 16 bits carried in-line. Bits covered by context
informati on are always used. Any IID bits not covered by
context information are taken directly fromtheir
corresponding bits in the 16-bit to |IID mapping gi ven by
0000: 00f f: f e00: XXXX, where XXXX are the 16 bits carried in-
line. Any remaining bits are zero
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11: O bits. The address is fully elided and is derived using
context information and the encapsul ati ng header (e.g.
802. 15.4 or 1Pv6 destination address). Bits covered by
context information are always used. Any |ID bits not
covered by context information are conputed fromthe
encapsul ati ng header as specified in Section 3.2.2. Any
renmaining bits are zero

If M=l and DAC=O0:
00: 128 bits. The full address is carried in-line.
01: 48 bits. The address takes the form ff XX : 00XX: XXXX: XXXX
10: 32 bits. The address takes the form ff XX : 00XX: XXXX.
11: 8 bits. The address takes the form ff02::00XX.
If M=l and DAC=1:
00: 48 bits. This format is designed to match Unicast-Prefix-
based | Pv6 Miulticast Addresses as defined in [RFC3306] and
[ RFC3956]. The nulticast address takes the form ff XX XXLL:
PPPP: PPPP: PPPP: PPPP: XXXX: XXXX. where the X are the nibbles
that are carried in-line, in the order in which they appear
inthis format. P denotes nibbles used to encode the prefix
itself. L denotes nibbles used to encode the prefix |ength.
The prefix information P and L is taken fromthe specified
cont ext .
01: reserved
10: reserved

11: reserved

3.1.2. Context ldentifier Extension

Hui

This specification expects that a conceptual context is shared

bet ween the node that conpresses a packet and the node(s) that needs
to expand it. How the contexts are shared and maintained is out of
scope. Wiat information is contained within a context infornmation is
out of scope. Actions in response to unknown and/or invalid contexts
are out of scope. The specification enables a node to use up to 16
contexts. The context used to encode the source address does not
have to be the sane as the context used to encode the destination
addr ess.
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If the CIDfield is set to "1 in the LOAPAN | PHC encodi ng, then an
addi tional octet extends the LOAPAN_| PHC encoding follow ng the DAM
bits but before the IPv6 header fields that are carried in-line. The
additional octet identifies the pair of contexts to be used when the
| Pv6 source and/or destination address is conpressed. The context
identifier is 4 bits for each address, supporting up to 16 contexts.
Context O is the default context. The encoding is shown in Figure 3.

0 1 2 3 4 5 6 7
A A MRS
| SCl | DCl |
S

Fi gure 3: LOAPAN_| PHC Encodi ng

SCl: Source Context ldentifier. Ildentifies the prefix that is used
when the |1 Pv6 source address is statefully conpressed.

DCl: Destination Context ldentifier. Ildentifies the prefix that is
used when the | Pv6 destination address is statefully conpressed.

| Pv6 Header Encoding

Fields carried in-line (in part or in whole) appear in the sane order
as they do in the | Pv6 header fornmat [RFC2460]. The Version field is
al ways elided. Unicast |Pv6 addresses nmay be conpressed to 64 or 16
bits or conpletely elided. Milticast |Pv6 addresses nmay be
conpressed to 8, 32, or 48 bits. The I1Pv6 Payload Length field MJST
al ways be elided and inferred fromlower |ayers using the 6LoOWAN
Fragnent ati on header or the | EEE 802. 15. 4 header

1. Traffic dass and Fl ow Label Conpression

The Traffic Class field in the | Pv6 header conprises 6 bits of
Diffserv extension [RFC2474] and 2 bits of Explicit Congestion
Notification (ECN) [ RFC3168]. The TF field in the LOAPAN | PHC
encodi ng indicates whether the Traffic Oass and Fl ow Label are
carried in-line in the conpressed | Pv6 header. Wen Flow Label is
included while the Traffic Cass is conpressed, an additional 4 bits
are included to maintain byte alignnent. Two of the 4 bits contain
the ECN bits fromthe Traffic O ass field.

To ensure that the ECN bits appear in the same |ocation for al

encodi ngs that include them the Traffic Class field is rotated right
by 2 bits in the conpressed | Pv6 header. The encodi ngs are shown

bel ow.
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1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| ECN| DSCP | rsv | Fl ow Label |
B T e o i S I i i S S N iy St S I S S

Figure 4: TF = 00: Traffic Class and Fl ow Label carried in-line

1 2
012345678901234567890123
B S T i s s oI S S SN S S S S S e
| ECN| rsv| FI ow Label |
e i i s e S O e i e ok S ST TR SN B SR S

Figure 5: TF = 01: Flow Label carried in-line

01234567
B T
| ECN| DSCP |
T

Figure 6: TF = 10: Traffic Class carried in-line
2. Deriving IIDs fromthe Encapsul ati ng Header

LOAPAN_| PHC el ides the |1 Ds of source or destination addresses when
SAM = 3 or DAM = 3, respectively. 1In this node, the IIDis derived
fromthe encapsul ati ng header. Wen the encapsul ati ng header carries
| Pv6 addresses, bits for the source and destinati on addresses are
copied fromthe source and destination addresses of the encapsul ating
| Pv6 header.

The remai nder of this section defines the mapping from | EEE 802. 15. 4
[ EEEB02. 15. 4] |ink-1ayer addresses to IIDs for both short and

ext ended | EEE 802. 15.4 addresses. |I1D bits not covered by the
context information MAY be elided if they match the Iink-Iayer
address mappi ng and MJUST NOT be elided if they do not.

An extended | EEE 802. 15.4 address takes the formof an | EEE EUl - 64
address. Generating an |ID froman extended address is identical to
that defined in Appendix A of [RFC4291]. The only change needed to
transforman |EEE EU -64 identifier to an interface identifier is to
invert the universal/local bit.
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A short | EEE 802.15.4 address is 16 bits in length. Short addresses
are mapped into the restricted space of | EEE EU - 64 addresses by
setting the niddle 16 bits to Oxfffe, the bottom 16 bits to the short
address, and all other bits to zero. As a result, an IID generated
froma short address has the form

0000: 00f f: f e00: XXXX

where XXXX carries the short address. The universal/local bit is
zero to indicate |ocal scope.

This mapping for non-EU -64 identifiers differs fromthat presented
in Appendi x A of [RFC4291]. Using the restricted space ensures no
overlap with II Ds generated fromunrestricted | EEE EU - 64 addresses.
Al'so, including Oxfffe in the mddle of the IID hel ps avoid overl ap
with other locally managed |1 Ds.

This mapping froma short | EEE 802.15.4 address to 64-bit IIDs is
al so used to reconstruct any part of an |1 D not covered by context
i nformation.

3.2.3. Stateless Milticast Address Conpression

LOWPAN | PHC supports statel ess conpression of multicast addresses
when M= 1 and DAC = 0. An IPv6 nulticast address nay be conpressed
down to 48, 32, or 8 bits using stateless conpression. The fornat
supports conpression of the Solicited-Node Miulticast Address (ffO02:
1:ff XX XXXX) as well as any I Pv6 nulticast address where the upper
bits of the nulticast group identifier are zero. The 8-bit
conpressed formonly carries the least-significant bits of the

mul ticast group identifier. The 48- and 32-bit conpressed forns
carry the nulticast scope and flags in-line, in addition to the

| east-significant bits of the nmulticast group identifier

1 2 3
01234567890123456789012345678901
B T S S S i T it N S S S St SN
ags | Scope | Group ldentifier |
B T it i i S O Tk s s S S S S
Goup ldentifier |
B i i T s i e S T

+ T+

+— +— +

Figure 7. DAM = 01. 48-bit Conpressed Milticast Address
(ffFS:: 00GG GCGG GEEG)
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1 2 3
01234567890123456789012345678901
Bl o T e e e e S s i e o S S O e S =
Fl ags | Scope | G oup ldentifier |
B i i i S S R ih s s I S S o O S S

+— +

Figure 8. DAM = 10. 32-bit Conpressed Milticast Address
(ffFS::00GG GG

01234567
B ik i SN
| Goup ID |
B S S

Figure 9: DAM = 11. 8-bit Conpressed Milticast Address (ff02::GQ
2.4. Stateful Milticast Address Conpression

LOWPAN | PHC supports stateful conpression of nulticast addresses when
M= 1 and DAC = 1. This docunent currently defines DAM = 00:

cont ext - based conpressi on of Unicast-Prefix-based | Pv6 Mil ticast

Addr esses [ RFC3306] [ RFC3956]. In particular, the Prefix Length and
Network Prefix can be taken froma context. As a result, LOAPAN | PHC
can conpress a Unicast-Prefix-based IPv6 Milticast Address down to 6
octets by only carrying the 4-bit Flags, 4-bit Scope, 8-bit
Rendezvous Point Interface ID (RIID), and 32-bit Goup lIdentifier in-
I'ine.

1 2 3
01234567890123456789012345678901
i i S S il S S DR S S S S
Flags | Scope | Rsvd / RIID | Group ldentifier |
B S i s i S T S S S i S n i
Goup ldentifier |
B i i T s i e S T

+— +— +

Figure 10: DAM = 00. Unicast-Prefix-based | Pv6 Milticast
Addr ess Conpr essi on

Note that the Reserved field MIUST carry the reserved bits fromthe
mul ti cast address format as described in [ RFC3306]. When a
Rendezvous Point is encoded in the nmulticast address as described in
[ RFC3956], the Reserved field carries the RIID bits in-line.
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| Pv6 Next Header Conpression

LOAPAN_| PHC el ides the | Pv6 Next Header field when the NH bit is set
to 1. This also indicates the use of 6LOWPAN next header
conpressi on, LOAPAN NHC. The value of |1Pv6 Next Header is recovered
fromthe first bits in the LOAPAN NHC encoding. The following bits
are specific to the I Pv6 Next Header value. Figure 11 shows the
structure of an | Pv6 dat agram conpressed usi ng LOAPAN | PHC and
LOAPAN_NHC.

| LOAPAN_IPHC | In-line | LOAPAN_NHC | In-line Next | Payl oad
| Encodi ng | IP Fields | Encodi ng | Header Fiel ds

Figure 11: Typi cal LOAPAN_I PHC/ LOAPAN _NHC Header Confi guration
LOAPAN_NHC For mat

Conpression formats for different next headers are identified by a
vari able-length bit-pattern imediately foll owi ng the LOAPAN | PHC
conpressed header. Wen defining a next header conpression formt,
the nunber of bits used SHOULD be determined by the perceived
frequency of using that fornat. However, the nunber of bits and any
remai ni ng encoding bits SHOULD respect octet alignment. The
following bits are specific to the next header conpression format.
Thi s docunent defines a conpression format for | Pv6 Extension and UDP
headers.

Fi gure 12: LOAPAN_NHC Encodi ng
| Pv6 Extension Header Conpression

A necessary property of encoding headers using LOAPAN NHC is that the
i medi ately precedi ng header must be encoded using either LOAPAN | PHC
or LOAPAN NHC. In other words, all headers encoded using the 6LOoWPAN
encodi ng format defined in this docunment must be contiguous. As a
result, this docunent defines a set of LOAPAN NHC encodi ngs for

sel ected | Pv6 Extension Headers such that the UDP Header Conpression
defined in Section 4.3 may be used in the presence of those extension
headers.
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The LOWPAN NHC encodi ngs for | Pv6 Extension Headers are conposed of a
singl e LOAPAN_NHC octet followed by the | Pv6 Extension Header. The
format of the LOAPAN_NHC octet is shown in Figure 13. The first 7
bits serve as an identifier for the | Pv6 Extension Header inmediately
followi ng the LOAPAN NHC octet. The remaining bit indicates whether
or not the follow ng header utilizes LOANPAN NHC encodi ng.
o 1 2 3 4 5 6 7

Ik LRk S I e TR

| 1] 2] 1] 0| EI D | NH |

B T S S T e o

Fi gure 13: |1 Pv6 Extension Header Encoding

EID: |1 Pv6 Extension Header |ID:

0: 1 Pv6 Hop-by-Hop Options Header [RFC2460]

1. 1 Pv6 Routing Header [ RFC2460]

2: I Pv6 Fragnent Header [RFC2460]

3: I Pv6 Destination Options Header [ RFC2460]

4: | Pv6 Mbility Header [ RFC6275]

5: Reserved

6: Reserved

7: | Pv6 Header
NH: Next Header:

0: Full 8 bits for Next Header are carried in-line.

1: The Next Header field is elided and the next header is encoded
usi ng LOAPAN NHC, which is discussed in Section 4.1.

For the nost part, the | Pv6 Extension Header is carried unnodified in
the bytes inmediately foll owing the LOAPAN NHC octet, with two
i mportant exceptions: Length field and Next Header field.

The Next Header field contained in |IPv6 Extension Headers is elided
when the NH bit is set in the LOAPAN NHC encodi ng octet. Note that
doing so allows LOAPAN NHC to utilize no nore overhead than the non-
encoded | Pv6 Extensi on Header.
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The Length field contained in a conpressed | Pv6 Extension Header

i ndi cates the nunber of octets that pertain to the (conpressed)

ext ensi on header following the Length field. Note that this changes
the Length field definition in [ RFC2460] from i ndi cating the header
size in 8-octet units, not including the first 8 octets. Changing
the Length field to be in units of octets renoves wasteful interna
fragment ati on.

| Pv6 Hop-by-Hop and Destination Options Headers may use a trailing
Padl or PadN to achi eve 8-octet alignment. Wen there is a single
trailing Padl or PadN option of 7 octets or |ess and the containing
header is a nultiple of 8 octets, the trailing Padl or PadN option
MAY be elided by the conpressor. A deconpressor MJST ensure that the
contai ni ng header is padded out to a multiple of 8 octets in |ength,
using a Padl or PadN option if necessary. Note that Padl and PadN
options that appear in |locations other than the end MJST be carried
in-line as they are used to align subsequent options.

Note that specifying units in octets neans that LOAPAN NHC MUST NOT
be used to encode | Pv6 Extension Headers that have nore than 255
octets following the Length field after conpression

When the identified next header is an | Pv6 Header (EID=7), the NH bit
of the LOAPAN _NHC encoding is unused and MJUST be set to zero. The
foll owi ng bytes MJUST be encoded using LOAPAN | PHC as defined in
Section 3.

UDP Header Conpression

Thi s docunent defines a conpression format for UDP headers using
LOAPAN NHC. The UDP conpression format is shown in Figure 14. Bits
0 through 4 represent the NHC ID and ' 11110’ indicates the specific
UDP header conpression encodi ng defined in this section

1. Conpressing UDP Ports

This specification allows a particular range of ports nunber (0xfObO
to OxfObf) to be conpressed down to 4 bits. This is a statel ess
conpression that is inherited from|[RFC4944], as opposed to a new
stateful conpression.

The range of ports conpressible down to 4 bits is not in a reserved
range. A network stack inplenmentation that is designed to

communi cate over a 6LOWPAN shoul d avoid using those ports as dynanic
ports whenever possible.
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Considering that this represents only 16 contiguous ports, it can be
expected that many inconpatible applications will use the sanme val ue
of port nunbers for their own end-to-end needs. Thus, a port nunber
in the (OxfObO to OxfObf) range provides very little information
about the application at the renote end.

The overl oadi ng of the OxfObX ports increases the risk of getting the
wong type of payload and nmisinterpreting the content conpared to
ports that are reserved at IANA. As a result, it is reconmended that
the use of those ports be associated with a mechani smsuch as a
Transport Layer Security (TLS) [RFC5246] Message Integrity Check
(MC that nekes sure that the content is what is expected and is
checked.

4.3.2. Conpressing UDP Checksum

Hui

The UDP checksum operation is mandatory with | Pv6 [ RFC2460] for al
packets. For that reason, [RFC4944] disall ows the conpression of the
UDP checksum

Wth this specification, a conpressor in the source transport
endpoi nt MAY elide the UDP Checksumif it is authorized by the upper

| ayer. The conpressor MJST NOT set the C bit unless it has received
such aut horization. Requiring upper-layer authorization ensures that
the intended transport peer will have sufficient neans to deal with
any data corruption that occurs before reaching the destination. The
upper layer MJST NOT provide the authorization unless one of the

foll owi ng cases is satisfied:

Tunneling: 1In this case, 6LOWAN is deployed as a wirel ess pseudo-
fieldbus by tunneling existing field protocols over UDP. If the
tunnel ed Protocol Data Unit (PDU) possesses its own addressing,
security and integrity check (e.g., |Psec Encapsul ating Security
Payl oad tunnel node [ RFC4303] or | P over UDP encapsul ation), the
tunnel i ng mechani sm MAY aut hori ze eliding the UDP checksumin
order to save on the encapsul ati on over head.

Message Integrity Check: In this case, either |Psec Authentication
Header [RFC4302] or sone other formof integrity check in the UDP
payl oad that covers at |east the same information as the UDP
checksum ( pseudo- header, data) and has at |east the sane strength.

To help ensure that the UDP Checksumwi || be properly restored when
expandi ng a 6LOoWPAN packet, an additional integrity check (e.g., a
Layer 2 (L2) Message Integrity Check) MJST be used whenever
transmitting link frames that carry a conpressed UDP dat agram t hat
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elides the checksum Wthout this additional integrity check, a UDP
packet may be delivered to an uni ntended destination since corruption
in data covered by the pseudo-header can go undetected.

A compressor MJST verify the UDP Checksum before it is elided and
MUST ensure that the additional integrity check is in place before
verifying and eliding the checksum |If verification of the UDP
Checksum fails, the conpressor MJST drop the packet.

A deconpressor that expands a 6LOWPAN packet with the C bit set MJST
comput e the UDP Checksum on behal f of the source node and pl ace that
value in the restored UDP header as specified in the incunbent
standards [ RFCO768], [RFC2460]. The deconpressor MJST unanbi guously
determine that an additional integrity check was put in place by the
conpressor and verify the integrity check and SHOULD do so after
restoring the UDP Checksum |f the deconpressor cannot unanbi guously
determ ne the presence of an integrity check or verification fails,

t he deconpressor MJST drop the packet.

The recomended ordering of conmputing and verifying the UDP Checksum
and additional integrity check ensures that data is never stored
unprotected in nenory. |In practice, functionality separation between
| ayers may preclude the reconmended ordering. However, inplenentors
shoul d take special note and understand the risks when dealing with
unprotected data covered by the pseudo- header

To allow i nternedi ate nodes to conpress the UDP Checksum a
forwardi ng node MAY infer upper-layer authorization for an incom ng
packet if it has the C bit set and it can unanbi guously determ ne
that an integrity check covering the same data as the UDP Checksum
was in place while the UDP Checksum was elided. A forwarding node
MJUST NOT infer authorization if it cannot unambi guously determ ne the
presence of and verify an integrity check while the UDP Checksum was
el i ded.
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4.3.3. UDP LOAPAN_NHC For mat

0 1 2 3 4 5 6 7
M S S S

11110 C| P |
I S

Fi gure 14: UDP Header Encodi ng
C. Checksum
0: Al 16 bits of Checksumare carried in-line.

1: Al 16 bits of Checksumare elided. The Checksumis recovered
by reconputing it on the 6LOWPAN term nati on point.

P. Ports:

00: Al 16 bits for both Source Port and Destination Port are
carried in-line.

01: Al 16 bits for Source Port are carried in-Iine. First 8
bits of Destination Port is OxfO and elided. The remaining 8
bits of Destination Port are carried in-Iine.

10: First 8 bits of Source Port are OxfO and elided. The
remaining 8 bits of Source Port are carried in-line. Al 16
bits for Destination Port are carried in-Iine.

11: First 12 bits of both Source Port and Destination Port are
OxfOb and elided. The renmaining 4 bits for each are carried
in-line.

Fields carried in-line (in part or in whole) appear in the same order
as they do in the UDP header format [RFCO768]. The UDP Length field
MUST al ways be elided and is inferred fromlower |ayers using the
6LOoWPAN Fragnent ati on header or the | EEE 802. 15. 4 header

5. | ANA Consi derati ons
Thi s docunent defines a new | Pv6 header conpression format for
6LOWPAN. The docunent allocates the followi ng 32 Dispatch type field
val ues for LOWPAN | PHC
01 100000

t hr ough
01 111111
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Thi s assignnent preenpts the assignnent of 01 111111 for ESC

[ RFC4944]; this preenption is possible because extension bytes that
woul d enabl e the use of ESC have not been allocated yet. Instead,
t he val ue:

01 000000

is reserved as a replacenent value for ESC, to be finally assigned
with the first assignnent of extension bytes.

Thi s docunent also creates a new | ANA registry for the LOAPAN_NHC
header type, with the following initial content:

00000000 to 11011111: (unassi gned)

1110000N: | Pv6 Hop-by-Hop Options Header [ RFC6282]
1110001N: 1Pv6 Routing Header [ RFC6282]
1110010N: 1Pv6 Fragnent Header [ RFC6282]
1110011N: 1 Pv6 Destination Options Header [ RFC6282]
1110100N: 1 Pv6 Mbility Header [ RFC6282]
1110111N: | Pv6 Header [ RFC6282]
11110CPP: UDP Header [ RFC6282]

11111000 to 11111110: (unassigned)

Capital letters in bit positions represent class-specific bit
assignnents. N indicates whether or not additional LOAPAN NHC
encodi ngs follow, as defined in Section 4.2. CPP represents

vari abl es specific to UDP header conpression defined in Section 4.3.

The policy for this registry [ RFC5226] is |ETF Review. In this
process, new val ues SHOULD be assigned in a way that preserves the
NHC | D abstraction of Section 4 (i.e., k one-bits followed by one
zero-bit identify the general class of NHC, followed by class-
specific bit assignnents).

6. Security Considerations

The definition of LOAPAN | PHC pernits the conpression of header

i nformati on on comruni cation that could take place in its absence,
albeit in a less efficient form It recognizes that a | EEE 802.15.4
PAN rmay have associated with it a nunber of prefixes through shared
context. How the shared context is assigned and managed i s beyond
the scope of this docunent.

The overl oadi ng of the OxfObX ports increases the risk of getting the

wong type of payload and nmisinterpreting the content conpared to
ports that reserved at IANA. It is thus recommended that the use of
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those ports be associated with a nechani sm such as a Transport Layer
Security (TLS) [ RFC5246] Message Integrity Check (MC) that validates
that the content is expected and checked for integrity.
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