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Regi onal Broadcast Using an At nospheric Link Layer
Abst r act

Broadcasting is a technology that has been largely discarded in favor
of technologies like multicast. This docunent builds on RFC 919 and
describes a nore efficient routing nechani smfor broadcast packets
destined for multiple Local Area Networks (LANs) or Metropolitan Area
Net wor ks (MANs) using an alternative link layer. It significantly
reduces congestion on network equi pnent and does not require
addi ti onal physical infrastructure investnent.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for infornational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunment at
its discretion and makes no statenment about its value for

i npl ement ati on or depl oynent. Docunents approved for publication by
the RFC Editor are not a candidate for any |l evel of I|nternet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6217

Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document.

Ritter Experi ment al [ Page 1]



RFC 6217 Regi onal Broadcast 1 April 2011

Tabl e of Contents

1. IntroduCti On . ... 2
2. Term nol OQY ..o 2
3. Limtati ONS ... 2
4. Physical Layer ...... ... e 3
5. Frane Format in the OSI Mdel ........ ... . .. . . . . . . i 3
5.1. Data Link Layer . ... ... 3
5.2, Network Layer . ... ... 3
5.3, Transport Layer . ... ... 4
B. ReCEePli ON ... 6
7. Datagram Transm SSi ON . ... ...t e e e e 6
7.1. Chemical Approach to the Atnospheric Link Layer ............ 6
7.2, Locati ON ... 7
7.3. Physical Layer Conditions ............ .. ... 7
8. References ..... ... 8
8.1. Normative References .......... . ... 8
8.2. Informative References .......... .. .. 8
1. Introduction

RFC 919 [1] defines a nethod for broadcasting packets to a |l oca
network. 1t assunes that data |ink |ayers support efficient
broadcasting. In the years since RFC 919 was witten, Local Area
Net wor ks have grown exponentially in size, and frequently they are
not geographically | ocal

This RFC proposes a new data link layer that scales efficiently to a
geographically | ocal network and, depending on visibility, to an
entire Metropolitan Area Network. By using a different transm ssion
medi um the broadcast traffic does not inpact current inter- or
intra-network routed traffic. It also nmakes use of a widely

avail able infrastructure that is in use in all major cities and,
surprisingly, rural and under-devel oped | ocations as well

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.

3. Limtations

This RFC does not propose solutions to all problens. Just as RFC 919
was unconcerned with reliability, we also do not guarantee that hosts
recei ve datagrans sent. Hosts may not receive packets for a variety
of reasons, anong them weather conditions, |ine of sight, sleep
patterns, and distraction. A best-effort delivery approach is taken
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These limtations do i npact the useful ness of the proposal, but
organi zations serious about distributing information in this fashion
can overcone these obstacles with relatively little difficulty.

4. Physical Layer

The physical layer used is nade up primarily of nitrogen and oxygen
at a pressure of 101.3 kilopascal at sea level, but dropping to about
hal f that pressure at operating altitudes. M croscopic residue or
trace elenments may exist in the transm ssion nedi um dependi ng on

| ocal formation properties.

This residue may include argon, carbon dioxide, neon, helium

chl ori de anions, sul fur dioxide, and other nolecul es occurring at
very low mixtures. It is comon for there to be sone degree of
gaseous di hydrogen nonoxi de present. These trace nol ecul es usually
do not inpede the broadcast, although further details on datagram
transm ssion follow

5. Franme Format in the OSI Mbdel

It is always a challenge to design a protocol that allows enough
flexibility for future adaptation while keeping it efficient in size
-- and for this nmedium size and conplexity of the header are of
particular concern. For this reason, this RFC proposes
reconmendations for the Data Link, Network, and Transport Layers.

| mpl enent ati ons MAY use any protocol that fits their needs for the
Net wor k and Transport Layers. They SHOULD consi der how different
protocols nay be interpreted by recipients of the nessage and choose
the nost effective protocol available. The protocols defined have
been designed to all ow naxi mum ease of interpretation, so their use
i s encouraged.

5.1. Data Link Layer

The Data Link Layer is primarily concerned with transmitting

dat agrans bet ween adj acent nodes, and it is unnecessary here since we
only support broadcast transmnission. |Inplenmenters MJUST NOT
encapsul ate packets in a link |ayer protocol

5.2. Network Layer
Wien designing a protocol for the Network Layer, it nakes sense to
consi der existing protocols in this layer and reference their

strengths and weaknesses. Looking at |Pv4/6, we can see their header
structures include several fields unnecessary for our purposes:
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Destination, TTL (Time to Live), DSCP (Diffserv Code Point), ECN
(Explicit Congestion Notification), Hop Linmits, and so on. W can
design a nuch nore conpact protocol thusly:

Figure 1: Layout of the Datagram

Content - A variable-length field containing the encapsul ation of
hi gher -1 evel protocols.

Source - The sender of the nessage. A transm ssion MJST choose one
of the follow ng representati ons of the source:
- I Pv4 address in dot-decimal notation (e.g., 192.168.1.1)
| Pv6 address in standard notation (RFC 5952 [2])
- tel ephone nunber in E 123 notation
- electronic mail address in E. 123 notation
- Uniform Resource Identifier (RFC 3986 [3])
- geographi c address

The Source field MIST be present -- to send a nessage anonynously, a
sender MJST use one of the reserved entries of the different types.
Reserved Entries for tel ephone nunbers vary by region; for exanple,
in North America they are 555-0100 to 555-0199. Reserved entries for
| Pv4 (RFC 5735 [4]), I Pv6 (RFC 5156 [5]), and URI's (RFC 2606 [6]) nay
be found in their respective RFCs. The concept of a region defined
by honbgeneous comuni cati on characteristics has been put forward
already in [7], so geographic addressing anbiguities may be resol ved
by conmunity standards.

Because the nessage is sent to a specific geographical region, nore
leniency is available in source addressing, but requirenments may be
i nposed by higher-Ievel protocols.

We call this protocol the Asynchronous Dunb Vi sual Exchange of Raw
Transm ssi ons or ADVERT.

5.3. Transport Layer

Simlar to the Network Layer, a Transport Layer protocol is able to
omt several constructs that are used in existing Transport Layer
protocols. Consider TCP -- sequence, acknow edgenent, and nany of
the flags are discarded as there will be no SYN, SYN ACK, or ACK
handshake in a broadcast nessage. Likew se, fields such as W ndow
Size and Urgent -- created primarily as a benefit to router

manuf acturers -- are unnecessary in this nedium
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In fact, in the event of a plain text nessage, content SHOULD be
enbedded directly in the ADVERT Protocol wi thout the need of a

transport protocol. Consider the follow ng packet:
Cont ent Sour ce
o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| Lobster Dinner - only $14.99 500 Boardwal k, Pt Pl easant
o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eee e oo +

Fi gure 2: Exanpl e ADVERT Dat agram

For UTF-encoded payl oads, one SHOULD use the default UTF-encodi ng so
the packet is human-readable. This will nminimze accidenta

m sinterpretation. This transm ssion structure |lends itself nost
easily to human-parsabl e nessages

For nessages intended to be responded to by a computer (for exanple,
binary content), a Transport Layer protocol MJST be used, and an

i mpl ement er SHOULD use UDP, as it is one of the nore conpact
protocols available in this layer. An inplenmenter SHOULD encode the
UDP ports, length, and checksumin base-10 (Il eading zeros omitted)
and the data in Base64 encoding. The Base64 encodi ng, comnbined wth
the UDP checksum resolves anbiguities with trailing whitespace or
non- printabl e characters.

The usage of UDP or other protocols that conpute a checksum over
source and destination addresses necessitates the use of either an
I Pv4 or I Pv6 address as the Source in the ADVERT Protocol. The
Destinati on address 255. 255. 255. 255 MUST be used in the cal cul ation
of an | Pv4-based checksum as it has already been specified as a

| ocal hardware broadcast that nmust not be forwarded (RFC 919). For
| Pv6, the AIl Nodes link-local nulticast destination
FF02:0: 0: 0: 0: 0: 0: 1 MJUST be used, defined in RFC 4291 [8].

ADVERT Dat agr am UDP Enbedded Sanpl e Data
S + Fom e oo - Fom e oo - + Fom e oo - Fom e oo - +
| | | Src Port| Dst Port | | 0 | 80 |
| | temmmmm temmmmm + temmmmm temmmmm +
| | | Length | Checksuni | 24 | 62670
| UDP Packet | e e + e e +
| | | | | ROVUI C8gSFRUUCS
| | | Dat a | | xLj ENCgOK |
e A A .
| Source Address | | Source Address | | 203.0.113.8
B + B + B +

Fi gure 3: Exanple of Encapsulating Binary Data in an ADVERT Dat agram
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6.

7.

7.

Recepti on

Upon recei pt, the datagram should be optically scanned into an
electronically transnmittable form simlar to the methods used in RFC
1149 [9]. If present, any checksunms SHOULD be conputed and conpared
with supplied values. |[If the checksum does not nmtch, the packet
MJUST be di scar ded.

Physi cal |ayers always have advantages and di sadvant ages dependi ng on
their condition, maintenance, preval ence, and econom c factors; the
atmosphere is no different. The protocols defined herein do not
specify a TTL specifically because it is often out of their control
and dependent on the conditions present. The intrinsic TTL produces
a curve of error rates where, after tine, neaning cannot be

deci phered fromthe datagram either because of a non-natching
checksumor, in the absence of a checksum (such as the ADVERT
protocol ), because of an unintelligible transm ssion. |f the Source
field is sufficiently distinguishable, the recipient MAY contact the
sender for nessage clarification. RFC 919 is in agreenent in stating
t hat broadcasts MJUST NOT be assumed to have been reliably delivered.

Reconsi dering Figure 3, a broadcast HTTP Request is sent, and
reci pients should return the request fromeach of their conputer

systens that are listening on the requisite port. It is inportant to
renenber the security inplications of the systens’ acceptance of data
fromunknown senders. It is the responsibility of each organization

to utilize host-protection nmechanisns and egress filtering to avoid
exposing their systenms to undue risk or exposing internal or NAT-ed
devi ces.

Al though it may be easy for an operator to silently discard the
packet, it would be inappropriate for a network operator to
unilaterally discard data, in the absence of policy. RFC 1087 [10]
classifies an action that destroys the integrity of conputer-based

i nformati on as unet hical and unacceptable; and the Code of Ethics of
SAGE, USENI X, and LOPSA recogni ze the inportant of naintaining
integrity, reliability, and availability.

Dat agr am Tr ansmni ssi on
1. Chem cal Approach to the Atnospheric Link Layer

Information is sent by transmitters producing a specialized form of
snoke, nost often by emtting a specialized oil onto the exhaust

mani fold. The oil, held in a pressurized container, is vaporized in
a thick white snoke, producing readable display. The nakeup of the
snoke is often subject to patents, and any organi zation interested
should consult with their attorneys. Further details on transm ssion
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on the Physical Layer is beyond the scope of this RFC, but

i mpl ementers MAY refer to references for help. It is by design that
t he broadcast nechani sm does not result in inconpatibilities if

i mpl ement ers choose different Physical Layer inplenmentations.

7.2. Location

The dat agram MJUST be displayed in the atnosphere, at an altitude of
7000 to 17000 feet (2133 to 5181 neters). It SHOULD be witten using
a "skytyping" nethod, simlar to dot-matrix printing (Figure 4).

This method will provide better persistence of the datagramin the
presence of air currents. Additionally, it provides the ability for
paral | el i sm by using additional avionic instrunents.

HHHHEHH HHHHEHH HHHHEHH HHHHEHH

# # # #

# # # #

# HHAHR # HHAHR

# # # #

# # # #
HHH#HHRH  HHHBHHHR # #

Fi gure 4: Skytyping Method in the Sky

The nost efficient nethod for broadcasting a datagramon this |ink
layer is the hire of specialized conpanies that performthis service
on a regular basis. For a large organization interested in using
this method frequently, it may be nore cost-effective to devel op
one’ s own net hods.

7.3. Physical Layer Conditions

Transmi ssion ability varies by atnmospheric and regional conditions.
Adverse conditions, such as an accunul ation of npisture or ice
crystals in the Physical Layer, may preclude transm ssion for a
period of tine. During these periods, it is suggested broadcasts be
del ayed, as hi gher-than-expected error rates may occur, and receivers
may not be prepared to process the transm ssion i nmediately.

Additionally, solar radiation conditions affect transmssion in a
predi ctable, cyclic manner. Depending on |latitude, the nmedium may be
unusabl e for a | engthy period, during which alternate arrangenents
nust be nade

Condi ti ons may worsen before, during, or after a transm ssion

resulting in higher-than-expected transnission error rates. Regiona
operators should be famliar with their operating conditions and
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consider the feasibility of inplenenting a casual or robust
infrastructure on this transm ssion nedium Sone |ocal es |end
t hensel ves better to regul ar operation than others.
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