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Aut henti cati on-Results Registration for Vouch by Reference Results
Abst r act

This meno updates the registry of properties in Authentication-
Resul ts: nmessage header fields to allow relaying of the results of a
Vouch By Reference query.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6212
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This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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1. Introduction

[ AUTHRES] defined a new header field for electronic mail nessages
that presents the results of a nessage authentication effort in a
machi ne-readable format. In the interim a proposal for rudinmentary
donmai n-1 evel reputation assessnent, called Vouch By Reference, [VBR
was published and i s now begi nning to see popul ar use.

This meno thus registers an additional reporting property allow ng a
VBR result to be relayed as an annotation in a nessage header

2.  Keywords

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

3. Discussion

Vouch By Reference [VBR] introduced a nmechani sm by which a nmessage
recei ver can query a "vouching" service to deterni ne whether or not a
trusted third party is willing to state that nmail froma particul ar
source can be considered legitimate. Wen this assessnent is done at
an i nbound border mail gateway, it would be useful to relay the
result of that assessnment to internal nmail entities such as filters
or user agents.

Reactions to the informati on contained in an Authentication-Results

header field that contains VBR (or any) results are not specified
here, as they are entirely a matter of local policy at the receiver
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4.

Definition

This meno adds to the "Enail Authentication Methods" registry,
created by | ANA upon publication of [AUTHRES], the foll ow ng:

o The nethod "vbr"; and

0 Associated with that method, the properties (reporting itens)
"header. md" and "header.m/".

If "header.nmd" is present, its value MJST be the DNS donai n nane
about which a VBR query was nade. |If "header.nv" is present, its
val ue MUST be the DNS donmain nane that was queried as the potentia
voucher for the "header.nd" donain.

If the VBR query was nade based on the content of a "VBR-Info" header
field present on an incom ng nessage, "header.nmd" is typically taken
fromthe "md" tag of the "VBR-Info" header field, and "header.mv" is

typically one of the values of the "nmv" tag in the "VBR-Info" header

field on that nmessage. However, [VBR] pernmts a different nmechani sm
for selection of the subject domain and/or |ist of vouchers, ignoring
those present in any "VBR-Info" header field the nessage m ght have

i ncluded. A server could even conduct a VBR query when no "VBR-Info"
field was present, based on locally configured policy options. Were
such nmechani sns are applied, the verifying server MAY generate an

Aut hentication-Results field to relay the results of the VBR query.

This meno al so adds to the "Email Authentication Result Nanes"
registry the following result codes and definitions:

none: No valid VBR-Info header was found in the nessage, or a donain
nane to be queried could not be deterni ned.

pass: A VBR query was conpl eted, and the vouching service queried
gave a positive response.

fail: A VBR query was conpleted, and the vouchi ng service queried
did not give a positive response, or the message contai ned
mul ti ple VBR-I1nfo header fields with different "nc" val ues
(see [VBR]).

tenperror: A VBR query was attenpted but could not be conpl eted due
to some error that is likely transient in nature, such as a
tenporary DNS error. A later attenpt may produce a final result.
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5.

pernmerror: A VBR query was attenpted but could not be conpl eted due
to sonme error that is likely not transient in nature, such as a
permanent DNS error. A later attenpt is unlikely to produce a
final result.

| ANA Consi der ati ons

Per [IANA], the following itens have been added to the "Email
Aut henti cati on Met hods" registry:

+ +
| |
+ +
| DNS donai n nane |
| used as the |
| subject of a |
| VBR query |
S +
| DNS donai n nane |
| of the entity

| acting as |
| the voucher |
+ +

Al'so, the following itens have been added to the "Enmil
Aut henticati on Result Names" registry:

S S Fomm e e e o - f S B +
| Code | Existing/New | Defined In | Method | Meaning |
S RS B S Fomm e e o S +
| none | existing | RFC 5451 | vbr | Section 4 of

| | | | (added) | RFC 6212 |
oo o oo R oo +
| pass | existing | RFC 5451 | vbr | Section 4 of

| | | | (added) | RFC 6212
S RS B S Fomm e e o S +
| fail | existing | RFC 5451 | vbr | Section 4 of

| | | | (added) | RFC 6212 |
oo o oo R oo +
| tenperror | existing | RFC 5451 | vbr | Section 4 of

| | | | (added) | RFC 6212
S RS B S Fomm e e o S +
| pernerror | existing | RFC 5451 | vbr | Section 4 of

| | | | (added) | RFC 6212 |
oo o oo R oo +
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6. Security Considerations
This meno creates a nmechanismfor relaying [VBR] results using the
structure already defined by [AUTHRES]. The Security Considerations
sections of those docunents should be consulted.
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Appendi x A.  Authentication-Results Exanples

This section presents an exanple of the use of this new header field
to indicate VBR results.

A.1l. VBR Results
A nessage that triggered a VBR query, returning a result:

Aut henti cation-Results: mail-router. exanpl e. net;
dki mepass (good signature) header.d=newyor k. exanpl e. com
header . b=0l NEG8hg;
vbr =pass (voucher. exanpl e. net)
header . nd=newyor k. exanpl e. com
header . nv=voucher. exanpl e. org
Recei ved: from newyork. exanpl e. com
(newyor k. exanpl e. com [ 192. 0. 2. 250])
by mail-router.exanple.net (8.11.6/8.11.6)
for <recipi ent @xanpl e. net>
with ESMIP id i 7PKOsH7021929;
Fri, Feb 15 2002 17:19:22 -0800
DKI M Si gnhature: v=1; a=rsa-sha256; s=rashani
d=newyor k. exanpl e. com
t=1188964191; c=rel axed/si nple;
h=Fr om Dat e: To: VBR- | nf 0: Message- | d: Subj ect;
bh=sEu28nf s9f uZAY pSr 7ANysbY3j t da@XvIxPQ SOnv=;
b=ol NEGBhgn/ gnunsg ... 9n9CDSNFSDi j 3=
From sender @ewyor k. exanpl e. com
Date: Fri, Feb 15 2002 16:54: 30 - 0800
To: neeti ngs@xanpl e. net
VBR- | nf o: nmd=newyor k. exanpl e. com nt=list;
mv=voucher . exanpl e. org
Message- 1 d: <12345. abc@ewyor k. exanpl e. con>
Subj ect: here’'s a sanple

Exanpl e 1: Header Field Reporting Results froma VBR Query

Here we see an exanple of a nessage that was signed usi ng Donai nKeys
Identified Mail (DKIM and that also included a VBR-Info header
field. On receipt, it is found that the "nd=" field in the latter
and the "d=" field in the former matched, and also that the DKIM
signature verified, so a VBR query was perforned. The vouching
service, voucher.exanple.org, indicated that the sender can be
trusted, so a "pass" result is included in the Authentication-Results
field affixed prior to delivery.
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