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Location-to-Service Translation (LoST) Service List Boundary Extension
Abstract

Location-to-Service Translation (LoST) naps service identifiers and
location information to service contact URIs. |If a LoOST client wants
to discover avail able services for a particular location, it wll
performa <listServicesBylLocation> query to the LoST server.

However, the LoST server, in its response, does not provide context
information; that is, it does not provide any additional infornation
about the geographical region within which the returned |ist of
services is considered valid. Therefore, this document defines a
Service List Boundary that returns a |local context along with the
list of services returned, in order to assist the client in not

m ssing a change in avail abl e services when novi ng.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
comunity. This document is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
community. 1t has received public review and has been approved for
publication by the Internet Engineering Steering G oup (IESG. Not
al | docunents approved by the | ESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6197
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1. Introduction

Since the LoST protocol [RFC5222] enploys the Service Boundary
concept in order to avoid having clients continuously trying to
refresh the mapping of a specific service, a Service List Boundary
mechani sm provi des sim | ar advantages for Service Lists.

Locati on-based service providers, as well as Public Safety Answering
Poi nts (PSAPs), only serve a specific geographic region. Therefore,
the LoST protocol defines the Service Boundary, which indicates the
service region for a specific service URL. However, not all services
are avail able everywhere. dients can discover avail able services
for a particular location via the <listServicesByLocation> query in
LoST. The LOST server returns a list of services that are avail able
at this particular location, but the server does not provide any
additional information about the geographical region within which the
returned Service List is considered valid. This may lead to the
situation where a client initially discovers all avail able services
via the <listServicesByLocation> query, and then noves to a different
| ocation (while refreshing the service nmappings), but without
noticing the availability of other services. The follow ng inmaginary
exanple illustrates the problemfor energency calling:

The client is powered-up, does location determ nation (resulting in
| ocation A), and perforns an initial <listServicesByLocation> query
with |ocation A requesting urn:services: sos.

The LoST server returns the following |ist of services:

urn: service: sos. police
ur n: servi ce: sos. anbul ance
urn: service:sos.fire

The client does the initial LoST mapping and di scovers the

dial strings for each service. Then the client noves, refreshing the
i ndi vi dual service nmappi ngs when necessary as specified by the
Servi ce Boundary. However, when arriving in location B (close to a
nmount ai n), service sos. nountai nrescue, which was not available in

| ocation A becones available. Since the client is only required to
refresh the mappings for the initially discovered services, the new
service is not detected. Consequently, the dialstring for the
nount ai n-rescue service is not known by the client. Hence, the
client is unable to recognize an energency call when the user enters
the dialstring of the nountain-rescue service, and the enmergency cal
may fail altogether.
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Note that the Service Boundary (service region for an individua
service) cannot be considered as an indicator for the region for
which a specific Service List is valid. The Service List may even
change within the Service Boundary of another service. For exanple,
t he anmbul ance mapping is valid for a whole state, but for a part of
the state there is an additional mountain-rescue service.

Consequently, there are two ways to tackle this issue:

o Cdients continuously poll for the Service List, although it may
not have changed

0 The server sends a nessage containing boundary infornmation that
tells the client that the Service List does not change inside this
ar ea.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

3. LoST Ext ensi ons

This section describes the necessary extensions to the LoST protoco
in order to support the Service List Boundary in a simlar way as the
Servi ce Boundary. Extensions defined in this docunent are decl ared
in the new XML namespace urn:ietf:params: xm :ns:|ostl:slb.

3.1. Extensions to <listServicesBylLocation>

The query <li st ServicesByLocati on> nay contain an additiona

<servi celLi st Boundar yRequest> el ement to additionally request the
boundary for the Service List based on the |ocation provided, wth
the resulting location for the list presented either by value or by
reference. In the exanple below, the value of the 'type’ attribute
of the <serviceli stBoundaryRequest> el enent is set to "val ue"
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<?xm version="1.0" encodi ng="UTF-8"?>
<l i st Servi cesBylLocati on
xm ns="urn:ietf:parans:xm :ns:lostl"
xm ns: gm ="http://ww. opengi s. net/gmn "
xm ns: sl b="urn:ietf:parans: xm :ns:lostl:slb
recursive="true">
<l ocation id="5415203asdf 548" profile="civic">
<ci vi cAddress xnl : | ang="en"
xm ns="urn:ietf:paranms: xm :ns: pidf:geopriv10:civi cAddr" >
<count r y>AT</ country>
<Al>Lower Austria</Al>
<A2>Bruck an der Leitha</A2>
<A3>Wl f st hal </ A3>
<RD>Haupt pl at z</ RD>
<HNO>1</ HNO>
<PC>2412</ PC>
</ civi cAddr ess>
</l ocation>
<servi ce>urn: servi ce: sos</ service>
<sl b: servi ceLi st Boundar yRequest type="val ue"/>
</li st ServicesByLocati on>

A <li st Servi cesByLocati onResponse> with the addition of one
<servi celLi st Boundary> el enent is shown bel ow

<?xm version="1.0" encodi ng="UTF-8"?>
<l i st Servi cesBylLocat i onResponse
xm ns="urn:ietf:parans: xm :ns:1ost1l"
xm ns: sl b="urn:ietf:parans: xm :ns:|ostl:slb">
<servi celi st >
urn: service: sos. anbul ance
urn:service:sos.fire
urn: service: sos. gas
urn: service: sos. nmountain
urn: service: sos. poi son
urn: service: sos. police
</ servi celLi st >
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<pat h>
<vi a source="resol ver. exanpl e"/ >
<vi a source="authoritative. exanple"/>
</ pat h>
<l ocati onUsed i d="5415203asdf 548"/ >
<sl b: servi ceLi st Boundary profil e="civic"
expi res="2012-01-01T00: 00: 00Z" >
<ci vi cAddress xnl : | ang="en"
xm ns="urn:ietf:paranms: xm :ns: pidf:geopriv10:civi cAddr" >
<count r y>AT</ country>
<Al>Lower Austria</Al>
</ ci vi cAddr ess>
</ sl b: servi celLi st Boundar y>
</listServicesBylLocati onResponse>

The response above indicates that the Service List is valid for Lower
Austria. The <listServicesBylLocation> request needs to be repeated
by the client only when noving out of Lower Austria. However, the
mappi ngs of the services thensel ves nay have ot her service
boundaries. Additionally, the 'expires’ attribute indicates the
absolute time when this Service List becones invalid.

The response MAY contain multiple <servicelListBoundary> el ements for
alternative representation, each representing the boundary in a
specific location profile. However, multiple |ocations inside a
<servi celi st Boundary> el enent are considered to be additive

The boundary can al so be requested by reference when setting the
value of the 'type attribute of the <serviceLi st BoundaryRequest >

el ement to "reference" (which is the default in case the attribute is
omtted). The response will contain a <serviceli st Boundar yRef erence>
element with a ’'servicelListKey' attribute (described in Section 3.2),
as shown bel ow.

<?xm version="1.0" encodi ng="UTF-8"?>
<l i st Servi cesByLocat i onResponse
xm ns="urn:ietf:parans: xn :ns:|ostl"
xm ns: sl b="urn:ietf:params: xm:ns:|ostl:slb">
<servi celLi st>
urn: service: sos. anbul ance
urn:service:sos.fire
urn: service: sos. gas
urn: service: sos. nountai n
urn: servi ce: sos. poi son
urn:service: sos. police
</ servicelLi st>
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<pat h>
<vi a source="resol ver. exanpl e"/ >
<vi a source="authoritative. exanple"/>
</ pat h>
<l ocati onUsed i d="5415203asdf 548"/ >
<sl b: servi ceLi st Boundar yRef er ence
source="aut horitative. exanpl e"
servi celi st Key="123567890123567890123567890" />
</listServicesBylLocati onResponse>

3.2. Retrieving the <servicelistBoundary> via <get Servi celLi st Boundar y>

In order to retrieve the boundary corresponding to a specific
"servicelListKey', the client issues a <get ServicelLi st Boundary>
request to the server identified in the 'source’ attribute of the
<servi celLi st Boundar yRef erence> el enent, sinmilar to the

<get Ser vi ceBoundar y> request.

An exanpl e is shown bel ow

<?xm version="1.0" encodi ng="UTF-8"?>
<get Ser vi celLi st Boundary
xm ns="urn:ietf:params: xm :ns:lostl:slb"
servi celi st Key="123567890123567890123567890"/ >

The LoST server response i s shown bel ow

<?xm version="1.0" encodi ng="UTF-8"?>
<get Ser vi celLi st Boundar yResponse
xm ns="urn:ietf:parans:xm:ns:lostl:slb">
<servi celi st Boundary profile="civic" expires="2012-01-01T00: 00: 00Z" >
<ci vi cAddress xnl : | ang="en"
xm ns="urn:ietf:paranms: xm :ns: pidf: geopriv10: civi cAddr" >
<count r y>AT</ country>
<Al>Lower Austria</Al>
</ ci vi cAddr ess>
</ servi celLi st Boundar y>
<path xm ns="urn:ietf:parans: xm :ns:lostl">
<vi a source="resol ver. exanpl e"/ >
<vi a source="authoritative. exanple"/>
</ pat h>
</ get Ser vi ceLi st Boundar yResponse>
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3. 3.

Vol

The 'servicelistKey' uniquely identifies a Service List Boundary, as
the 'key' does for the Service Boundary (see Section 5.6 of

RFC 5222). Therefore, the 'serviceListKey' is a randomtoken with at
| east 128 bits of entropy [ RFC4086] and can be assunmed gl obally

uni que. \Whenever the boundary changes, a new ’servicelListKey' MJST
be assi gned.

Not e: Since LoST does not define an attribute to indicate which
location profile the client understands in a <get Servi ceBoundary>
request, this docunent also does not define one for the

<get Ser vi celLi st Boundar y> request.

<servi celLi st Boundar y>

For a particular <listServicesByLocation> query, the Service List
Boundary information that gets returned indicates that all the
service identifiers returned in the <servicelList> elenent are the
same within this geographic region. A Service List Boundary may
consi st of geonetric shapes (both in civic and geodetic |ocation
format), and may be non-contiguous, l|ike the Service Boundary.

The mapping of the specific services within the Service List Boundary
may be different at different |ocations.

The server MAY return the boundary information in nultiple |ocation
profiles, but MJST use at | east one profile that the client used in
the request in order to ensure that the client is able to process the
boundary i nformation

There is no need to include boundary information in a

<l i st Servi cesResponse>. The <listServices> request is purely for

di agnosti c purposes and does not contain location information at all
so boundary infornmation cannot be cal cul at ed.

Al'so note that the Service List Boundary is OPTIONAL, and the LoST

server may return it or not, based on its local policy -- as is the
case with the Service Boundary. However, especially for energency

services, the Service List Boundary might be crucial to ensure that
noving clients do not miss changes in the avail abl e services.
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3.4. Inplenentation Considerations

The subsections bel ow di scuss inplenentation issues for the LoST
server and client for Service List Boundary support.

3.4.1. Server Side

The mapping architecture and framework [ RFC5582] states that each
tree announces its coverage region (for one type of service, e.g.
sos.police) to one or nore forest guides. Forest guides peer wth
each other and synchronize their data. Hence, a forest guide has
sufficient know edge (it knows all the services and their coverage
regions) to answer a <listServicesBylLocation> query and to add the
<servi celLi st Boundary> or <servicelLi st BoundaryReference> as wel .

The cal cul ati on of the largest possible area for which the Service
Li st stays the sanme might be a conplex task. An alternative would be

to return snaller areas that are easier to conpute. In such a case
some unnecessary queries to the LoST server will be a consequence,
but the main purpose of the Service List Boundary is still achieved:

to never niss a change of avail able services. Thus, the server
operator may specify a reasonabl e trade-off between the effort to
generate the boundary information and the saved queries to the LoST
server.

For exanple, in some countries the offered services may differ in
adj acent counties (or districts, cantons, states, etc.). Their
borders may be suitable as a Service List Boundary as well, even
t hough sonme adjacent counties offer the sanme services.

O her countries mght have different structures, and the generation
of the Service List Boundary might follow other rules as long as it
is ensured that a client is able to notice any change in the Service
Li st when novi ng.

3.4.2. dCient Side

A nobile client that already inplenments LoST and eval uates the

<servi ceBoundary> has al nost everything that is needed to make use of
the Service List Boundary. Since the integration into LoST foll ows
the concept of the <serviceBoundary> (and al so makes use of the sane
| ocation profiles), only the additional <servicelListBoundary> needs
to be evaluated. \Wienever noving outside a Service List Boundary,
the client perforns a new <listServicesByLocation> query with the new
location information in order to determ ne a change in avail abl e
servi ces.
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4. Security and Privacy Considerations

Security considerations for LoST are discussed in [RFC5222]. This
docunent extends LoST to also carry Service List Boundaries (and
requests for them. These Service List Boundaries are cal cul ated by
the server based on the individual Service Boundaries and sent to
clients in case the local policy allows this. Therefore, it is
generally considered to have the sane |evel of sensitivity as for the
Servi ce Boundary and thus the same access control and confidentiality
requirenents as the base LoST protocol. As a result, the security
nmeasures incorporated in the base LoST specification [ RFC5222]
provide sufficient protection for LoST nessages that use the Service
Li st Boundary extension.

5. | ANA Consi derations

| ANA has taken two actions: an XM. schena registration and a
nanespace registration, according to the description in the foll ow ng
secti ons.

5.1. Relax NG Schema Regi stration

| ANA has registered the foll owing Rel ax NG Schema in the | ETF XM
Regi stry [ RFC3688]:

URI: urn:ietf:paranms:xm:schema:lostl:slb

Regi strant Contact: |ETF ECRIT Wrking G oup, Karl Heinz WlIf
(kar !l heinz. wol f @i c. at)

Rel ax NG Schena:
BEGA N

<?xm version="1.0" encodi ng="UTF-8"?>

<gr amar
xm ns="http://rel axng. org/ ns/ structure/ 1. 0"
xm ns:a="http://rel axng. org/ ns/conpatibility/annotations/1.0"
xm ns: sl b="urn:ietf:parans:xm :ns:|ostl:slb"
ns="urn:ietf:parans: xm :ns: | ost1l"
dat at ypeLi brary="htt p: //ww. w3. or g/ 2001/ XM_Schene- dat at ypes" >

<include href="lost.rng">
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<!-- redefinition of LOST elenents -->
<start>
<choi ce>
<ref name="findService"/>
<ref name="li st Services"/>
<ref nanme="li st Servi cesByLocation"/>

<ref nanme="get Servi ceBoundary"/ >

<ref name="findServi ceResponse"/ >

<ref nanme="li st Servi cesResponse"/>

<ref name="li st Servi cesByLocati onResponse"/>
<ref name="get Servi ceBoundar yResponse"/ >
<ref nanme="errors"/>

<ref name="redirect"/>

<I-- New in RFC 6197 -->
<ref nanme="get Servi celi st Boundary"/>
<ref name="get Servi celLi st Boundar yResponse"/>

</ choi ce>

</start>

<define name="1li st Servi cesByLocati on">
<el enent name="Ili st Servi cesByLocation">

<ref nanme="requestLocation"/>
<ref name="commonRequest Pattern"/>
<opti onal >
<attribute name="recursive">
<data type="bool ean"/>
<a: def aul t Val ue>t rue</ a: def aul t Val ue>
</attribute>
</ optional >

<l-- New in RFC 6197 -->
<opti onal >
<ref name="servi celi st Boundar yRequest"/ >
</ opti onal >
</ el enent >

</ defi ne>
<define name="1li st Servi cesByLocat i onResponse" >
<el enent name="Ili st Servi cesByLocat i onResponse" >

<ref name="servicelList"/>
<ref nanme="commonResponsePattern"/>
<ref nanme="l| ocati onUsed"/ >
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<!-- New in RFC 6197 -->
<opti onal >
<choi ce>
<ref nanme="serviceli st Boundary"/>
<ref nanme="serviceli st Boundar yRef erence"/>
</ choi ce>
</ optional >
</ el ement >
</ defi ne>
</incl ude>

<defi ne name="servi celi st Boundar yRequest " >
<el enent nanme="sl b: servi celLi st Boundar yRequest " >
<opti onal >
<attribute name="type">
<choi ce>
<val ue>val ue</val ue>
<val ue>r ef erence</ val ue>
</ choi ce>
<a: def aul t Val ue>r ef er ence</ a: def aul t Val ue>
</attribute>
</ opti onal >
</ el enent >
</ defi ne>

<defi ne name="servi celLi st Boundary" >
<oneOr Mor e>
<el enent name="sl b: servi celLi st Boundary" >
<opti onal >
<ref name="expires"/>
</ optional >
<ref nanme="locationlnformation"/>
<ref nane="extensi onPoint"/>
</ el enent >
</ oneOr Mor e>
</ defi ne>

<defi ne name="servi celLi st Boundar yRef erence" >
<el ement nanme="sl b: servi ceLi st Boundar yRef erence" >
<ref nanme="source"/>
<attribute name="servicelLi st Key">
<data type="token"/>
</attribute>
<ref nanme="extensi onPoint"/>
</ el ement >
</ def i ne>
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<def i ne nanme="get Servi celLi st Boundary" >
<el ement nane="sl b: get Servi celLi st Boundary" >
<attribute nanme="servicelLi st Key">
<data type="token"/>
</attribute>
<ref nanme="extensi onPoint"/>
</ el ement >
</ defi ne>

<def i ne name="get Servi celLi st Boundar yResponse" >

<el enent nanme="sl b: get Ser vi celLi st Boundar yResponse" >

<ref nanme="servi celi st Boundary"/>

<ref name="path"/>

<ref nanme="extensi onPoint"/>

</ el ement >

</ def i ne>
</ gr ammar >

END
5.2. Nanespace Regi stration

| ANA has registered the foll owi ng nanespace (bel ow the LoST nanmespace
defined in [RFC5222]) in the | ETF XM. Regi stry [ RFC3688]:

URI: urn:ietf:paranms:xm:ns:lostl:slb

Regi strant Contact: |ETF ECRIT Wrking G oup, Karl Heinz WlIf
(kar !l heinz. wol f @i c. at)
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7.

7.

XM:
BEG N

<?xm version="1.0"?>

<! DOCTYPE html PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR/ xht nl - basi ¢/ xht ml - basi c10. dt d" >

<htm xm ns="http://ww. w3. org/ 1999/ xhtm ">

<head>
<neta http-equiv="content-type"

content="text/htm ; charset=i so-8859-1"/>

<title>LoST Service List Boundary Nanespace</title>

</ head>

<body>
<h1l>Nanespace for the LoST Service List Boundary</hl>
<h2>urn:ietf:parans: xm :ns: | ost1: sl b</h2>

<p>See <a href="http://ww.rfc-editor.org/rfc/rfc6197.txt">

RFC 6197</ a>. </ p>
</ body>
</htm >

END
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