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1. The Internet-Standard Managenent Framewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
hjects in the MB are defined using the mechani sns defined in the
Structure of Managenent Information (SM). This nmeno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].
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2. Introduction

i FCP (RFC 4172 [RFC4172]) provides Fibre Channel fabric functionality
on an I P network in which TCP/IP switching and routing el ements

repl ace Fi bre Channel conponents. iFCP is used between i FCP
gateways. This protocol can be used by FC-to-1P-based storage
gateways for Fibre Channel Protocol (FCP) storage interconnects.

Figure 1 provides an exanple of an interconnect between i FCP

gat eways
Gat eway Regi on Gat eway Regi on
oo S + oo S +
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Figure 1: Interconnect between i FCP Gat eways

The i FCP M B nodul e is designed to allow a network managenent

prot ocol such as SNMP to be used to nonitor and nmanage | ocal i FCP
gateway instances, including the configuration of i FCP sessions
bet ween gat eways
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3. Technical Description

The i FCP M B nmodule is divided into sections for i FCP | ocal gateway
i nstance managenent, i FCP session managenent, and i FCP session
statistics.

The section for i FCP gateway nanagenent provi des default settings and
i nformati on about each local instance. A single nanagenent entity
can nonitor nultiple local gateway instances. Each local gateway is
conceptual ly an i ndependent gateway that has both Fi bre Channel and
IP interfaces. The default IP Time Qut Value (IP_TOV) is
configurable for each gateway. Oher standard M Bs, such as the

Fi bre Managenent M B [ RFC4044] or Interfaces G oup MB [ RFC2863], can
be used to nmanage non-i FCP-specific gateway paranmeters. The |oca
gateway i nstance section provides i FCP-specific information as well
as optional links to other standard managenent M Bs

The i FCP sessi on managenent section provides information on i FCP
sessions that use one of the local i FCP gateway instances. This
section allows the management of specific i FCP parameters, including
changing the IP_TOV fromthe default setting of the gateway

The i FCP session statistics section provides statistical information
on the i FCP sessions that use one of the local i FCP gateways. These
tabl es augnment the session nanagenent table. Additional statistica
information for an i FCP gateway or session, that is not iFCP-
specific, can be obtained using other standard MBs. The i FCP
statistics are provided in both high-capacity (Counter64) and | ow
capacity (Counter32) nethods.

The following M B nodul e inports from SNWPv2-SM [ RFC2578], SNWPv2-TC
[ RFC2579], SNWPv2- CONF [ RFC2580], HCNUM TC [ RFC2856], |IF-M B

[ RFC2863], SNMP- FRAMEWORK- M B [ RFC3411], | NET- ADDRESS-M B [ RFC4001],
FC- MGMI- M B [ RFC4044], ENTITY-M B (v3) [RFC4133], and RMON2-M B

[ RFC4502] .

4. Differences from RFC 4369
As explained in [RFC6172], the i FCP address translation node is

deprecated. This docunent obsol etes the i FCP M B nodul e [ RFC4369]
for this change

Venkat esen St andards Track [ Page 4]



RFC 6173 i FCP M B March 2011

5. MB Definition
| FCP- MGMI-M B DEFI NI TIONS ::= BEA N

| MPORTS
MODULE- | DENTI TY,
OBJECT- TYPE,
Gauge32,
I nt eger 32,
Unsi gned32,
transmni ssi on
FROM SNVPv2- SM

OBJECT- GROUP,
MODUL E- COVPLI ANCE
FROM SNWVPv2- CONF

TEXTUAL- CONVENTI ON,
Ti meSt anp,
Tr ut hval ue,
St or ageType
FROM SNWPv2- TC

--  From RFC 4502
Zer oBasedCount er 32
FROM RMON2- M B

--  From RFC 2856
Zer oBasedCount er 64
FROM HCNUM TC

--  From RFC 2863
I nt erfacel ndexCOr Zer o
FROM | F-M B

-- From RFC 3411
SnnpAdmi nStri ng
FROM SNWP- FRAVEWORK- M B

--  From RFC 4001
| net Addr essType,
| net Addr ess,
| net Por t Nunber
FROM | NET- ADDRESS- M B
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--  From RFC 4044
FcNamel dOr Zer o
FcAddr essl dOr Zer o

FROM FC- MGMI- M B

--  From RFC 4133
Physi cal | ndexOr Zero
FROM ENTI TY-M B

ifcoMgmt M B MODULE- | DENTI TY
LAST- UPDATED "201103090000Z"
ORGANI ZATI ON "I ETF STORage Mai ntenance (STORM Wor ki ng Group”
CONTACT- | NFO "
Wirking Goup Email : storm@etf.org
Attn: Prakash Venkat esen
HCL Technol ogi es
Emai | ;: prakashvn@cl . cont

DESCRI PTI ON
"Thi s nodul e defines managenent information specific
to Internet Fibre Channel Protocol (iFCP) gateway
nmanagenent .

Copyright (c) 2011 | ETF Trust and the persons
identified as authors of the code. Al rights
reserved.

Redi stribution and use in source and binary forns,
with or without nodification, is permtted pursuant
to, and subject to the license terns contained in, the
Sinplified BSD License set forth in Section 4.c of the
| ETF Trust’s Legal Provisions Relating to | ETF
Docunments (http://trustee.ietf.org/license-info)."
REVI SI ON "201103090000Z"
DESCRI PTI ON
"Second version of i FCP Managenent Mdul e. The i FCP
address translation node is deprecated.
This M B nodul e published as RFC 6173."
REVI SI ON "200601170000Z"
DESCRI PTI ON
"I'nitial version of i FCP Managenent Modul e.
This M B nodul e published as RFC 4369."
::= { transm ssion 230 }

-- Textual Conventions
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| fcpl pTOVor Zero :: = TEXTUAL- CONVENTI ON
DI SPLAY-HI NT  "d"
STATUS current
DESCRI PTI ON "The maxi num propagati on del ay, in seconds,

for an encapsulated FC frane to traverse the
I P network. A value of O inplies fibre
channel frame lifetime limts will not be

enforced. "
REFERENCE "RFC 4172, iFCP Protocol Specification"
SYNTAX Unsi gned32 (0..3600)
| fcpLTl or Zero ::= TEXTUAL- CONVENTI ON
DI SPLAY- H NT "d"
STATUS current
DESCRI PTI ON "The value for the Liveness Test |nterva

(LTI') being used in an i FCP connection, in
seconds. A value of O inplies no Liveness
Test Interval will be used.”

REFERENCE "RFC 4172, iFCP Protocol Specification"
SYNTAX Unsi gned32 (0..65535)
| f cpSessionStates :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON "The value for an i FCP session state."
SYNTAX | NTEGER {down(1), openPending(2), open(3)}
| f cpAddr essMbde :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON "The val ues for i FCP Address Transl ation
Mbde. "
REFERENCE "RFC 6172, Deprecation of i FCP Address
Transl ati on Mode"
SYNTAX | NTEGER {addressTransparent (1),

addressTransl ati on(2)}

-- Internet Fibre Channel Protocol (iFCP)

i fcpGat ewayhj ect s OBJECT | DENTI FI ER ::
i f cpGat ewayConf ormance OBJECT | DENTI FI ER : :

{ifcpMgm M B 1}
{ifcpMgm M B 2}

-- Local iFCP Gateway Instance | nformation
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i fcpLel Gatewayl nfo OBJECT I DENTIFIER ::= {ifcpGatewayChj ects 1}
i fcpLel G wyl nst Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF I fcpLcl GwylnstEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Informati on about all |ocal iFCP gateway instances that can

be nonitored and controlled. This table contains an entry
for each local iFCP gateway instance that is bei ng managed. "
::= {ifcpLcl Gat ewayl nfo 1}

i fcpLel Gwyl nstEntry OBJECT- TYPE

SYNTAX | fcpLlel @wyl nstEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in the local i FCP gateway instance table.
Paraneters and settings for the gateway are found here."
I NDEX { ifcpLcl @& wyl nstlndex }
c:= {ifcpLcl Gwyl nst Tabl e 1}

| fcpLlel GwylnstEntry :: = SEQUENCE {
i fcpLel G wyl nst | ndex Unsi gned32,
i fcpLel G wyl nst Phyl ndex Physi cal | ndexOr Zer o,
i fcpLel G wyl nst VersionM n Unsi gned32,
i fcpLel G wyl nst Ver si onMax Unsi gned32,
i fcpLel G wyl nst Addr Tr ansMbde | f cpAddr essMbde,
i fcpLel G wyl nst FcBr dcst Support Tr ut hval ue,
i fcpLel Gwyl nstDefaul t1pTOV | f cpl pTOVor Zer o,
i fcpLel Gwyl nstDefaul tLTInterval |fcpLTlorZero,
i fcpLel G wyl nst Descr SnnpAdmi nStri ng,
i fcpLel G wyl nst NumAct i veSessi ons Gauge32,
i fcpLel G wyl nst St or ageType St or ageType
}
i fcpLel Gwyl nstlndex OBJECT-TYPE
SYNTAX Unsi gned32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An arbitrary integer value to uniquely identify this i FCP
gateway fromother |ocal gateway instances."
o= {ifcpLcl GwylnstEntry 1}
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i fcpLel Gwyl nst Phyl ndex OBJECT- TYPE

SYNTAX Physi cal | ndexOr Zer o

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"An index indicating the location of this local gateway within
a larger entity, if one exists. |If supported, this is the
ent Physi cal I ndex fromthe Entity MB (Version 3), for this
i FCP gateway. |If not supported, or if not related to a
physical entity, then the value of this object is 0."

REFERENCE "Entity MB (Version 3)"

o= {ifcpLcl GwylnstEntry 2}
i fcpLel G wyl nst Versi onM n OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The mininmum i FCP protocol version supported by the |local iFCP
gat eway i nstance."

REFERENCE "RFC 4172, iFCP Protocol Specification"
c:={ifcpLcl GwylnstEntry 3}
i fcpLel Gwyl nst Ver si onMax OBJECT- TYPE
SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The maxi num i FCP protocol version supported by the |ocal iFCP
gat eway i nstance."

REFERENCE "RFC 4172, iFCP Protocol Specification"
o= {ifcpLcl GwylnstEntry 4}
i fcpLel G wyl nst Addr TransMbde OBJECT- TYPE
SYNTAX | f cpAddr essMbde
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The | ocal i FCP gateway operating node. Changing this value
may cause existing sessions to be disrupted.”
REFERENCE "RFC 4172, iFCP Protocol Specification
RFC 6172, Deprecation of i FCP Address
Transl ati on Mode"
DEFVAL { addressTransparent }
= {ifcpLcl GwylnstEntry 5}
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i fcpLel Gwyl nst FcBrdcst Support OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"This val ue indicates whether the |local i FCP gateway supports
FC Broadcast. Changing this value may cause existing sessions
to be disrupted.”

REFERENCE "RFC 4172, iFCP Protocol Specification"
DEFVAL { false }
c:={ifcpLcl GwylnstEntry 6}
i fcpLel Gwyl nstDefaul t1 pTOV OBJECT- TYPE
SYNTAX | f cpl pTOVor Zer o
UNI TS "seconds"
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"The default I P_TOV used for i FCP sessions at this gateway.
This is the default maxi num propagation delay that will be
used for an i FCP session. The value can be changed on a
per-session basis. The valid range is 0 - 3600 seconds.

A value of O inplies that fibre channel frame lifetine limts
will not be enforced."

REFERENCE "RFC 4172, iFCP Protocol Specification"
DEFVAL { 61}
= {ifcpLcl GwylnstEntry 7}
i fcpLel Gwyl nst Def aul t LTI nt erval OBJECT- TYPE
SYNTAX | fcpLTl or Zer o
UNI TS "seconds"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The default Liveness Test Interval (LTl), in seconds, used
for i FCP sessions at this gateway. This is the default
value for an i FCP session and can be changed on a
per-session basis. The valid range is 0 - 65535 seconds.
A value of O inplies no Liveness Test Interval will be
performed on a session."

REFERENCE "RFC 4172, i FCP Protocol Specification”
DEFVAL { 10}
o= {ifcpLcl GwylnstEntry 8}
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i fcpLel Gwyl nst Descr  OBJECT- TYPE

SYNTAX SnnpAdni nString (SIZE (0..64))
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"A user-entered description for this i FCP gateway."
DEFVAL {""}
o= {ifcpLcl GwylnstEntry 9}
i fcpLlel Gwyl nst NumAct i veSessi ons OBJECT- TYPE
SYNTAX Gauge3d2 (0..4294967295)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The current total nunber of iFCP sessions in the open or
open-pendi ng state."

c:={ifcpLcl GwylnstEntry 10}
i fcpLel G wyl nst St orageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The storage type for this row Paraneter val ues defined
for a gateway are usually non-volatile, but may be volatile
or permanent in some configurations. |f permanent, then
the foll owi ng paraneters nust have read-wite access:

i fcpLel G wyl nst Addr TransMode, ifcplLcl G wyl nst Defaul t1 pTOV,
and ifcpLcl GwylnstDefaul tLTInterval."

DEFVAL { nonVolatile }

o= {ifcpLcl GwylnstEntry 11}

-- I1FCP N Port Session |Information

i fcpNport Sessi onl nfo

OBJECT I DENTIFIER :: = {ifcpGat ewayCbj ects 2}
i fcpSessi onAttri but esTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF
| fcpSessi onAttributesEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An i FCP session consists of the pair of N _PORTs conprising
the session endpoints joined by a single TCP/IP connecti on.
This table provides informati on on each i FCP session
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currently using a local iFCP gateway instance. i FCP sessions
are created and renoved by the i FCP gateway instances, which
are reflected in this table."

::= {ifcpNport Sessionlnfo 1}

fcpSessi onAttri butesEntry OBJECT- TYPE

SYNTAX | f cpSessi onAttributesEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

Each entry contains information about one i FCP session consisting
of a pair of N PORTs joined by a single TCP/IP connection. This
tabl e’ s INDEX includes ifcpLcl Gwylnstlndex, which identifies the
| ocal i FCP gateway instance that created the session for the
entry.

Soon after an entry is created in this table for an i FCP session, it
will correspond to an entry in the tcpConnectionTable of the TCP-MB
(RFC 4022). The corresponding entry might represent a preexisting
TCP connection, or it might be a neWwy created entry. (Note that if
| Pv4 is being used, an entry in RFC 2012's tcpConnTabl e nmay al so
correspond.) The val ues of ifcpSessionLcl Prtl Addr Type and

i fcpSessionRnt Prtl1fAddrType in this table and the val ues of

t cpConnecti onLocal Addr essType and tcpConnecti onRemAddr essType used
as | NDEX val ues for the corresponding entry in the

t cpConnecti onTabl e shoul d be the same; this nmakes it sinmpler to

| ocate a session’s TCP connection in the TCP-MB. (O course, al
four values need to be "ipvd if there’s a corresponding entry in
the tcpConnTabl e.)

If an entry is created in this table for a session, prior to
knowi ng which | ocal and/or renote port nunbers will be used for
the TCP connection, then ifcpSessionLcl Prtl TcpPort and/or

i fcpSessi onRnt Prtl| TcpPort have the value zero until such tine as
they can be updated to the port nunbers (to be) used for the
connection. (Thus, a port value of zero should not be used to

| ocate a session’s TCP connection in the TCP-MB.)

Wien the TCP connection terminates, the entry in the
tcpConnectionTabl e and the entry in this table both get del eted
(and, if applicable, so does the entry in the tcpConnTable)."

I NDEX { ifcpLcl Gwylnstlndex, ifcpSessionlndex }

::= {ifcpSessionAttributesTable 1}

| fcpSessionAttributesEntry ::= SEQUENCE {
i f cpSessi onl ndex I nt eger 32,
i fcpSessionLcl Prtl1flndex I nterfacel ndexOr Zer o
i fcpSessi onLcl Prtl Addr Type | net Addr essType,
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i fcpSessi
i fcpSessi
i fcpSessi
i fcpSessi
i fcpSessi
i fcpSessi
i fcpSessi
i fcpSessi
i fcpSessi
i fcpSessi
i fcpSessi
i fcpSessi
i fcpSessi
i fcpSessi
i fcpSessi

i FCP

onLcl Prt | Addr
onLcl Prt | TcpPort
onLcl NpWwin
onLcl NpFci d
onRnt NpWwin
onRmt Prt | | f Addr Type
onRnt Prt 1 | f Addr
onRmt Prt| TcpPort
onRmt NpFci d
onRmt NpFci dAl i as
onl pTOV

onLcl LTI nt vl
onRnt LTI nt vl
onBound

onSt or ageType

i f cpSessi onl ndex

SYNTAX

MAX- ACCESS

STATUS
DESCRI PTI

ON

M B

| net Addr ess,
| net Port Nunber ,
FcNanmel dOr Zer o,
FcAddr essl| dOr Zer o,
FcNanel dOr Zer o,
| net Addr essType,
| net Addr ess,
| net Port Nunber ,
FcAddr essl dOr Zer o,
FcAddr essl| dOr Zer o,
| f cpl pTOVor Zer o,
| f cpLTI or Zer o,
| f cpLTIl or Zer o,
Tr ut hVval ue,
St or ageType

}

OBJECT- TYPE

Integer32 (1..2147483647)
not - accessi bl e

current

"The i FCP session index is a unique value used as an index

to the table,

i nst ance.

renote N Port

along with a specific |ocal
This index is used because the |ocal
i nformati on woul d create a conpl ex index that
woul d be difficult to inplenment.”

i FCP gat eway
N Port and

c:={ifcpSessionAttributesEntry 1}

i fcpSessionLcl Prtl|flndex

SYNTAX

MAX- ACCESS

STATUS
DESCRI PTI

ON

OBJECT- TYPE

I nterfacel ndexOr Zer o
read-only

current

"This is the interface index in the IF-MB ifTabl e being used

as the | ocal
| F--M B.

interface w
i mpl enent at i

interface."

REFERENCE

If the | ocal
in the ifTable,

port al
portal

in this session,
is not associated with an entry
then the value is 0.

as described in the

The ifType of the

Il generally be a type that supports IP, but an

on may support

i FCP using other protocols.
obj ect can be used to obtain additional

Thi s
i nformati on about the

"RFC 2863, The Interfaces Goup MB (IF-MB)"
.= {ifcpSessionAttributesEntry 2}

i fcpSessi onLcl Prtl Addr Type

SYNTAX

MAX- ACCESS
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STATUS current
DESCRI PTI ON

"The type of address in ifcpSessionLcl|fAddr."
c:={ifcpSessionAttributesEntry 3}

i fcpSessionLcl Prtl Addr OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This is the external IP address of the interface being used
for the i FCP local portal in this session. The address type
is defined in ifcpSessionLcl Prtl AddrType. |If the value is a
DNS name, then the name is resolved once, during the initia
session instantiation."

c:={ifcpSessionAttributesEntry 4}

i fcpSessionLcl Prtl TcpPort OBJECT- TYPE
SYNTAX | net Por t Nunmber
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This is the TCP port nunmber that is being used for the i FCP
| ocal portal in this session. This is nornmally an epheneral
port nunber selected by the gateway. The value may be 0
during an initial setup period."

c:= {ifcpSessionAttributesEntry 5}

i fcpSessi onLcl NpWwin OBJECT- TYPE
SYNTAX FcNanel dOr Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"World Wde Uni que Nane of the local N Port. For an unbound
session, this variable will be a zero-length string."

REFERENCE "RFC 4172, i FCP Protocol Specification"
DEFVAL {""
c:= {ifcpSessionAttributesEntry 6}
i fcpSessi onLcl NpFci d OBJECT- TYPE
SYNTAX FcAddr essl dOr Zero
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"Fi bre Channel ldentifier of the local N Port. For an unbound
session, this variable will be a zero-length string."
REFERENCE "RFC 4172, iFCP Protocol Specification”
c:= {ifcpSessionAttributesEntry 7}

i fcpSessi onRnt NpWwin OBJECT- TYPE
SYNTAX FcNanel dOr Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"World Wde Unique Nane of the renmbte N Port. For an unbound
session, this variable will be a zero-length string."

REFERENCE "RFC 4172, i FCP Protocol Specification"
DEFVAL {""
c:={ifcpSessionAttributesEntry 8}
i fcpSessionRnt Prtl | fAddr Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The type of address in ifcpSessionRrtPrtllfAddr."
.= {ifcpSessionAttributesEntry 9}

i fcpSessionRnt Prtl | fAddr OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This is the renote gateway | P address being used for the
portal on the renpte i FCP gateway. The address type is
defined in ifcpSessionRnmtPrtl|fAddrType. |If the value is a
DNS name, then the nane is resolved once, during the initial
session instantiation.”

.= {ifcpSessionAttributesEntry 10}

i fcpSessi onRnt Prt | TcpPort OBJECT- TYPE
SYNTAX | net Por t Nunber
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This is the TCP port number being used for the portal on the
renmote i FCP gateway. Cenerally, this will be the i FCP
canoni cal port. The value may be 0 during an initial setup
period."

DEFVAL { 3420 }
.= {ifcpSessionAttributesEntry 11}
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i fcpSessi onRnt NpFci d OBJECT- TYPE
SYNTAX FcAddr essl dOr Zero
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Fi bre Channel ldentifier of the rembte N Port. For an
unbound session, this variable will be a zero-length string."
REFERENCE "RFC 4172, i FCP Protocol Specification"

c:= {ifcpSessionAttributesEntry 12}

i fcpSessi onRnt NpFci dAl i as OBJECT- TYPE
SYNTAX FcAddr essl dOr Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Fi bre Channel ldentifier Aias assigned by the |ocal gateway
for the renote N Port. For an unbound session, this variable
will be a zero-length string."

REFERENCE "RFC 4172, iFCP Protocol Specification"
c:= {ifcpSessionAttributesEntry 13}

i fcpSessi onl pTOV OBJECT- TYPE
SYNTAX | f cpl pTOVor Zer o
UNI TS "seconds"
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"The I P_TOV being used for this i FCP session. This is the
maxi mum propagati on delay that will be used for the i FCP
session. The value can be changed on a per-session basis
and initially defaults to ifcpLcl GwlnstDefaultlpTOV for
the |l ocal gateway instance. The valid range is 0 - 3600
seconds. A value of O inplies fibre channel frane lifetinme

limts will not be enforced."
REFERENCE "RFC 4172, i FCP Protocol Specification”
.= {ifcpSessionAttributesEntry 14}
i fcpSessi onLcl LTI nt vl OBJECT- TYPE
SYNTAX | f cpLTl or Zer o
UNI TS "seconds”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Liveness Test Interval (LTlI) used for this i FCP session
The val ue can be changed on a per-session basis and initially
defaults to ifcpLcl GwylnstDefaultLTInterval for the |oca
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gateway instance. The valid range is 0 - 65535 seconds.
A value of O inplies that the gateway will not originate
Li veness Test nmessages for the session.”

REFERENCE "RFC 4172,

i FCP Prot ocol Specification"

c:= {ifcpSessionAttributesEntry 15}

i fcpSessi onRnt LTI nt vl
SYNTAX
UNI TS
MAX- ACCESS
STATUS
DESCRI PTI ON

"The Liveness Test Interva

OBJECT- TYPE

| fcpLTl or Zero
"seconds”
read-only
current

(LTI) as requested by the renote

gateway instance to use for this i FCP session. This value nmay
change over the life of the session. The valid range is O -
65535 seconds. A value of O inplies that the renote gateway
has not been requested to originate Liveness Test nessages for

t he session."

REFERENCE "RFC 4172,

i FCP Protocol Specification"

c:= {ifcpSessionAttributesEntry 16}

i fcpSessi onBound
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

OBJECT- TYPE
Tr ut hVval ue
read-only
current

"This val ue indicates whether this session is bound to a

specific local and renote N Port.

Sessions by default are

unbound and ready for future assignment to a local and renote

N Port.™"

REFERENCE "RFC 4172,

i FCP Protocol Specification"

c:= {ifcpSessionAttributesEntry 17}

i fcpSessi onSt or ageType
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

"The storage type for this row

OBJECT- TYPE
St or ageType
read-only
current

Par anmet er val ues defi ned

for a session are usually non-volatile, but may be volatile
or permanent in some configurations. |If permanent, then
i fcpSessi onl pTOV nust have read-wite access.”

DEFVAL

{ nonVol atile }

c:= {ifcpSessionAttributesEntry 18}

-- Local iFCP Gateway |Instance Session Statistics
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i fcpSessi onStatsTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF
| fcpSessionStatsEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This table provides statistics on an i FCP session."
::= {ifcpNport Sessionlnfo 2}

i fcpSessionStatsEntry OBJECT- TYPE
SYNTAX | f cpSessi onSt at sEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Provides i FCP-specific statistics per session.”
AUGMENTS {i fcpSessionAttri butesEntry}
::= {ifcpSessionStatsTable 1}

| fcpSessionStatsEntry ::= SEQUENCE {

i fcpSessionState | f cpSessi onSt at es,
i f cpSessi onDur ati on Unsi gned32,

i fcpSessi onTxCctets Zer oBasedCount er 64,
i fcpSessi onRxCctets Zer oBasedCount er 64,
i fcpSessi onTxFranes Zer oBasedCount er 64,
i fcpSessi onRxFranes Zer oBasedCount er 64,
i fcpSessi onSt al eFr anes Zer oBasedCount er 64,
i f cpSessi onHeader CRCError s Zer oBasedCount er 64,
i fcpSessi onFcPayl oadCRCErrors Zer oBasedCount er 64,
i fcpSessi onOtherErrors Zer oBasedCount er 64,

i fcpSessi onDi sconti nuityTinme Ti neSt anp

i fcpSessionState OBJECT- TYPE
SYNTAX | f cpSessi onSt at es
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The current session operating state."
::={ifcpSessionStatsEntry 1}

i fcpSessi onDuration OBJECT- TYPE
SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This indicates, in seconds, how long the i FCP session has
been in an open or open-pending state. Wen a session is
down, the value is reset to 0."
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.= {ifcpSessionStatsEntry 2}

i fcpSessi onTxCctets OBJECT- TYPE
SYNTAX Zer oBasedCount er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of octets transnitted by the i FCP gat eway
for this session. Discontinuities in the value of this
counter can occur at reinitialization of the managenent
system and at other times as indicated by the val ue of
i fcpSessi onDi scontinuityTinme. "

.= {ifcpSessionStatsEntry 3}

i fcpSessi onRxCctets OBJECT- TYPE
SYNTAX Zer oBasedCount er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of octets received by the i FCP gateway for
this session. Discontinuities in the value of this
counter can occur at reinitialization of the managenent
system and at other times as indicated by the val ue of
i fcpSessi onDi scontinuityTinme. "
.= {ifcpSessionStatsEntry 4}

i fcpSessi onTxFranes OBJECT- TYPE
SYNTAX Zer oBasedCount er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of i FCP franes transnitted by the gateway
for this session. Discontinuities in the value of this
counter can occur at reinitialization of the managenent
system and at other times as indicated by the val ue of
i fcpSessi onDi scontinuityTinme. "

::= {ifcpSessionStatsEntry 5}

i fcpSessi onRxFranes OBJECT- TYPE
SYNTAX Zer oBasedCount er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of iFCP frames received by the gateway
for this session. Discontinuities in the value of this
counter can occur at reinitialization of the managenent
system and at other times as indicated by the val ue of
i fcpSessi onDi scontinuityTinme. "
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::={ifcpSessionStatsEntry 6}

i fcpSessi onSt al eFranes OBJECT- TYPE
SYNTAX Zer oBasedCount er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of received i FCP franmes that were stale and
di scarded by the gateway for this session. Discontinuities
in the value of this counter can occur at reinitialization
of the managenent system and at other tines as indicated by
the val ue of ifcpSessionDi scontinuityTine."

.= {ifcpSessionStatsEntry 7}

i fcpSessi onHeader CRCErrors OBJECT- TYPE
SYNTAX Zer oBasedCount er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of Cyclic Redundancy Check (CRC) errors that
occurred in the frame header, detected by the gateway for this
session. Usually, a single Header CRC error is sufficient to
termnate an i FCP session. Discontinuities in the value of this
counter can occur at reinitialization of the managenent system
and at other times as indicated by the val ue of
i fcpSessi onDi scontinuityTine."

::= {ifcpSessionStatsEntry 8}

i fcpSessi onFcPayl 0adCRCErr or s OBJECT- TYPE
SYNTAX Zer oBasedCount er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunmber of CRC errors that occurred in the Fibre
Channel franme payl oad, detected by the gateway for this
session. Discontinuities in the value of this counter can
occur at reinitialization of the nmanagenent system and
at other tinmes as indicated by the val ue of
i fcpSessi onDi scontinuityTine."

::={ifcpSessionStatsEntry 9}

i fcpSessi onOtherErrors OBJECT- TYPE
SYNTAX Zer oBasedCount er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of errors, other than errors explicitly
nmeasur ed, detected by the gateway for this session.
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Di scontinuities in the value of this counter can occur at
reinitialization of the managenent system and at other
times as indicated by the val ue of
i fcpSessi onDi scontinuityTinme."

::= {ifcpSessionStatsEntry 10}

i fcpSessi onDi scontinuityTinme OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

The val ue of sysUpTine on the nbst recent occasion at which

any one (or nore) of the ifcpSessionStatsTable counters

suffered a discontinuity. The relevant counters are the

speci fic Count er 64-based i nstances associated with the

i fcpSessi onStatsTabl e: ifcpSessionTxCectets

i fcpSessi onRxCctets, ifcpSessi onTxFranes,

i fcpSessi onRxFranes, ifcpSessionStal eFranes,

i fcpSessi onHeader CRCErrors, ifcpSessionFcPayl oadCRCErrors,

and ifcpSessionO herErrors. |f no such discontinuities have

occurred since the last reinitialization of the |oca

managenent subsystem then this object contains a zero value."
::= {ifcpSessionStatsEntry 11}

- Low Capacity Statistics

i fcpSessi onLcSt at sTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF
| f cpSessi onLcSt at seEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

This table provides | owcapacity statistics for an i FCP
session. These are provided for backward conpatibility with
systens that do not support Counter64-based objects. At
1- Gbps rates, a Counter32-based object can wap as often as
every 34 seconds. Counter32-based objects can be sufficient
for many situations. However, when possible, it is
recommended to use the high-capacity statistics in
i fcpSessi onSt at sTabl e based on Counter64 objects.”

.= {ifcpNport Sessionlnfo 3}

i fcpSessionLcStatsEntry OBJECT- TYPE
SYNTAX | f cpSessionLcSt at sEntry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON

"Provides i FCP-specific statistics per session.”
AUGMVENTS {i fcpSessi onAttributesEntry}
::= {ifcpSessionLcStatsTabl e 1}

| f cpSessionLcStatsEntry :: = SEQUENCE {
i fcpSessi onLcTxCctets Zer oBasedCount er 32,
i fcpSessi onLcRxCctets Zer oBasedCount er 32,
i f cpSessi onLcTxFranes Zer oBasedCount er 32,
i fcpSessi onLcRxFr anes Zer oBasedCount er 32,
i fcpSessi onLcSt al eFranes Zer oBasedCount er 32
i fcpSessi onLcHeader CRCErrors Zer oBasedCount er 32,
i fcpSessi onLcFcPayl oadCRCErrors Zer oBasedCount er 32,
i fcpSessi onLcOt herErrors Zer oBasedCount er 32

}

i fcpSessi onLcTxCctets OBJECT- TYPE
SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of octets transnitted by the i FCP gat eway
for this session.”
::= {ifcpSessionLcStatsEntry 1}

i fcpSessi onLcRxCctets OBJECT- TYPE
SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of octets received by the i FCP gateway for
this session."
.. = {ifcpSessionLcStatsEntry 2}

i fcpSessi onLcTxFranes OBJECT- TYPE
SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of iFCP frames transnmitted by the gateway
for this session.”
::= {ifcpSessionLcStatsEntry 3}

i fcpSessi onLcRxFranes OBJECT- TYPE
SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The total nunber of iFCP frames received by the gateway
for this session.”

::= {ifcpSessionLcStatsEntry 4}

i fcpSessi onLcSt al eFranes OBJECT- TYPE
SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of received i FCP franmes that were stale and
di scarded by the gateway for this session.”
.. = {ifcpSessionLcStatsEntry 5}

i fcpSessi onLcHeader CRCErrors OBJECT- TYPE
SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of CRC errors that occurred in the frane
header, detected by the gateway for this session. Usually,
a single Header CRC error is sufficient to ternmnate an
i FCP session.”

::= {ifcpSessionLcStatsEntry 6}

i fcpSessi onLcFcPayl oadCRCErrors OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The total number of CRC errors that occurred in the Fibre
Channel franme payl oad, detected by the gateway for this
session.”

::= {ifcpSessionLcStatsEntry 7}

i fcpSessi onLcQ: herErrors OBJECT- TYPE
SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of errors, other than errors explicitly
measur ed, detected by the gateway for this session.”
.. = {ifcpSessionLcStatsEntry 8}
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i fcpConpliances
OBJECT | DENTI FI ER :: = {ifcpGat ewayConf or mance 1}

i fcpGat ewayConpl i ance MODULE- COVPLI ANCE
STATUS depr ecat ed

DESCRI PTI ON
"Thi s MODULE- COMPLI ANCE has been deprecated because address
transl ati on node has been deprecated in the i FCP standard. It has
the inplenentation requirenents for i FCP M B nodul e conpliance."
MODULE -- this nodul e

MANDATORY- GROUPS {
i fcpLcl Gat ewayG oup,
i fcpLcl Gat ewaySessi onGroup,
i fcpLcl Gat ewaySessi onSt at sGroup,
i fcpLcl Gat ewaySessi onLcSt at sG oup

}
OBJECT i fcpSessi onLcl Prtl Addr Type
SYNTAX | net AddressType { ipv4(l), ipv6(2) }

DESCRI PTI ON
"Support is only required for global |Pv4
and | Pv6 address types."

OBJECT i fcpSessionRnt Prtl | fAddr Type
SYNTAX | net AddressType { ipv4(1l), ipv6(2) }
DESCRI PTI ON

"Support is only required for global |Pv4
and | Pv6 address types."

OBJECT i fcpLel G wyl nst Addr Tr ansMbde
SYNTAX | f cpAddr essMode {addressTransparent (1),
addressTransl ation(2)}
DESCRI PTI ON
"Thi s object nmust support addressTransparent (1) and
addressTransl ation(2)."

;.= {ifcpConpliances 1}

i fcpGat ewayConpl i anceNoTr ansl ati on MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"I mpl enentation requirements for i FCP M B nodul e conpl i ance.
Address transl ati on node has been deprecated in the i FCP standard."
REFERENCE "RFC 4172, iFCP Protocol Specification;
RFC 6172, Deprecation of i FCP Address
Transl ati on Mode"
MODULE -- this nodul e
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MANDATORY- GROUPS {
i fcplLcl Gat ewayG oup,
i fcplLel Gat ewaySessi onGroupNoTr ansl ati on,
i fcpLcl Gat ewaySessi onSt at sG oup,
i fcpLcl Gat ewaySessi onLcSt at sG oup

}
OBJECT i fcpSessi onLcl Prtl Addr Type
SYNTAX | net AddressType { ipv4(1l), ipv6(2) }

DESCRI PTI ON
"Support is only required for global |Pv4
and | Pv6 address types."

OBJECT i fcpSessionRnt Prtl | fAddr Type
SYNTAX | net AddressType { ipv4(1l), ipv6(2) }
DESCRI PTI ON

"Support is only required for global |Pv4
and | Pv6 address types."

OBJECT i fcpLel G wyl nst Addr Tr ansMode
SYNTAX | f cpAddr essMbde {addressTransparent (1)}
DESCRI PTI ON

"Support is only required for addressTransparent(1)."
::= {ifcpConpliances 2}
i fcpG oups OBJECT | DENTI FIER :: = {ifcpGat ewayConf or mance 2}

i fcpLcl Gat ewayG oup OBJECT- GROUP
OBJECTS {
i fcpLel G wyl nst Phyl ndex,
i fcpLel G wyl nst Ver si onM n,
i fcpLel G wyl nst Ver si onMax,
i fcpLel G wyl nst Addr Tr ansMode,
i fcpLel G wyl nst FcBr dcst Support,
i fcpLel Gwyl nstDefaul t1pTOV,
i fcpLel Gwyl nst Defaul t LTI nt erval,
i fcpLel G wyl nst Descr,
i fcpLel G wyl nst NumAct i veSessi ons,
i fcpLel G wyl nst St or ageType

STATUS current
DESCRI PTI ON
"i FCP | ocal device info group. This group provides
i nformati on about each gateway."
c:={ifcpGoups 1}
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i fcplLcl Gat ewaySessi onG oup OBJECT- GROUP
OBJECTS {
i fcpSessionLcl Prtllflndex,
i fcpSessi onLcl Prt | Addr Type,
i fcpSessi onLcl Prtl Addr,
i fcpSessionLcl Prtl TcpPort,
i fcpSessi onLcl NpWwin,
i f cpSessi onLcl NpFci d,
i f cpSessi onRnt NpWwin,
i fcpSessi onRnt Prtl | f Addr Type,
i fcpSessionRnt Prtl | fAddr,
i fcpSessionRnt Prtl TcpPort,
i fcpSessi onRnt NpFci d,
i fcpSessi onRnt NpFci dAl i as,
i fcpSessi onl pTOV,
i fcpSessionLcl LTI ntvl,
i fcpSessi onRnt LTI nt vl
i f cpSessi onBound,
i fcpSessi onSt orageType

}

STATUS depr ecat ed

DESCRI PTI ON
"Thi s OBJECT- GROUP has been deprecated because address translation
node has been deprecated in the i FCP standard. i FCP Sessi on group.
This group provides informati on about each i FCP session currently
active between i FCP gat eways."

.= {ifcpGoups 4}

i fcpLcl Gat ewaySessi onSt at sG oup OBJECT- GROUP
OBJECTS {
i fcpSessi onSt at e,
i f cpSessi onDur ati on,
i fcpSessi onTxCct et s,
i fcpSessi onRxCct et s,
i fcpSessi onTxFr anes,
i fcpSessi onRxFr anes,
i fcpSessi onSt al eFr anes,
i f cpSessi onHeader CRCErr or s,
i f cpSessi onFcPayl oadCRCEr r or s,
i fcpSessi onQt her Errors,
i fcpSessi onDi sconti nuityTime

}
STATUS current
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DESCRI PTI ON
"i FCP Session Statistics group. This group provides
statistics with 64-bit counters for each i FCP session
currently active between i FCP gateways. This group
is only required for agents that can support Counter64-
based data types."
.= {ifcpGoups 5}

i fcplel Gat ewaySessi onLcSt at sG oup OBJECT- GROUP
OBJECTS {
i fcpSessi onLcTxCct et s,
i fcpSessi onLcRxCctet s,
i fcpSessi onLcTxFranes,
i f cpSessi onLcRxFr anes,
i fcpSessi onLcSt al eFr anes,
i fcpSessi onLcHeader CRCError s,
i fcpSessi onLcFcPayl oadCRCError s,
i fcpSessi onLcQ herErrors

}
STATUS current
DESCRI PTI ON
"i FCP Session Low Capacity Statistics group. This group

provides statistics with | owcapacity 32-bit counters
for each i FCP session currently active between i FCP
gateways. This group is only required for agents that
do not support Counter64-based data types, or that need
to support SNMPv1l applications."”

.= {ifcpGoups 6}

i fcpLcl Gat ewaySessi onG oupNoTr ansl ati on OBJECT- GROUP
OBJECTS {
i fcpSessionLcl Prtllflndex,
i fcpSessi onLcl Prtl Addr Type,
i fcpSessi onLcl Prtl Addr,
i fcpSessionLcl Prtl TcpPort,
i fcpSessi onLcl NpWwin,
i fcpSessi onLcl NpFci d,
i f cpSessi onRnt NpWwin,
i fcpSessi onRnt Prtl | f Addr Type,
i fcpSessionRnt Prtl | fAddr,
i fcpSessionRnt Prt| TcpPort,
i fcpSessi onRnt NpFci d,
i fcpSessi onl pTOV,
i fcpSessi onLcl LTI ntvl,
i fcpSessi onRnt LTI ntvl,
i f cpSessi onBound,
i fcpSessi onSt or ageType

}
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STATUS current
DESCRI PTI ON
"i FCP Session group. This group provides information
about each i FCP session currently active between i FCP
gat enways. "
.= {ifcpGoups 7}

END
6. Security Considerations

There are a nunber of nmanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects nmay be considered sensitive or vulnerable in sonme network
envi ronnents. The support for SET operations in a non-secure

envi ronment w t hout proper protection can have a negative effect on
net wor k operati ons.

Changi ng the follow ng object values, with a MAX- ACCESS of read-
wite, may cause disruption in storage traffic:

i fcpLel G wyl nst Addr Tr ansMbde

i fcpLel G wyl nst FcBr dcst Support

i fcpLel Gwyl nstDefaul t1pTOV

i fcpLel Gwyl nst Def aul t LTI nt er val
i fcpSessi onl pTOV

Changi ng the follow ng object value, with a MAX- ACCESS of read-wite,
may cause a user to |lose track of the i FCP gat eway:

i fcpLel G wyl nst Descr

Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CGET and/or NOTIFY access to these objects and possibly
to even encrypt the val ues of these objects when sending them over
the network via SNWVP.

The followi ng object tables provide information about storage traffic
sessions, and can indicate to a user who is communi cati ng and
exchangi ng storage data:

i fcpLel G wyl nst Tabl e
i fcpSessionAttributesTabl e
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8.

8.

1

SNMP versions prior to SNVWPv3 did not include adequate security.

Even if the network itself is secure (for exanple, by using |IPsec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/delete) the objects
inthis MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nechani sns (for
aut henti cation and privacy).

Furt her, deploynent of SNMP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNWPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNWP entity giving access to an
instance of this MB nmodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them

| ANA Consi der ati ons

The M B nodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ue recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

ifcpMgm M B { transm ssion 230 }
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