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Thi s docunent provides guidelines for the design of attributes used
by the Renpte Authentication Dial In User Service (RADIUS) protocol

It is expected that these guidelines will prove useful to authors and
reviewers of future RADIUS attribute specifications, within the | ETF
as well as other Standards Devel opnment Organi zations (SDGCs).

Status of This Meno
This menp docunents an |Internet Best Current Practice.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
BCPs is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6158

Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
document authors. All rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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This docunent nay contain material from | ETF Docunents or |ETF
Contributions published or nmade publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
materi al may not have granted the I ETF Trust the right to all ow
nmodi fi cations of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |license fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
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1. Introduction

Thi s docunent provides guidelines for the design of Renote

Aut hentication Dial In User Service (RADIUS) attributes within the

| ETF as well as within other Standards Devel opnent Organi zations
(SDCs). By articulating RADI US design guidelines, it is hoped that
this docunent will encourage the devel opment and publication of high-
quality RADIUS attribute specifications.

However, the advice in this document will not be helpful unless it is
put to use. As with "CQuidelines for Authors and Reviewers of MB
Docunents" [RFC4181], it is expected that authors will check their
document against the guidelines in this docunment prior to publication
or requesting review (such as an "Expert Review' described in
[RFC3575]). Simlarly, it is expected that this docunment will be
used by reviewers (such as WG participants or the Authentication,

Aut hori zation, and Accounting (AAA) Doctors [DOCTORS]), resulting in
an inprovenment in the consistency of reviews.

In order to neet these objectives, this docunent needs to cover not
only the science of attribute design but also the art. Therefore, in
addition to covering the nost frequently encountered issues, this
docunent expl ains sone of the considerations notivating the

gui delines. These considerations include conplexity trade-offs that
make it difficult to provide "hard and fast" rules for attribute
design. This docunment explains those trade-offs through reviews of
current attribute usage.
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2.

The rest of the docunent is organized as follows. Section 1

di scusses the applicability of the guidelines and defines a
reconmended revi ew process for RADIUS specifications. Section 2
defines the design guidelines in terms of what is "RECOMVENDED' and
"NOI' RECOVWWENDED'. Section 3 gives a |longer explanation of the

rati onal e behind the guidelines given in the previous section
Appendi x A repeats the guidelines in a "checklist" format. Appendi X
B di scusses previously defined attributes that do not follow the

gui del i nes

Aut hors of new RADI US specifications can be conpliant with the design
gui del i nes by working through the checklists given in Appendi x A

Revi ewers of RADI US specifications are expected to be fanmliar with
the entire docunent.

Ter m nol ogy
Thi s docunent uses the follow ng terns:

Net wor k Access Server (NAS)
A device that provides an access service for a user to a network.

RADI US server
A RADI US aut hentication, authorization, and accounting (AAA
server is an entity that provides one or nore AAA services to a
NAS.

St andard space
Codes in the RADIUS Attri bute Type Space that are allocated by
| ANA and that follow the format defined in Section 5 of RFC 2865
[ RFC2865] .

Vendor space
The contents of the Vendor-Specific Attribute (VSA), as defined in
[ RFC2865], Section 5.26. These attributes provide a uni que
attribute type space in the "String" field for each vendor
(identified by the Vendor-Type field), which they can self-
al | ocat e.

Requi renment s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].
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1.3. Applicability

The advice in this docunment applies to RADIUS attributes used to
encode service-provisioning, authentication, or accounting data based
on the attribute encodings and data formats defined in RFC 2865

[ RFC2865], RFC 2866 [RFC2866], and subsequent RADI US RFCs.

Since this docunment represents a Best Current Practice, it does not
update or deprecate existing standards. As a result, uses of the
terns "MJST" and "MJST NOT" are limted to requirenents already
present in existing docunents.

It is RECOWENDED that these guidelines be followed for all new

RADI US specifications, whether they originate froma vendor, an SDO
or the IETF. Doing so will ensure the w dest possible applicability
and interoperability of the specifications, while requiring mninal
changes to existing systens. In particular, it is expected that

RADI US specifications requesting allocation within the standard space
will follow these guidelines and will explain why this is not
possible if they cannot.

However, there are situations in which vendors or SDOs can choose not
to foll ow these guidelines wthout major consequences. As noted in
Section 5.26 of [RFC2865], Vendor-Specific Attributes (VSAs) are
"available to allow vendors to support their own extended Attributes
not suitable for general usage". Were vendors or SDOs devel op
specifications "not suitable for general usage", linited
interoperability and inability to use existing inplenentations nmay be
acceptabl e, and, in these situations, vendors and SDOs MAY choose not
to conformto these guidelines

Note that the RADEXT Ws is currently (as of 2011) involved in

devel opi ng updates to RADIUS. Those updates will provide their own
usage gui delines that may nodify some of the guidelines defined here,
such as defining new data types, practices, etc.

RADI US protocol changes, or specification of attributes (such as
Service-Type), that can, in effect, provide new RADI US commands
requi re greater expertise and deeper review, as do changes to the
RADI US operational nmodel. As a result, such changes are outside the
scope of this docunment and MUST NOT be undertaken outside the |ETF.

1.3.1. Reviews
For specifications utilizing attributes within the standard space,
conformance with the design guidelines in this docunent is expected

unl ess a good case can be made for an exception. Reviewers SHOULD
use the design guidelines as a review checklist.
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While not required, |IETF review nay al so be beneficial for
specifications utilizing the vendor space. Experience has shown that
attributes not originally designed for general usage can subsequently
garner w de-spread depl oynent. An exanple is the Vendor-Specific
Attributes defined in [ RFC2548], which have been w dely i npl enent ed
within | EEE 802. 11 Access Points.

In order to assist in the devel opment of specifications conformng to
t hese gui delines, authors can request review by sending an email to
the AAA Doctors [DOCTORS] or equivalent mailing list. The |IETF
Operations & Managenent Area Directors will then arrange for the
review to be conpleted and posted to the AAA Doctors mailing |ist

[ DOCTORS], RADEXT WG mailing list, or other IETF nailing |ists.

Since reviews are handl ed by volunteers, responses are provided on a
best-effort basis, with no service-level guarantees. Authors are
encouraged to seek review as early as possible, so as to avoid
potential del ays.

As reviewers require access to the specification, vendors and SDGCs
are encouraged to nmake it publicly available. Were the RAD US
specification is enbedded within a | arger docunent that cannot be
made public, the RADIUS attribute and val ue definitions can be nade
avail able on a public web site or can be published as an
Informational RFC, as with [ RFC4679].

The revi ew process requires neither allocation of attributes within
the standard space nor publication of an RFC. Requiring SDOs or
vendors to rehost VSAs into the standard space solely for the purpose
of obtaining review would put pressure on the standard space and may
be harnful to interoperability since it would create two ways to
provi sion the sanme service. Rehosting nay al so require changes to
the RADI US data nodel, which will affect inplenentations that do not
intend to support the SDO or vendor specifications.

Simlarly, vendors are encouraged to make their specifications
publicly available, for maximuminteroperability. However, it is not
necessary for a vendor to request publication of a VSA specification
as an RFC.

2. Quidelines
The RADI US protocol as defined in [ RFC2865] and [ RFC2866] uses

el ements known as attributes in order to represent authentication
aut hori zation, and accounting data.
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Unl i ke Sinple Network Managenent Protocol (SNWP), first defined in

[ RFC1157] and [ RFC1155], RADI US does not define a formal data
definition | anguage. The data type of RADIUS attributes is not
transported on the wire. Rather, the data type of a RADIUS attribute
is fixed when an attribute is defined. Based on the RADIUS attribute
type code, RADIUS clients and servers can determi ne the data type
based on pre-configured entries within a data dictionary.

To explain the inplications of this early RADIUS design decision, we
di stinguish two kinds of data types, namely "basic" and "conpl ex".
Basi c data types use one of the existing RADIUS data types as defined
in Section 2.1, encapsulated in a [ RFC2865] RADIUS attribute or in a
[ RFC2865] RADIUS VSA. All other data formats are "conpl ex types"

RADI US attri butes can be classified into one of three broad
cat egori es:

* Attributes that are of interest to a single vendor, e.g., for a
product or product line. Mniml cross-vendor interoperability
i s needed.

Vendor - Specific Attributes (VSAs) are appropriate for use in
this situation. Code-point allocation is managed by the vendor
with the vendor space defined by their Private Enterprise Nunber
(PEN), as given in the Vendor-Id field.

* Attributes that are of interest to an industry segment, where an
SDO defines the attributes for that industry. Milti-vendor
interoperability within an industry segnent is expected.

Vendor - Specific Attributes (VSAs) MJIST be used. Code-point
all ocation is managed by the SDO with the vendor space defined
by the SDO s PEN rather than the PEN of an individual vendor

* Attributes that are of broad interest to the Internet conmmunity.
Mul ti-vendor interoperability is expected.

Attributes within the standard space are appropriate for this
purpose and are allocated via | ANA as described in [ RFC3575].
Since the standard space represents a finite resource, and is
the only attribute space avail able for use by | ETF worki ng
groups, vendors, and SDCs are encouraged to utilize the vendor
space rather than request allocation of attributes fromthe
standard space. Usage of attribute type codes reserved for
standard attributes is considered antisocial behavior and is
strongly di scouraged.

DeKok & Weber Best Current Practice [ Page 7]



RFC 6158 RADI US Desi gn Gui del i nes March 2011

2.1. Data Types

RADI US defines a limted set of data types, defined as "basic data
types". The follow ng data qualifies as "basic data types"

* 32-bit unsigned integer in network byte order

* Enunmerated data types, represented as a 32-bit unsigned integer
with a list of nanme to val ue nmappings (e.g., Service-Type).

* | Pv4 address in network byte order

* Time as a 32-bit unsigned value in network byte order and in
seconds since 00:00:00 UTC, January 1, 1970.

* | Pv6 address in network byte order.
* Interface-1d (8-octet string in network byte order).
* | Pv6 prefix.

* String (i.e., binary data), totaling 253 octets or less in
length. This includes the opaque encapsul ation of data
structures defined outside of RADIUS. See also Appendix A 1.3
for additional discussion.

* UTF-8 text [RFC3629], totaling 253 octets or less in |ength.

Note that the length Iimtations for VSAs of type String and Text are
| ess than 253 octets, due to the additional overhead of the Vendor-
Speci fic encodi ng.

The followi ng data also qualifies as "basic data types"

* Attributes grouped into a | ogical container using the [ RFC2868]
taggi ng nechanism This approach is NOT RECOVWENDED (see
Section 3.2.2) but is pernissible where the alternatives are
wor se.

* Attributes requiring the transport of nore than 253 octets of
Text or String data. This includes the opaque encapsul ation of
data structures defined outside of RADIUS, e.g., EAP-Mssage.

Al'l other data formats (including nested attributes) are defined to
be "conpl ex data types" and are NOT RECOMVENDED for normal use.
Conmpl ex data types MAY be used in situations where they reduce
complexity in non-RADI US systens or where using the basic data types
woul d be awkward (such as where groupi ng would be required in order
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tolink related attributes). Since there are no "hard and fast"
rules for where conplexity is best |ocated, each situation has to be
deci ded on a case-by-case basis. Exanples of this trade-off are

di scussed in Appendix B. Were a conplex data type is selected, an
expl anation SHOULD be offered as to why this was necessary.

2.2. Vendor Space

The Vendor space is defined to be the contents of the Vendor-Specific
Attribute ([ RFC2865], Section 5.26) where the Vendor-1d defines the
space for a particular vendor, and the contents of the "String"” field
define a unique attribute type space for that vendor. As discussed
there, it is intended for vendors and SDGCs to support their own
attributes not suitable for general use.

Whil e the encoding of attributes within the vendor space is under the
control of vendors and SDGCs, follow ng the guidelines described here
i s advant ageous since it enables maxi numinteroperability with

m ni mal changes to existing systens.

For exanple, RADI US server support for new attributes using "basic
data types" can typically be acconplished by editing a RAD US

di ctionary, whereas "conplex data types"” typically require RADI US
server code changes, which can add conplexity and delays in

i mpl enent ati on.

Vendor RADI US Attribute specifications SHOULD sel f-allocate
attributes fromthe vendor space rather than request an allocation
fromwi thin the standard space

VSA encodi ngs that do not follow the [ RFC2865], Section 5.26 encoding
schene are NOT RECOMMENDED. Al though [ RFC2865] does not nmandate it,

i mpl erent ati ons comonly assume that the Vendor 1d can be used as a
key to determ ne the on-the-wire encoding of a VSA. Vendors

t heref ore SHOULD NOT use multiple encodings for VSAs that are
associated with a particular Vendor Id. A vendor wi shing to use
mul ti pl e VSA encodi ngs SHOULD request one Vendor 1d for each VSA
encoding that they will use.

2.3. Service Definitions and RAD US

RADI US specifications define how an existing service or protocol can
be provisioned using RADIUS, usually via the Service-Type Attribute.
Therefore, it is expected that a RADIUS attribute specification will
ref erence docunents defining the protocol or service to be
provisioned. Wthin the IETF, a RADIUS attribute specification
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SHOULD NOT be used to define the protocol or service being
provi sioned. New services using RADI US for provisioning SHOULD be
defined el sewhere and referenced in the RADI US specification

New attributes, or new values of existing attributes, SHOULD NOT be
used to define new RADIUS conmands. RADIUS attributes are intended
to:

* aut henticate users

* aut horize users (i.e., service provisioning or changes to
provi si oni ng)

* account for user activity (i.e., logging of session activity)

Requirements for allocation of new conmands (i.e., the Code field in
t he packet header) and new attributes within the standard space are
described in [RFC3575], Section 2.1.

2.4. Translation of Vendor Specifications

[ RFC2865], Section 5.26 defines Vendor-Specific Attributes as
fol | ows:

This Attribute is available to all ow vendors to support their own
extended Attributes not suitable for general usage. |t MJST NOT
af fect the operation of the RADI US protocol

Servers not equipped to interpret the vendor-specific information
sent by a client MUST ignore it (although it may be reported).
dients which do not receive desired vendor-specific information
SHOULD nake an attenpt to operate without it, although they nmay do
so (and report they are doing so) in a degraded node.

The Iinmtation on changes to the RADI US protocol effectively

prohi bits VSAs from changi ng fundanmental aspects of RADI US operation
such as nodi fyi ng RADI US packet sequences or addi ng new comands.
However, the requirenent for clients and servers to be able to
operate in the absence of VSAs has proven to be |less of a constraint

since it is still possible for a RADIUS client and server to nutually
i ndi cate support for VSAs, after which behavior expectations can be
reset.

Theref ore, RFC 2865 provi des considerable latitude for devel opnent of
new attributes within the vendor space, while prohibiting devel opnent
of protocol variants. This flexibility inplies that RADIUS
attributes can often be devel oped within the vendor space w t hout

| oss (and possibly even with gain) in functionality.

DeKok & Weber Best Current Practice [ Page 10]



RFC 6158 RADI US Desi gn Gui del i nes March 2011

As a result, translation of RADIUS attributes devel oped within the
vendor space into the standard space nmay provi de only nodest
benefits, while accelerating the exhaustion of the standard space.
We do not expect that all RADIUS attribute specifications requiring
interoperability will be devel oped within the | ETF, and all ocated
fromthe standard space. A nore scal able approach is to recognize
the flexibility of the vendor space, while working toward

i mprovenents in the quality and availability of RADI US attribute
specifications, regardl ess of where they are devel oped.

It is therefore NOT RECOMMENDED t hat specifications intended solely
for use by a vendor or SDO be translated into the standard space.

3. Rationale
This section outlines the rationale behind the above recomendati ons.
3.1. RADIUS Qperational Mdel
The RADI US operational nodel includes several assunptions:
* The RADI US protocol is stateless.

* Provisioning of services is not possible within an Access-Rej ect
or Di sconnect - Request.

* There is a distinction between authorizati on checks and user
aut henti cati on.

* The protocol provides for authentication and integrity
protection of packets.

* The RADI US protocol is a Request/Response protocol.
* The protocol defines packet length restrictions.

Whi |l e RADI US server inplenmentations nay keep state, the RADI US
protocol is stateless, although information may be passed from one
protocol transaction to another via the State Attribute. As a
result, docunents that require stateful protocol behavior w thout use
of the State Attribute are inherently inconpatible with RADI US as
defined in [ RFC2865] and MJST be redesi gned. See [RFC5080], Section
2.1.1 for additional discussion surrounding the use of the State
Attribute.

As noted in [RFC5080], Section 2.6, the intent of an Access-Reject is

to deny access to the requested service. As a result, RADIUS does
not allow the provisioning of services within an Access-Reject or
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Di sconnect - Request. Docunents that include provisioning of services
within an Access-Reject or Disconnect-Request are inherently
i nconpatible with RADIUS and need to be redesi gned.

[ RFC5176], Section 3 notes the foll ow ng:

A Di sconnect - Request MJST contain only NAS and session
identification attributes. |If other attributes are included in a
Di sconnect - Request, inplenentati ons MIST send a Di sconnect-NAK; an
Error-Cause Attribute with val ue "Unsupported Attribute" MAY be

i ncl uded.

As a result, docunments that include provisioning of services within a
Di sconnect - Request are inherently inconpatible with RADI US and need
to be redesigned.

As noted in [RFC5080], Section 2.1.1, a RADH US Access-Request may not
contain user authentication attributes or a State Attribute |inking
the Access-Request to an earlier user authentication. Such an
Access- Request, known as an aut hori zation check, provides no
assurance that it corresponds to a live user. RADI US specifications
defining attributes containing confidential information (such as
Tunnel - Password) shoul d be careful to prohibit such attributes from
being returned in response to an authori zation check. Al so,

[ RFC5080], Section 2.1.1 notes that authentication nechanisns need to
tie a sequence of Access-Request/Access-Chall enge packets together
into one authentication session. The State Attribute i s RECOMVENDED
for this purpose.

Whil e [ RFC2865] did not require authentication and integrity
protection of RADIUS Access- Request packets, subsequent

aut henti cati on mechani sm speci fications, such as RADI US/ EAP [ RFC3579]
and Di gest Authentication [RFC5090], have mandated authenticati on and
integrity protection for certain RADI US packets. [RFC5080], Section
2.1.1 nmakes this behavior RECOVWENDED for all Access-Request packets,
i ncl udi ng Access- Request packets perforning authorization checks. It
i s expected that specifications for new RADI US aut hentication
mechani sms will continue this practice.

The RADI US protocol as defined in [ RFC2865] is a request-response
prot ocol spoken between RADI US clients and servers. A single RAD US
request packet ([RFC2865], [RFC2866], or [RFC5176]) will solicit in
response at nost a single response packet, sent to the |IP address and
port of the RADIUS client that originated the request. Changes to
this nodel are likely to require nmajor revisions to existing

i npl enment ations, and this practice is NOI RECOMMENDED
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The Length field in the RADI US packet header is defined in [ RFC2865]
Section 3. It is noted there that the maxi num Il ength of a RADI US
packet is 4096 octets. As a result, attribute designers SHOULD NOT
assune that a RADIUS inplenmentation can successfully process RADI US
packets | arger than 4096 octets.

Even when packets are | ess than 4096 octets, they nay be |arger than
the Path Maxi num Transni ssion Unit (PMIU). Any packet |arger than
the PMITU wi Il be fragnented, naking conmuni cations nore brittle as
firewalls and filtering devices often discard fragnents. Transport
of fragmented UDP packets appears to be a poorly tested code path on
networ k devi ces. Sone devices appear to be incapable of transporting
fragmented UDP packets, naking it difficult to deploy RADIUS in a
networ k where those devices are deployed. W RECOMVEND that RADI US
nmessages be kept as small possible.

If a situation is envisaged where it may be necessary to carry

aut hentication, authorization, or accounting data in a packet |arger
than 4096 octets, then one of the follow ng approaches is
RECOMVENDED:

1. Uilization of a sequence of packets.
For RADI US aut hentication, a sequence of Access-
Request/ Access- Chal | enge packets would be used. For this to
be feasible, attribute designers need to enable inclusion of
attributes that can consune consi derabl e space within Access-
Chal | enge packets. To maintain conpatibility with existing
NASes, either the use of Access-Chall enge packets needs to be
perm ssible (as with RAD US/ EAP, defined in [RFC3579]) or
support for recei pt of an Access-Chall enge needs to be
i ndi cated by the NAS (as in RADI US Location [ RFC5580]). Al so,
the specification needs to clearly describe how attribute
splitting is to be signaled and how attributes included within
the sequence are to be interpreted, without requiring statefu
operation. Unfortunately, previous specifications have not
al ways exhibited the required foresight. For exanple, even
though very large filter rules are conceivable, the NAS
Filter-Rule Attribute defined in [RFC4849] is not pernmitted in
an Access- Chal | enge packet, nor is a mechanismspecified to
allow a set of NAS-Filter-Rule Attributes to be split across
an Access- Request/ Access- Chal | enge sequence.

In the case of RADIUS accounting, transporting |arge anmounts
of data would require a sequence of Accounting-Request

packets. This is a non-trivial change to RAD US, since RADIUS
accounting clients would need to be nodified to split the
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attribute streamacross multiple Accounting-Requests, and
billing servers would need to be nodified to reassenbl e and
interpret the attribute stream

2. Uilization of nanmes rather than val ues
Where an attribute relates to a policy that could conceivably
be pre-provisioned on the NAS, then the name of the pre-
provi sioned policy can be transmitted in an attribute rather
than the policy itself, which could be quite large. An
exanple of this is the Filter-Id Attribute defined in
[ RFC2865], Section 5.11, which enables a set of pre-
provisioned filter rules to be referenced by nane.

3. Uilization of Packetization Layer Path MIU Di scovery
techni ques, as specified in [ RFC4821].
As a last resort, where the above techni ques cannot be made to
work, it may be possible to apply the techni ques described in
[ RFC4821] to discover the maxi mum supported RADI US packet size
on the path between a RADIUS client and a honme server. Wile
such an approach can avoid the conplexity of utilization of a
sequence of packets, dynanic discovery is likely to be time
consum ng and cannot be guaranteed to work with existing
RADI US i npl enmentations. As a result, this technique is not
general |y applicable.

3.2. Data Moddel |ssues

Whi | e [ RFC2865], Section 5 defines basic data types, later
specifications did not followthis practice. This problemhas |ed
i npl enentations to define their own nanes for data types, resulting
i n non-standard nanes for those types.

In addition, the nunber of vendors and SDOs creating new attributes
wi thin the vendor space has grown, and this has led to sone

di vergence in approaches to RADI US attribute design. For exanple,
vendors and SDGCs have evol ved the data nodel to support functions
such as new data types along with attribute grouping and attribute
fragmentation, with different groups taking different approaches.
These approaches are often inconpatible, leading to additiona
conplexity in RADIUS inpl ementations.

In order to avoid repeating old m stakes, this section describes the

history of the RADI US data nodel and attenpts to codify existing
practices.
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3.2.1. Issues with Definitions of Types

[ RFC2865], Section 5 explicitly defines five data types: text,
string, address, integer, and tine. Both the nanes and
interpretations of the types are given

Subsequent RADI US specifications defined attributes by using type
nanes not defined in [ RFC2865], w thout defining the new nanes as
done in [RFC2865]. They did not consistently indicate the fornmat of
the value field using the sanme conventions as [RFC2865]. As a
result, the data type is anbiguous in sone cases and nmay not be
consi stent anong different inplenentations.

It is out of the scope of this docunent to resolve all potenti al
anbiguities within existing RAD US specifications. However, in order
to prevent future anbiguities, it is RECOMENDED t hat future RADI US
attribute specifications explicitly define newy created data types
at the beginning of the docunent and indicate clearly the data type
to be used for each attribute.

For exanple, [RFC3162] utilizes, but does not explicitly define, a
type that encapsul ates an | Pv6 address (Sections 2.1 and 2.4) and
anot her type that encapsulates an | Pv6 prefix (Section 2.3). The

| Pv6 address attributes confusingly are referenced as type "Address"
in the docunent. This is a simlar nane as the "address" type
defined in [ RFC2865], which was defined to refer solely to | Pv4d

addr esses.

VWhile the Franed-Interface-1d Attribute defined in [RFC3162], Section
2.2 included a value field of 8 octets, the data type was not
explicitly indicated; therefore, there is controversy over whether
the format of the data was intended to be an 8-octet String or

whet her a special Interface-1d type was intended.

G ven that attributes encapsulating an | Pv6 address and an | Pv6
prefix are already in use, it is RECOWENDED that RADI US server

i mpl enent ati ons i nclude support for these as basic types, in addition
to the types defined in [ RFC2865]. Where the intent is to represent
a specific I Pv6 address, an "l Pv6 address" type SHOULD be used.

Al though it is possible to use an "I Pv6 Prefix" type with a prefix

I ength of 128 to represent an | Pv6 address, this usage is NOT
RECOMVENDED. | npl enent ati ons supporting the Franed-Interface-Id
Attribute may select a data type of their choosing (nost likely an
8-octet String or a special "Interface 1d" data type).
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It is worth noting that since RADIUS only supports unsigned integers
of 32 bits, attributes using signed integer data types or unsigned

i nteger types of other sizes will require code changes and SHOULD be
avoi ded.

For [ RFC2865] RADIUS VSAs, the length limtation of the String and
Text types is 247 octets instead of 253 octets, due to the additiona
over head of the Vendor-Specific Attribute.

3.2.2. Tagging Mechani sm

[ RFC2868] defines an attribute grouping nechani smbased on the use of
a one-octet tag value. Tunnel attributes that refer to the same
tunnel are grouped together by virtue of using the sane tag val ue.

Thi s taggi ng mechani sm has sone drawbacks. There are a linited
nunber of unique tags (31). The tags are not well suited for use
with arbitrary binary data val ues because it is not always possible
totell if the first byte after the Length is the tag or the first
byte of the untagged value (assunming the tag is optional).

Oher limtations of the taggi ng nmechani smare that when integer
val ues are tagged, the value portion is reduced to three bytes,
meani ng only 24-bit nunbers can be represented. The tagging
mechani sm does not offer an ability to create nested groups of
attributes. Some RADIUS inplenentations treat tagged attributes as
havi ng the additional data types tagged-string and tagged-integer
These types increase the conplexity of inplenmenting and managi ng
RADI US syst ens.

For these reasons, the taggi ng schene described in RFC 2868 is NOT
RECOMVENDED for use as a generic groupi ng nechani sm

3.2.3. Complex Data Types

As described in this section, the creation of conplex types can |ead
to interoperability and depl oynent issues, so they need to be
introduced with care. For exanple, the RADIUS attribute encoding is
sunmari zed in [ RFC2865] :

0 1 2

012345678901234567890
i i T S e i S ik S NI TR e
| Type | Length | Value ..
B e ol S e R e T ah e e ol S e
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However, sone standard attributes pack nultiple sub-fields into the
"Val ue" field, resulting in the creation a non-standard, i.e.

conpl ex, type. Separating these sub-fields into different
attributes, each with its own type and | ength, would have the

foll owi ng benefits:

* When nmanual data entry is required, it is easier for an
admi nistrator to enter the data as well-known types rather than
as conpl ex structures.

* |t enables additional error checking by |everaging the parsing
and validation routines for well-known types.

* |t sinplifies inplenentations by elimnating special-case,
attribute-specific parsing.

One of the fundanental goals of the RADI US protocol design was to
al | ow RADI US servers to be configured to support new attributes

wi t hout requiring server code changes. RADI US server inplenentations
typically provide support for basic data types and define attributes
in a data dictionary. This architecture enables a new attribute to
be supported by the addition of a dictionary entry, w thout requiring
ot her RADI US server code changes

Code changes can al so be required in policy nmanagenent systens and in
the RADI US server’s receive path. These changes are due to
limtations in RADI US server policy |anguages, which comonly provide
for linmted operations (such as conparisons or arithnmetic operations)
on the existing data types. Many existing RADI US policy |anguages
typically are not capable of parsing sub-elenents or providing nore
sophi sticated matching functionality.

On the RADIUS client, code changes are typically required in order to
i npl ement a new attribute. The RADIUS client typically has to
conmpose the attribute dynam cally when sending. Wen receiving, a
RADI US client needs to be able to parse the attribute and carry out
the requested service. As a result, a detailed understanding of the
new attribute is required on clients, and data dictionaries are |ess
useful on clients than on servers.

G ven these Iimtations, the introduction of new types can require
code changes on the RADI US server, which would be unnecessary if
basi ¢ data types had been used instead. In addition, if "ad hoc"
types are used, attribute-specific parsing is required, which nmeans
nore conplex software to develop and maintain. Mre conplexity can
lead to nore error-prone inplenmentations, interoperability problens,
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and even security vulnerabilities. These issues can increase costs
to network administrators as well as reduce reliability and introduce
depl oynent barriers.

3.2.4. Complex Data Type Exceptions

As described in Section 2.1, the introduction of conplex data types
i s discouraged where viable alternatives are available. A potentia
exception is attributes that inherently require code changes on both
the client and server. For exanple, as described in Appendix B
compl ex attributes have been used in situations involving

aut hentication and security attributes, which need to be dynam cally
conmputed and verified. Supporting this functionality requires code
changes on both the RADI US client and server, regardl ess of the
attribute format. As a result, in nost cases, the use of conplex
attributes to represent these nethods is acceptable and does not
create additional interoperability or depl oyment issues.

Anot her exception to the recomendati on agai nst conplex types is for
types that can be treated as opaque data by the RADI US server. For
exanpl e, the EAP-Message Attribute, defined in [RFC3579], Section
3.1, contains a conplex data type that is an Extensible

Aut henti cati on Protocol (EAP) packet. Since these conplex types do
not need to be parsed by the RADI US server, the issues arising from
server limtations do not arise. Simlarly, since attributes of

t hese conpl ex types can be configured on the server using a data type
of String, dictionary linitations are also not encountered. Appendi X
A.1 includes a series of checklists that may be used to analyze a
design for RECOMMVENDED and NOT RECOMMENDED behavior in relation to
conpl ex types

If the RADIUS Server sinply passes the contents of an attribute to
sonme non- RADI US portion of the network, then the data is opaque to
RADI US and SHOULD be defined to be of type String. A concrete way of
judging this requirenent is whether or not the attribute definition
in the RADI US docunent contains delineated fields for sub-parts of
the data. |If those fields need to be delineated in RADI US, then the
data is not opaque to RADIUS, and it SHOULD be separated into

i ndi vidual RADIUS attributes.

An exami nation of existing RAD US RFCs discl oses a nunber of conpl ex
attributes that have already been defined. Appendix B includes a
listing of conplex attributes used within [ RFC2865], [RFC2868],

[ RFC2869], [RFC3162], [RFC4818], and [RFC4675]. The discussi on of
these attributes includes reasons why a conplex type is acceptable or
suggestions for how the attribute could have been defined to foll ow
the RADI US data nodel
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In other cases, the data in the conplex type are described textually
in a specification. This is possible because the data types are not
sent within the attributes but are a matter for endpoint
interpretation. An inplenentation can define additional data types
and use these data types today by matching themto the attribute’s
textual definition.

3.3. Vendor Space

The usage nodel for RADIUS VSAs is described in [ RFC2865], Section
6. 2:

Not e that RADI US defines a nechani smfor Vendor-Specific
extensions (Attribute 26) and the use of that should be encouraged
i nstead of allocation of global attribute types, for functions
specific only to one vendor’s inplenentation of RADI US, where no
interoperability is deened useful

Nevert hel ess, many new attri butes have been defined in the vendor
space in situations where interoperability is not only useful but is
required. For exanple, SDCs outside the | ETF (such as the | EEE 802
and the 3rd Generation Partnership Project (3GPP)) have been assi gned
Vendor-1ds, enabling themto define their own VSA encodi ng and assign
Vendor types within their own vendor space, as defined by their

uni que Vendor-1d.

The use of VSAs by SDOs outside the | ETF has gained in popularity for
several reasons

Efficiency
As with SNMP, which defines an "Enterprise" Cbject ldentifier
(O D) space suitable for use by vendors as well as other SDOs, the
definition of Vendor-Specific Attributes has becone a comon
occurrence as part of standards activity outside the | ETF. For
reasons of efficiency, it is easiest if the RADIUS attributes
required to manage a standard are devel oped within the sanme SDO
that devel ops the standard itself. As noted in "Transferring MB
Wrk fromI|ETF Bridge MB W5 to | EEE 802.1 WG' [ RFC4663], today
few vendors are willing to sinultaneously fund individuals to
participate within an SDOto conplete a standard as well as to
participate in the IETF in order to conplete the associ ated RADI US
attributes specification.

Attribute scarcity
The standard space is limited to 255 unique attributes. O these,
only about half remain available for allocation. In the vendor
space, the nunber of attributes available is a function of the
encodi ng of the attribute (the size of the Vendor type field).
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3.3.1. Interoperability Considerations

Vendors and SDCs are reminded that the standard space and the
enurer at ed val ue space for enunerated attributes are reserved for

al l ocation through work published via the I ETF, as noted in

[ RFC3575], Section 2.1. |In the past, sone vendors and SDGCs have

assi gned vendor-specific neaning to "unused" values fromthe standard
space. This process results in interoperability issues and is
counterproductive. Simlarly, the vendor-specific enuneration
practice discussed in [ RFC2882], Section 2.2.1 is NOT RECOMVENDED.

If it is not possible to follow the | ETF process, vendors and SDOs
SHOULD sel f-allocate an attribute, which MIUST be in their own vendor
space as defined by their unique Vendor-ld, as discussed in Sections
3.3.2 and 3. 3.3.

The design and specification of VSAs for multi-vendor usage SHOULD be
undertaken with the sanme |evel of care as standard RADIUS attri butes.
Specifically, the provisions of this docunment that apply to standard

RADI US attributes also apply to VSAs for multi-vendor usage.

3.3.2. Vendor Allocations

As noted in [RFC3575], Section 2.1, vendors are encouraged to utilize
VSAs to define functions "specific only to one vendor’s

i mpl enentati on of RADIUS, where no interoperability is deenmed useful
For functions specific only to one vendor’s inplenentation of RADIUS
the use of that should be encouraged instead of the allocation of

gl obal attribute types”

The recommendation for vendors to allocate attributes froma vendor
space rather than via the | ETF process is a recognition that vendors
desire to assert change control over their own RADI US specifications
Thi s change control can be obtained by requesting a PEN fromthe

I nternet Assigned Number Authority (I ANA) for use as a Vendor-Id
within a Vendor-Specific Attribute. The vendor can then allocate
attributes within the vendor space defined by that Vendor-ld at their
sole discretion. Sinmlarly, the use of data types (conplex or
otherwi se) within that vendor space is solely under the discretion of
t he vendor.

3.3.3. SDO Al locations
G ven the expanded utilization of RADIUS, it has becone apparent that

requiring SDOs to acconplish all their RADIUS work within the IETF is
i nherently inefficient and unscalable. It is therefore RECOMENDED
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that SDO RADI US Attribute specifications allocate attributes fromthe
vendor space rather than request an allocation fromthe RADI US
standard space for attributes matching any of the following criteria:

* Attributes relying on data types not defined wthin RAD US
* Attributes intended primarily for use within an SDO
* Attributes intended primarily for use within a group of SDGs

Any new RADI US attributes or values intended for interoperable use
across a broad spectrum of the Internet community SHOULD foll ow the
al | ocation process defined in [ RFC3575].

The recomendation for SDOs to allocate attributes froma vendor
space rather than via the | ETF process is a recognition that SDOs
desire to assert change control over their own RADI US specifications
This change control can be obtained by requesting a PEN fromthe

I nternet Assigned Number Authority (I ANA) for use as a Vendor-Id
within a Vendor-Specific Attribute. The SDO can then allocate
attributes within the vendor space defined by that Vendor-Id at their
sole discretion. Sinmlarly, the use of data types (conplex or
otherwi se) within that vendor space is solely under the discretion of
t he SDO

3.4. Polynorphic Attributes

A polynorphic attribute is one whose fornmat or meaning is dynanic.
For exanple, rather than using a fixed data format, an attribute's
format mi ght change based on the contents of another attribute. O,
the meaning of an attribute nmay depend on earlier packets in a
sequence.

RADI US server dictionary entries are typically static, enabling the
user to enter the contents of an attribute w thout support for
changi ng the format based on dynanic conditions. However, this
limtation on static types does not prevent inplenentations from

i mpl ementing policies that return different attributes based on the
contents of received attributes; this is a common feature of existing
RADI US i npl enent ati ons.

In general, polynorphismis NOI RECOWENDED. Polynorphismrarely
enabl es capabilities that would not be avail abl e through use of
multiple attributes. Polynorphismrequires code changes in the

RADI US server in situations where attributes with fixed formats woul d
not require such changes. Thus, pol ynorphi smincreases conplexity
whi | e decreasing generality, w thout delivering any correspondi ng
benefits.
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Note that changing an attribute’'s format dynamically is not the same
thing as using a fixed format and conputing the attribute itself
dynami cally. RADIUS authentication attributes, such as User-
Passwor d, EAP- Message, etc., while being computed dynamically, use a
fixed fornmat.

4. | ANA Consi derations

Thi s docunent has no action itens for | ANA. However, it does provide
gui delines for Expert Reviewers appointed as described in [ RFC3575].

5. Security Considerations

Thi s specification provides guidelines for the design of RAD US
attributes used in authentication, authorization, and accounti ng.
Threats and security issues for this application are described in

[ RFC3579] and [ RFC3580]; security issues encountered in roam ng are
described in [ RFC2607].

bfuscation of RADIUS attributes on a per-attribute basis is
necessary in sone cases. The current standard nmechanismfor this is
described in [ RFC2865], Section 5.2 (for obscuring User-Password

val ues) and is based on the MD5 al gorithmspecified in [ RFC1321].

The MD5 and SHA-1 al gorithns have recently becone a focus of scrutiny
and concern in security circles, and as a result, the use of these
algorithms in new attributes is NOT RECOWENDED. [In addition

previ ous docunents referred to this nethod as generating "encrypted"
data. This termnology is no |onger accepted within the
cryptographi c comunity.

Where new RADIUS attri butes use cryptographic algorithnms, algorithm
negoti ati on SHOULD be supported. Specification of a mandatory-to-

i mpl enment algorithmis REQU RED, and it is RECOMVENDED that the
mandat ory-to-i npl ement al gorithm be certifiable under FIPS 140

[ FIPS].

Where new RADI US attri butes encapsul ate conpl ex data types, or
transport opaque data, the security considerations discussed in
Section 5.1 SHOULD be addressed.

Message authentication in RADIUS is provided largely via the Message-
Aut henticator attribute. See Section 3.2 of [RFC3579] and al so
Section 2.2.2 of [RFC5080], which say that client inplenentations
SHOULD i ncl ude a Message- Aut henticator Attribute in every Access-
Request .
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In general, the security of the RADI US protocol is poor. Robust
depl oynents SHOULD support a secure conmuni cati ons protocol such as
| Psec. See Section 4 of [RFC3579] and Section 5 of [RFC3580] for a
nmore in-depth expl anation of these issues.

| npl enent ati ons not follow ng the suggestions outlined in this
docunent nmay be subject to probl ens such as ambi guous protoco
decodi ng, packet loss leading to loss of billing information, and
deni al - of -servi ce attacks

5.1. New Data Types and Conplex Attributes

The introduction of conplex data types brings the potential for the

i ntroducti on of new security vulnerabilities. Experience shows that
the conmon data types have few security vulnerabilities, or else that
all known issues have been found and fixed. New data types require
new code, which may introduce new bugs and therefore new attack

vect ors.

Some systens permit conplex attributes to be defined via a nethod
that is nore capable than traditional RADI US dictionaries. These
systenms can reduce the security threat of new types significantly,
but they do not renove it entirely.

RADI US servers are highly valued targets, as they control network
access and interact with databases that store usernanes and
passwords. An extreme outcone of a vulnerability due to a new,
conmpl ex type would be that an attacker is capable of taking conplete
control over the RADI US server.

The use of attributes representing opaque data does not reduce this
threat. The threat merely noves fromthe RADIUS server to the system
that consunmes that opaque data. The threat is particularly severe
when the opaque data originates fromthe user and is not validated by
the NAS. In those cases, the RAD US server is potentially exposed to
attack by malware residing on an unauthenticated host.

Any system consum ng opaque data that originates froma RAD US system
SHOULD be properly isolated fromthat RADI US system and SHOULD run
with mnimal privileges. Any potential vulnerabilities in the non-
RADI US systemw || then have m nimal inpact on the security of the
system as a whol e.

DeKok & Weber Best Current Practice [ Page 23]



RFC 6158

6. References

RADI US Desi gn Gui del i nes March 2011

6.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Levels", BCP 14, RFC 2119, March 1997.

[ RFC2865] Rigney, C., Wllens, S., Rubens, A, and W Sinpson,
"Renote Authentication Dial In User Service (RAD US)",
RFC 2865, June 2000.

[ RFC3575] Aboba, B., "I ANA Considerations for RADIUS (Renote
Aut hentication Dial In User Service)", RFC 3575, July
2003.

6.2. Informative References

[ RFC1155] Rose, M and K. Md oghrie, "Structure and
identification of nmanagenent information for TCP/IP-
based internets", STD 16, RFC 1155, May 1990.

[ RFC1157] Case, J., Fedor, M, Schoffstall, M, and J. Davin,
"Si npl e Network Managenent Protocol (SNWP)", RFC 1157,
May 1990.

[ RFC1321] Rivest, R, "The MD5 Message-Di gest Al gorithni, RFC
1321, April 1992.

[ RFC2548] Zorn, G, "Mcrosoft Vendor-specific RADIUS
Attributes", RFC 2548, March 1999.

[ RFC2607] Aboba, B. and J. Vol lbrecht, "Proxy Chaining and Policy
| mpl enentation in Roanmi ng", RFC 2607, June 1999.

[ RFC2866] Ri gney, C., "RADIUS Accounting", RFC 2866, June 2000.

[ RFC2868] Zorn, G, Leifer, D., Rubens, A, Shriver, J.,
Hol drege, M, and |I. Goyret, "RADIUS Attributes for
Tunnel Protocol Support", RFC 2868, June 2000.

[ RFC2869] Rigney, C, Wllats, W, and P. Cal houn, "RADI US
Ext ensi ons", RFC 2869, June 2000.

[ RFC2882] Mtton, D., "Network Access Servers Requirenments:
Ext ended RADI US Practices", RFC 2882, July 2000.

[ RFC3162] Aboba, B., Zorn, G, and D. Mtton, "RADIUS and | Pv6",

DeKok & Weber

RFC 3162, August 2001.

Best Current Practice [ Page 24]



RFC 6158

[ RFC3579]

[ RFC3580]

[ RFC3629]

[ RFC4181]

[ RFC4663]

[ RFCA675]

[ RFC4679]

[ RFC4818]

[ RFC4821]

[ RFC4849]

[ RFC5080]

[ RFC5090]

[ RFC5176]

DeKok & Weber

RADI US Desi gn Gui del i nes March 2011

Aboba, B. and P. Cal houn, "RADI US (Renote

Aut hentication Dial In User Service) Support For

Ext ensi bl e Aut hentication Protocol (EAP)", RFC 3579,
Sept enber 2003.

Congdon, P., Aboba, B., Snith, A, Zorn, G, and J.
Roese, "I EEE 802.1X Renote Authentication Dial |In User
Service (RADI US) Usage Guidelines", RFC 3580, Septenber
2003.

Yergeau, F., "UTF-8, a transformation format of |SO
10646", STD 63, RFC 3629, Novenber 2003.

Heard, C., Ed., "Guidelines for Authors and Revi ewers
of M B Docunents", BCP 111, RFC 4181, Septenber 2005.

Harrington, D., "Transferring MB Wrk fromI|ETF Bridge
MB W5 to | EEE 802.1 WG', RFC 4663, Septenber 2006.

Congdon, P., Sanchez, M, and B. Aboba, "RADI US
Attributes for Virtual LAN and Priority Support", RFC
4675, Septenber 2006.

Mamoliti, V., Zorn, G, Arberg, P., and R Rennison,
"DSL Forum Vendor-Specific RADIUS Attributes", RFC
4679, Septenber 2006.

Sal owey, J. and R Drons, "RADI US Del egat ed-1Pv6-Prefix
Attribute", RFC 4818, April 2007.

Mathis, M and J. Heffner, "Packetization Layer Path
MIU Di scovery", RFC 4821, March 2007.

Congdon, P., Sanchez, M, and B. Aboba, "RADI US Filter
Rule Attribute", RFC 4849, April 2007.

Nel son, D. and A. DeKok, "Combn Renote Authentication
Dial In User Service (RADIUS) |nplenentation |Issues and
Suggest ed Fi xes", RFC 5080, Decenber 2007.

Sterman, B., Sadol evsky, D., Schwartz, D., WIIians,
D., and W Beck, "RADI US Extension for Digest
Aut henti cation", RFC 5090, February 2008.

Chi ba, M, Domety, G, Eklund, M, Mtton, D., and B.
Aboba, "Dynami c Authorization Extensions to Renote

Aut hentication Dial In User Service (RADIUS)", RFC
5176, January 2008.

Best Current Practice [ Page 25]



RFC 6158

[ DOCTORS]

[ FI PS]

[ | EEE- 802. 1Q)

[ RFC5580]

[ AAA- S| P]

DeKok & Weber

RADI US Desi gn Gui del i nes March 2011

AAA Doctors Mailing List, ww.ietf.org/mail-
ar chi ve/ web/ aaa- doct ors.

FI PS 140-3 (DRAFT), "Security Requirenents for
Crypt ogr aphi ¢ Mbdul es”,
http://csrc. nist.gov/publications/PubsFIPS. htni.

| EEE Standards for Local and Metropolitan Area
Networ ks: Draft Standard for Virtual Bridged Local Area
Net wor ks, P802.1Q 2003, January 2003.

Tschofenig, H, Ed., Adrangi, F., Jones, M, Lior, A,
and B. Aboba, "Carrying Location Objects in RAD US and
D aneter", RFC 5580, August 2009.

Sterman, B., Sadol evsky, D., Schwartz, D., WIIians,

D., and W Beck, "RADI US Extension for Digest
Aut henti cation", Work in Progress, Novenber 2004.

Best Current Practice [ Page 26]



RFC 6158 RADI US Desi gn Gui del i nes March 2011

Appendi x A, Design Guidelines Checkli st

The followi ng text provides guidelines for the design of attributes
used by the RADI US protocol. Specifications that follow these

gui del i nes are expected to achieve maxi muminteroperability with

m ni mal changes to existing systens.

A 1. Types Matching the RADI US Data Mbdel
A.1.1. Transport of Basic Data Types

Does the data fit within the basic data types described in Section
2.1? If so, it SHOULD be encapsulated in a [ RFC2865] fornmat RADI US
attribute or in a [RFC2865] format RADI US VSA t hat uses one of the
exi sting RADI US data types.

A.1.2. Transport of Authentication and Security Data

Does the data provide authentication and/or security capabilities for
the RADI US protocol as outlined below? |If so, use of a conplex data
type is acceptabl e under the follow ng circunstances:

* Compl ex data types that carry authentication nethods that RADIUS
servers are expected to parse and verify as part of an
aut henti cati on process.

* Compl ex data types that carry security information intended to
i ncrease the security of the RADI US protocol itself.

Any data type carrying authentication and/or security data that is
not neant to be parsed by a RADI US server is an "opaque data type"
as defined in Section A 1.3.

A. 1.3. Opaque Data Types

Does the attribute encapsul ate an existing data structure defined
outside of the RADI US specifications? Can the attribute be treated
as opaque data by RADI US servers (including proxies)? |f both
guestions can be answered affirmatively, a conplex structure MAY be
used in a RADI US specification

The specification of the attribute SHOULD define the encapsul ati ng
attribute to be of type String. The specification SHOULD refer to an
external document defining the structure. The specification SHOULD
NOT define or describe the structure, for reasons discussed in
Section 3.2.3.
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A 1.4. Pre-Existing Data Types

There is a trade-off in design between reusing existing formats for
hi storical conpatibility or choosing new formats for a "better"
design. This trade-off does not always require the "better" design
to be used. As a result, pre-existing conplex data types descri bed
i n Appendi x B MAY be used.

A. 2. |Inproper Data Types

This section suggests alternatives to data types that do not fal
within the "basic data type" definition. Section A 2.1 describes
sinpl e data types, which should be replaced by basic data types.
Section A 2.2 describes nore conplex data types, which should be
replaced by nultiple attributes using the basic data types.

A .2.1. Sinple Data Types

Does the attribute use any of the followi ng data types? |If so, the
data type SHOULD be replaced with the suggested alternatives, or it
SHOULD NOT be used at all.

* Signed integers of any size.
SHOULD NOT be used. SHOULD be replaced with one or nore
unsigned integer attributes. The definition of the attribute
can contain information that woul d otherwise go into the sign
val ue of the integer.

* 8-bit unsigned integers.
SHOULD be replaced with 32-bit unsigned integer. There is
insufficient justification to save three bytes.

* 16-bit unsigned integers.
SHOULD be replaced with 32-bit unsigned integer. There is
insufficient justification to save two bytes.

* Unsigned integers of size other than 32 bits.
SHOULD be replaced by an unsigned integer of 32 bits. There is
insufficient justification to define a new size of integer

* I ntegers of any size in non-network byte order
SHOULD be replaced by unsigned integer of 32 bits in network.
There is no reason to transport integers in any format other
t han network byte order

* Multi-field text strings.
Each field SHOULD be encapsulated in a separate attribute.
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* Pol ynorphic attributes.
Multiple attributes, each with a static data type, SHOULD be
defined instead.

* Nested attribute-value pairs (AVPS).
Attributes should be defined in a flat typespace.

A 2.2. Mre Conplex Data Types
Does the attri bute:
* define a conplex data type not described in Appendi x B?

* that a RADI US server and/or client is expected to parse,
validate, or create the contents of via a dynam c conputation
(i.e., a type that cannot be treated as opaque data (Section
A 1.3))?

* involve functionality that could be inplenented w thout code
changes on both the client and server (i.e., a type that doesn't
requi re dynanic conputation and verification, such as those
performed for authentication or security attributes)?

If so, this data type SHOULD be replaced with sinpler types, as
di scussed in Appendix A 2.1. See also Section 2.1 for a discussion
of why conpl ex types are problematic.

A. 3. Vendor-Specific Formats

Does the specification contain Vendor-Specific Attributes that natch
any of the following criteria? |If so, the VSA encodi ng should be
replaced with the [ RFC2865], Section 5.26 encoding or should not be
used at all.

* Vendor types of nore than 8 bits.
SHOULD NOT be used. Vendor types of 8 bits SHOULD be used
i nst ead.

* Vendor lengths of less than 8 bits (i.e., zero bits).
SHOULD NOT be used. Vendor lengths of 8 bits SHOULD be used
i nst ead.

* Vendor | engths of nore than 8 bits.

SHOULD NOT be used. Vendor |engths of 8 bits SHOULD be used
i nst ead.
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Vendor -specific contents that are not in Type-Length-Val ue
format.

SHOULD NOT be used. Vendor-Specific Attributes SHOULD be in
Type- Lengt h- Val ue format.

In general, Vendor-Specific Attributes SHOULD foll ow t he encodi ng
suggested in Section 5.26 of [RFC2865]. Vendor extensions to non-
standard encodi ngs are NOT RECOMMENDED as they can negatively affect
interoperability.

A. 4. Changes to the RADI US Operational Mde

Does the specification change the RADI US operation nodel as outlined
inthe list below? If so, then another nethod of achieving the

desi gn objectives SHOULD be used. Potential problem areas include
the foll ow ng:

*

Defi ni ng new comands in RADI US using attri butes.

The addition of new conmands to RADI US MJUST be handl ed via

al |l ocation of a new Code and not by the use of an attribute.
This restriction includes new conmands created by overl oadi ng
the Service-Type Attribute to define new values that nodify the
functionality of Access-Request packets.

Using RADIUS as a transport protocol for data unrelated to

aut henti cation, authorization, or accounting.

Using RADIUS to transport authentication nmethods such as EAP is
explicitly permitted, even if those nethods require the
transport of relatively |arge anounts of data. Transport of
opaque data relating to AAAis also pernitted, as discussed in
Section 3.2.3. However, if the specification does not relate to
AAA, then RADI US SHOULD NOT be used.

Assum ng support for packet |engths greater than 4096 octets.
Attribute designers cannot assume that RADIUS inpl ementations
can successfully handl e packets |arger than 4096 octets. |If a
specification could lead to a RADI US packet |arger than 4096
octets, then the alternatives described in Section 3.3 SHOULD be
consi der ed.

St at el ess operation.

The RADI US protocol is stateless, and docunents that require
stateful protocol behavior without the use of the State
Attribute need to be redesi gned.
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* Provisioning of service in an Access-Rej ect.
Such provisioning is not permtted, and MJUST NOT be used. |If
limted access needs to be provided, then an Access-Accept with
appropriate authorizations can be used instead.

* Provisioning of service in a Disconnect-Request.
Such provisioning is not permtted and MJST NOT be used. |If
limted access needs to be provided, then a CoA- Request
[ RFC5176] with appropriate authorizations can be used instead.

* Lack of user authentication or authorization restrictions.
In an authorization check, where there is no denonstration of a
live user, confidential data cannot be returned. Where there is
alink to a previous user authentication, the State Attribute
SHOULD be present.

* Lack of per-packet integrity and authentication.
It is expected that docunents w |l support per-packet integrity
and aut henti cati on.

* Modification of RADIUS packet sequences.
In RADI US, each request is encapsulated in its own packet and
elicits a single response that is sent to the requester. Since
changes to this paradigmare likely to require nmjor
nodi fications to RADIUS client and server inplenentations, they
SHOULD be avoided if possible.

For further details, see Section 3.1.

A.5. Allocation of Attributes
Does the attribute have a limted scope of applicability as outlined
below? |If so, then the attributes SHOULD be allocated fromthe
vendor space rather than requesting allocation fromthe standard

space.

* attributes intended for a vendor to support their own systens
and not suitable for general usage

* attributes relying on data types not defined within RAD US

* attributes intended primarily for use within an SDO

* attributes intended primarily for use within a group of SDGs
Note that the points |isted above do not relax the reconmendati ons

di scussed in this docunent. |Instead, they recognize that the RADI US
data nodel has limtations. |n certain situations where
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interoperability can be strongly constrained by the SDO or vendor, an
expanded data nodel MAY be used. It is RECOMENDED, however, that
the RADI US data nodel be used, even when it is marginally |ess
efficient than alternatives.

When attributes are used prinmarily within a group of SDGs, and are
not applicable to the wider Internet conmunity, we expect that one
SDO wi | I be responsible for allocation fromtheir own private vendor
space.

Appendi x B. Conplex Attributes

Thi s appendi x summari zes RADI US attributes with conplex data types
that are defined in existing RFCs.

Thi s appendix is published for informational purposes only and
reflects the usage of attributes with conplex data types at the tine
of the publication of this docunent.

B.1. CHAP- Password

[ RFC2865], Section 5.3 defines the CHAP-Password Attribute, which is
sent fromthe RADIUS client to the RADI US server in an Access-
Request. The data type of the CHAP Identifier is not given, only the
one-octet |ength:

0 1 2
012345678901234567890123456789
B i e T i s S o S S e

| Type | Length | CHAP | dent | String ..
B e o T e S e N e i ol T i e e e S S R

Since this is an authentication attribute, code changes are required
on the RADIUS client and server to support it, regardl ess of the
attribute format. Therefore, this conplex data type is acceptable in
this situation.

B. 2. CHAP- Chal | enge
[ RFC2865], Section 5.40 defines the CHAP-Chall enge Attribute, which
is sent fromthe RADIUS client to the RADIUS server in an Access-

Request. While the data type of the CHAP Identifier is given, the
text al so says:

If the CHAP chal |l enge value is 16 octets long it MAY be placed in
the Request Authenticator field instead of using this attribute.
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Defining attributes to contain values taken fromthe RAD US packet
header is NOT RECOVWENDED. Attributes should have values that are
packed into a RADI US AVP.

B. 3. Tunnel - Passwor d

[ RFC2868], Section 3.5 defines the Tunnel -Password Attribute, which
is sent fromthe RADIUS server to the client in an Access-Accept.
This attribute includes Tag and Salt fields, as well as a String
field that consists of three |ogical sub-fields: the Data-Length
(required and one octet), Password sub-fields (required), and the
optional Padding sub-field. The attribute appears as foll ows:

0 1 2 3
01234567890123456789012345678901
T S i o S S e i < S S S S S S S S S S

| Type | Length | Tag | Sal t
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
Salt (cont) | String ...

e e

Since this is a security attribute, code changes are required on the
RADI US client and server to support it, regardless of the attribute
format. However, while use of a conplex data type is acceptable in
this situation, the design of the Tunnel -Password Attribute is
problematic froma security perspective since it uses MD5 as a ci pher
and provides a password to a NAS, potentially w thout proper

aut hori zati on.

B. 4. ARAP- Passwor d

[ RFC2869], Section 5.4 defines the ARAP-Password Attribute, which is
sent fromthe RADIUS client to the server in an Access-Request. It
contains four 4-octet values instead of having a single Value field:

0 1 2 3
01234567890123456789012345678901
T I T S D i it S S S S S R S o S S A S

| Type | Length | Val uel

B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Val ue2

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Val ue3

S N S
| Val ue4d

T S i o S S e i T S S S S S S S S S S S

I S e S S i skt N S
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As with the CHAP-Password Attribute, this is an authentication
attribute that woul d have required code changes on the RADIUS client
and server, regardl ess of fornmat.

B. 5. ARAP-Features

[ RFC2869], Section 5.5 defines the ARAP-Features Attribute, which is
sent fromthe RADI US server to the client in an Access-Accept or
Access-Chal l enge. It contains a conpound string of two single octet
val ues, plus three 4-octet val ues, which the RADI US client

encapsul ates in a feature flags packet in the Apple Renbte Access

Pr ot ocol (ARAP)

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S

| Type | Length | Val uel | Val ue2

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Val ue3 |
B T T i e e S e e e R e ale i S T S e e S e i o e sl i S T
| Val ue4 |
B T T T o o S S S e i S S Tk e e Y S
| Val ueb |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

Unli ke the previous attributes, this attribute contains no encrypted
component, nor is it directly involved in authentication. The

i ndi vi dual sub-fields therefore could have been encapsul ated in
separate attributes

While the contents of this attribute are intended to be placed in an
ARAP packet, the fields need to be set by the RADI US server. Using
standard RADI US data types woul d have sinplified RAD US server

i mpl enent ati ons and subsequent managenent. The current form of the
attribute requires either the RADI US server inplenmentation or the
RADI US server administrator to understand the internals of the ARAP
pr ot ocol

B. 6. Connect-Info

[ RFC2869], Section 5.11 defines the Connect-Info Attribute, which is
used to indicate the nature of the connection

0 1 2
012345678901234567890123
s S S T T S e ks wi i S S S S S

| Type | Lengt h | Text. ..
i S S s i sl T S S T S S
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Even though the type is Text, the rest of the description indicates
that it is a conplex attribute:

The Text field consists of UTF-8 encoded 10646 [8] characters.

The connection speed SHOULD be included at the beginning of the
first Connect-Info attribute in the packet. |If the transmt and
recei ve connection speeds differ, they nay both be included in the
first attribute with the transmt speed first (the speed the NAS
nmodem transnits at), a slash (/), the receive speed, then
optionally other information.

For exanple, "28800 V42BI S/ LAPM or "52000/31200 V90"

More than one Connect-Info attribute may be present in an
Account i ng- Request packet to accommopdat e expected efforts by I TU
to have nodens report nore connection information in a standard
format that m ght exceed 252 octets.

This attribute contains no encrypted conponent and is not directly
i nvol ved in authentication. The individual sub-fields could
t heref ore have been encapsul ated in separate attributes.

However, since the definition refers to potential standardization
activity within I TU, the Connect-Info Attribute can al so be thought
of as opaque data whose definition is provided el sewhere. The
Connect-Info Attribute could therefore qualify for an exception as
described in Section 3.2.4.

B. 7. Franed-|Pv6-Prefix

Section 2.3 of [RFC3162] defines the Franed-1Pv6-Prefix Attribute,
and Section 3 of [RFC4818] reuses this format for the Del egated-

| Pv6-Prefix Attribute; these attributes are sent fromthe RADI US
server to the client in an Access-Accept.

0 1 2 3

01234567890123456789012345678901

T S T S S S T it S S it i

| Type | Length | Reserved | Prefix-Length |

B T o S e i oL I S e e T s T S it i S
Prefix

B i i i i T S T s a ks aits S S S S S S S
Prefix

T S T S S S T it S S it i
Prefix

B T o S e i oL I S e e T s T S it i S
Prefix

B i i i i T S T s a ks aits S S S S S S S
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The sub-fields encoded in these attributes are strongly related, and
there was no previous definition of this data structure that could be
referenced. Support for this attribute requires code changes on both
the client and server, due to a new data type being defined. |In this
case, it appears to be acceptable to encode themin one attribute.

B. 8. Egress-VLAN D

[ RFC4675], Section 2.1 defines the Egress-VLANID Attribute, which can
be sent by a RADIUS client or server.

0 1 2 3

01234567890123456789012345678901

B Lt r s i i i o o T s ks S R S

| Type | Length | Val ue

B T T T o o S S S e i S S Tk e e Y S
Val ue (cont) |

i T R i el i it S SRR R S SR SR S

While it appears superficially to be of type Integer, the Value field
is actually a packed structure, as follows:

0 1 2 3

01234567890123456789012345678901
T T i e i i e T e b s S S SN S
| Tag Indic. | Pad | VLANI D |
i T i e S e e m s e S e e e o

The Iength of the VLANID field is defined by the [IEEE-802.1Q
specification. The Tag Indicator field is either 0x31 or 0x32, for
compatibility with the Egress-VLAN- Nanme, as di scussed bel ow. The
conmpl ex structure of Egress-VLANI D overlaps with that of the base

I nteger data type, meaning that no code changes are required for a
RADI US server to support this attribute. Code changes are required
on the NAS, if only to inplenment the VLAN I D enforcenent.

G ven the | EEE VLAN requirenents and the Iinmted data nodel of

RADI US, the chosen nmethod is likely the best of the possible
al ternatives.
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B. 9. Egress- VLAN Nane

[ RFC4675], Section 2.3 defines the Egress-VLAN Nanme Attribute, which
can be sent by a RADIUS client or server.

0 1 2 3
01234567890123456789012345678901
N o

| Type | Length | Tag Indic. | String. .
B T o S e i oL I S e e T s T S it i S

The Tag Indicator is either the character 1" or '2', which in ASClI
map to the identical values for Tag Indicator in Egress-VLAN D above.
The conpl ex structure of this attribute is acceptable for reasons
identical to those given for Egress-VLAN D

B.10. Digest-*

[ RFC5090] attenpts to standardize the functionality provided by an
expired Internet-Draft [AAA-SIP], which inproperly uses two
attributes fromthe standard space wi thout having been assigned them
by 1ANA. This self-allocation is forbidden, as described in Section
2. In addition, the docunent uses nested attributes, which are

di scouraged in Section 2.1. The updated docunent uses basic data
types and all ocates nearly 20 attributes in the process.

However, the docunment has seen wi de-spread inplenmentation, but

[ RFC5090] has not. One explanation nmay be that inplenentors

di sagreed with the trade-offs nade in the updated specification. It
may have been better to sinply docunment the existing format and
request | ANA allocation of two attributes. The resulting design
woul d have used nested attributes but may have gai ned nore w de-
spread i npl enent ati on.
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