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Abst r act

The Session Description Protocol (SDP) has an attribute that allows
RTP applications to specify an address and a port associated with the
RTP Control Protocol (RTCP) traffic. |In RTP-based source-specific
mul ticast (SSM sessions, the sane attribute is used to designate the
address and the RTCP port of the Feedback Target in the SDP
description. However, the RTCP port associated with the SSM session
itself cannot be specified by the sane attribute to avoid anbiguity,
and thus, is required to be derived fromthe "m=" line of the nmedia
description. Deriving the RTCP port fromthe "m=" |ine inposes an
unnecessary restriction. This docunent renoves this restriction by

i ntroducing a new SDP attribute.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6128.
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Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

The Session Description Protocol (SDP) [ RFC4566] has an attribute
that allows RTP applications [ RFC3550] to specify an address and a
port associated with the RTP Control Protocol (RTCP) traffic

[ RFC3605]. This attribute is called "rtcp’

Now consi der a network where one or nore nedia senders send RTP
packets to a distribution source, which then nulticasts these RTP
packets to nulticast receivers using a source-specific nulticast
(SSM arrangenent [RFC5760]. The distribution source also nulticasts
the forward RTCP traffic (i.e., RTCP sender reports and receiver
reports or their summaries) to the receivers in the sane SSM sessi on

In RTP-based SSM sessions, the 'rtcp’ attribute is used to designate
t he address and the RTCP port of the Feedback Target in the SDP
description [ RFC5760]. However, the RTCP port associated with the
SSM session itsel f cannot be specified by the sane attribute since it
could potentially cause anbiguity. Thus, the nulticast RTCP port is
required to be derived fromthe "nm=" line of the nedia description
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(see Section 10.2 of [RFC5760]) by following the +1 rule (see Section
11 of [RFC3550]). However, [RFC3550] lifted the requirement for the
+1 rule since it inposed an unnecessary restriction on RTCP port

sel ecti on.

In this specification, we introduce a new SDP attribute to renove
this restriction. The new attribute allows the nulticast sender to
use its desired port in the RTCP session. This docunment updates

[ RFC5760] .

2. The "nulticast-rtcp’ Attribute

In RTP-based SSM sessions, the distribution source can use different
mul ticast RTP and RTCP ports to send the RTP and RTCP packets,
respectively. Alternatively, the distribution source can use RTP/
RTCP port nuxing [RFC5761], in which case the RTP and RTCP packets
are sent to the same destination port in the SSM session

For the cases when the distribution source does not want to use the
one higher port for the RTCP traffic, this docunent defines a new SDP
attribute, called "nulticast-rtcp’. By using this attribute, the

di stribution source uses a desired port for the SSM RTCP session. In
the absence of the "multicast-rtcp’ attribute, the +1 rule applies
foll owi ng [ RFC5760] .

The foll owi ng ABNF [ RFC5234] syntax formally describes the
"multicast-rtcp’ attribute:

rtcp-attribute = "a=nulticast-rtcp:" port CRLF
Figure 1: ABNF syntax for the 'nulticast-rtcp’ attribute

Here, the 'port’ token is defined as specified in Section 9 of
[ RFCA566] .

The "nmulticast-rtcp’ attribute is defined as both a nedi a-1evel and
session-level attribute. Except where stated otherwise in this
document, the rules of [RFC3550] apply.

3. SDP Exanpl e

In the session description showmn in Figure 2, a source streamis

mul ticast froma distribution source (with a source |IP address of
198.51.100.1) to the multicast destination address of 233.252.0.2 and
port 41000. The forward RTCP traffic is nmulticast in the sanme

mul ticast group but to port 42000 as specified by the "a=nulticast-
rtcp: 42000" line. A feedback target with an address of 192.0.2.1 and
port of 43000 is specified by the "rtcp’ attribute.
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4.

v=0

o=ali 1122334455 1122334466 I N | P4 ssm exanpl e. com
s="multicast-rtcp’ Exanple

t=0 0

a=rtcp-unicast:rs

nrvi deo 41000 RTP/ AVPF 98

i =Mul ti cast Stream

c=I N I P4 233.252.0.2/255

a=source-filter:incl INI1P4 233.252.0.2 198.51.100.1
a=rtpmap: 98 MP2T/ 90000

a=mul ticast-rtcp: 42000

a=rtcp: 43000 IN1P4 192.0.2.1

a=mid: 1

Fi gure 2: Exanple SDP showi ng the use of the "nulticast-rtcp
attribute

Security Considerations

The "multicast-rtcp’ attribute is not believed to introduce any
significant security risk to nmultinedia applications. A mal evol ent
third party could use this attribute to redirect the RTCP traffic,

but this requires intercepting and rewiting the packets carrying the
SDP description; and if an interceptor can do that, nmany nore attacks
are possible, including a whol esal e change of the addresses and port
nunmbers at which the nmedia will be sent.

In order to avoid attacks of this sort, the SDP description needs to
be integrity protected and provided with source authentication. This
can, for exanple, be achieved on an end-to-end basis using S/M M

[ RFC5652] [ RFC5751] when SDP is used in a signaling packet using M ME
types (application/sdp). Alternatively, HITPS [ RFC2818] or the

aut hentication nmethod in the Session Announcenment Protocol (SAP)

[ RFC2974] could be used as well

| ANA Consi der ati ons

The followi ng contact information shall be used for all registrations
in this docunent:

Al'i Begen
abegen@i sco. com
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5.1. Registration of SDP Attributes

Thi s docunent registers a new attribute nane in SDP

SDP Attribute ("att-field"):

Attribute nane: mul ticast-rtcp
Long form Port in the multicast RTCP session
Type of nane: att-field

Type of attribute: Media or session |evel
Subj ect to charset: No

Pur pose: Specifies the port for the SSM RTCP sessi on
Ref er ence: [ RFC6128]
Val ues: See [ RFC6128]
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